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A Dormand-Prince Based Hybrid Chaotic True
Random Number Generator on FPGA

I. KOYUNCU, H. i. SEKER, M. ALCIN and M. TUNA

Abstract— This study presents a Dormand-Prince-based
hybrid chaotic True Random Number Generator Design (TRNG)
that can be used for secure communication and cryptographic
applications on Field Programmable Gate Array (FPGA). In this
design, a chaotic oscillator unit has been implemented with an
FPGA-based Sprott-Jafari chaotic oscillator model suitable with
1Q-Math fixed point number and IEEE 754-1985 floating point
number standards. Random numbers have been produced with
the quantization of the results generated by the chaotic oscillator.
XOR has been performed with FPGA-based ring oscillator
structure on the post-processing unit so as to enhance the
randomness. The differential equation of the chaotic system used
in the TRNG design was modelled using Dormand-Prince
numerical algorithm method. The design on FPGA has been
realized in two separate number formats including 32-bit (161-
16Q) 1Q-Math fixed point number standard and 32-bit IEEE
754-1985 floating point number standard. The realized design
has been coded in VHDL, a hardware description language, and
the Xilinx ISE 14.7 program has been used for the system design.
The TRNG design has been synthesized and tested for the Virtex-
6 (XC6VLX240T-1FF1156) FPGA chip. The maximum operating
frequencies of the TRNG in 32-bit 1Q-Math fixed point number
standard and 32-bit IEEE 754-1985 floating point number
standard reach 344.585 MHz and 316 MHz, respectively. The
throughputs of the TRNG in 32-bit 1Q-Math fixed point number
standard and 32-bit IEEE 754-1985 floating point number
standard have been obtained as 344 Mbit/s and 316 Mbit/s,
respectively. 1 Mbit sequence has been generated by using TRNG
system. Randomness analysis of the generated numbers has been
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performed in accordance with the NIST 800-22 tests and the
generated numbers have successfully passed all of the tests.

Index Terms— Dormand-Prince Algorithm, 1Q-Math number
standard, Chaotic System, FPGA.

. INTRODUCTION

Chaotic systems are defined as complex, nonlinear
dynamical systems that are highly sensitive to initial
conditions with irregular behavior [1].

Numerous national and international studies have been
conducted on chaos and chaotic systems in recent years.
Control [2], biomedical [3, 4], secure communication [5, 6],
image processing [7, 8], fuzzy logic [9], artificial neural
networks [10, 11], random number generators [12, 13],
industrial control [14, 15], secure communication [16] and
cryptography [17] can be given as examples of these studies.

Cryptography is defined as a series of techniques that need
to be performed for data encryption and decryption due to its
nature. The practice and study fields of chaotic signals include
secure communication, cryptography and Random Number
Generators (RNGs). Random numbers generated by RNG are
used to form the initial vector, private and secret keys in
cryptography. These keys can be produced as embedded off-
or on-system. Off-system embedment weakens the security.
Therefore, this is performed through digital circuits-based
platforms such as hardware-based Digital Signal Processors
(DSP) [18, 19], Application Specific Integrated Circuits
(ASIC) [20, 21], and Field Programmable Gate Array (FPGA)
[22, 23] to remove this disadvantage. True Random Number
Generators (TRNGS) are essential for cryptology and secure
communication practices. It is important for these random
numbers used to display powerful statistical features,
unpredictability and have regular distribution in terms of
cryptography. The TRNGs have three main stages [24]. First
stage includes the entropy resource which generates random
numbers. Second stage includes quantification process which
is described as generation of random number bits by using the
randomness of entropy resource. Third stage includes post-
processing blocks to strengthen statistical features [25].

Studies on FPGA-based chaotic TRNG studies are
increasing in the literature [12, 26-37]. Koyuncu et al. [12]
designed chaos-based TRNG design on Xilinx Virtex-6 FPGA
using the Sundarapandian—Pehlivan chaotic system using the
design based on RK4 numerical algorithm. In another study,
Fischer et al. [27] realized the PLL based oscillator with
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FPGA chips. Avaroglu et al. [29] implemented chaos-based
post-processing on the ring oscillator based TRNG system on
Altera FPGA board. Although the operating frequency of the
design they realized was high as 450 MHz, the throughput
decreased after the post-processing unit as 25 Mbit/s. Al¢in et
al. [31] designed ANN-chaos based TRNG on Xilinx FPGA.
The operating frequency of the designed system is 231.616
MHz and the bit generation rate is 115.794 Mbit/s. Tuna et al.
[32] implemented a dual entropy core TRNG design using
hybrid ANN-based chaotic and ring oscillator structures on
FPGA. Garipcan et al. [34] designed a hybrid TRNG on
FPGA. In the hybrid system they designed, they used the ring

system and the discrete-time chaotic maps system as the
source of entropy. The discrete-time chaotic maps system
operates as the slow oscillator and the ring system operates as
the fast oscillator. The system has an operating frequency of
200 MHz and bit production rate of 15.4 Mbit/s. In Table 1,
detailed information about TRNG designs and technical
features designed on FPGA is given. As can be seen in the
table, some studies have high operating frequencies, but bit
generation rates decrease due to the algorithm used in the
post-processing algorithm. The FPGA-based TRNG structure
proposed in this study has the advantages of both high
operating frequency and no reduction in throughput.

TABLE |
THE TECHNICAL PROPERTIES OF THE DESIGNED FPGA-BASED TRNGS IN RECENT YEARS
References FPGA chip used Designed Entropy type O[()I(/I qu' ?ﬁ;ﬁi;/it)e

[12] Koyuncu et al. Virtex-6 Chaotic system 293 58.76
[26] Wieczorek et al. Spartan-3 Dual-metastability F/F 50 5
[27] Fischer et al. Altera Stratix PLL oscillator 250 1.0
[28] Lozachetal. Virtex-2 Multi-ring oscillator 40 2.5
[29] Avaroglu et al. Altera Ring oscillator+chaos-based post-processing 450 25
[30] Tuncer et al. Cyclone IV Ring oscillator 200 4.77
[31] Algmetal Virtex-6 3D ANN-based 231.61 115.7
[32] Tunaetal. Virtex-6 4D Hyperchaos+Ring 167.47 167.47
[33] Kayaetal. Quartus-I1 Chua+RO-based PUF  ceeeee e
[34] Garipcan et al. Altera Chaotic map+Ring 200 15.4
[35] Tuncer Altera Chaotic map+Ring 50 2.17
[36] Prakash et al. Virtex-6 4-D hyperchaotic system 370.894 185.447
[37] Koyuncu etal. Virtex-6 3-D chaotic system+Ring 464 464

This study Virtex-6 SJ Chaotic+Ring 316.756 316.756

This study presents a TRNG design that uses 32-bit IEEE
754-1985 floating point number standard and 1Q-Math fixed
point number standard for cryptography and secure
communication. The study has compared the chip statistics
and operating frequencies of two different TRNG designs. The
second section gives information about chaos and introduces
the Sprott-Jafari chaotic system (SJCS). The SJCS was
mathematically modeled and its time series and phase portraits
were presented. The SJCS-based TRNG designs suitable with
two separate number formats including 32-bit 1Q-Math fixed
point number standard and 32-bit IEEE 754-1985 floating
point number standard were implemented on FPGA by using
this chaotic system. NIST tests were performed for the random
numbers obtained from the TGNR models of which designs
were realized, and the results were presented in comparison.

Il. DORMAND-PRINCE ALGORITHM AND SPROTT-JAFARI
CHAOTIC SYSTEM

Chaotic systems are defined as complex, nonlinear
dynamical systems that are highly sensible to their initial
conditions with random irregular behaviors. Chaotic systems
are defined with differential equations. The Eq. 1 presents a
differential equation belonging to the SJCS. x, y and z in this
equation are the chaotic state variables. The Eq. 2 presents the
system parameters and initial conditions. Minor change on the
system parameters and initial conditions may affect the
chaotic behavior of the system at a considerable extent. Initial
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condition values of the chaotic system were determined to be
x(0)=0, y(0)=3.9 and z(0)=0.7, and the system parameters
were determined to be a=8.888 and b=4 [38].

dx/dt=y
dy/dt=-x+yz 1)
dz/dt=z+ax’*-y*-b
a=28.888,b=4
)

X =0,Y=3912,=07

Chaotic systems are defined by differential equations and
according to the relevant literature; the solutions of these
differential equations can be modelled using various numerical
algorithms such as Euler [39], Heun [40], RK4 [41] and RK5-
Butcher [42]. In the presented study, the designed chaotic
oscillator structure was modeled using the Dormand Prince
(DP) numerical algorithm which generates more sensitive
solutions than other methods.

Chaotic systems are sensitively dependent on the initial
conditions and the system parameters. For this reason, changes
in the system parameters and the initial conditions disrupt the
chaotic behavior of the system. In other words, the system
parameters and initial conditions in Eq. 2 in the SJCS system
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are also specific to this chaotic system. When the parameters
in Eg. 2 are changed, the chaotic dynamic behavior of the
system changes. The system may not demonstrate a chaotic
dynamic behavior when the specified parameter and initial
conditions are out of range.

The Eqg. 3 presents equation of the DP numeric algorithm
[43]. Expressions that contain the derivative of a function as
unknown are called differential equations. If an f(x, y) function
given as f:% — % and x, y € i and its derivative is defined
and it is known, the values of function and its derivatives
which are defined at yi and the function values at a distance of
h=yi +1- y; from y; for i=1 can be calculated using the Taylor
series expansion. When DP numerical algorithm is examined,
yi is the initial values of the algorithm, y; +1 is the first result
value obtained by using the initial values, and h is the number

of steps.
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The literature has various analysis methods for the chaos
analysis of dynamic systems. For example, Lyapunov
exponents [45], frequency spectrum [46], time-series analysis
[47], bifurcation diagram [48], phase portraits and power
spectrum [49]. This study used phase portrait and time-series
analyses for chaos analysis of the SJCS [50]. Fig. 1 presents
the SJICS’s phase portraits which were obtained using the
Matlab-based DP numerical algorithm. The phase portrait of a
chaotic system begins to fill its orbit over time in the phase
space region, it never closes over and repeats continuously. If

the system fills the phase space in this way, it indicates that it
has chaotic signs. Chaotic phase portraits of 3D chaotic
system can be examined as x-y, X-z, y-z and x-y-z. Phase
portraits of the SICS chaotic system obtained using the Matlab
program are given in Fig. 1. As can be seen from the figure,
the phase portraits of the presented system show a chaotic
behavior.

Due to the sensitive dependence of chaotic systems on
initial conditions, different initial values given to the system
can produce different chaotic signals in a certain time. Time
series analysis of the system is performed to observe the
chaotic signals produced with different initial values. In Fig. 2,
X, Y, Z and x-y-z time series of the Matlab based SJCS chaotic
system are given.

I1l1. RING OSCILLATORS

Displayed Ring oscillators compose of an odd number of

NOT gates which are connected consecutively. The output of
each NOT gate is connected to the next gate and the output of
last NOT gate is connected to the input of the first gate. Ring
oscillators generate a square wave at a frequency depending
on the delays of the ring to which it is connected. The
frequency of the generated square wave changes based on the
static and dynamic factors of the NOT gate constituting the
ring. In other words, the operating frequencies of the signals
generated by two ring oscillators arranged equivalently will
not be same. This can be used to generate random bits. Fig. 3
represents the structure of the ring oscillator [37].
In this study, a ring oscillator that can operate in
synchronization with the chaotic oscillator was designed. The
random numbers, which were generated by the ring oscillator,
designed on FPGA, and the chaotic system-based random
numbers were combined in the post-processing stage. The aim
of this process was to form TRNG structures that have more
powerful statistical features as a result of the combination of
two structures.

Fig. 1. The SJICS’s DP numeric algorithm-based phase portraits on Matlab.
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Fig. 2. The SJICS’s DP numeric algorithm-based time-series analysis on Matlab.

b b D pe p

Ring Dscillater

Fig. 3. Structure of the ring oscillator.

IV. CHAOTIC BASED TRNG DESIGNS ON FPGA AND RESULTS
OF STATISTICAL TESTS

The SJCS-based TRNG was implemented to be operating
on FPGA suitable with 32-bit (161-16Q) 1Q-Math fixed point
number standard and 32-bit IEEE 754-1985 floating point
number standard by using the DP numeric algorithm. The
realized designs of TRNGs were coded using VHDL
language. Main units used on the TRNG system design such
as multiplier, adder, divider and subtractor were formed using
the IP-Core Generator developed by Xilinx. The block
diagrams of the recommended FPGA-based TRNGs that uses
32-bit 1Q-Math fixed point number standard and SJCS-based
32-bit IEEE 754-1985 floating point number standard were
similar. Fig. 4 presents the block diagram of the TRNG
structure. 1-bit START signal on the input of the TRNG unit
generates the signal to start the system, and 1-bit CLK clock
pulse signal synchronizes the sub-units in the TRNG unit. 1-
bit TRNG_SH signal on the output of the TRNG unit displays
the value of 0 until the system result is ready and when the
system result is ready, it displays the value of 1. 1-bit
TRNG_RESULT indicates the signal that conveys the true
random number values.

The proposed structure consists of four main parts including
the SJCS oscillator unit, the random shredder function unit,
the ring oscillator unit and the XOR unit. The SJCS oscillator
unit generates the chaotic signals that TRNG needs. The
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random shredder function unit uses the fractional part values
of X, y and z chaotic signals and makes random selection, and
then sends the result to the XOR unit. A ring oscillator that
operates in synchronization with the chaotic system is
available. The ring oscillator generates 1-bit values and sends
them to the XOR unit. At the last phase, XOR operation is
applied to the chaotic signal-based random number and the
numbers that are generated by the ring oscillator. KS_SH
signal gets the value of ‘1’ when the result of the chaotic
signals is present and activates the random shredder function
unit to which it is attached. On the other hand, RS_SH signal
generates the value of ‘1’ when random numbers are present
and activates the XOR unit, thus making it operate.

The recommended SJCS-based TRNG design at two
separate number formats, which were realized on FPGA, is
synthesized on the Xilinx Virtex-6 (XC6VLX240T-1FF1156)
chip. The design was coded in VHDL language in accordance
with 32-bit (161-16Q) 1Q-Math fixed point number standard
and 32-bit IEEE 754-1985 floating point number standard.
Fig. 5 presents Xilinx ISE 14.7 simulation results of 32-bit
IEEE 754-1985 floating point number-based TRNG design
which were realized on FPGA. Fig. 6 presents Xilinx ISE 14.7
simulation results of 32-bit IQ-Math fixed point number-based
TRNG which were realized on FPGA.

SJCS-based TRNG designs, which were made using DP
numeric algorithm to operate on FPGA chips, were
synthesized on the Xilinx Virtex-6 (XC6VLX240T-1FF1156)
chip. The synthesizing process was performed using the Xilinx
ISE Design Tools. Table 2 presents the chip statistics and
operating frequencies of TRNG designs which were obtained
following the Place & Route process. The maximum operating
frequency of 32-bit 1Q-Math fixed point number-based TRNG
was 344.585 MHz and the throughput was 344.5 Mbit/s. The
maximum operating frequency of the TRNG at 32-bit IEEE
754-1985 floating point number standard was 316.706 MHz
and the throughput was 316.7 Mbit/s. The comparison of the
chip statistics on Table 2 indicated that the TRNG that uses
32-bit floating point number standard used more chip
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resources and had lower operating frequency than the TRNG
that uses 32-bit fixed point number standard. However,
floating point number standard can generate more sensible
solutions than fixed point number standard. TRNG that uses
32-bit fixed point number standard used less chip resources
and had higher operating frequency. The state of randomness
and statistical features of the random number generators which
will be used in cryptography and secure communication
should be tested. One million data set, which generated by
TRNG units, were recorded in a file. NIST 800-22 test was
performed on these data and the results are given on Table 3.
NIST Test Suite is an internationally validated statistical
test developed to determine whether the generated bit strings
are random. In order for the bit stream to be accepted as
random, it must pass all tests successfully. P-value, which is

one of the most important parameters in these tests, is
accepted as a measure of the randomness of the random
sequences that are tested. For a random bit sequence, the P-
value is close to 1, otherwise, the P-value is close to 0. In
literature, P-value is generally accepted as 0.01. In other
words, if the P-value is greater than 0.01, the bit sequences
produced by the designed TRNG / PRNG are considered
successful from the relevant test. As can be observed from
Table 3, the bit sequences produced by the TRNG design
presented in the study successfully passed the NIST Test
Suite.

CLK

START

TRNG_RESULT

TRNG_SH

=H==—===

-

Ring
Oscillator
Unit

16,000 ns,

16,200 nsI 16,400 nsl 16,600 nsl 16,800 nsl

(L W ) 0 ) B

Lo, [1800ms
1& start 1
W ax 1
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8 [ | |y g )
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Fig. 6. Simulation results of 32-bit 1Q-Math fixed point number-based TRNG.
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TABLE Il
CHIP STATISTICS OF DORMAND-PRINCE-BASED HYBRID CHAOTIC TRNG USING 32-BIT 1Q-MATH FIXED POINT AND 32-BIT IEEE 754-1985
FLOATING POINT.

32-bit 1Q-Math fixed
point based TRNG

Device Utilization

32-bit IEEE 754-1985 floating
Point based TRNG

Used/Available  Utilization Used/Available  Utilization
Number of Slice Registers 18507/301440 6 % 149071/301440 6%
Number of Slice LUTSs 14916/150720 9% 147696/150720 97 %
Number of I0Bs 4/600 1% 4/600 1%
Number of BUFG/BUFGCTRLS 1/32 3% 1/32 3%
Number of DSP48E1s 712/768 92 % 206/768 26 %
Max.  Operating  Frequency
(MH2) 344585 316.706

TABLE Il

NIST 800-22 STATISTICAL TEST RESULTS OF THE RECOMMENDED SJCS-BASED TRNG ON FPGA

Fixed Point Number

Floating Point Number

NIST 800-22 Statistical Tests Based TRNG Based TRNG

P value Result Pvalue  Result
Frequency test 0.44367 Successful 0.96490  Successful
Block frequency test 0.62741 Successful 0.84124  Successful
Runs test 0.46871 Successful 0.37994  Successful
Longest-run test 0.72805 Successful 0.46004  Successful
Binary matrix rank test 0.61168 Successful 0.82406  Successful
Discrete fourier transform test 0.06511 Successful 0.25516  Successful
Non-overlapping templates test 0.03843 Successful 0.03077  Successful
Overlapping templates test 0.95936 Successful 0.75952  Successful
Maurer's universal statistical test 0.06970 Successful 0.36890  Successful
Linear complexity test 0.63663 Successful 0.18509  Successful
Serial test 1 0.43141 Successful 0.65730  Successful
Serial test 2 0.69996 Successful 0.28525  Successful
Approximate entropy test 0.53332 Successful 0.54052  Successful
Cumulative-sums test 0.13721 Successful 0.97330  Successful

Virtex-6  (XC6VLX240T-1FF1156) FPGA chip. The

V. CONCLUSIONS

In this study, a chaotic oscillator unit has been performed by
modeling SJCS on FPGA in 32-bit 1Q-Math fixed point
number standard and 32-bit IEEE 754-1985 floating point
number standard. Signals generated from the unit were sent to
random shredder function unit and random numbers were
obtained from the signals generated by the chaotic system. To
strengthen the statistical features of these numbers and to
increase the rate of randomness, they were sent to post-
processing unit and XOR logic operation was performed
following with the generation of true random numbers. The
system was coded in VHDL using the Xilinx ISE 14.7
program. The design was then synthesized and tested for the
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maximum operating frequencies of the TRNG in 32-bit 1Q-
Math fixed point number standard and 32-bit IEEE 754-1985
floating point number standard were 344.585 MHz and 316
MHz, respectively. The throughputs of the TRNG in 32-bit
IQ-Math fixed point number standard and 32-bit IEEE 754-
1985 floating point number standard were 344 Mbit/s and 316
Mbit/s, respectively. The sequence of 1 Mbit, which was
obtained by realizing SJCS-based TRNG system both in 32-bit
fixed point number standard and 32-bit floating point number
standard on FPGA, was recorded in a file and was subjected to
NIST 800-22 test, an international randomness test. The test
results were successful. This study found that SJCS-based
TRNG system, which was realized on FPGA, can be used in
cryptology and secure communication.
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