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Abstract

Unlike other major liberal democratic countries where the states can be argued to have oriented their involvement
in cybersecurity relatively more towards the national security aspect such as the US, the role of the state in the
cybersecurity realm has a less clear-cut orientation in the case of Japan. This paper clarifies the nature of the role
of state in cybersecurity in Japan using the framework utilized by Cavelty and Egloff’s 2019 article (Cavelty &
Egloff, 2019). Within this framework, the role of the state is analyzed in theoretical, empirical, and normative
dimensions. The theoretical dimension analysis focuses on different theories in literature regarding the Japanese
state whereas the data for the empirical dimension analysis come from publicly available records by key Japanese
state and private organizations involved in cybersecurity. The normative dimension analysis emphasizes the time
horizon aspect of cybersecurity policies the Japanese state should be directing its attention. In conclusion, it is
found that the Japanese state embodies the roles of “knowledge creator/disseminator”, “supporter/representative
of society”, “partner”, and “guarantor and protector” in addition to a necessity for government bodies to turn

towards proactive long-term policies and initiatives for better cybersecurity in Japan.
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Oz

Devletlerin siber giivenlige katilimlarim nispeten daha fazla ulusal giivenlik yoniine (ABD gibi) yonlendirdigi ileri
siiriilebilecek diger biiylik liberal demokratik iilkelerden farkli olarak, Japonya'da devletin siber giivenlik alanindaki
rolii daha az net bir yonelime sahiptir. Bu ¢alisma, Cavelty ve Egloft'un (Cavelty ve Egloft, 2019) gelistirdigi analiz
cercevesini kullanarak Japonya'da devletin siber giivenlikteki roliiniin dogasini agiklamaktadir. Bahsedilen bu
cercevede devletin rolii teorik, ampirik ve normatif boyutlarda analiz edilmektedir. Teorik boyut analizi, Japon

devleti ile ilgili literatiirdeki farkh teorilere odaklanirken, ampirik boyut analizi igin veriler, siber giivenlikle ilgili
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onemli Japon devlet ve 6zel kurulusglarinin kamuya agik kayitlarindan alinmaktadir. Normatif boyut analizi, Japon

devletinin dikkat sarfetmesi gerektigi diisliniilen siber giivenlik politikalarinin zaman ufku yoniini

»

vurgulamaktadir. Sonug olarak, Japon devletinin “bilgi yaraticisi/yayic1”, “toplumun destekgisi/temsilcisi”, “ortak”
ve “garantor ve koruyucu” rollerini biinyesinde barindirdig ve devlet kurumlarimin Japonya'da daha iyi siber

giivenlik igin proaktif uzun vadeli politikalar ve girisimlere yonelmesi gerekliligi tespit edilmektedir.

Anahtar Kelimeler Siber giivenlik, devlet politikalari, Japonya, giivenlik politikalari, teknoloji politikalari
Introduction

Security is often considered as the absence of threats or a critical public good provided by the nation
state to its citizenry per its raison d'état (Engerer, 2011). Due to the progression of technology, the same
process of getting rid of threats by the nation states has to be implemented in cyberspace, the newest
domain of national security which “... fuses all communication networks, databases and information
networks into a global virtual system” (Liaropoulos, 2013). As security in cyberspace, cybersecurity can
be broadly defined as “the practice of protecting systems, networks, and programs from digital attacks”
(CISCO, 2020). When taken under the political science perspective, cybersecurity is built upon dynamic
interactions, conflicts, and contestations that involve governments, private sector, religions, and civil
society together with criminals (Deibert & Rohozinski, 2011). The existence of a multitude of actors and
interactions within the cybersecurity field has enabled new types of contestations involving the nation-
states. The reactions of the nation-states to such contestations exhibit great variety as well as the tools
employed against them. Official cybersecurity policies hold different inclinations, leading to patterns in
nation-state behaviors. The development of patterns in nation-state actions offers fertile grounds for
political science research where this study takes its roots. Despite having other works that offer a
descriptive list of various roles of the nation-state in cybersecurity (Cavelty and Egloff, 2019); the need
in literature is now a body of case studies which showcase particular nation-states’ adapted roles in
cybersecurity. This study aims to provide a case study of the state’s role in cybersecurity in Japan; a

nation-state which has long provided alternative models in the political science field.

Methodology-wise, the role of the state in cybersecurity in Japan is identified by utilization of the
analytical framework built by Cavelty and Egloff. In addition to the role identification, the theoretical,
empirical, and normative dimensions of the Japanese state involvement in cybersecurity is discussed. A
literature review of both English and Japanese sources which include press releases, academic and
government publications is carried out to exemplify and support the identified roles and the three-
dimensional analysis of the case. In sequence, the first section of this paper answers the question of why
the nation-state is taken as the main factor of analysis by illustrating the linkage between the nation-
state and cybersecurity. The second section introduces the principal analysis framework developed in
the 2019 work of Cavelty and Egloff. Then, the case study of Japanese state’s role in cybersecurity starts
in the third section with the theoretical dimension analysis on the role of the state in Japan. The fourth
section gives the empirical dimension analysis while the fifth section features the normative dimension

analysis portion of the case study. Finally, overarching conclusions are drawn in the sixth section. By
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following this flow, the goal is the provision of a comprehensive case study that highlights some of the

prominent roles that the nation-states can adopt in the field of cybersecurity.
Analytical Framework
The Linkage Between The Nation-State And Cybersecurity

The first question of why look at nation-state’s role in cybersecurity in the first place can be answered
with the fact that the nation-state happens to be most significant actor in security provision. After the
Cold War, there was the expectation that the globalization would usher in an era of global governance.
“History” had seemingly ended, and capitalism was seen as the only viable road forward (Fukuyama,
1989). Growing trade, communication, and the moving of people were expected to elevate the role of
multinational corporations and international organizations, pushing the nation-state into the backseat.
By the end of the 2010s, these expectations have failed to materialize. The nation-state made a comeback
in the political arena. Examples for this phenomenon include Russia’s growing separation from
international bodies such as the Group of Eight (G8) in 2014 and the suspension of membership from
the United Nations Human Rights Council as a reaction to the country’s unilateral invasion of Ukraine
in 2022 (United Nations, 2022), Brexit in 2016, the rise of isolationism in the United States picking up
speed since 2016 (Watson, 2016), and the lack of globally united management of the current COVID-19

outbreak crisis by international governance bodies (Bernes et al., 2020).

The same phenomenon of the nation-state’s comeback resonates in the field of security. Despite the
existence of international bodies of security alliances such as the North Atlantic Treaty Organization
(NATO) or the recently inaugurated trilateral security pact between Australia, the United Kingdom, and
the United States (AUKUS), it is the nation-state that still carries the primary responsibility of provision
of national security. According to Kenneth Waltz, the fundamental ordering principle of the
international political system is anarchy where individual state actors do not display relations of
subordination, and where they are distinguished only by their varying capabilities (Waltz, 1979). This
view allows a ranking to be created between various security actors based on their size, organizational

complexity, and permanency as seen in Figure 1.
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Figure 1: Fundamental groups of security actors based on their size, organizational complexity, and
permanency (Adapted by the author from Kayama (2015) and Sigholm (2013) (Kayama, 2015;
Sigholm, 2013).

Currently, different nation-states are at different levels of economic development. The Fourth Industrial
Revolution is ongoing, and the level of economic advancement is linked to the adoption of information
and communications technology (ICT). All nation-states and their economies rely on ICT, albeit at
different levels. Thus, the level of significance of cybersecurity for each nation-state varies. In addition,
a distinction can be made between whether a nation-state prioritizes the defense-based understanding
of cybersecurity or the non-defense. Defense-based understanding of cybersecurity can be defined as
the placement of the major focus of the nation-state on the security of military operations and critical
public infrastructure. And the non-defense understanding of cybersecurity entails those economic
aspects of cybersecurity provision such as the protection of intellectual property (IP), stock markets, and
ensuring unhindered economic activities of private sector as well as the political aspects such as the
continuation of governance processes such as free elections and the maintenance of state legitimacy, i.e.,
public’s trust in government. Due to the fact that cybercrime carried out using instruments such as
malware is a serious concern which is growing exponentially each passing year as seen in Figure 2,
nation-states do have a legitimate interest in combatting the cyber threats via engaging in the defense-
based understanding of cybersecurity. However, some nations including the US, Israel, and Iran tend to

heavily engage in more offensive actions in cyberspace which can be grouped under cyberwarfare



u 0DU Sosyal Bilimler Arastirmalari Dergisi / ISSN: 1309-9302 / dergipark.org.tr/tr/pub/odusobiad -

(Deibert & Rohozinski, 2011). These actions can be exemplified by the US-Israel Stuxnet attack against
Iran’s nuclear program in 2010 and Iran’s Shamoon attack against Saudi Arabia’s petroleum producer
Aramco in 2012. Other states such as Japan tend to put more emphasis on pursuing cybersecurity via

non-defensive understanding as demonstrated in the case study portion of this study.
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Figure 2: Trend of global malware infection growth rate, 2009-2018 (Data taken from PurpleSec’s
2021 Cyber Security Statistics: The Ultimate List Of Stats, Data & Trends. (PurpleSec, 2022)).

The three-dimensional analysis framework for the state’s role in cybersecurity

Cavelty and Egloff’s 2019 work provides an analytical framework through which further analysis of the
role of the state in cybersecurity can be carried out in differing cases. To summarize, their framework
consists of analyses of three dimensions: the first is the theoretical dimension analysis which
investigates existing cybersecurity literature; the second is empirical and analyzes policy development
in order to demonstrate the diversity of the roles the state imagines for itself; and finally, the third

dimension is normative and investigates what the role of the state should be in authors’ own opinion.

As for the methodology employed in this work, particularly in the empirical portion, the authors utilize
bibliographical data, policy documents, and policy papers which are available on the World of Science
(WoS) and Scopus databases. Quantitatively, they have determined the growth of the scientific output
on “cybersecurity” between 2012 and 2014 to be approximately 100% (Cavelty & Egloff, 2019). In
addition, the most cited articles about cybersecurity are inspected. The inspection results find that the
computer science discipline tops the list of research fields (WoS: 72%, Scopus: 61%), followed by
engineering (WoS: 36%, Scopus: 40%). The technical view is found to be predominant in majority of the
works, with almost no demonstrated interest in understanding the context of cyber threats. As a side

note, when the growth rate in the number of works is measured for the time period between 2014-2020
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on the same databases, we find almost 700% growth on Scopus and 900% growth on WoS database
(Scopus, 2021; Web of Science, 2021).

When Cavelty and Egloff derive their conclusions from bibliographical data analysis on social science
literature however, they find the domination of the field by the idea of the nation-states being unable to
provide security on their own since market interventions are undesirable and that the states are called
upon as the actors to “... reestablish control over the use of cyber technologies through international
norms, yet ... (themselves) creating more insecurity” (Cavelty & Egloff, 2019). In other words, two focal
points in top-cited social science research emerge. First, the state is thought to be incapable of providing
the public good of security on its own, since state’s market interventions are undesirable. The state is an
important security actor, however there is an underlined necessity to take into consideration the
preferences of other actors. Second, cybersecurity is understood as a political phenomenon and the aim
is to understand how cyber technologies change conflict dynamics, thus influencing the overall security
in the international system. As a link is established to the notion of national security, states are the actors
called upon. Most of the literature defines cybersecurity as an international security problem which

Cavelty and Egloff find to be too narrow.

Based on the analysis of the top-cited social science literature on cybersecurity which feature the state,

the authors describe six different roles of the state in cybersecurity as summarized below:
1. State as guarantor and protector: State must secure its own civilian and military networks.

2. State as legislator and regulator: State creates the legal basis to clarify its hierarchical
function and to regulate tension between citizens and businesses. This function depends on the

historically developed relationship between the economy and the state.

3. State as supporter/representative of society: State advocates for beneficial international

frameworks for the benefit of the whole society.

4. State as a partner: State provides protection via public-private partnerships. Voluntary
cooperation- especially information exchange - between the industry and the state is often the

case in point.

5. State as knowledge creator/disseminator: State raises awareness on cyber issues among the
public as a major policy endeavor. For this, the state wants to be perceived as a trustworthy

source of information. This role depends on the relationship of trust between society and state.

6. State as the originator of more cyber-in-security: State can create more cybersecurity issues
via aggression. In some societies, a history of unjustified state interference in civil rights
reinforced the perception of the state as a danger. This perception of state is also reinforced by

the acts of hostile foreign nations. Thus, the state becomes the originator of more problems.
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The main conclusion drawn in this framework is that the state has multiple roles and represents different
interests at the same time. As there are different roles, various alliances are formed between
departments of the state, interest groups, and the society. Within these alliances, there may be role
conflicts. In democratic regimes, such role conflicts are dealt with at the political level and can be
approached systematically. The recognition of the legitimacy of multiple roles of the state helps to
recognize that decisions in this area take on an intrinsic political dimension. In other words, democratic
states may shoulder conflicting roles at times when it comes to cybersecurity yet, it is possible to trace

the political linkages of each role and approach the conflict accordingly.

In this paper, a modified version of the above framework is employed. A major difference is that the
focus of this study is on the case of Japan where real life examples of how the Japanese state is carrying
out its different roles are given. The reasoning behind the framework modification is based on the fact
that Cavelty and Egloff’s analysis focuses on American and European literature almost exclusively,
leaving out alternative models of state involvement in cybersecurity. Also, the intention of this paper is
not to serve as a guideline for policymakers, therefore the normative aspect has been scaled down

appropriately. Having stated this, let us bring the discussion to the case of Japan in the next section.
The Case Study
Theoretical dimension analysis on the role of the state in Japan

When the concept of “Japanese state” is used, it is the bureaucracy that occupies the mind. Actions of
the Japanese state has been determined by its powerful bureaucracy rather than elected officials.
Bureaucratic agencies have been both determining and carrying out policies for the Japanese polity for
decades, although there has been a backsliding in favor of the elected politicians in recent years.
Nonetheless, the dominant view which accepts the state involvement in the industrial and economic
catchup of Japan puts forth the argument that the Japanese industrial transformation was born from
deliberate public policy (Rothwell 1986, 66). Bureaucracy’s involvement in economic activities in Japan
has been the subject of many academic works, the most famous one is Chalmers Johnson’s “MITI and
the Japanese Miracle”. Pointing at the ways bureaucrats gave direction to the economic development,
for example, Johnson describes the administrative guidance widely seen in Japanese economic
administration. His work states that a wide range of economic activities is not covered by general laws
or by detailed government ordinances, and is subject to administrative guidance; however, their
existential basis lies in the state authorities stated in laws (Johnson 1982, 263). Unlike the previous
tradition in Japanese studies, his work grounds the reality of bureaucratic intervention in the economy

on observable factors instead of only “culture”.

There have been many scholars who took up the ideas put forth by Chalmers Johnson and expanded on
them further. For example, within the ‘bureaucracy-led system,” Honda finds bureaucrats are often
responsible not only for policy execution but also for the planning, planning, and coordination of the
policy itself, in addition to administrative control. A key point he draws attention is that in Japan, bills

prepped by the relevant ministries and submitted by the Cabinet have been passed at an extremely high
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rate with no revisions (Honda, 2001). Therefore, it is not a mistake to perceive Japanese state’s actions

as actions by the bureaucracy or at least, carrying its approval.

The nature of state-industry relationship in Japan is intimately tied to how the role of the Japanese state
in cybersecurity is perceived. Cybersecurity is positioned either as a national security issue or an
industrial policy one (Figure 3). Both positionings have logical rationale supporting them. Positioning
cybersecurity as an industrial policy issue comes from the nature of cyberspace which does not spare the
public from the ongoings. Cyberattacks are directed at private firms and public infrastructure; their
readiness against such attacks is a gauge of the technological capacity of a given country. This capacity
is built via market forces, where there is a demand, there is a supply. However, since cybersecurity is a
very recent field that requires extensively trained human resources as well as technical capabilities,
reliance on market may bring delayed results. There is often a need for the central policymaking to direct

the flow of resources towards building the necessary capacities for cybersecurity implementation.

Cybersecurity as a national
security issue

(Defense aspect)

Cybersecurity as an industrial
policy issue

(Economic aspect)

Figure 3: Conceptualization of the two different theoretical positioning of the cybersecurity

issue

The emphasis on the economic aspect of cybersecurity in Japan can be linked to a long institutional
heritage. In almost all high technology-related areas, Japanese private sector had originally lacked the
experience, information, capital, and organizational capacity to build a market existence and therefore,
cooperation with the central government was logical in such conditions (Okimoto et al., 1984). Many
monikers have been adopted in naming this nature of Japanese political economic system, including
“adaptive communitarian capitalism” (Khanna, 1997). Yong Wook Lee’s identity-based situational
understanding and conceptualization of Japan and US as two rivals promoting different models of
economic development also features this naming tradition (Lee, 2008). However, the “Japan Inc.” idea
which describes Japan as a monolithic entity with entire cadres of bureaucracy, political representatives,

and private firms strategically collaborating to take over world markets is a caricature among the
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literature. There were industries and periods when industrial policies succeeded and there were times

and areas where even the existence of a coherent policy was called in question.2

Currently, there is recognition of the change of state-industry relations in Japan, particularly regarding
the influence of bureaucrats. One of the observed changes is the ministries putting more of its faith into
the “business establishment” —that is, the top management of Japan’s big-name firms (Inoue, 2012).
Another change is reflected in how reformism has come to be featured heavily in the domestic political
arena. Kawabata, for example, explains how Liberal Democratic Party’s (LDP) reformist Ryutaro
Hashimoto took on the prime minister role and pursued six large administrative reforms with the main
target being the power held by the national bureaucracy. The number of ministries and agencies was
reduced by these reforms while the number of political appointees was raised (Kawabata, 2006). The
following prime ministers such as Democratic Party of Japan’s (DPJ)3 Yukio Hatoyama continued
neutralizing bureaucracy’s influence via founding the National Strategy Office and the Government

Revitalization Unit while getting rid of the administrative vice ministerial meetings4.

As for the defense aspect of state’s role, explanations for Japan’s general attitude towards defense-
related issues help decipher the issue at hand. Regarding the Japanese perspective on necessity of
national security rhetoric, Miyashita underlines that most opinion polls show that the Japanese people
have consistently supported keeping the nation’s defense forces at a minimum and limiting Japan’s
international contribution to economic assistance. However, he also points at public opinion poll results
from the 1950s, 1960s, and 1970s in which public opinion shows less pacifist orientations in earlier
decades. The regional ongoings, mainly the advancement of communism in the East Asian region may

have led to insecurity in his understanding. (Miyashita, 2008).

States happen to be the least critical actor that builds and populates cyberspace when compared to the
actions taken by the academics, civil society, programmers, and the private sector which owns and
operates the physical aspects of Internet. However, Klimburg warns, states have the power to
manipulate and destroy cyberspace (Klimburg, 2018). Most analysts agree on the possibility of a
devastating electronic attack occurring only after severe deterioration of relations between the involved
states. Furthermore, non-state actors may not be held to this logic while their capacity to launch an
overwhelming attack tend to be much less than nation-states (Lowenthal, 2019). When these factors are
put together, the understanding of defense aspect of the state’s involvement in cyberspace in Japan can
be based on ‘soft nationalism’ which was born in the sunny times of the 1980s. Pride in national
economic success and higher standard of living, sense of equality with other advanced industrial nations
had culminated in a new sense of nationalism (Higashi & Lauer, 1990), dubbed as ‘technonationalism.’
With this general theoretical background of the Japanese state’s role in industry and defense-related

issues in mind, the empirical dimension analysis can be carried out next.

2 For a more detailed account on the industrial policy debate from a neoclassical perspective, please refer to: Komiya, Ryutaro.
1988. “Introduction.” In Industrial Policy of Japan, edited by Ryutaro Komiya, Masahiro Okuno, and Kotaro Suzumura, 1-22. San
Diego: Academic Press.

3 DPJ is the abbreviation of the now-defunct Democratic Party of Japan (in Japanese: Minshuto).

4 The significance of this move lays in the fact that it was the administrative vice ministers (in Japanese: jimujikan) who actually
led the ministry by tradition, and the elected politician ministers playing only a symbolic role in policymaking.
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Empirical dimension analysis on the role of the state in Japan

In this section, some of the key international relationships and policymaking that are actively shaping
the Japanese state’s involvement in the cybersecurity field are analyzed. The first part of this section
focuses on significant developments in Japan’s foreign affairs in relation to cybersecurity while the
second part gives a summary of key policy initiatives and their implications. It is found that the key roles
of the Japanese state are “state as the knowledge creator/disseminator” and “state as the supporter and

representative of the Japanese society”.

In the current state of affairs where fake news, whether based on intentional disinformation campaigns
or as spontaneous phenomena, play a role in how societies engage with cyberspace, states take up as the
role of creator and disseminator of knowledge as an effort to sustain their raison d’état. This is
supplemented with the “supporter of the society” role when a state’s actions and policies are geared
towards aiding the representation of what the populace defines itself as. In this section, state organs that
carry out the roles of knowledge creator/disseminator and Japanese state as the supporter and

representative are explained.

There are notable examples of how the Japanese state has shouldered the role of knowledge creator and
disseminator. Working under the Cabinet, National Center of Incident Readiness and Strategy for
Cybersecurity (NISC) established in 2015, replacing the former NISC acting since 2005. The NISC acts
as the Cybersecurity Strategy Headquarters in collaboration with the public and private sectors on a
variety of activities to create a free, fair and secure cyberspace. Information coordination is one of the
most important parts of the role of knowledge creator. In this area, Japan Information-Technology
Promotion Agency’s (IPA) IPA/ISEC (Information Security Early Warning Partnership) “serves as the
vulnerability reporting organization, while Japan Computer Emergency Response Team (JPCERT/CC)
serves as the coordinating organization.” Their efforts at proper handling of the vulnerability-related
information are compliant with International Standards Organization’s (ISO) ISO/IEC 29147:2014
“Vulnerability Disclosure” specification (IPA, 2017). In particular, the focus on information gathering
and dissemination to the political actors as well as the general populace carried out by these organs lends

evidence to the Japanese state’s taking up the particular role of knowledge creator and disseminator.

Adoption of certain tenets of “state as supporter and representative of society” has also been made
apparent in Ministry of Foreign Affairs (MOFA) initiatives. Policy initiatives and projects by MOFA offer
examples of how the Japanese state embraces the role of society’s representative on the international
stage. For example, MOFA has launched its Cyber Initiative Tokyo 2019 that entails the rule of law,
confidence-building measures, and capacity building support as three pillars of cyber diplomacy.
According to the lecture by Keisuke Suzuki who was the Deputy Minister of MOFA at the launching event
of Cyber Initiative Tokyo 2019 on December 12, 2019: “In order for the cyberspace to continue to
generate innovation and prosperity in the future, it will be extremely important for it to remain as a free,

fair and safe space. To maintain this, an international order based on rules is indispensable, and in order
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to form that international order, cooperation with the entire international community and cooperation
beyond the boundaries of industry, academia and government is necessary. Therefore, Japan is
promoting ‘the rule of law,” ‘confidence-building measures,” and ‘capacity building support,” and these
three pillars are the pillars of our cyber diplomacy” (Suzuki, 2019). Recently expanding in many other
countries, cyber diplomacy is a concept which emerges from the national security aspect of
cybersecurity, seeking an improved cyber political environment where foreign affairs are handled in the
interests of the country. In Japan’s case, the adoption of policies towards maintaining clear and
uninterrupted dialogue and cooperation within cyberspace can be interpreted as acceptance of newer
tools of diplomacy. Ministry of Internal Affairs has also acted as society’s representative regarding
personal information sensitivity. Examples include the coordination between the ministry and the
Cabinet regarding the Amazon incident in 2019 and the LINE incident in 2021 where severe warnings
were issued in reaction to personal information leakages at these companies by the Personal Information
Protection Commission (a gaikyoku operating under the Cabinet which means a governmental body

with high autonomy in Japanese) (Personal Information Protection Commission, 2019).

The presence of the latter role can be linked to the shifts in international relations priorities. Official
attention in foreign relations has been shifting towards improving Japan’s international standing since
Prime Minister Nakasone’s Maekawa Report spearheaded this shift in state focus, by establishing formal
interest in Official Development Assistance (ODA) and Foreign Direct Investment (FDI) in less
developed countries. Concentrated efforts in organizations such as Asian Development Bank (ADB),
Asia-Pacific Economic Cooperation (APEC), and Association of Southeast Asian Nations (ASEAN) made
Japan’s demand to reconstruct its image and attain a leadership position evident (Hatakeyama &
Freedman, 2010). In support of this demand, Japan’s IPA has implemented a campaign called
International Cybersecurity Campaign to be held every October since 2012. As part of this annual
campaign, Japan has conducted joint awareness raising activities with ASEAN member states. In 2015,
as part of the activities, the National Center of Incident Readiness and Strategy for Cybersecurity (NISC)
and ASEAN counterparts have co-translated IPA's original posters regarding password safety into 8
languages that are used in the ASEAN member states (Figure 4). The original posters were developed
by IPA to enhance awareness regarding passwords among the young population in Japan (IPA, 2016).
The provision of these posters and their translations to the international community serve as important
examples of representation of the principles that Japan stands for when it comes to the state’s role as a

representative of the society on the international stage.
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Figure 4: A sample of the English posters from the International Cybersecurity Campaign by IPA (
Password Awareness Posters in Languages Used by ASEAN Member Countries website (IPA, 2016)

In addition, IPA’s collaboration with ASEAN member countries is arguably favorable for the participant
countries as well. For example, taking the percentage of organizations that had ransomware affecting
their ICT systems as a basis, Vietnam faces with a great number of detections. Thailand is also featured
as one of the top 10 countries where a high percentage of ICT systems faces malware and grayware
detections (Matsukawa et al., n.d.). Indonesia, for example, Internet cafes provide network access to a
significant portion of the population, however, the malware infection rates at these cafes are very high.
In addition, 86% of Indonesians use pirated software compared to the global rate of 42% and 19% in the
US (Myers, 2013). Therefore, collaborative projects that introduce better cyber hygiene and security

practices to the general population can be certainly useful for ASEAN countries.

As for the evidence for the Japanese state adopting the role of “the state as the partner”, the following
examples can be given. Adoption of artificial intelligence (AI) and machine learning technologies in
addition to robotics is strongly supported by the policies of Ministry of Economy, Trade and Industry
(METI). However, as Lowenthal argues, the integration of such technologies to intelligence activities
remains low even in the US. Furthermore, human analysts or policymakers would not be entirely
comfortable with taking major decisions based on AI (Lowenthal, 2019). Human dependencies,
especially on extensively trained and experienced experts will continue. Therefore, focusing on

improving the human capital in the cybersecurity field can be readily accepted as a rational decision.

Japanese foreign affairs in relation to cybersecurity also demonstrate the state’s role as the protector
within the national security rhetoric. This is due to the country’s geographical situation, prohibition of
re-militarization by the Article 9 of the Constitution, and post-WWII relationship with major security
actors. Akitoshi Miyashita points at that one of the unsolved puzzles about Japanese foreign policy since

the 1970s is the gap between the nation’s economic power and its military capability. The absolute
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amount of defense expenditures of Japan is high, however the relative size of the expenditures in relation
to gross domestic product (GDP) is one of the smallest among advanced nations. Miyashita also
underlines the rationality of the argument that due to the alliance with the US, the Japanese government
is often led by the pro-US and pro-business LDP which takes the dovish path rather than the hawkish
one for the best interest of Japan which was first started by the Prime Minister Shigeru Yoshida
(Miyashita, 2008) who is also known for laying down the principles of post-WWII Japanese foreign
policy in the form of Yoshida Doctrine. The end of Cold War did not change this pattern and the US

continues its security guarantee to Japan.

China has been the foremost focus point of cybersecurity policies of Japan. Due to the rise of Chinese
cyber operative capabilities, there had been more attention paid to Chinese activities in this regard. A
key example of this development is that the Cabinet Satellite Intelligence Center controls Japan’s
imagery satellites which in turn mostly focus on China. And it was due to these concerns with China’s
growing military power which led to increased tempo of cybersecurity capacity building, according to
Lowenthal (Lowenthal, 2019). There have been media reports on Japan which announced the upcoming
expansions of number of intelligence satellites from four to eight in 2023. Japan is also investing USD
372 billion over the next decade to expand its indigenous unmanned aviation vehicle (UAV) capability.
Also, there have been reports of Japan creating a human intelligence service together with increased
cooperation with the Five Eyes with specific attention to China’s military and North Korean smuggling.
Regional alliance against the growing clout of China between Japan and South Korea was initiated as
both parties signed an intelligence sharing agreement in 2015. Most of these developments took part
during Prime Minister Shinzo Abe’s tenure, whose reforms may have been seen as limited to outsiders,

yet controversial within the country.

Launched by either an organized non-state group or state-sponsored master hackers, cyberattacks have
data-related and psychological effects even if they are unsuccessful. Therefore, it is in the interest of
rogue states such as North Korea to launch easily traceable and flashy attacks. Effects of such attacks
would achieve the goal of creating political leverage where otherwise none would exist; this point is
especially relevant in considering the effect of North Korean-Japanese bilateral relations on state
involvement in cybersecurity in Japan. Combination of showing off of cyber capabilities together with
missile and nuclear technology increases rogue states’ negotiation potential (Klimburg, 2018). Despite
not being the original target, there was an incident which brought American political interests in close
proximity of Japanese interests. Sony Pictures Entertainment operates under the umbrella of Japanese
multinational conglomerate Sony Corporation. However, it was the US public outcry heard throughout
in November 2014 when the North Korean regime carried out a concentrated attack which managed to
hack and subsequently blackmail the company for the purpose of preventing the release of a parody
movie about Kim Jong Un. Also, it was the US government who took the unheard step of revealing the
source of its intelligence and attributing the cyberattack to North Korea (Klimburg, 2018). While Japan

can be said to be more concerned about classic military threats, the intermingled nature of international
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relations brings forth differing areas of concern. North Korea is growing more sophisticated in their

attacks (Osborne, 2021).

As a more traditional organ of national security, the Japan Self-Defense Forces’ (JSDF) Cyber Defense
Group (CDG), part of the JSDF’s Command, Control, Communication & Computers (C4) Systems
Command, will increase its personnel from 220 to 290 by the end of March 2021. Spending on cyber
activities more than doubled between 2018 and 2019 following the adoption of the 2018 defense
strategy, rising from JPY 11 billion (USD 100 million) to JPY 25.6 billion (USD 235 million). However,
this growth was from a very low base: the 2019 spending figure was less than half 1% of the country’s
defense budget. Lowenthal notes that there had been a certain resistance phase in intelligence agencies
regarding the adoption of IT revolution. Although the phase has passed, the issue of adopting new
technologies in the agencies is still ongoing (Lowenthal, 2019). In terms of defense capability building,
there is a certain advantage of investing in cybersecurity capacities for the JSDF. This advantage stems
from the fact that cybersecurity has been used in a defensive manner so far in Japan, involving no
personnel shipments abroad or loss of life. There is no denying of classic tools and methods of national

security, however, cyberspace allows a far less criticized field for the JSDF to operate in.

Overall, what Japan has been undertaking in the field of cybersecurity can be explained partly by the
path dependency. As Guy Peters notes, path dependency helps minimize decision-making costs for the
institution. There are, however, instances where policymaking simply involves habits (Peters, 2005).
The centrality of US-dependence in defense and loosely cooperating agencies under different ministries
are not set in stone, they are born from the long-term trends institutionalized in social norms of
bureaucracy and foreign affairs of Japan. Discussion on formation of unwritten rules which dictate
policymaking is the topic of another research, however, what needs to be underlined here is that
Japanese state involvement in the cybersecurity field carries continued historical trends at least from
the end of the Second World War.

Normative dimension analysis on the role of the state in Japan

Following the theoretical and the empirical dimension analyses of the role of the Japanese state in
cybersecurity, we now turn to the normative dimension and answer the question “What changes should
be made in Japanese state’s involvement in cybersecurity realm for improvement?” As this section is

normative in nature, it is not an analysis of the actual reality, but rather, what is ought to be done.

The cybersecurity issues the Japanese state should be focusing on solving can be summarized as below:
e Late-late comer to the cybersecurity field: Main issue is capacity building.

e Lack of necessary human capital which takes a long time to nurture.

¢ Beyond engineering: Germany’s mandatory training of its civil servants in cybersecurity
basics; Japanese central and local bureaucracy may stand to benefit from similar

trainings.
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e Actors behind cyberattacks target the weakest links in networks, an untrained official
operating on a computer which is not up to date with malware protection is a perfect

opening for infiltration.

¢ Demonstration of political will against cyber threats: Yoshitaka Sakurada Incident in

2018 cannot be repeated.

Japan is facing hurdles as a late-late comer to the cybersecurity field, in a manner that is not dissimilar
to the country’s entrance into the semiconductor industry. In this section, a normative discussion is
carried out with the intention of pointing at such hurdles rather than laying out a complete roadmap.
One of the main issues almost all latecomers face when entering a new industry is the lack of necessary
human capital. In high technology fields such as cybersecurity, the required level of computer
engineering, software skills, and analytical capabilities alongside attaining experiences with real life
incidents take a long time to nurture. And the lack of properly trained human resources has been
apparent for a while in the case of Japan. Improvement is not limited to engineer human resources of
course. There are examples such as Germany’s mandatory training of its civil servants in cybersecurity
basics; Japanese central and local bureaucracy may stand to benefit from similar trainings. It needs to
be remembered that actors that are launching cyberattacks often target weakest links in networks, an
untrained official operating on a computer which is not up to date with malware protection can be said

to constitute a perfect opening for infiltration.

In addition to the human capital investment, another aspect in which Japan needs to improve is the
demonstration of political will against cyber threats. Aforementioned policies and initiatives by the
Japanese government and the bureaucracy have been steps in the right direction. However, Yoshitaka
Sakurada who was the deputy chief of the government’s cybersecurity strategy office and the minister in
charge of the Tokyo Olympic and Paralympic Games has caused a major setback in demonstration of
political will. During a National Diet questioning session in 2018, Minister Sakurada admitted that he
did not know how to use computers when questioned by the opposition party members on ICT.
Minister’s reply was in fact an additional confession to his admission of not knowing how USBs are
operated. The situation was deeply troubling since the questioning itself was on the operation of nuclear
power plants. As critical infrastructure, nuclear power plants have been the target of infamous Stuxnet
attacks in the past which involved the usage of compromised USBs. Therefore, an admission of this scale
has caused uproar both domestically and internationally. It has been speculated that the reason why
Japan was left out of the multilateral security alliances such as the AUKUS and the Five Eyes is related
to the amount of work the country has to accomplish on cybersecurity measures (Armitage & Cooper,
2021). This type of political incident cannot be repeated if Japan wants to prove its determination in

pursuing cybersecurity.

The Yoshihide Suga and Fumio Kishida administrations which replaced the long serving Shinzo Abe
administration have included cybersecurity as one of the main issues in their agendas. This development

in policy prioritization is promising. However, these steps have been long due in the face of growing
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tensions between superpowers. Most importantly, cybersecurity needs to be more concretely tied to
national security. The cyber diplomacy initiative carries promise of improving Japan’s national security,
however, it is arguably a long-term strategy which may not be enough to protect Japanese interests
during a major incident. There are many points that Ministry of Defense, METI, and MOFA can
collaborate on. However, the most important role is on the shoulders of the government who has to

actively push for more “cybersecurity as national security” message in a competent manner.
Conclusions

Cybersecurity is a new field and continuous change is the norm, rather the exception. It is of exceeding
difficulty for states to keep up with the pace of evolution in the severity of threats and ICT technology in
general. However, the critical significance of national security aspect of cybersecurity means that there
is little choice for the nation states but to pursue continual improvement. In doing so, state shoulders
responsibility alongside the private sector, civil society, academicians, and individuals. The case of
Japan has been analyzed to lay out how the interactions between different states and initiatives taken
by key policy implementation organs shape the state’s role in cybersecurity. As the result of this

undertaking, the following conclusions are derived.

1. Cybersecurity brings national security and industrial policy together; the roles Japanese state

carry in cybersecurity reflect its general relation with industry which underwent great changes.

2. The most prominent roles Japanese state has been shouldering are those of the knowledge

creator/disseminator, representative and supporter of society, and a partner to private sector.

3. Although not a complete list, there are steps Japan can afford to take towards a more robust
cybersecurity presence which include but not limited to; human capital investments and putting forth

of an actively involved government image.

A comprehensive discussion on whether the Japanese state is handling its roles well is left undiscussed
here. This type of academic undertaking would require a through combing and analysis of performance
data which would exceed the space and scope of this study. Furthermore, there is a myriad of issues this
paper has not been able to focus on for the sake of clarity. As cybersecurity is a new field where
interactions between the political and technical continuously take place, all in addition to countries
differing in their policies and attitudes, there is almost unlimited research potential for those questions
left out. By answering these questions in future studies, a deeper understanding of the role of the state
in its differing forms and altitudes can be achieved while extending the scope of political science inquiry

into the field of cybersecurity.
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Genisletilmis Ozet

Siber giivenlik yeni bir giivenlik alamdir ve bu alanda siirekli degisim istisnadan ziyade bir normdur. Siber
tehditlerin ve genel olarak bilgi iletisim teknolojilerinin (BIT) evrim hizina ayak uydurmak devletler icin oldukca
giic bir girisimdir. Bununla birlikte, siber giivenligin ulusal giivenlik i¢in kritik onemi, ulus devletlere stirekli
kapasitelerini ve araclarim iyilestirmeyi siirdiirmekten baska cok az secenegin oldugu anlamina gelmektedir. Bu
tiir tyilestirmeleri yiiriitiirken, devlete ek olarak 6zel sektor, sivil toplum, akademisyenler ve bireyler de siber
gtivenlik alaminda sorumluluk iistlenir. Bununla birlikte, ulus-devletin Soguk Savas sonrast donemde geri doniisii
olgusu, giivenlik alaminda giiclii bir yanki uyandirmaktadir. Kuzey Atlantik Antlasmast Orgiitii (NATO) veya
Avustralya, Birlesik Krallik ve Amerika Birlesik Devletleri (AUKUS) arasinda yakin zamanda baslatilan iiglii
giivenlik anlasmasi1 (AUKUS) gibi uluslararas giivenlik ittifaklar: kuruluslarimin varhgina ragmen, hala ulusal
gtivenligin saglanmast birincil sorumlulugudur. Realist uluslararast iliskiler teorisi tarafindan tammmlandigi gibi,
uluslararast siyasi sistemin temel diizenleyici ilkesi, bireysel devlet aktérlerinin tabi olma iliskileri sergilemedigi

ve yalmzca degisen yetenekleriyle aywrt edildikleri anarsidir. Bu goriis, cesitli giivenlik aktorleri arasinda
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biiyiikliiklerine, organizasyonel karmastkhklarina ve ulus devletin listenin basinda oldugu kalicihklarina gore bir

siralama olusturulmasina izin verir.

Japonya ornegi, farklh devletler arasindaki etkilesimlerin ve kilit politika uygulama organlar tarafindan alinan
inistyatiflerin devletin siber giivenlikteki roliinii nasil sekillendirdigini ortaya koymak icin analiz edilmistir.
Devletlerin siber giivenlige katiimlarim nispeten daha fazla ulusal giivenlik yoniine (ABD gibi) yonlendirdigi ileri
stirtilebilecek diger biiyiik liberal demokratik iilkelerden farkh olarak, Japonya'da devletin siber giivenlik
alamindaki rolii daha az net bir yonelime sahip oldugu gozlemlenmektedir. Bu ¢calismada Cavelty ve Egloft'un
(Cavelty ve Egloft, 2019) gelistirdigi analiz ¢ercevesi kullamlarak Japonya'da devletin siber giivenlikteki roliiniin
dogasm agiklamaktadir. Bahsedilen bu analiz ¢ergevesinde devletin rolii teorik, ampirik ve normatif boyutlarda

analiz edilmektedir.

Baslangig olarak teorik boyut analizi, Japon devleti ile ilgili literatiirdeki farkh teorilere odaklanmaktadir. Sirast
ile, ampirik boyut analiz yiirtitiilmekte ve bu analiz igin gerekli veriler, siber giivenlikle ilgili onemli Japon devlet
ve ozel kuruluslarmimin kamuya agik kayitlarindan alinmaktadir. Bu ampirik 6rneklere dahil edilen veriler,
ornegin, “toplumun destekg¢isi ve temsilcisi olarak devletin” baz ilkelerinin benimsenmesi, Disisleri Bakanhgi
(MOFA) girisimlerinde de belirgin hale getirilmesini icermektedir. Ozellikle MOFA'min politika girisimleri ve
projeleri, Japon devletinin uluslararas: sahnede toplumun temsilcisi roliinii nasil benimsedigine dair 6rnekler
sunulmaktadir. Japonya 'hukukun iistiinliigii’, ‘giiven artirict onlemler' ve 'kapasite gelistirme destegi'ni tesvik
ediyor ve bu ii¢ stitun Japonya'min siber diplomasisinin temel direklerini olusturuyor. Son zamanlarda diger
bir¢ok iilkede yayginlasan siber diplomasi, siber giivenligin ulusal giivenlik boyutundan ortaya ¢ikan ve dis
iliskilerin iilke ¢cikarlar: dogrultusunda ele ahindigh gelismis bir siber siyasi ortam arayan bir kavramdir. Japonya
orneginde, siber uzayda acik ve kesintisiz diyalog ve isbirligini siirdiirmeye yonelik politikalarin benimsenmest,
daha yeni diplomasi araclarimin kabulii olarak yorumlanabilir. Ornekler arasinda ayrica, 2019'daki Amazon
olay ve 2021'deki LINE olay ile ilgili olarak Icisleri Bakanhdi'min bakanhk ile Kabine arasindaki koordinasyonu

da sayilabilir.

Vaka analizinin son parcasimi olusturan normatif boyut analizi, Japon devletinin dikkat sarfetmesi gerektigi
diistintilen siber giivenlik politikalarimin zaman ufku yoniinii vurgulamaktadir. Sonug olarak, Japon devletinin
“bilgi yaraticisi/yayict”, “toplumun destekgisi/temsilcisi”, “ortak” ve “garantér ve koruyucu” rollerini biinyesinde
barindirdigi ve devlet kurumlarimin Japonya'da daha iyi siber giivenlik i¢in proaktif uzun vadeli politikalar ve

girisimlere yonelmesi gerekliligi tespit edilmektedir.





