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ABSTRACT Digital data is increasing rapidly in the world day by day. Information security is important during
data exchange over the Internet. The way to securely transmit images over the network is through the image
encryption technique. In the proposed cryptography system, the hybridization of Lorenz-Rossler chaotic
systems is used, and a random number sequence is generated. The security analyses such as histogram,
correlation, differential attack, information entropy, and duration analysis of the study are performed. It is seen
that the proposed system performs well, especially in terms of correlation. Additionally, the performance of the
developed embedded system platforms is compared after testing on Nvidia Jetson Nano and Xilinx PYNQ Z1
boards. The Nvidia Jetson Nano board is more performant than the Xilinx PYNQ Z1 board. The safety and
feasibility of the proposed system have been demonstrated.
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INTRODUCTION

With the development of technology and science, there has been an
increase in the number of audio, video and other multimedia files in
recent years. Data is mostly transferred to each other by people via the
internet. This situation brings along information security (Ahmed et al.
2007). Especially military or health image data used in fields contain
significant private information. The preservation of such images is very
important in terms of information security. Therefore, the pixel values
are changed to make the image incomprehensible before transferring the
image. This is known as image encryption and is done with the help of a
key.

Classical algorithms such as AES, RSA DES, and IDEA (Daemen
and Rijmen 2020) have been recommended in the literature for image
encryption. However, its use is often not considered appropriate due to its
low speed. Many image encryption algorithms have been suggested as a
way to solve the problem in the literature (Zhang and Karim 1999; Sinha
and Singh 2003; Wang et al. 2020). Another method of image encryption
is diffusion and confusion. During the confusion phase, the pixels are
displaced.

During the diffusion process, the values of the pixels are changed.
Usually, chaotic functions are used for this. Chaotic systems, on the other
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hand, are often used in image encryption operations due to their advan-
tages such as unpredictability, pseudo-randomness, parameter sensitivity
and initial value sensitivity (Zhang et al. 2016). When the literature in
this field is examined, Al-Khasawneh and colleagues presented a new
Chaos-based encryption technique using Henon, Logistic and Gaussian
iterative maps and an external secret key. They applied this technique
to images detected remotely (Al-Khasawneh et al. 2021). Akgül et al.
designed a random number generator using a microcomputer-based, non-
linear chaotic system and implemented an image encryption application
(Akgul et al. 2021). In the study, Wang et al. used the chaotic cat map for
image encryption (Wang et al. 2009).

In this study, Lorenz-Rossler chaotic system and encryption-
decryption algorithm are examined. The study’s main purpose is to
perform chaotic system-based RGB image encryption and decryption
operations on embedded board platforms. Histogram, correlation, dif-
ferential attack, information entropy and time analysis results and the
obtained data are presented in the literature. It is expected that the en-
cryption application applied on an embedded board basis will provide
portability and usability due to its cost-effectiveness.
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MATERIAL AND METHODS

Lorenz-Rossler Chaotic System
The Lorenz-Rossler chaotic system was obtained by hybridizing two
chaotic systems, Lorenz and Rossler, by Alsafasfeh and Al-Arni (Alsafas-
feh and Al-Arni 2011). In this case, the control parameter has increased
to six. The formula for the Lorenz-Rossler chaotic system is given in
Equation 1.

ẋ = (δ − 1)y − δx − z,

ẏ = (r + 1)x − (1 − a)y − 20xz,

ż = 5xy − βz + b + xz − cx,

(1)

Where delta,r,a,b,beta and c are the fixed control arguments and x,y,z
are the system state variables. The researchers found the value delta = 20,
r = 20, a = 9, beta = 8.5, b = 0 and c = 8 for the system to show chaotic
properties. Differential equations are solved in the Google Colaboratory
environment using the Runge-Kutta method with initial conditions x =
0.001, y = 0.001, z = 0.1 Figure 1 shows the chaotic behaviors of the
Lorenz Rossler system.

Figure 1 Attractors of Lorenz-Rossler System

Encryption and Decryption Algorithm
In the encryption process, the pixel positions of the image will be changed
first. This process is called confusion. During the confusion phase, the
positions of the pixels in the original image are mixed with controlled
randomness. For this, a chaotic sequence is created using Equation 1.
These arrays are used to encrypt the red, green and blue channels of the
original view. The generated chaotic sequences are ordered from small to
large and the sequences are obtained.

At the same time, the index of the values in the chaotic array is
assigned to the array by sorting. Then, using these indexes, the picture is
mixed. the confusion matrix is obtained separately for the three channels.
The correlation coefficient between the blending process and adjacent
pixels Decays, but the blended image continues to contain the statistical
values of the original image. This indicates that the encryption process
is not secure. In this case, the diffusion process is performed to increase
encryption security.

At the propagation stage, the values of pixels are changed, the posi-
tions of which change in the process of confusion. Thus, the statistical
values of the original image do not remain in the encrypted image. In
the encrypted image, both pixel positions and pixel values are given in
a different format from the original image. The pseudo-code for image
encryption is given in Algorithm 1. The decryption algorithm, on the
other hand, is the opposite of the image encryption algorithm.

Algorithm 1 Pseudo code of Image Encryption Algorithm

Input : Chaotic sequence and Image
Output : Encrypted Image
1: START
2: x,y,z chaotic sequence and image data
3: Split the image into R,G,B channels (imageR,imageG,imageB)
4: Get the dimensions of the image (m,n)
5: Normalize x,y,z chaotic arrays (x’,y’,z’)
6: Sort the sequences x’, y’ and z’ and mix the image R,G,B channels
using the obtained index values. (shfR,shfG,shfB)
7:

for i = 0; m × n do
encimgR[i] = x′[i] XOR sh f R[i]
encimgG[i] = y′[i] XOR sh f G[i]
encimgB[i] = z′[i] XORsh f B[i]

8: Merge encrypted R,G,B channels
9: EXIT

Image Encryption on NVIDIA Jetson Nano and Xilinx Pynq Z1
Embedded Boards
The proposed encryption and decryption algorithm was implemented
on Nvidia Jetson Nano and Xilinx PYNQ Z1 platforms. General spec-
ifications of embedded boards are given in Table 1. Linux is installed
as the operating system on both embedded system boards and the code
written in Python on the Linux operating system is run on the system.The
structure of the application of the proposed method to embedded boards
is given in Figure 2. 256×256×3 peppers and 512×512×3 baboon images
were used for encryption in both embedded boards.

Figure 2 Application of the Proposed Method in Hardware
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■ Table 1 The General Features of Embedded Boards

Xilinx Pynq Z1 Nvidia Jetson
Nano

GPU ZYNQ XC7Z020-
1CLG400C

NVIDIA Maxwell,
128 CUDA cores

CPU 650MHz dual-core
Cortex-A9

Quad-core ARM
Cortex-A57 MP-
Core

Memory 512MB DDR3 4 GB 64-bit
LPDDR4

Data storage MicroSD card MicroSD card

Power 7W-15W 5W-10W

Network Gigabit Ethernet Gigabit Ethernet

Other 16-pin GPIO 40-pin GPIO

Programmable
logic

Artix-7 FPGA
13,300 logic seg-
ments, each with
four 6-input LUTs
and 8 flip-flops

-

RESULTS AND DISCUSSION

Histogram Analysis

The dispersion of pixel values in an image is revealed by histogram anal-
ysis. Color distribution in the original image According to the colors
contained in the image, the histogram graph concentrates on a particular
region and shows an uneven distribution. In the encryption process, the
color distributions of the channels are equalized. Therefore, the histogram
distributions of the original and encoded images must be different. All
pixels of the encrypted image must be equally distributed in space. There-
fore, the histogram distribution of the encrypted image should be uniform.
In this direction, histogram analysis of the encrypted treat was performed.

Histogram graphics of the RGB channels of the original baboon image
in Figure 3 (a-d) and the original peppers image in Figure 3 (i-l) are shown.
When Figure 3 (a-d) and Figure 3 (i-j) are examined, it is seen that the
color distributions in the original painting are uneven. The histogram
graph of the RGB channels of the encrypted baboon image in Figure
3 (e-h) and the encrypted peppers image in Figure 3 (m-p) are shown.
When Figure 3 (e-h) and Figure 3 (m-p) are examined, it is seen that
the color distributions of the RGB channels are evenly distributed. This
shows that the histogram of the encrypted image cannot be inferred and
that the proposed encryption is secure.

Correlation Analysis
Correlation analysis (Cohen 1988) Decodes the linear relationship be-
tween two random variables. As a result of this analysis, the correlation
coefficient was determined. Equation 2 using it, the correlation coefficient
of a sequence with “n” elements is calculated, where x and y are two
random variables.

rxy =
cov(x, y)√
D(x)D(y)

(2)

Hence;

cov(x, y) =
1
n

n

∑
i=1

[xi − E(x)][yi − E(y)]

D(x) =
1
n

n

∑
i=1

[xi − E(x)]2

E(x) =
1
n

n

∑
i=1

xi

The x and y values in the equation symbolize the two contiguous pixels
in the image, and N indicates the number of pairs of pixels chosen. In
our study, horizontal, vertical and diagonal pixel values were taken into
account to calculate the pixel correlation in the original and encrypted
images. Correlation analysis was performed for each R, G and B channel
of peppers and baboon images. The horizontal correlation maps of the R,
G, B channels of the peppers and baboon images are respectively shown
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(b) (f) (j) (n)

(c) (g) (k) (o)

(d) (h) (l) (p)

Figure 3 Histogram Graph of the Original and Encrypted Baboon-Peppers Image

in Figure 4 and Figure 5. The obtained correlation coefficient values and
their comparison with the literature are given in Table 2.

The correlation cannot be less than -1 and greater than +1. The fact
that the correlation coefficient is very close to -1 and +1 means that the
relationship between pixel values is strong and that it is close to zero
means the relationship between pixel values is weak. When Table 2 is
examined, it is seen that the correlation coefficients to the original image
are close to one. On the other hand, it is observed that the correlation
coefficients of encrypted images for RGB channels are approximately
zero. The results obtained are in harmony with recent studies in the
literature. According to the results of correlation analysis, it can be said
that the image encryption method performed successfully performs the
encryption process.

Differential Attack Analysis (NPCR-UACI)

NPCR (“Number of Pixels Change Rate”) and UACI (“Unified Average
Changing Intensity”) analyzes Differential cryptanalysis developed by
Biham and Shamir (Biham and Shamir 1990) to examine how minor
changes in the original image affect the encrypted images. NPCR is a
metric that measures the rate of pixel change in an image. The NPCR
value is calculated as given in Equation 3. The matrix D(i,j) in Equation
3 is calculated from Equation 4. Here, A and B represent the pixel value
of the original and encrypted images, respectively. M × N represents the
size of the encrypted image.

NPCR =
∑i,j D(i, j)

M × N
× 100 (3)
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R G B

Original
Horizontal

Encrypted
Horizontal

Figure 4 The horizontal correlation coefficient maps of the R, G, B channels of peppers

R G B

Original
Horizontal

Encrypted
Horizontal

Figure 5 The horizontal correlation coefficient maps of the R, G, B channels of baboon
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■ Table 2 Correlation Coefficients Values Comparison

Original Encrypted

Channel Horizontal Vertical Diagonal Horizontal Vertical Diagonal

R 0.9515 0.9463 0.9153 0.0181 -0.0007 -0.0011

proposed method (peppers) G 0.9759 0.9680 0.9487 0.0012 0.0157 -0.0079

B 0.9472 0.9365 0.9050 -0.0019 0.0073 -0.0035

R 0.8512 0.9198 0.8449 0.0102 -0.0099 -0.0029

proposed method (baboon) G 0.7844 0.7599 0.9304 0.0025 0.0011 0.0026

B 0.8736 0.9228 0.8529 0.0026 0.0024 -0.0153

R 0.9621 0.9646 0.9513 -0.0005 0.0004 0.0007

(Xin et al. 2023)

(512×512×3)
G 0.9789 0.9774 0.9599 -0.0004 0.0002 0.0004

B 0.9616 0.9628 0.9401 -0.0006 0.0003 0.0006

R 0.9904 0.9796 0.9701 0.0080 -0.0060 0.0026

(Yan et al. 2023)

(256×256×3)
G 0.9820 0.9659 0.9547 -0.0092 -0.0090 0.00009

B 0.9555 0.9324 0.9144 0.0060 -0.0069 0.0036

R 0.9643 0.9635 0.9598 -0.0051 -0.0092 0.0012

Demirtaş (2022)

(512×512×3)
G 0.9808 0.9821 0.9695 0.0007 0.0068 -0.0034

B 0.9645 0.9659 0.9455 0.0080 0.0014 -0.0052

D(i, j) =

1 if A(i, j) ̸= B(i, j)

0 if A(i, j) = B(i, j)
(4)

UACI is a metric that measures the average intensity of change in an
image, calculated as given in Equation 5. The L value is the number of
bits that express the pixel of the image.

UACI =
1

M × N

∑
i,j

|A(i, j)− B(i, j)|
2L − 1

× 100 (5)

In the literature, the most appropriate NPCR and UACI values are stated as
NPCRopt = 99.61% and UACIopt =33.46% (Girdhar and Kumar 2018).
In addition, NPCR, UACI values greater than 99.6% and close to or
greater than 30%, respectively, is accepted as an indication of successful
encryption (Praveenkumar et al. 2015).NPCR and UACI results are shown
in Table 3. It is seen that the NPCR value is greater than 99.6% and the
UACI value is close to 30% for both images used in the study. In addition,
it was observed that the results were compatible with similar studies in the
literature. Based on these results, it is clear that the developed encryption
algorithm is strong against differential attacks.

Information Entropy Analysis
The encrypted data must be in such a way that no guesses can be made
about the original data. Information entropy analysis measures the ran-
domness in the encrypted image and demonstrates the average amount
of information that the image carries. The entropy coefficient Equation
6 calculated by the given formula. Here, H (s) is the entropy value of
the source, while N represents the bit value. In the literature, the ideal
entropy value of the encrypted image is expected to be eight. The entropy
test is applied to each of the RGB channels separately.

H(s) =
2N−1

∑
i=0

P(Si)log2
1

P(Si)
(6)

The entropy values of the information obtained in the study and its
comparison with the literature are given in Table ??. It is seen that the

■ Table 3 NPCR and UACI Results and Comparison

NPCR UACI

Proposed method
(peppers)

99.6154 28.8371

Proposed method
(baboon)

99.6067 29.9783

(Ali and Ali 2020) 99.6094 33.4635

(Yu et al. 2022) 99.6069 33.4422

(Sheela et al. 2018) 99.5865 28.6372

■ Table 4 Time Analysis of Embedded System (Unit: s)

Embedded
Board

Encryption
Time

Decryption
Time

Google Colabo-
ratory Environ-
ment

0.6133 0.3978

proposed
method
(peppers)

Xilinx PYNQ
Z1

2.8670 6.6832

Nvidia Jetson
Nano

1.480 1.719

Google Colabo-
ratory Environ-
ment

0.8842 1.3358

proposed
method
(baboon)

Xilinx PYNQ
Z1

11.4452 25.9610

Nvidia Jetson
Nano

5.8907 6.8535

entropy values of the RGB channels of the encrypted images are close to
8. Therefore, it can be said that the proposed method is quite resistant to
attacks.

Time Analysis
Operations performed on Google Colaboratory Environment were also
performed on Xilinx PYNQ Z1 and Nvidia Jetson Nano embedded boards.
Thus, the performances of different embedded boards in encryption and
decryption processes were compared. In the table 4, the times obtained
during the test phase are given in seconds. According to the results
obtained, it is seen that the time in the software environment is more
advantageous. In embedded platforms, it has been observed that the
Nvidia Jetson Nano board is faster in encryption and decryption processes
than the other boards.
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CONCLUSION

In this study, an encryption algorithm is developed using Lorenz-Rossler
chaotic systems. To measure the reliability of the designed system, his-
togram, correlation, differential attack, and information entropy analysis
are performed. According to the results of the analysis, it has been de-
termined that the developed encryption algorithm is resistant to attacks.
Considering the experimental results, it has been observed that the pro-
posed method allows the original image to be obtained again without any
data loss. The application results obtained on embedded system boards
are presented according to encryption and decryption duration compar-
atively. When the results are inspected, it is seen that the Nvidia Jetson
Nano board is faster in encryption and decryption than the Xilinx PYNQ
Z1. The authors are hopeful that a better, the mutually beneficial dia-
logue will gradually be established between the chaos and cryptography
communities.
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