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Abstract: A proposal for an image encryption algorithm called Chaos and DNA Based Image Encryption Algorithm (CDIEA)
has been put forward. CDIEA is a combination of block cipher algorithms, permutations, chaotic keys, and DNA operations.
It leverages the strong structures of modern cryptography and the properties of chaotic systems, rather than relying solely on
chaos. The permutations used in CDIEA are constructed using a strategy called the wide trail design, which makes it resilient
to many forms of cryptanalysis. CDIEA operates as a byte-oriented SP-network and has been confirmed to have high security
for practical image encryption through both theoretical analysis and computer experiments.
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CDIEA: Kaos ve DNA Tabanlh Goriintii Sifreleme Algoritmasi

Oz: Kaos ve DNA Tabanli Gériintii Sifreleme Algoritmasi (CDIEA) ad1 verilen bir goriintii sifreleme algoritmasi énerisi ortaya
atilmistir. CDIEA, blok sifreleme algoritmalari, permiitasyonlar, kaotik anahtarlar ve DNA islemlerinin bir kombinasyonudur.
Yalnizca kaosa giivenmek yerine, modern kriptografinin giiglii yapilarindan ve kaotik sistemlerin 6zelliklerinden yararlanir.
CDIEA'da kullanilan permiitasyonlar, onu bir¢ok kriptanalize dayanikli hale getiren genis iz tasarimi adi verilen bir strateji
kullanilarak olusturulmustur. CDIEA, bayt yonelimli bir SP ag1 olarak ¢alisir ve hem teorik analiz hem de bilgisayar deneyleri
yoluyla pratik goriintii sifreleme i¢in yiiksek giivenlige sahip oldugu onaylanmstir.

Anahtar kelimeler: Goriinti sifreleme, Kaos, DNA, Kriptoloji

1. Introduction

The importance of communication security arises with the rapid developments in computer and
communication technologies. Many mathematicians, computer scientists and electrical engineers that are
professional in their fields focused on the subject of cryptology to provide the security of millions of users who
process in electronic environments. Researchers have been proposed several cryptographic algorithm and protocol
using abstract algebra, number theory, and coding theory [1, 2]. Cryptology experts are constantly working to
develop more powerful, faster, robust, and reliable encryption systems. Chaos based cryptology is one of the new
methods introduced to carry out this goal [3-6]. Utilization of chaotic systems in the process of designing
cryptographic structures is theoretically feasible since the characteristics of chaotic systems overlap with those of
the cryptographic characteristics [3, 4]. Many studies have been done for design and analysis of chaos based
encryption systems over the last 20 years. One of the most common subjects studied in this field is chaos based
image encryption [7-13]. Nevertheless, the cryptanalysis of these algorithms has shown several significant
weaknesses [14-20]. The performed analysis studies have shown that the encryption systems determined by weak
transformations are not secure. One specific type of attack against chaos-based encryption targets the chaotic

aspect of the cryptography. The encryption process is transformed into an alternate form where the chaotic
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components are replaced by secret mapping or variables. This exposes any algebraic vulnerabilities in the
remaining parts of the algorithm [5, 14, 15]. In this research, a novel image encryption algorithm called CDIEA
has been proposed. It merges the robust structures of modern cryptography with the principles of chaos and DNA
operations. CDIEA was created as a solution to the inadequacy of traditional text encryption methods in protecting
image data due to its unique properties. The algorithm is an iterated block cipher based on permutations, chaotic
keys with uniform distribution, and DNA operations, and operates as a byte-oriented SP-network. The encryption
scheme's transformations were modeled after those of the AES block cipher, leading to exceptional confusion and

diffusion capabilities.

The paper is structured as follows. The CDIEA method is explained in detail in Section 2, where its unique
features and design rationale are outlined. Section 3 showcases the early results of our security analysis of CDIEA.

Finally, the paper concludes in Section 4.

2. Structure of CDIEA construction

Main modules of CDIEA are illustrated in Figure 1. CDIEA consist of four main modules. These modules
are DNA operations module, chaotic key generation module, encryption module, and chaotic bit block permutation

module. The algorithm’s operation is given step-by-step below.

Step 1. Plain image is converted into a one-dimensional bit array.

Step 2. The one-dimensional bit array M split into 512-bit blocks my,my, ...,m,

Step 3. DNA operations are applied for each bit block. In Section 2.1, DNA operations are described in
detail.

Step 4. Chaotic key generator module produces a 512-bit secret key for each block. In Section 2.2, chaotic
key generator module is described in detail.

Step 5. The encryption component transforms two inputs, each consisting of 512 bits, into an output of
512 bits. The first input is the chaotic key input and the second is the bit block. The details of the
encryption module can be found in Section 2.3.

Step 6. Ciphered bit blocks are permutated using chaotic permutation module. In Section 2.4, this module
is described.

Step 7. Steps 3-6 are performed 10 times for each 512-bit block.
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Figure 1. Main modules of CDIEA

2.1. DNA operations module

DNA computing is a novel approach to computing that employs DNA instead of conventional methods. It
is a multidisciplinary field that is rapidly advancing and has yielded a number of biological and algebraic
operations based on DNA sequences [23-25]. A DNA sequence consists of four base pairs, namely A, C, G, and
T, where A and T are complementary to each other, as well as C and G. Information is represented by DNA
sequences in DNA computing, and binary numbers are used to represent the four bases. Each base is represented
by two bits of binary information. In the binary system, 0 and 1 are complementary, and similarly, the combinations
00 and 11, as well as 01 and 10, are also complementary. The four bases can be expressed by 00, 01, 10, and 11,
resulting in 24 possible coding combinations. However, due to the complementary relationship between DNA
bases, only eight coding combinations that satisfy this principle exist. Table 1 lists these eight encoding rules. For
instance, the binary pixel value of an image is [10010011], which corresponds to the DNA sequence [GCAT]
based on the first encoding rule. Similarly, the decoding sequence can be determined as [00111001] according to

the sixth decoding rule.

Table 1. DNA coding rules

Combination Coding Rule
Rule Combination 1 A:00C:01G:10T: 11
Rule Combination 2 A:00G:01C:10T: 11
Rule Combination 3 C:00A:01T:10G: 11
Rule Combination 4 C:00T:01A:10G: 11
Rule Combination 5 G:00A:01T:10C: 11
Rule Combination 6 G:00T:01A:10C: 11
Rule Combination 7 T:00C:01G:10A: 11
Rule Combination 8 T:00G:01C:10A: 11
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In the DNA operation module, 512-bit output block are obtained by applying the following operations for
each 512-bit input blocks.

¢ DNA encoding rule selected by using key: (key: is part of the secret key. key1 €[L8]) and get DNA
sequence matrixes D;.
o DNA encoding rule selected by using key: (key: is part of the secret key. key, €[1,8] and key, = key,)

and get DNA sequence matrixes Do.

e Carry out DNA addition operation DNA sequence matrixes. DNA addition and subtraction rules are given
Table 2.

o DNA decoding rule selected by using keys (keys is part of the secret key. key, €[1,8]) and get binary bit

sequence.

Table 2. DNA addition and subtraction rules

+/- A T C G
G C A G G
C A T c T
T G C T A
A T G A Cc

2.2. Chaotic Key Generation Module

Chaotic systems are highly influenced by their starting conditions and control parameters. The path of
chaotic signals exhibit unpredictability and random-like behavior. Mathematically, chaos is the randomness in a
straightforward deterministic dynamic system [26]. Chaos-generated random numbers have also been employed
as secret keys [27-30]. The utilization of chaotic numbers is backed by their uncertainty, wide-spectrum
characteristics, non-repeating, intricate time-based behavior, and ergodic qualities. This module is used to generate
round keys. Algorithm is explained in detail below.

Step 1: Choose a chaotic system to serve as the source of randomness.

Step 2: Determine the state variables based on the selected initial conditions and control parameters.

Step 3: Using Eq. (1), generate pseudorandom numbers using the selected state variable.
ChaoticKey(i)=(1000*(x(i)+abs(x(i))))%1 @)

System equations, initial conditions, and control parameters of some chaotic systems are given in Table 3 [26].
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Table 3. Examples of chaotic systems

Chaotic Control
Equation Initial Values
Systems Parameters
Chen x=aly-x) (X0, Yor Zo) a=350b=
y=(c—a)x—xz+cy
system 2=xy—bz =(-3,2,20) | 3,andc =28
dv, 1
T(:l = C_R(ch _Vc1)_f(vc1)
1 1/C,R=1586,
Chua dv 1 . 1/C,R=1,
- — = (Vo — Ve )iy 1/L=2558 |~
circuit d C,R a=-5/7 and
d'L__ch b=-8/7
dt L
dx
& —aly-x)
-20<x<20,
Lorenz dy a=10, b=28 and
=2 —(bx-y-xz) 50<y<50,
system dt c=8/3
50=<z<50
dz
— =(Xy—-cz
4~ )
x =0
Van der | dX=Y
) 3 a=0.2, b=5.8 and
Pol dy=a*@@—x")*y—x°+b*cos(c*z) | Y, =0 3
oscillator dz=1 -
z,=0

2.3. Encryption Module

The structure of encryption module is illustrated in Figure 2. Encryption module uses a permutation. Three

transformations are defined for each permutation. Transformations are illustrated in Figure 3. These are

265



CDIEA: Chaos and DNA Based Image Encryption Algorithm

substitution, shift, and mix transformations. The transformations operate on a state, which is represented as a

matrix A of bytes (of 8 bits each). The matrix has 8 rows and 8 columns.

Chen system
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Figure 2. Distribution diagram analysis for Chen system
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Figure 3. Distribution diagram analysis for Chua circuit
The substitution transformation substitutes each byte in the state matrix by another value, taken from the s-
box. This s-box is the same as the one used in AES. If a;;j is the element in row i and column j of A, then substitution

performs the Eq. (2).
8« S, 2

Shift transformation cyclically shifts the bytes within a row to the left by a number of positions. The shift

transformation is illustrated in Figure 4.
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Lorenz system
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Figure 4. Distribution diagram analysis for Lorenz system

The mix transformation operates on each column of the matrix independently. The elements of the state matrix

A are considered to be bytes in F256. This transformation involves multiplying each column of A by a constant

8x8 matrix B in F256. The overall transformation of the matrix A can be represented by Eq. (3).

A< BxA

as Eq. (4).
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2.4. Chaotic Permutation Module
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CDIEA is a block encryption algorithm with 512-bit block size. A grey-level image P(m, n), where m, n

are the image dimensionalities of rows and columns, has contain | = (mxnx8)/512 blocks. Permutation

matrix is generated using the following algorithm.

Step 1: Choose a chaotic system as the source of randomness.

Step 2: Obtain the state variables based on selected initial conditions and control parameters.

Step 3: Collect samples of the selected state variable at regular intervals equal to (number of data / I).

Step 4: Assign numerical codes to each sample starting from 0 to I.
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Step 5: Create a permutation matrix using the codes assigned to the samples, with the code of the smallest

output being placed in the first cell.

Step 6: Apply the permutation matrix to the ciphered blocks to replace them.

In order to illustrate how permutation matrix is generated with an example a simple system orbit is given

in Figure 5. By taking 16 samples on the orbit a 1x16 permutation matrix is generated. Output values, the

corresponding code value for each sample taken on the orbit, and the formed permutation matrix are given in Table
4. (For details see [31])

Table 4. Example of chaotic permutation

3. Security Analysis

%(t) values
Figure 5. Distribution diagram analysis for VVan der Pol oscillator

The protection of a cryptographic system is of utmost importance. A secure encryption scheme should be able to

defend against various forms of attacks, including cryptanalytic attacks, such as statistical attacks, brute-force

attacks, attacks based solely on ciphertext, and attacks with access to known plaintext, among others [32-35]. In

this section, the results of a security analysis of CDIEA will be explored.
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3.1. Differential cryptanalysis

The permutation process in CDIEA is designed to have diffusion properties, meaning it helps to scramble
the data and make it more difficult for an attacker to reverse the encryption. This is due to the combination of the
mix transformation having nine branches and the shift transformation being optimized to move the data in each
column to eight different columns. As a result, CDIEA is expected to have at least 81 active s-boxes in any four-
round differential trail. This, in combination with the s-box having a maximum difference propagation probability
of 25, means that the probability of any differential trail being successful over four rounds is estimated to be at
most 248, So, in a classical differential attack scenario where an attacker tries to find a specific pattern in every

round, it is highly unlikely they will succeed in breaking CDIEA's encryption.

3.2. Linear cryptanalysis

The propagation of linear and differential trails is quite alike [35]. As the mix transformation has a linear
branch number of 9, it is guaranteed that in any four-round linear trail, CDIEA will have at least 81 active s-boxes
[22, Theorem 9.5.1]. Given that the s-box has a maximum correlation of 23, the highest correlation for a four-

round linear trial is estimated to be 2-3*81 = 2-243,

3.3. Algebraic cryptanalysis

It is well established that 40 quadratic equations can be established from the input and output bits of the AES s-
box [21, 22]. These equations, along with one additional equation with a probability of 255/256, also apply to the
s-box used in CDIEA. Using these equations, it has been demonstrated that a single AES encryption can produce
a set of 8000 quadratic equations in 1600 variables, which can then be used to determine the secret key. Although
the time complexity of solving this system of equations for AES is currently unknown, it is believed that it would
take longer than an exhaustive search for the key. In comparison, the encryption function of CDIEA utilizes 1280
s-box applications, making it less vulnerable to algebraic attacks than AES. However, if an efficient attack method
is discovered for CDIEA that exploits the quadratic s-box equations, it is likely that a similar attack would also be

successful for AES.

3.4. Security analysis of chaotic key generation module

The performance of pseudo-random number generators (PRNGs) must be statistically indistinguishable from
truly random sequences. Evaluating the quality of PRNGs requires statistical analysis of their output sequences by
using statistical randomness tests. These tests are designed to test a null hypothesis (H0), which states that the
input sequence is random. The test takes a binary sequence as an input and decides to either accept or reject the

hypothesis. Statistical tests have a probabilistic nature and there are two possible types of errors. A type | error
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occurs when the data is random but the null hypothesis is rejected. A type Il error occurs when the data is non-
random but the null hypothesis is accepted. The probability of a type I error is referred to as the level of significance
of the test, represented by alpha (a). A statistical test produces a p-value between 0 and 1, where if the p-value is
greater than alpha, the null hypothesis is accepted; otherwise, it is rejected.

A test suite is a compilation of statistical randomness tests that aim to assess the randomness qualities of

sequences. There are a number of test suites in the literature, including:

e  The first set of randomness tests by Knuth, which was introduced in his well-known book [36].

e CRYPT-X, developed at the Queensland University of Technology [37].

e The DIEHARD Test Suite, created by Marsaglia and released in 1995 on CDROM [38].

e TESTUO1, a newly designed test suite which categorizes tests into those for real numbers in (0, 1) and
those for bits [39].

e The NIST Test Suite, which initially consisted of 15 tests [40].

NIST Test Suite has been used in this study to assess randomness. The obtained results are shown in Table 5.
The names of the NIST tests listed in Table 5 are Test 1: Monobit Test, Test 2: Frequency Within Block Test, Test
3: Runs Test, Test 4: Longest Run Ones in a Block Test, Test 5: Binary Matrix Rank Test, Test 6: Dicrete Fourier
Transform Test, Test 7: Non Overlapping Template Matching, Test 8: Overlapping Template Matching, Test 9:
Maurers Universal Test, Test 10: Linear Complexity Test, Test 11: Serial test, Test 12: Approximate Entropy Test,
Test 13: Cumulative Sums Test, Test 14: Random Excursion Test, and Test 15: Random excursion variant test,

respectively.
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Table 5. Results of SP 800-22 test

Test Name | Chensystem | Chua circuit | Lorenz system | Van der Pol oscillator

Test 1 v v

\/

Test 2:

Test 3:

Test 4:

Test 5:

Test 6:

Test 7:

Test 8:

Test 9:

Test 10:

Test 11:

Test 12:

Test 13:

Test 14:

Test 15:

< | 2| <] 2| <] 2| 2] 2| 2| 2| <] 2| 2| <
< | 2| 2] 2| <2 2| 2| 2| 2| 2| <] 2| <] <
< 2] 2] 2| 2] 2| 2| 2| 2] 2] 2] 2| 2| < <2
< | 2| 2| 2| <] 2| 2| 2| 2| 2| <] 2| <] =<

4. Conclusion

A new image encryption method called CDIEA has been introduced. It uses chaos and DNA encoding to

create permutations, which are based on parts of the AES block cipher, providing CDIEA with superior diffusion

and confusion characteristics. The design of CDIEA is straightforward, making it a robust image encryption

algorithm that can be easily implemented on various platforms.
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