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Throughout the ages, safely preserving and transmitting data that have extraordinary importance
for humanity has increased its importance with rapid advances in computer technology.
Steganography stores hidden data within the files, which are unnoticed by third parties, so it
provides secure transmission of data to the receiver. In this study, a steganography-based GUI
design has been carried out, which ensures that the agricultural data is safely stored and
communicated to the other party. We used LSB one-bit, two-bit, three-bit substitution and PVD
algorithms with GUI for stages of agricultural data hiding and extracting at cover images. We
also provided extra security using the embedded key and shifting operations on the hidden data
before hiding data the cover image. In short, we confused the hidden data in the cover image so
that malicious people can't understand. In experimental studies, performance analysis was
evaluated by comparing various criteria as similarity ratio (Structural Similarity Index Measure,

SSIM), stego image quality (Peak Signal-to-Noise Ratio, PSNR) and data hiding capacity
(Payload).

1. INTRODUCTION

The data created in the digital systems have reached significantly in recent years. These big data are
processed by popular computer technologies such as deep learning [1], image detection and recognition
[2,3], data mining [4], machine learning [5] and artificial intelligence [6] to be used in several fields such
as health [7], education, sports and agriculture [8-11]. The impact of the technological developments in the
field of agriculture has led to the emergence of smart farming systems [12-14] as a new popular field. Smart
farming systems play an effective role in agricultural productivity, sustainability, environmental factors and
food safety [15]. Data security should be ensured when data acquisition, storage and communication
between sensors in smart farming applications.

Nowadays, digital technology and the internet are widely used, so confidentiality of data should be ensured
in the end-to-end communication and prevented the malicious attacks. Data encryption and data hiding
techniques are usually used to prevent the security problem that will arise. Cryptography [16,17] is the
technique of data encryption using mathematical equations to provide data integrity, security, privacy and
identity control [18]. Steganography [19,20] is a data hiding technique used to embed secure data into
various file types, which is unnoticed by third parties [21,22]. Herodotus, who was one of the first to
mention the concept of steganography, wrote a secret message to a slave's scalp, and when his hair
lengthened, he sent the message to the other side without being noticed. For this instance, a human head is
chosen as the transmission medium of the message, and the message becomes unnoticeable to the third
party by the regrowing of hair [23].
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The main purpose of steganography is to securely hide the data to be sent to the other party in data
communication in the several file formats which are text, audio, video or image. The data are hidden in the
images and transmitted to the other parties, called image steganography [24]. When image steganography
is used, a large amount of data can be embedded in an innocent image on the internet without the knowledge
of people. Least Significant Bit Substitution (LSB) is one of the most widespread methods that can be easily
realized to hide data [18,25]. The LSB substitution method is used in different ways in the literature [21,26-
29]. Pixel-Value Differencing (PVD) is another method commonly used in image steganography [30]. PVD
method hides high-capacity data into the cover image more securely than one-bit LSB technique. The LSB
method and PVD technique or the similar techniques are utilized together in the literature, and obtained
high stego image quality, more capacity, and more secure.

In recent years, many studies have been conducted to improve the capacity, safety and stego image quality
using PVD-based methods [31-36]. In the article, GUI which makes it easy to hide the data in the
agricultural databases to cover images and extract the hidden data from the stego image was designed to
effectively use image steganography in the field of agriculture. We used The National Gardening
Association Database [37] and Turkish Food Composition Database [38]. In the Plants Database jointly
developed by more than 3,500 Garden.org members from around the world, there are 735,395 plants and
543,804 images. Turkomp which contains data from 580 foods from 14 food groups, was created, because
of the pilot studies conducted under the European Food Information Resource [39] project by [40] The
process of hiding and extracting agricultural data obtained from Plants and Turkomp databases using GUI
can be performed according to four different algorithms. In the GUI, the data obtained from the files, which
were saved in these files from the agricultural database, were hidden in the cover images, as well as a new
form was designed for Turkomp database to utilize effectively. In experimental studies, the data from
Turkomp or Plants database are hidden in the cover image file in which the original size of it, which had
both data and image, remained unchanged. We can conclude that the main contributions of our study
presented in this article are as follows:
e We have designed image steganography-based GUI to hide and extract agricultural data,
e We have integrated four different steganography techniques in designing the GUI,
¢ We have used the optimized versions of integrated steganography methods,
e We have provided extra security by using an embedded key and shifting so that hidden agricultural data
cannot be accurately decrypted by third parties,
e This is the first study performed on image steganography using agricultural databases.
The rest of the article is arranged as follows. In Section 2, data hiding and data extracting are presented in
detail for LSB substitution one-bit, two-bit, three-bit and PVD methods. In Section 3, we design image
steganography-based GUI to hide and extract data in the agricultural field. In Section 4, the experimental
study's results are presented and analyzed. Finally, conclusions and future studies are presented in Section
5.

2. MATERIAL METHOD

Image steganography consists of two stages as data hiding and data extraction. In our paper, the hiding of
data takes place in four stages, while the extraction of data is generated in three stages. The data hiding
stage involves retrieving the cover image, selecting the image steganography method, creating the secret
using the agricultural database and obtaining the stego image. In the image steganography, the image where
the data are hidden is called a cover image, which is loaded from the camera or agricultural databases. To
determine how the data are hidden to the cover image is called the steganography method which is used as
LSB substitution one-bit, two-bit, three-bit, and PVD method. Then, the data from the agricultural databases
constitute secret data, which is encrypted. Finally, stego image which the hidden data is contained is
generated using image steganography methods and secret data. Figure 1 presents the block diagram of the
data hiding method used in this paper.
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Figure 1. Block diagram of data hiding stage

The data extraction stage includes the stego image, selecting the image steganography method, and
obtaining the data. The stego image is used as the input in the data extraction stage. To extract the data from
the stego image, the appropriate steganography method, which was used to hide the data, must be chosen.
The decryption process is performed on the extracted secret data, and finally the agricultural data are
obtained. Figure 2 shows the block diagram of the data extraction method used in our paper.
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Figure 2. Block diagram of the data extraction stage
2.1. LSB Substitution

LSB substitution is one of the easiest methods to perform and use in image steganography. The main
principle is based on changing the least significant bits of the pixel values that comprise the cover image.
The LSB substitution method has low computational complexity. However, when the amount of the secret
data is too large, the probability of detecting the data in the stego image increases. The LSB substitution
method is performed as LSB one-bit, two-bit and three-bit to hide the agricultural data in the cover images.

2.1.1. Data hiding process of LSB substitution

The agricultural data hiding process is described for LSB substitution one-bit, two-bit and three-bit,
respectively. In the LSB substitution one-bit method, while the data is hidden in the colored cover image,
the least significant last bit of each color channel is changed. The data hiding process is usually sequenced
as RGBRGBRG for eight-bit data. In this study, we use different hiding sequences that are difficult to
understand by third parties such as RGBBGRRG and RRRGGGBB, while agricultural data are hidden in
the colored cover image. Figure 3 shows a block diagram of the LSB substitution one-bit used RGBBGRRG
sequentially. The block diagram illustrates that the letter ‘S’ is hidden in the first three pixels of the
sunflowers cover image. While the LSB substitution one-bit method is applied, the cover image pixel values
and secret data are converted to binary values. To create a stego image, we apply logical ‘AND’ or ‘OR’
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operation to least significant bit of the cover image pixel when the bit value of the secret data is 0 or 1.
Thus, three bits of data are hidden in one pixel of the cover image.
Pixel decimal values

Pixel binary values Stego image values

Secret data Binary values of ('S’)
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Figure 3. Block diagram of LSB substitution one-bit

In the LSB substitution two-bit method, the data hiding process is performed by replacing the least
significant two bits of the colored cover image. Although up to six-bit data is hidden in one pixel of the
colored cover image, four-bit data are usually hidden in the literature studies using this method [21,41-42].
The red (R), green (G), and blue (B) color channels can hide maximum six-bit data by using last two-bit
data, or four-bit data are hidden using different versions as R2G2, G2B2, R2B2, R2G1B1 etc. As a result
of our experimental studies, we realize the method that we call the LSB 211 hides two bits of data into the
red channel and one bit of data to both green channel and blue channel, which provides high similarity ratio
between cover image and stego image. Figure 4 shows the block diagram of LSB substitution two-bit as
LSB211. Four-bit data is hidden in one pixel of the cover image using the logical ‘AND’ and ‘OR’
operations as in LSB substitution one-bit.
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Figure 4. Block diagram of LSB substitution two-bit as LSB211
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In the LSB substitution three-bit method, the data is hidden in the colored cover image with the replacement
of the least significant three-bit. Maximum nine-bit data is hidden in one pixel of the colored cover image
by LSB substitution three-bit. Our prior studies indicate that the LSB332 produces a high quality stego
image according to the other LSB substitution three-bit methods as LSB233 and LSB323, so we use the
LSB332 to hide data [26]. Figure 5 shows the block diagram of LSB substitution three-bit as LSB332. The
LSB332 utilizes three-bit of the red channel and green channel and two-bit of the blue channel, so a total
of eight-bit secret data is hidden. Figure 5 presents a data hiding example, which illustrates how to hide the
first eight-bit secret data from the Plants database to the sunflowers cover image. The first pixel of the
sunflowers cover image is presented in RGB values, respectively 196, 208 and 222. When the first eight-
bit secret data (01010000) is hidden in this pixel by the LSB332, the stego image pixel values are the RGB
values respectively 194, 209 and 220. It is not possible to perceive by the human eye the change in color
values because of the data hiding process. In this way, agricultural data in the stego image cannot be
perceived by the people. In the study, when LSB substitution one-bit, two-bit and three-bit are used, the
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512x512 size of the colored cover images can be hidden agricultural data by approximately 85 KB, 128 KB
and 256 KB, respectively.
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Figure 5. Block diagram of LSB substitution three-bit as LSB332

2.1.2. Data extraction process of LSB substitution

We present the extraction of the data in the stego image in this section. Stego image which contains
agricultural data hidden by LSB substitution methods is used as input. Equation (1) is the formula that
shows the extraction of agricultural data from the stego image. When the X, Y and Z values in the equation
are 1 in the LSB substitution one-bit, differ according to in LSB substitution two-bit and three-bit methods.
For instance, LSB211 includes X =2, Y =1 and Z =1, while LSB332 covers X =3,Y =3and Z=2. In
Equation (1), bR, bG and bB symbols are numerical data obtained from red, green and blue channels and
P refers to the pixel value of stego image. The obtained bR, bG and bB binary values are evaluated
according to hiding sequences and agricultural data is extracted,

(br-bg.bp)= ((Pr mod 2¥), (P mod 2Y),(Pp mod 27)). (1)

2.2. PVD

PVD which is one of the methods commonly used in image steganography, performs data hiding, taking
into consideration the difference between two adjacent pixel values. PVD hides agricultural data that
include between three-bit and seven-bit in two adjacent pixels. There are high color differences between
adjacent pixels in the edge regions, so more data is hidden in them. The PVD consequently proposes a
reasonably good quality stego image and high capacity data [20].

2.2.1. Data hiding process of PVD

This section describes the hiding of agricultural data on the colored cover image by the PVD method. The
color channel values of the adjacent two pixels (Pi, Pi+1) are used in the process of hiding the data.
According to the absolute difference (dc) between cover image pixel values, the amount of data (t) is
determined, which is hidden in each color channel. In Table 1, the lower and upper band ranges are used to
determine the amount of data to hide. To calculate bit capacity, Equation (2) is used,

t=1log, (upper-lower+1). 2

Table 1. PVD range table

Range 1 Range 2 Range 3 Range 4 Range 5 Range 6
Lower band 0 8 16 32 64 128
Upper band 7 15 31 63 127 255
Bit capacity (t) 3 3 4 5 6 7

The ASCII value of the characters is converted to the binary system and the bit string of all the secret data
is generated. Data up to the capacity of t for each color channel which determined is taking from this bit
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string and decimal number (v) is calculated. The sum of the calculated v and lower band value gives the
two adjacent pixel differences (ds) that will create the stego image. To find the two adjacent pixel values
(P.,P.,,) in the stego image, the absolute difference (m) between the dc and the ds is calculated. In Equation
(3), when calculating the pixel values of the stego image, Pi, Pi+1, dc, ds and m values are used [22,35]

((P=Pi)) & (d=d)—Pi- [F] Pt |3])
(PLPL )= (Pi<Pi) & (d>do)—Pi- [3] Pt |5 - 3

others — P;+ E] Pi- EJ

Figure 6 shows the block diagram of the PVD method. The first nine-bit (010000010) of the secret data is
hidden on the first two adjacent pixels of the apples cover image in the block diagram. The first two adjacent
pixel values of the cover image are RGB (42, 57, 24) and RGB (41, 56, 25), whereas the first two adjacent
pixel values that occur in the stego image are RGB (43, 56, 24) and RGB (41, 56, 26). As seen from the
example in the block diagram, although the nine-bit part of the secret data is hidden in the apple cover
image, stego image has negligible change that cannot be perceived by the human eye.

Range table Calculate differences

lower - upper Capadity Stego pixels
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= 0-7 —» | n=upper-lower +1 g
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Figure 6. Block diagram of PVD

2.2.2. Data extraction process of PVD

This section describes the process of extracting data that are hidden to the cover image using the PVD
method. The stego image is the input of the PVD data extraction process. Two adjacent pixel values of the
stego image are used in the process of data extraction. We presented extraction procedures by following
steps:

Input: W x H size stego image

Output: Secret data

Algorithm

Step 1: Get RGB values of two adjacent pixels (P;,P;.) from stego image,

Step 2: Calculate the absolute difference between two adjacent pixels (ds=|P; — P}, 1),
Step 3: Define upper and lower band values from the range table according to ds value,
Step 4: Calculate the difference between ds and lower band value, and data were obtained,
Step 5: Repeat step 2 to 4 for the green and blue color channels,

Step 6: Repeat step 1 to 5 until the data is finished.

3. GUI DESIGN FOR AGRICULTURAL DATA

Image steganography-based GUI consisting of two parts is prepared using MATLAB software is designed
to hide and extract agricultural data. Figure 7 shows designed GUI for agricultural data.
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Figure 7. Image steganography GUI for agricultural data

The data hiding process is designed as four steps which are taking the cover image, selecting the image
steganography method, obtaining data form agricultural database, creating stego image and analysis.
Firstly, the cover image is loaded from the camera or file into the GUI.

|
-
Locaitame P ]
Food Groups Fruit and fruit products I
Langual Code A0T07 ADT22 ADTSE ADB34 B1245 |
Niragen Factor o2z ‘
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259
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| Fat, total g 0 0,18 0,24
Carbohydrate g 5,66 482 6,41
k Fiber, total distary a 1,24 0,69
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R — [ cose ]
Food data is created from information form
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Figure 8. Data form for Turkomp database

The methods which are LSB one-bit, two-bit, three-bit and PVD, which show how to hide the data into the
cover image is selected in the second step. In the third step, the data from the agricultural databases is
uploaded into the GUI, which is taken as a picture or text file. In addition, we have designed two specific
forms, which are called Load Manuel Simple Text and Load Manuel Rich Text, to make the data more
efficiently. While the agricultural data is taken from Turkomp database in a special format using Load
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Manuel Rich Tex form, simple agricultural data entry is made with Load Manuel Simple Text form. Figure
8 shows the obtained data from the Turkomp database using the Load Manuel Rich Text form.

In the case of hiding agricultural data, extra security procedures are implemented in the GUI which these
data can be imperceptible by third parties. In order to ensure safety, embedded key and shifting operations
are applied respectively before hiding the agricultural data in the cover image. First, the agricultural data is
encrypted using the embedded key. Then, each eight-bit of the encrypted new data is shifted to the left as
the number of bits with a value of 1. In this way, secret data are obtained by implementing double layer
security. The algorithm that shows the secret data includes the following steps:

Assumption: Embedded key - Agriculture

Input: Message - Apples

Output: Secret Data>*GGC<Vectical Tab>Y

Algorithm:

Step 1: The ASCII values of ‘Agriculture’ are obtained. (65, 103, 114, 105, 99, 117, 108, 116, 117, 114,
101),

Step 2: The sum and average of the ASCII values are calculated. (sum=1159, average=105). The embedded
key numerical value is calculated using the sum and average. (Embedded key=1159 mod 105, Embedded
key=4),

Step 3: The XOR operation is performed between the input data ASCII values (‘Apples’ — 65, 112, 112,
108, 101, 115) and the Embedded key ASCII value (4) and tempSD (69, 116, 116, 104, 97, 119) is created,
Step 4: The tempSD is converted to a binary number system (01000101, 01110100, 01110100, 01101000,
01100001, 01110111),

Step 5: The number '1' is calculated for each byte of the tempSD binary value (3, 4, 4, 4, 3, 6),

Step 6: In each byte of tempSD, the secret data are obtained by shifting the calculated shift value to the left
(00101010, 01000111, 01000111, 01000011, 00001011, 11011101).

In the last step of the data hiding, the stego image, which includes the secret data and the cover image, is
created and saved. The Show Analysis page presents the criteria for the performance of the study. In this
page, we examine the cover and stego image, general and color channel-based histograms, Peak Signal-to-
Noise Ratio (PSNR), the Mean Squared Error (MSE) and Structural Similarity Index Measure (SSIM)
values, which these criteria are used to measure the quality of the stego image. Figure 9 shows the data
analysis page for image steganography. Although the apples cover image comprise 1063 bytes agricultural
data from the Plant database, performance criteria are found to be high.

S Analyds | . . N e e 8

Cover Image 1 Cover Image Histogram (Generaly Cover Image Histogram (RGB)
*u
4 10000

8000 Secret Message Size 1063 Byte

PSNR (RGB) 672772
6000 PSNR (Red) :66.0803
PSNR (Green) :65.9684
4000

PSNR (Blue) :72.0794

MSE :0.036516

2000
SSIM :0.59999

0 0
0 100 200 300 0 100 200 300
Stego Image 1 Stego Image Histogram (General) Stego Image Histogram (RGB) Secret Data
4 10000 - e
]

23Magnesium,

Mg mg
8000 1 2

6000

mg
324

32850dium, Na mg

: ]
mg
0.2
mg

4000
73

mg 7.0
6.0 7.4Thismin
mg 0,028
0,015 0,035

2000

0 0
0 100 200 300 0 100 200 300
= —————

Figure 9. Data analysis page for image steganography
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The data extraction process is designed as three steps which are taking the stego image, selecting the image
steganography method and extracting agricultural data. In the first step, the stego image file where the
secret data are hidden is uploaded to the GUI. Then, the image steganography algorithm used in the data
hiding step must be selected. Otherwise, it will not be possible to obtain secret data. In the last step, secret
data is obtained by using stego image and image steganography method.

In this step, the secret data are first extracted from the stego image, but the extracted secret data are
incomprehensible. Because the embedded key and shifting procedures are applied to these data in the data
hiding stage. For this reason, the extra security procedures applied in the data hiding process are carried out
in reverse order and the data are obtained accurately. In the case that non-stego image is uploaded or an
incorrect hiding algorithm is selected, the program generates the error message by detecting it. When
sending agricultural data to the receiver using image steganography, it is sufficient that both the sender and
the recipient have the same GUI. Even if the stego image can be detected by third parties, it will not be
possible to obtain the data correctly because of the extra security in GUI.

4. RESULTS AND DISCUSSION

Experimental studies are carried out with the prepared GUI using the agricultural information and images
in the Turkomp, EuroFir and Plant database. Figure 10 shows the different sizes of the colored agricultural
cover images in the Plants database used in experimental studies.

» . :
A ﬂﬁ“‘ LB S

(d) Rose(rosa) (e) Concord grape (vitis labrusca) (f) Tomato (solanum pimpinellifolium)
Figure 10. The agricultural cover images used in experimental studies

Table 2 shows the maximum bit capacity that can be embedded in the cover images with image
steganography methods used in the study. In LSB methods, the same data capacity is embedded in the same
size cover images, while in the PVVD method, different data capacity is embedded in each cover image. The
reason why different data capacities are embedded is the difference between the two adjacent pixels in the
cover image. In Table 2, the LSB three-bit method hides more agricultural data into the cover image than
other methods.

Table 2. Embedding capacity table of the cover images for used image steganography algorithm

Cover Image Size (pixel) Embedding capacity (bits)
LSB one-bit LSB two-bit LSB three-bit PVD

Garlic 1000x667 1778666 2668000 5336000 3164919
Apple 1000x667 1778666 2668000 5336000 3041680
Sunflower 1000x750 2000000 3000000 6000000 3739925
Rose 1000x667 1778666 2668000 5336000 3203320
Grape 1000x664 1770666 2656000 5312000 3210229
Tomato 1000x664 1770666 2656000 5312000 3014133
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In the image steganography, the difference between the cover image and the stego image is not perceived
by the human eye. Therefore, MSE, PSNR, SSIM and payload evaluation criteria, which are widely utilized
in the literature, are employed in the evaluation of experimental studies. The MSE value is calculated using
the change between the cover image and the stego image pixel values. Equation (4) provides the formula
for calculating MSE. The MSE is calculated for each color channel at the colored cover images and the
average of these values is the colored MSE value,

1 w H
2
MSE= —WxHZZ(CuJ) = Sap)" (4)

=1 j=1

The PSNR [20] value is used to determine the stego image quality. A high PSNR value means that the stego
image quality is high. When calculating the PSNR value, the MSE and the maximum pixel value (Max) in
the cover image are used. Equation (5) shows the PSNR formula,

®)

The SSIM is the other evaluation criterion that establishes the similarity of the cover and stego image.
Equation (6) shows the calculation of the SSIM [43-45] value,

2
PSNR = 10 xlogyo (Sac)-

(pruy + Cl)(Zny + CZ)

SSIM(X,y) =
() (1, % +ny? +c1)o,° +0,° +C2) )

Embedding capacity (payload) is the ratio of the amount of agricultural data to the total number of pixels
in the cover image. Equation (7) shows the calculation of the payload (P),

__ Capacity
© WxH (7)

Table 3. LSB substitution one-bit performance analysis for message 1 and message 2

Cover Embedded message 1 (3560 bits) Embedded message 2 (245792 bits)
Image MSE PSNR PSNR PSNR PSNR SSIM MSE | PSNR | PSNR | PSNR | PSNR SSIM
Red Green Blue Red Green Blue

Garlic 0.0009 | 78.47 77.89 77.97 79.81 1.000 | 0.061 | 60.28 | 59.72 | 59.78 | 61.58 | 0.99985
Apple 0.0009 | 78.61 77.92 78.21 79.96 1.000 | 0.061 | 60.26 | 59.75 | 59.72 | 61.52 | 0.99995
Sunflower | 0.0009 | 78.92 78.47 78.19 80.45 1.000 | 0.055 | 60.75 | 60.23 | 60.27 | 61.97 | 0.99993
Rose 0.0009 | 78.61 78.13 78.05 79.88 1.000 | 0.062 | 60.21 | 59.64 | 59.74 | 61.48 | 0.99995
Grape 0.0009 | 78.62 78.32 78.12 79.54 1.000 | 0.062 | 60.20 | 59.68 | 59.72 | 61.44 | 0.99991
Tomato 0.0009 | 78.53 78.10 78.07 79.59 1.000 | 0.062 | 60.22 | 59.68 | 59.72 | 61.51 | 0.99978
Average 0.0009 | 78.63 78.14 78.10 79.87 1.000 | 0.061 | 60.32 | 59.78 | 59.83 | 61.58 | 0.99990

In this paper, the agricultural data obtained from the Plants database are recorded in the files named as
message 1 and message 2, then these files are hidden in the cover images and analyzed. Table 3 presents
the MSE, PSNR and SSIM values which are obtained by the LSB substitution one-bit used to hide the
message 1 and message 2 into the cover images. The average MSE, PSNR and SSIM values for the
messagel are calculated as 0.0009, 78.63 and 1 respectively, while it is computed as 0.061, 60.32 and
0.9999 for message 2.

Table 4. LSB substitution two-bit performance analysis for message 1 and message 2

Cover Embedded message 1 (3560 bits) Embedded message 2 (245792 bits)
Image MSE PSNR PSNR PSNR PSNR SSIM MSE PSNR | PSNR | PSNR | PSNR SSIM
Red Green Blue Red Green Blue

Garlic 0.0017 | 76.15 72.83 79.99 79.76 1.000 | 0.095 | 58.34 | 55.28 | 6154 | 61.38 | 0.99974
Apple 0.0017 | 76.37 73.16 79.74 79.85 1.000 | 0.096 | 58.32 | 55.24 | 61.49 | 61.50 | 0.99992
Sunflower | 0.0013 | 76.96 73.68 80.39 80.72 1.000 | 0.085 | 58.84 | 55.75 | 62.00 | 62.05 | 0.99987
Rose 0.0017 76.25 73.06 79.73 79.55 1.000 0.097 58.27 55.16 61.49 61.49 0.99991
Grape 0.0013 | 76.38 73.19 79.70 79.85 1.000 | 0.096 | 58.30 | 55.22 | 61.46 | 61.49 | 0.99983
Tomato 0.0013 76.69 73.77 79.39 79.64 1.000 0.096 58.32 55.23 61.47 61.48 0.99960
Average 0.0015 76.47 73.28 79.82 79.90 1.000 0.094 58.40 55.31 61.58 61.57 0.99981
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Table 4 presents the MSE, PSNR and SSIM values which are obtained by the LSB substitution two-bit used
to hide the message 1 and message 2 into the cover images. The average MSE, PSNR and SSIM values for
the messagel are calculated as 0.0015, 76.47 and 1 respectively, while it is computed as 0.094, 58.40 and
0.99981 for message 2.

Table 5 presents the MSE, PSNR and SSIM values which are obtained by the LSB substitution three-bit
used to hide the message 1 and message 2 into the cover images. The average MSE, PSNR and SSIM values
for the messagel are calculated as 0.0053, 70.79 and 0.99999 respectively, while it is computed as 0.339,
52.84 and 0.99949 for message 2.

Table 5. LSB substitution three-bit performance analysis for message 1 and message 2

Cover Embedded message 1 (3560 bits) Embedded message 2 (245792 bits)
Image MSE PSNR PSNR PSNR PSNR SSIM MSE | PSNR | PSNR | PSNR | PSNR SSIM
Red Green Blue Red Green Blue

Garlic 0.0053 70.74 69.24 69.73 75.60 0.999 0.349 | 52,70 | 51.46 | 51.40 | 57.68 | 0.99916
Apple 0.0057 70.68 69.34 69.57 75.23 0.999 0.345 | 52,75 | 51.37 | 51.59 | 57.68 | 0.99982
Sunflower 0.0050 71.25 70.02 69.99 76.05 0.999 0.305 | 53.29 | 51.87 | 52.20 | 58.14 | 0.99956
Rose 0.0057 70.55 69.04 69.52 75.52 0.999 0.332 | 5293 | 51.69 | 51.67 | 57.67 | 0.99976
Grape 0.0053 70.79 69.71 69.37 75.63 0.999 0.344 | 52.77 | 51.37 | 51.64 | 57.68 | 0.99949
Tomato 0.0053 70.75 69.42 69.63 75.32 0.999 0.358 | 52,59 | 50.87 | 51.76 | 57.76 | 0.99917
Average 0.0053 70.79 69.46 69.64 75.56 0.999 0.339 | 52.84 | 51.44 | 51.71 | 57.77 | 0.99949

Table 6 presents the MSE, PSNR and SSIM values which are obtained by the PVD used to hide the message
1 and message 2 into the cover images. The average MSE, PSNR and SSIM values for the messagel are
calculated as 0.0053, 71.58 and 0.999 respectively, while it is computed as 0.392, 52.52 and 0.9995 for
message 2.

According to the data presented in Tables 3-6, the SSIM values for message 1 and message 2 are very close
to 1, and the similarity between the cover image and the stego image is observed very high. When the PSNR
values are examined, it was observed that the LSB substitution one-bit achieves a high PSNR compared to
other used methods because of changing the last one bit. On the other hand, the agricultural data in the
stego image are easy to detect by third parties, hence the security weakness is higher. P\VD provides safe
data hiding algorithm which is more difficult to be perceived and obtained data by the third party despite
low PSNR value. When the results of the LSB methods presented in Tables 3-5 are examined, there is no
difference between the MSE, PSNR and SSIM values obtained from different cover images in the same
method. Table 6 shows that the MSE, PSNR and SSIM values are lower than the other cover images in the
PVD method due to size and difference between color channels of the sunflower cover image.

Table 6. PVD performance analysis for message 1 and message 2

Cover Embedded message 1 (3560 bits) Embedded message 2 (245792 bits)
Image MSE PSNR PSNR PSNR PSNR SSIM MSE | PSNR | PSNR | PSNR | PSNR SSIM
Red Green Blue Red Green | Blue

Garlic 0.0040 | 72.13 71.86 72.14 72.42 0.999 0.341 | 52.81 | 52.77 | 52.66 | 53.00 | 0.99934
Apple 0.0040 | 72.26 72.32 72.39 72.07 0.999 0.276 | 53.73 | 53.51 | 53.59 | 54.10 | 0.99984
Sunflower | 0.0143 | 66.57 66.17 66.83 66.76 0.999 0.753 | 49.36 | 49.11 | 49.24 | 49.76 | 0.99941
Rose 0.0027 | 73.73 73.48 73.95 73.77 1.000 | 0.414 | 5196 | 52.08 | 51.86 | 51.95 | 0.99978
Grape 0.0037 | 72.36 72.57 72.15 72.37 0.999 0.321 | 53.07 | 53.17 | 53.13 | 52.91 | 0.99963
Tomato 0.0037 | 7241 72.09 72.50 72.67 0.999 0.249 | 54.16 | 54.10 | 54.11 | 54.28 | 0.99898
Average 0.0053 | 71.58 71.42 71.66 71.68 0.999 0.392 | 5252 | 52.46 | 52.43 | 52.67 | 0.99950

Table 7 shows a comparative performance analysis of LSB substitution one-bit, two-bit, three-bit and PVVD
methods for message 2 and the apples cover image. In the table, we present the cover image, the stego
images, general and color channel-based histograms for used image steganography methods. While, in LSB
based methods, the stego image histograms differ with the cover image histogram, it is difficult to perceive
this difference almost human eye in the PVD method.
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Table 7. Performance analysis of used methods for message 2
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Figure 11. A comparison of PSNR and payload values of the rose cover image for used algorithms

Figure 11 shows a comparative performance analysis of PSNR and payload values for the rose cover image
at four different algorithms applied in the study. In LSB substitution one-bit, the agricultural data between
500,000 and 1,778,666 bits are hidden in the cover image, and PSNR values are between 51.60 and 57.13.
In LSB substitution two-bit, the agricultural data between 500,000 and 2,668,000 bits are hidden in the
cover image, and PSNR values are between 47.95 and 55.15. In LSB substitution three-bit, the agricultural
data between 500,000 and 5,336,000 bits are hidden in the cover image, and PSNR values are between
39.31 and 49.61. In the PVD method, the agricultural data between 500,000 and 3,203,320 bits are hidden
in the cover image, and PSNR values are between 40.33 and 47.90. The highest PSNR value is obtained by
LSB substitution one-bit method, and the highest payload value is obtained by LSB substitution three-bit.

5. CONCLUSIONS

In our paper, we propose an effective and secure image steganography-based GUI, which is designed to
hide the agricultural data in the cover image and extract it from the stego image. After the agricultural data
is encrypted with additional protection, which is the embedded key and shifting operations, it is hidden in
the cover image with four different steganography method as LSB substitution one-bit, two-bit, three-bit
and PVD. Even if it is detected that there is agricultural data within the stego image, this data cannot be
accurately decrypted by third parties due to the additional security measures employed. The GUI hides
agricultural data on agricultural cover image so that data can be securely stored in a single image file
without the demand for another file or database. Besides the person who owns the agricultural image can
hide their signature data in the image so that no one can notice it.

This is the first study in the field of agriculture, in which the agricultural data taken from the database are
hidden by image steganography methods. The capacity and stego image quality are examined while
comparing these methods in the prepared GUI. While the LSB substitution one-bit and two-bit can hide
agricultural data with high PSNR values in the cover image, the LSB substitution three-bit produces low
PSNR values but hides great amounts of data. The PVD can hide agricultural data in the cover image more
securely than LSB substitution one-bit, two-bit and three-bit.

Further studies are necessary to improve the capacity of agricultural data to be placed in the cover image.
Therefore, we will produce a hybrid method with high capacity and security, which will use LSB and PVD
together.
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