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Abstract

In today’s technology world, virtual personal assistants (VPAs) have become very common and most
people have started making their homes smart, using these VPAs. Although different companies have
different assistants, Google Home Mini (GHM) is our focus in this paper. The first device, Google Home,
was released in November 2016 and then GHM was released after a year, in October 2017. GHM has
many features such as playing music, setting reminders, setting kitchen timers, and controlling smart
home devices. Although GHM might be reliable against cyber-attacks, devices that are paired with GHM
could be attacked and these cyber-attacks can lead to severe problems. Cyber-attack issues become more
important to us, specifically if the devices controlled by GHM are vital devices such as ovens, fire alarms,
and security cameras. In this article, we represent the denial of service (DoS) attacks applied against
devices that are paired with GHM. In this study, Bluedoser, L2ping, and Bluetooth DoS script, which are
software in the Kali Linux platform, were used to perform DoS attacks, and some devices were used such
as GHM, headphones, and two speakers as victim devices. Successful results were observed on Bluetooth
headphones.

Keywords: Bluetooth attacks, Denial of service attack, Google Home, Security, Network attacks, Virtual

personal assistant.

1. Introduction

Using virtual personal assistants (VPAS) like Google
Home Mini (GHM) to make our home smart is possible
nowadays and many people do it successfully. As of
2017, newly developed VPAs such as GHM were
presented to the market, so the capabilities and usage of
virtual assistants have been started to expand rapidly.
Smart home devices, GHM, and at least one device that
is capable of running GHM applications are required
basically for designing a smart home. Most of today's
VPAs can interpret human voices and can respond via
their defined voice. These kinds of VPAs are also able
to understand lots of questions, manage smart devices
connected to them. Moreover, they can manage basic
operations such as calendars, alarms, and email
checking. People use VPAs for different reasons. Some
of them think that VPAs have a big role in easing their
lives. Almost half of the users utilize features of a VPA
such as browsing the web, weather forecasts, and music.
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Using VPA for online shopping and information is also
possible.

Despite the advantages that a VPA provides to the user,
there are serious security issues that are associated with
using them. Although there is not much research on the
use of VPAs, which is rapidly increasing, research
continues in this area. The most important security issue
is privacy. The questions we ask the VPA are stored on
the servers and the responses we receive from the VPA
are also sent to us by those servers. Although companies
report that this data exchange remains confidential and
the data is encrypted, our privacy may be compromised
by another attacker during this data exchange between
the server and the VPA.

1.1 Related Works

Zhang et al. (2018) reported a study that was a security
analysis of popular VPAs and proved the vulnerability
of VPAs against two new attacks [1]. They
implemented two attacks that are called "voice
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squatting™ and "voice masquerading”, on GHM and
Amazon Echo. These attacks focused on the way VPAS
work or misconceptions of wusers about VPA
functionalities. These two attacks were the proofs of a
realistic threat to VPAs, as understood by their studies
and the real-world attacks they performed. Finally, they
implemented a context-sensitive detector to reduce the
voice masquerading threat with a 95% precision.

Alrawi et al. examined possible security issues in 45
smart home applications and loT devices [2]. They
determined that most users were the reason for the
security vulnerabilities. Users endanger their security
for various reasons. In particular, they do this by using
home assistants and 10T devices at different security
levels. There has been research that offers a simple and
effective solution for such security vulnerabilities. That
solution is regulating the multiple loT and Home
Assistant usage and explaining the relational
relationships to the users.

In another study, Park et al. (2018) discussed data
storing and security methods of a GHM [3]. There are a
lot of research projects that have been done on the other
virtual personal assistants for digital investigations and
the related article produces another one about a GHM.
They separated the study into three main sections: the
device, the mobile app, and the network and they
analyzed the results obtained. In conclusion, they
reported that the GHM does not store much data in the
mobile app. The data that is exchanged across the
GHM, mobile app and the Google cloud is analyzed by
using Wireshark. The vulnerability tests on ajpl3 port
(one of the five ports of Google Home Mini) are
proceeded and it is realized that it is not exploitable.
Caputo et al. (2020) dealt with that critical information
about the habits of the users, which use VPA. The
critical information can be leaked using the features of
the encrypted traffic, such as the throughput, the size of
protocol data units, or the IP addresses [4]. In a related
study, they showed the risks of using VPA via models
developed by using exploiting machine learning
techniques to classify traffic and implemented privacy
leaking attacks automatically.

Cepik et al. made attempts to attack the network time
protocol and exploits were tested [5]. The attack was
carried out on a wireless connection established
between a Google Home Mini device and an Internet of
things device. They examined secure communication
between an 10T device and the GHM [6-8]. They tried
to determine whether the Blynk (blynk.cc) application
accesses time information via the simple network time
protocol (SNTP) [9] from the time server. Thus, they
tested the possibility that an attacker could obtain this
information and interrupt the secure connection.

Giese and Noubir developed a set of forensic loT
techniques [10]. They applied these reverse engineering
techniques to the hardware and software of the Amazon
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Echo Dot. They demonstrated that there is little
protection of private user data. An attacker with
physical access to such devices would be able to gain
access to Wi-Fi credentials and can reach the sensitive
information. They have shown that passwords and some
sensitive information in the flash memory can be
accessed even after the device is reset to factory
settings. Finally, they proposed alternative secure
designs and techniques to mitigate threats.

Yigit tried to establish a secure connection using the
AES algorithm between the NodeMCU and the Blynk in
his study [11]. In this way, he aimed to prevent possible
security vulnerabilities in the connection of the GHM
with 10T devices.

There is increasing concern about the data collection
and the security breaches of user privacy on devices like
Amazon Echo and Google Home. Consumers
sometimes unknowingly place too much trust in these
devices. Ferraris et al. investigated the behavior of the
devices such as Amazon Echo and Google Home in the
smart home environment in terms of trust relationships
[12]. As a result, they evaluated the effectiveness of the
security controls provided and identified potentially
related security issues. They defined a trust model to
address the identified issues.

1.2 Aim and Contribution

Making a smart home or smart somewhere else is
possible using GHM as told in the introduction section
of the paper. This seems like a useful solution, but we
have to be sure that the devices controlled via GHM are
also secure. This paper focuses on the security of
devices that are paired with the GHM via Bluetooth
[13]. If the Bluetooth devices have some security
weaknesses, the problem may become more vital.
People can pair their vital devices such as an oven,
security camera, or a fire alarm with GHM. The
weakness(es) of those devices can cause irreversible
damage and may harm people.

Our work aims to analyze the weaknesses of the devices
and apply cyber-security attacks on them. To achieve
our goal and simulate the attacks, the Ping of Death [14]
attack, which is one of the DoS attacks, is used on the
Kali Linux operating system. There are some
customized tools for performing DoS attacks on the Kali
Linux system. In our study, those tools are used for
education research, and they shouldn't be used against
someone else without permission. Attacking using those
tools to someone is illegal and legal sanctions can be
imposed on the attackers.

DoS attack is a type of cyber-attack in which a
malicious attacker aims to render a computer or loT
device unavailable by interrupting the device's service
[15]. DoS attack is launched from a single computer and
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the computer is also the attacker's device. DoS attacks
harm by overwhelming a victim machine with requests
until normal traffic is unable to be processed, resulting
in a denial of service to users. In this study, useful tools
of Kali Linux were used to send requests and packages.
In this paper, 2 Bluetooth speakers, 1 Bluetooth
headphone, and GHM were used to achieve success.
DosS attack was applied on those devices separately and
different results were obtained. Three different
Bluetooth devices were used as a victim because the
results depend on the vulnerability of the devices. This
study contributes to putting forth of risks of using a
VPA and performing cyber-attacks using vulnerabilities
of the devices. At the end of the study, results are
presented and analyses are discussed. Attacks are
performed on the victim devices one by one and
software tools, which are used for cyber-attack, are
applied on each victim device separately.

2. Materials

In our study, Bluetooth headphones, Bluetooth speakers,
Kali Linux [16] operating system, and tools for DoS
attack were used. GHM was used to pair victim devices
via Bluetooth. Kali Linux, which includes tools for
penetrating tests, was required as the operating system
for performing DoS attacks. L2ping
(linux.die.net/man/1/12ping), Bluedoser (github.com/
Anlos0023/bluedoser) and Bluetooth DoS Script
(github.com/cryptObOy/bluetooth-dos-attack-script) are
used for performing DoS attacks on victims. In this
section, the GHM, Kali Linux, and tools for attacking
are explained.

2.1. Google Home Mini

GHM, developed by Google; which allows us to turn
our devices into smart devices in our home, office, or
elsewhere; is an assistant that takes voice commands.
GHM is connected to Google services over the Internet.
Thanks to its microphone, it detects our voice
commands and executes the commands. While devices
that are on the same network as the GHM can be
managed, we can also manage Bluetooth devices with
the GHM.

There are lots of features such as turning lights on and
off with the GHM, playing music by pairing our Spotify
account with the GHM, managing our Netflix account
with voice, sending voice messages, ordering food,
calling by voice, creating alarms and reminders,
managing smart home devices, etc. To use all these
opportunities, it is enough to download the GHM
application, complete the setup phase of the GHM, and
make sure that the GHM is connected to the internet.
After the setup phase, users can make the GHM listen to
themselves saying "Hey Google" and can say the
command they want to it.
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Before using the GHM smart assistant, the device
should be reset to factory settings by holding down the
reset button on the back of the GHM. Using the
Bluetooth service of the GHM, the setup phase is
completed through the GHM application, and the device
is connected to the Wi-Fi access point. Thus, the GHM
becomes ready to access its services over the Internet.
Finally, assistant settings can be changed through the
device application, users can introduce their voice to the
assistant and the GHM detects the voice that is
introduced. Figure 1 simply describes the working
principle system.

Woge Home Mad

Bhsoom Dence

Figure 1. Google Home Mini system.
2.2. Kali Linux

Kali Linux is a Debian (en.wikipedia.org/wiki/Debian)
based Linux operating system developed for penetration
tests and security audits. Penetration tests are used to
find, analyze and report vulnerabilities in systems. With
a lot of tools and components for cybersecurity, Kali
Linux is a widely used operating system for performing
penetration tests. In this study, DoS attacks were
performed using 12ping, Bluedoser, and Bluetooth DoS
script tools on the Kali Linux system.

Bluez (bluez.org) is a library that provides the Bluetooth
layer and protocol requirements necessary for us to use
Bluetooth on our Kali Linux operating system. Bluez is
developed in a modular structure which can support
more than one Bluetooth adapter and also it contains
many useful modules. Bluez, which can run on almost
all Linux systems, can be downloaded using the “sudo
apt-get install bluez” command.

Hcitool (linux.die.net/man/1/hcitool) contains many
useful commands such as "dev", "scan", "ing". To reach
all commands and detailed descriptions, the “hcitool -h”
command can be used on the terminal. Finding the
media access control (MAC) addresses of Bluetooth
devices during our attacks is the first step to do before
starting any operation. “hcitool scan” command finds
those MAC addresses with their device names.

2.2.1. L2ping

L2ping allows us to send packets to Bluetooth devices.
During performing [2ping, we need to determine some
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parameters such as "-i", "-s", "-f'. The computer's
Bluetooth adapter should be selected using the "-i"
parameter. In this study, our Bluetooth adapter was
hci0. By using the "-s" parameter, we can adjust the size
of the packets to be sent. The target needs to be set by
entering the victim's MAC address with the "-f"

parameter.
2.2.2. Bluedoser

Bluedoser is a tool used to perform DoS attacks to
disrupt the Bluetooth function. Bluedoser automatically
tries to detect the surrounding Bluetooth devices and
lists detected devices to the attacker with their MAC
address. Then, the victim to be attacked is determined
by finding from the list. Finally, a DoS attack can be
initialized by entering the victim's MAC address into
the interface.

Bluedoser performs a DoS attack using 12ping. The only
difference is that Bluedoser attacks the victim using
more than one thread instead of attacking by only one
thread. That acts like sending packages from more than
one terminal and the way used by Bluedoser disturbs the
victim more periodically.

2.2.3. Bluetooth Dos Script

Bluetooth DoS script (BDS) is a script that works on
only Linux systems and is used to perform Bluetooth
DosS attacks. It is required by 12ping in the Kali Linux
system to use BDS. The working principle of BDS is
the same as Bluedoser, but the only difference is that
BDS allows attackers to define thread count as a
parameter. This parameter provides performing DoS
attacks using a defined number of threads. Figure 2
explains how BDS uses it for attacking.

Figure 2. Performing DoS attack using BDS.

Googhe Haow W Bhartnoth e (vt

As soon as BDS attacks any unpaired Bluetooth device,
it prevents other devices from connecting to the attacked
victim device. For some devices that are not very
secure, it may stop communicating with the
corresponding device connected via Bluetooth. The
security of the device to be attacked is the most
important measure in the disconnection process via a
DOS attack.
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3. Proposed Work

First of all, the GHM application is downloaded to the
device and the setup of the GHM proceeds through the
application. After the GHM setup, we can integrate
applications that support the GHM and many processes
which we can do with our Gmail account. The GHM
has a Bluetooth feature so that, we can pair Bluetooth
devices in our house with the GHM and manage them
by giving voice commands to the GHM. So, can we stop
the services of these Bluetooth devices via DoS attacks?
Especially if these Bluetooth devices have vital
responsibilities such as fire alarms or security cameras,
this issue becomes even more important for us. In this
study, in addition to many studies on GHM security, we
worked on DoS attacks against Bluetooth devices that
are paired with the GHM. DoS attacks were applied
based on the vulnerability of the Bluetooth devices.
While the services of the non-secure devices were
stopped, the Bluetooth connections of these devices
with the GHM were also cut. In line with the results
obtained, it is obvious that the devices to be connected
with the GHM should also be secure.

Using 12ping, an attack was carried out on the Bluetooth
headphone paired with the device. As the first step, as
you can see in Figure 3, the parameters were adjusted,
and then the attack was launched. Packets to be sent are
set to 600 bytes, Bluetooth adapter and victim device
MAC address are also set up. Only part of the MAC
address can be read from Figure 3, the remaining is
blackouted.

Figure 3. L2ping

The victim device’s MAC address was searched using
Bluedoser’s user interface. After determining the victim
device, the related MAC address with the victim was set
up as the parameter. Then DoS attack using Bluedoser
was started on the Bluetooth headphone.

The user interface of BDS is as you can see in Figure 4.
BDS requires Victim MAC address, package size, and
several threads as parameters. After the DoS attack
starts, packets of 600 bytes are sent to the victim over
100 different threads. The number of threads for
achievement depends on the victim and this count may
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Figure 4. The user interface of BDS.

change for different devices to be attacked. This optimal
thread number was found by performing lots of attacks
on the victim and observing those trials.

4, Results and Discussion

L2ping attack was failed even though the Bluetooth
headphone accepted the packets. During the attack,
music was playing over the headphone and service
couldn't be denied. While sending the packages to the
GHM, the GHM doesn’t accept the packages. When
trying to send packages to the Bluetooth speakers,
packages couldn't be received because the Bluetooth
speaker already had a Bluetooth connection with the
GHM.

In the attack on the Bluetooth connection between the
GHM and the Bluetooth headphone using Bluedoser,
expected success was not achieved and the Bluetooth
connection could not be disconnected. The attack is
performed on non-paired Bluetooth headphones and
then it is tried to connect to the headphone via the GHM
using Bluetooth. As a result, the GHM could not
connect to the headphone.

In the attack on the Bluetooth connection between the
GHM and the Bluetooth headphone using BDS, success
was achieved and the Bluetooth connection was
disconnected. Before the DoS attack, the GHM was
playing music over the Bluetooth headphone as an
output device. The GHM was changed the output device
automatically after the DoS attack and it started to play
music over itself. An optimal thread count was found
for Bluetooth headphones and observations were plotted
as a graph in Figure 5. Using 6 threads causes voice
corruption on the headphone and using more than 6
threads provides disconnection of the Bluetooth
connection between the headphone and the GHM. Using
7 threads offers the same result and using more than 7
threads is unnecessary, it just fatigues the attacker. The
optimal thread number depends on the vulnerability of
the Bluetooth device and this graph changes for
different Bluetooth devices. Attacks should be
performed again, and trials should be observed again to
obtain a graph for another Bluetooth device.
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Observations of Bluetooth Headphone Attacked by BDS

Cermaog i Sevss

Figure 5. thread count for Bluetooth

headphone.

Optimal

We realized that we could not be successful in the DoS
attack using I2ping, but we know that BDS uses 12ping
and we succeeded in the DoS attack using BDS. This is
because the BDS performs I2ping attacks over multiply
defined threads and sends a suitable number of packages
to the victim as much as possible to keep the victim
busy. The optimal thread count parameter was found by
observing different trials for Bluetooth headphones.
Using at least 7 threads provided successful DoS attack
results for our Bluetooth headphone.

5. Conclusion

In conclusion, attacks that were performed using I12ping,
Bluedoser, and Bluetooth DoS script (BDS) were
observed. No success was achieved using Bluedoser and
I2ping against Bluetooth headphones and other
Bluetooth speakers. Attack, which was performed using
BDS against Bluetooth headphones, was able to
disconnect Bluetooth service and victim headphone was
denied of service.

We achieved success in performing a DoS attack on the
device which supports more than one Bluetooth
connection. Other devices didn't support more than one
Bluetooth connection, so they didn't accept packets
while the DoS attack has been performed. Future work
aim is to find a way to perform DoS attacks on the other
Bluetooth devices that don’t support more than one
Bluetooth connection. It is required to find more
vulnerabilities for those devices and to discover new
techniques against security risks.
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