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OzET

Ag teknolojilerinin gelisimi ve dijital cihazlarin artist multimedya iletimini hizli ve kolay kilmistir. Bununla
birlikte agik haberlesme kanallari {izerinden yapilan dijital veri iletimi, telif hakki ihlalleri, dolandiricilik vb.
birgok giivenlik agigin1 beraberinde getirmistir. Bu sebepten dolay: giivenli veri iletimi igin gelistirilen yontem
ve teknikler olduk¢a 6nem kazanmaktadir. Bu tekniklerden biri olan steganografi, gizli iletisim icin zararsiz
goriinen bir tastyiciya veri eklemesi yapan bilgi gizlemenin alt dallarindan biri olarak tanimlanabilir. Veri
gizlenirken kullanilan ydntem ve teknigin sistem dis1 kisiler tarafindan bilinmesi glivenli veri iletisimini olumsuz
yonde etkileyecektir. Steganografinin giivenlik konusunda yetersiz olmasi, beraberinde sifrelemeyi giindeme
getirmektedir. Acik haberlesme kanallart ile yapilmak istenilen gizli iletisimin, ¢esitli steganografik metotlar ve
sifreleme algoritmalar ile desteklenmesi gerekmektedir. Bu caligmada, ag kanallar1 iizerinden giivenli anahtar
dagitimi igin ag steganografisinden yararlanan bir yontem gelistirilmistir. Deneysel sonuglar, yapilan ¢alismanin
saglamlik ve algilanamazlik kosullarinda uygulanabilir oldugunu gdstermistir.
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ABSTRACT

The development of networking technologies and the increase of digital devices have made multimedia
transmission quick and easy. However, digital data transmission over open communication channels has
introduced a number of security implications, such as copyright infringement and fraud. Due to this reason, the
methods and techniques developed for secure data transmission gain importance. Steganography, one of these
techniques, can be described as one of the subdivisions of information concealment, which makes data linkage to
a carrier that seems harmless for occult communication. The methods and techniques of hiding data who are
known by non system users will affect the secure data communication negatively. The inadequacy of the
steganography on the security makes encryption important. The secret communication to be made with open
communication channels needs to be supported by various steganographic methods and encryption algorithms.
In this work, a method has been developed that utilizes network steganography for secure key distribution over
network channels. Experimental results have shown that the work performed can be applied to the robustness
and imperceptibility conditions.

Keywords: Adaptive Huffman, AES, ICMP, Key Delivery, Network Steganography, Ping

Gelis: 13/12/2016, Diizeltme: 14/12/2016, Kabul: 15/12/2016

*Bu makale, Diizce Universitesi Fen Bilimleri Enstitiisiinde Dog. Dr. Resul KARA nin danismanliginda
Cagatay AY tarafindan yazilmis olan tezden tretilmistir.



