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Abstract — The widespread usage of Internet of Things (10T) devices is increasing by the recent advances in embedded systems,
cloud computing, artificial intelligence, and wireless communications. Besides, a huge amount of data is transmitted between
10T devices over insecure networks. The transferred data can be sensitive and confidential. On the other hand, these transmitted
data may not appear to be sensitive or confidential data. However, machine learning techniques are used on these non-confidential
data (such as packet length) to obtain data such as the type of the 10T device. An observer can monitor traffic to infer sensitive
data by using machine learning techniques to analyze the generated encrypted traffic. For this purpose, padding can be added to
the packets to ensure traffic privacy. This paper presents privacy problems that are caused by the traffic generated during the
communication of 10T devices. Also, security and privacy measures that should be taken against the related privacy problems
are explained. For this purpose, the current studies are examined by considering the attacker and the defender models.
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I. INTRODUCTION the content of the data on the network and capture users'
Technology is growing at a rapid rate and the role of activities by using machine learning techniques [9-11].

technological devices in people's lives is gaining importance As 10T devices are widely used in our daily life, they
day by day. Similarly, the use and importance of Internet is generate significant traffic while they communicate with each

inevitable. The Internet of Things (I0T) has emerged due to the ~ Other [12,13]. The generated traffic can contain confidential
increased usage of Internet and new developments in information. Therefore, observers can steal or gather

embedded systems, cloud computing, artificial intelligence information from the loT traffic [14]. Eve_n if the traffic is
and wireless communications. These developments have €NCrypted, the observer can watch the traffic and analyze the
facilitated users' communication with each other and have Packets using thelr. features _Ilke sent time and _packet length
brought many innovations. IoT is a term that refers to a  [1°-17]- By applying machine learning techniques, an loT
network of physical things that have been developed with traffic observer can achieve the confidential information about
sensors, software, and other technologies in order to connect e traffic. Consequently, an observer will have information
and exchange data with other systems and devices over the about 10T devices and the traffic they generate. Thus, this will
Internet [1-3]. These devices can be household appliances, ~ 'esult in leaks of user data and behavior. _

personal devices or industrial tools [4,5]. Data transfer As seen m_the literature, it has been observed that b)_/ p_addlng
between loT devices over the network is achieved due to the  the 10T traffic, the attackers are prevented from obtaining loT
communication of devices with each other by accessing the ~ USer information significantly and the obtained information
Internet [6]. In addition to non-sensitive information of users, At about the device information is being reduced. Moreover,

the transferred data may also contain highly confidential It i important to ensure the balance between privacy and
information such as home address and personal activities.  Utility. Thus, data privacy is preserved and data can also be

While 10T devices provide many benefits to users, they can  USed by [oT device users [18, 19]. For this purpose, the
also create threats to user privacy due to insufficient security ~Minimum amount of noise to be added should be determined

[7]. Even if the 10T network traffic is encrypted, the personal ~ t© obfain the highest accuracy and utility while ensuring
data of users can be captured from 10T devices by analyzing ~ confidentiality [20]. As shown in Figure 1, the padded packet
the network packets [8]. Thus, data is not transmitted securely ~ S1Z€ i created by padding the original packet length.

and it can be used by third parties. Therefore, various security

issues and privacy threats are introduced by loT devices and

network traffic classification. For example, an attacker can see
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Figure 1: Padding the original packet length.

Attackers obtain confidential information from loT devices
by using machine learning techniques, and the padding method
is applied to ensure privacy on 10T devices. Therefore, the
most used methods in classification are Random Forest (RF)
and k-Nearest Neighbors (k-NN). In addition, Long Short-
Term Memory (LSTM) deep learning method is also used
effectively in terms of accuracy rates. On the defense side,
various padding methods are used according to the
requirements of data and traffic. When choosing the padding
method, using optimal padding has importance to ensure the
availability of traffic. Consequently, it is essential to develop
a padding method to ensure the traffic privacy of each loT
device.

This paper presents privacy problems that are caused by the
traffic generated during the communication of Internet of
Things (10T) devices. Also, security and privacy measures that
should be taken against the related privacy problems are
explained. The structure of the paper is organized as follows.
The literature review on padding and 10T traffic classification
is presented in Section 2. Section 3 explains the attacker and
defender models. Finally, Section 4 concludes the paper.

1. MATERIALS AND METHOD

A. Padding

This paper focuses on providing a better understanding of
the balance between data privacy and utility in 0T devices by
reviewing the relevant literature published recently. There are
strategies based on adding extra bytes to the current packet
length based on packet size. These strategies are mice and
elephants, linear, exponential, MTU, random, random 255
[21]. In the mice and elephant’s strategy, packets smaller than
100 bytes are increased to 100 bytes and others to 1500 bytes
[21]. In the linear strategy, the original packet length is
increased by 128 or the nearest multiple of the Maximum
Transfer Unit (MTU), depending on whichever is less [21].
The exponential method raises the initial length to the next
power of two or the MTU, depending on whichever is less
[21]. Random 255 determines the number of bytes to insert at
random from 1 to 255 bytes [21]. In the MTU strategy, packets
have the same length as the MTU, which is usually 1500 bytes
[21]. The number of bytes added to packets is chosen at
random based on the variation in length from the original and
the MTU in the random approach [22]. There are other padding
strategies in the literature. Independent Link Padding (ILP)
includes modifying transmission rates to adhere to a specified
pace or schedule in order to shield an attacker from learning
anything about a device's behavior [23]. During user activities,
stochastic traffic padding (STP) executes traffic shaping and
selectively injects padding traffic at other times [24]. In the
Adaptive Packet Padding strategy, the padding rate changes
dynamically according to the current packet size and network
usage [25]. These strategies are padding mechanisms
developed to obfuscate the traffic and packet length.
Researchers have been conducting a study on loT traffic
padding for the past decade. The number of studies on loT
traffic padding has been increasing in recent years. As a result

(=% Padded Packet Size

of the investigations most of the studies are based on applying
padding to the packet length and based on datasets generated
from traffic analyses of l0T devices passing in the network.

B. loT Traffic Classification

10T devices can be classified by traffic observers using
machine learning techniques. An loT traffic observer can reach
sensitive information about the traffic and devices by
observing the traffic. Figure 2 shows an observer who takes
packet features of encrypted 10T device traffic as input for the
machine learning algorithm. Further, the observer uses them to
make a classification of 10T devices and expects to reach a
high rate of accessing correct information about device types
in the traffic.

loT Devices

N/ i Machine
En;;yfg?d Packet Features—>» —nData— Learning
N Traffic Observer Algorithm

Figure 2: loT traffic classification workflow.

By using machine learning techniques, various statistics
such as pre-padding and post-padding accuracy rates can be
compared and the attacker's self-confidence rates can be
measured. In [25], the accuracy rate is reduced from 96% to
4,96% for the Random Forest classifier measurement with the
padding method. In [26], it is shown that at a granularity of 1
second time windows, the attacker can discriminate time
windows containing solely bogus cover packets from windows
with real device activity with an accuracy of 81%. They
evaluated a variety of machine learning techniques, including
Random Forest (RF) and Support Vector Machine (SVM), but
the k-NN approach proved to be the most effective in their
work. Classification performance of several machines and
deep learning algorithms that use six loT-related datasets is
evaluated in [27]. The evaluation results show that the
Random Forest algorithm outperforms other techniques. A
deep learning method bassequence learningarning, LSTM
(Long Short-Term Memory) can also be used to detect loT
devices by sniffing the traffic packets [28]. Their LSTM model
can reach 99.2% and 97.7% accuracy on loT devices in NAPT
and VPN configurations, respectively.

111.RESULTS AND DISCUSSION

In this section, loT attacker and defender models are
discussed along with the technologies they use.

A. Attacker Model

In today's technology, 10T technology finds its place in many
areas such as household equipment, personal d,evices or
industrial environments [29-31]. In parallel with the increase
in the use of loT devices, researchers have increased their
studies in this field. 10T devices, especially used in home
environmentshave a great importance in people's lives. Most
of the devices consist of smartphones, sensors, heat meters,
smart home appliances, cameras, smoke sensors, blood
pressure meters etc. [32-40]. With the use of these devices,
many security problems such as privacy issues arise. In the
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literature works which focus on padding strategies, it is aimed
to increase the confidentiality as a result of the operations
performed on the packet size of the data sent by the devices
during their communication with each other. At the same time,
it is desirable to provide a trade-off between privacy and utility
with the minimum amount of padding to be added to maintain
transmission performance. Hence, the attacker is imitated with
the learning techniques and the learning techniques are applied
to the data before and after the padding process. By observing
the statistical data such as the accuracy rate used in the learning
techniques and the accuracy rates before and after the padding
method, it is inferred how beneficial the padding method is in
terms of privacy.

The basic idea in implementing the attacker model is based
on the ability to learn, for example, from which device this data
comes from, with high accuracy rates, by using data
characteristics such as packet size, even if the traffic is
encrypted. Among the machine learning techniques,
techniques such as Random Forest (RF), k-Nearest Neighbors
(k-NN), Decision Tree (DT) are the most used in studies. A
deep learning method which is Long Short-Term Memory
(LSTM), also has significant accuracy results in the literature.
Decision Tree algorithm deals with developing decision-
making models based on the actual values of data properties
[41]. These algorithms work by teaching the system how to
classify and predict data [42]. Until a choice is made, the
algorithms search the tree structure. The Decision Tree
algorithm is used in [43] to identify 33 10T devices with a high
accuracy rate of 98%. Random Forest (RF), as the name
suggests, consists of a large number of individual decision
trees that work as a community [44,45]. The class with the
most votes determines the model's forecast, with each tree in
the random forest predicting a different class. An accuracy
rate of 92% is reached in [46] by using Random Forest
algorithm. k-NN algorithm is a widely used non-parametric
classification method [47]. It is employed in the categorization
and regression of data. The important feature of any k-NN
technique, whether it's for classification or regression, is to
locate the k-NN, which let us estimate the value or class for a
given point [48]. The vanishing gradient problem is a
significant drawback of RNNs [49]. By introducing a continual
error flow into the internal states of specific memory cells,
LSTM presents a viable solution to this problem [50]. In [51],
a deep learning-based LSTM-CNN cascade model is proposed
to automatically identify devices. The proposed model
outperforms other techniques by achieving 99.7% accuracy.

B. Defender Model

The main goal of the padding strategies is to minimize the
accuracy of classifying loT traffic data with machine learning
techniques, while keeping the overhead amount low. Rather
than padding each package, it is most convenient and cost-
effective to do it adaptively and with the minimum amount of
padding required. In this context, it has been observed that the
selection of the appropriate padding method depends on the
data itself and the traffic density. When the literature on the
field of loT traffic padding was examined, it was seen that the
first effective study was done by Liberatore et al. and their
claims are substantiated by experiments and their findings are
supported by simulations and experiments performed on more
than 400,000 traffic streams that they gathered over the course
of two months from 2,000 different websites. They looked at

four simulation padding techniques: linear, exponential, mice
and elephants, MTU. According to their experiments on naive
Bayes classifiers and Jaccard’s coefficient, MTU is more
effective in accuracy than the other three padding methods
they used. In the literature, Independent Link Padding (ILP) is
firstly used in [23]. ILP can be used to make anonymity
systems more secure against traffic analysis attacks. ILP
schemes use a predefined schedule to send the user flow. When
there is no user packet in the stream, the anonymity system
sends fake packets to fill the connection [52]. Another padding
technique in literature is Stochastic Traffic Padding (STP), a
traffic shaping algorithm, limits the information provided
about user activities through traffic rate metadata by using
intermittent traffic pad periods. STP provides an adjustable
balance between adversary confidence and bandwidth
overhead, allowing adequate privacy protection without
significantly degrading network performance or exhausting
data caps [24]. An efficient padding technique in another study
is Adaptive Packet Padding. Based on software defined
networking (SDN), this method modifies the number of extra
bytes added to packets in response to variations in home
network usage. The suggested method observes the network
and gives instructions. This article proposes a padding
mechanism through the representative state transfer (REST)
interface. By using this method, linked devices can alter the
length of their packets [25].

1V.CONCLUSIONS AND RECOMMENDATIONS

10T devices are necessary to everyday life. However, user
information that is captured by 10T devices introduces several
privacy risks. Therefore, padding-based mechanisms are used
in 10T communication to ensure privacy. This study presents
information about the recent studies on padding strategies that
are applied to ensure 10T privacy. There are several methods
introduced by researchers. The main goal is to keep the utility
at the highest possible level while ensuring privacy. The
selection of the appropriate padding method has been observed
depending on the data itself and the traffic density. It is
convenient and cost-effective to apply the minimum amount
of padding required to the packages. In this context, the
selection of the appropriate padding method has been observed
depending on the data itself and the traffic density. In this way,
while keeping the accuracy rate of the machine learning
methods low in classification, the amount of overhead is kept
low.

This paper examines the current 10T padding strategies
against machine learning classification techniques for traffic
analysis. Traffic analysis is a major threat to data security and
personal privacy. In addition to ensure traffic safety, traffic
performance is also extremely important. In future research,
there is a need to develop a general padding method that can
be applied to all 10T packages to ensure that the method can be
integrated into all loT devices by keeping the tradeoff between
privacy and utility an optimal level
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