CHAOS

Theory and Applications

in Applied Sciences and Engineering

e-ISSN: 2687-4539

A Secure Communication System of Synchronized

Chua’s Circuits in LC Parallel Coupling

*%2 and A Sadananda Chary -3

V Satya Prakash %A1 § Narender Reddy

*Department of Physics, Osmania University,Hyderabad,500007, India, #Tara Govt College, Sangareddy, 502001, India, *JNTU College of Engineering,

Hyderabad, 500085, India.

ABSTRACT Synchronization capability of two identical chaotic systems can be used for constructing the
secure communication systems where the chaotic signal is used as the information carrier. In this paper, a
secure communication system is designed by using the bi-directionally synchronized identical Chua’s circuits
in LC parallel coupling. LC parallel circuit is used as the new coupling element instead of using a single
resistor or capacitor or inductor as the coupling element. This makes the complete synchronization of Chua’s
circuits possible for many different sets of coupling inductance and capacitance values so that the flexibility
of constructing the secure communication systems is realized. Both the synchronized Chua’s circuits in LC
parallel coupling and the corresponding secure communication system are constructed by using the LTspice
software. The simulation results show that the secure communication system proposed in the present paper is
very efficient for the message transmission for different pairs of coupling inductance and coupling capacitance
values where the complete synchronization of Chua’s circuits is observed occur. The two essential properties
of an ideal secure communication system - perfect message masking and recovery are observed when
compared to other secure communication systems already proposed and constructed previously. So, the
simulation results of the present study can be used for practically constructing the efficient communication
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INTRODUCTION

Chaotic systems in nature are very important because of their
unusual properties. The Chua’s circuit is an example of chaotic sys-
tems with rich chaotic properties (Zhong and Ayrom 1985; Chua
1992) .This circuit consists of three linear energy storage elements -
one inductor, two capacitors, one linear resistor and one non-linear
resistor. The nonlinear resistor can be constructed in several ways.
However, for the practical implementation, this can be conve-
niently constructed in Kennedy’s implementation by using the two
identical op-amps like TLO82 and six resistors. The synchronization
of chaotic systems is an important property as it shows some coop-
erative nature within the chaotic realm of the system.Furthermore,
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the synchronized chaotic systems can be used for some important
applications in the secure communication systems.

The synchronization of two Chua’s circuits in linear coupling
with a resistor, capacitor and inductor is already studied by the
number of researchers (Leon O.Chua and Itoh 1992; V.V.Astakhov
and V.S.Anishchenko 1997; Zhilong Liu and Zhang 2019; Yao et al.
2019; Zhang and Wang 2023) . So, there is the scope for using some
combinations of such simple coupling devices as the coupling ele-
ments between the two Chua’s circuits. This is very important not
only to observe the nature of chaos in the synchronization transi-
tion but also to know the possibility of complete synchronization
for the various sets of parameter values. Such flexibility of using
various sets of parameter values for the complete synchronization
is observed in the simulations when compared to the results of
previous studies with any single coupling element.

There are several methods for design and construction of the
chaos based communication systems. The important methods
are chaotic masking, chaotic modulation and chaotic switching
(H.Dedieu and M.Hasler 1993; Ogorzalek 1993; Koh and Ushio
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1997) . In the chaotic masking method,the analogue message signal
is added to a strong chaotic signal (L. Kocarev and Parlitz 1992;
Cuomo and Oppenheim 1993; K.M. Cuomo and Strogatz 1993; Wu
and Chua 1993; I.P. Marino and Grebogi 1999; Adel Ouannas and
Luong 2021; Bonny T. et al. 2023) .In chaotic modulation method,
the analogue message signal is modulated by the chaotic signal
whereas in chaotic switching method, the digital message signals
are modulated by the chaotic attractors.

The main problem of the study is to construct a secure com-
munication system based on the chaotic masking method where
the two completely synchronized chaotic systems are necessary.
The chaotic masking is the very fundamental method for building
any secure communication system.The masking of the message
signals can be realized by using the two completely synchronized
chaotic systems -with one system acting as a transmitter while
the other system acting as a receiver. The required complete syn-
chronization can be realized by using either the uni-directionally
or bi-directionally coupled chaotic systems. In bi-directional or
mutual coupling, the two chaotic systems will influence each other
whereas in uni-directional coupling only one system will influence
the other. In this study, a bi-directional coupling of two identical
Chua’s circuits is used for achieving the complete synchronization.

Trejo-Guerra et al. experimentally implemented the secure
chaotic communication system by using the uni-directionally
coupled Chua’s oscillators built with the commercially available
positive-type second generation current conveyor CCII+ (Trejo-
Guerra and Sanchez-Lopez 2009) .The uni-directionally synchro-
nized Chua’s circuits in secure communication systems is also
studied by Mustafa Mamat et al. by using Matlab® and MultiSIM®
softwares (Mustafa Mamat and Maulana 2013) .The difference be-
tween the two studies is that - the first one is the experimental
study whereas the second one is a simulation study.

The secure communication systems with bi-directionally syn-
chronized chaotic systems are also studied and constructed by
many researchers over the time.Shuh-Chuan Tsay et al. are pro-
posed and tested the feasibility of constructing the secure commu-
nication systems with the bi-directionally synchronized Lorentz
and Chua’s circuits (Shuh-Chuan Tsay and Chen 2004; Shuh-
Chuan Tsay and Wu 2005) .A hardware demonstrator for chaotic
cryptography and secure communications is also constructed by
Emiliia Nazarenko et al. by using the synchronized Chua’s circuits
in a bi-directional line coupling (Emiliia Nazarenko and Katzen-
beisser 2023)

So, now the two bi-directionally synchronized directly coupled
identical Chua’s circuits with a different coupling element called
LC parallel circuit are proposed to construct a flexible and secure
communication system.

In the present study, a secure communication system based on
the chaotic masking method is proposed. The circuit construc-
tion, masking and recovery of the message signals are performed
by using the LTspice software(LinearTechnology 2020, 2011) . A
communication system is designed with the two bi-directionally
synchronized identical Chua’s circuits in direct LC parallel cou-
pling. The values of the parameters L and C are chosen such
that the complete synchronization is possible. Then, the message
signal masking and recovery- the two key parameters of the ef-
ficient secure communication system are studied. The proposed
system is proved to be flexible in construction and efficient in both
signal masking and recovery when compared to the previously
constructed secure communication systems.
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METHODOLOGY

Mathematical Model of Coupled Chua’s Circuits

Consider two Chua’s circuits each one as shown in Fig.1. Let
Cy, Cy are the two capacitors, R is the linear resistor and L; is
the inductor of the first Chua’s circuit. Similarly, let C3, Cy are the
two capacitors, R’ is the linear resistor and L; is the inductor of
second Chua’s circuit. Suppose that these two Chua’s circuits are
coupled with a parallel combination of inductor L3 and capacitor
Cs between the two positive ends of the capacitor C; of the first
Chua’s circuit and capacitor Cs of the second Chua’s circuit respec-
tively. Non-linear resistor N of each Chua’s circuit consists of two
op-amps TLO082 and six resistors in Kennedy’s implementation.
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+

B = =%
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1

Figure 1 Basic schematic diagram of Chua’s Circuit

The theory of coupled Chua’s circuits can be obtained by apply-
ing the Kirchhoft’s laws at the two ends of the resistance R and R
of the two Chua’s circuits in the coupling;:

Applying Kirchhoff’s current laws at the two ends of the resistor

dv, Ve, — V.
c2( d?) =1, + (7@ = CZ) (1)

where V¢, is the voltage across the capacitor C;

V¢, is the voltage across the capacitor Cp

and I, is the current passing through the inductor L;
Similarly:

(o) —a (G2 )+ - t-1) @

where f (V) is a function giving the characteristics of Chua'’s
diode

I1,is the current passing through the coupling inductor L3

and I;is the current passing through the coupling capacitor Cs

Here the piecewise-linear function f (V, ) of the Chua’s diode
is given by:

f(Ve,) = GpVe, +05(Ga — Gp)(|Ve, +E| = [Ve, —EI)  (3)

where G, and Gy, are the conductance values and E is the break-
ing point of the voltage

Since the voltage developed between the two ends of the capac-
itor with capacitance C, is equal to the voltage across the inductor
L1 :

dI
~Li—t = Ve, )
where Ij, is the current passing through the inductor L,
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Similarly:

dI
dt3 =Ve, — Ve, 5)

where Ij,is the current passing through the inductor L3
and V¢, is the voltage across the capacitor C3

_L3

Applying the scale transformation of the variables, the dy-
namical equations in the dimensionless form are given by:

t=aly—x—f(x)+p—¢ 6)
(or) using Eq.(5):
f=ay—x—f(x) +9(1-0) [ —xpar] @
y=x-y+z ®)
z=—By )
where
G, GR?  GR? g,
= P= 1, LY = I and&-a (10)

x=VC1/E,y=VC2/E,z=IL1R/E
T=t/RCy, p=(I,R /E), €= (Ic,R /E)

and X = (%) etc.

Similarly, another set of equations are given by:

X =y —x —f()—p +e] a1
(or)
¥ =aly = ¥ — () =1 (1-8) [ ({ —war] 2
y’/ _ x/ B y/ + Z/ (13)
Z=—By (14)
where
/2 !/
» Cy o C4RT o CR? . g
0 =—,8 = LY = andd = = 15
G Ly 7 L3 I, (15)
x/:%,y/= V,? andz = RZISLZ

T =t/R'Cy,p'=(RI,/E)and €= (R'I,/E)
and ¥ = (dx’/dr’) etc.

For two identical Chua’s circuits:
I ! !
x=a,f=B andy= 7.

The difference equations are given by the differences p (1),
q () and r (1) defined by:

p(D)=x(0)-x (1)
q(=y@-y (1)
r()=z(1)-z (1)
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From Egs.(7), (8), (9) and Egs.(12), (13), (14), the difference
equations are given by:

p=aq— ap —alf(x) — f(x)] =20(1=0)] [ par (16
q=p—q+r (17)

r=—pq (18)
From the Eq. (16), it is clear that for § = 1, the difference
equations decouple from each other.

Since, the non-linear part is given by: f(x) - f(x/) = f’(;y)(x—
x') ; a<f (1)< 0, the equations assume the linear form:

i=A¢
p p
whereé = i ,C = q and
7 r

A= 1 -1 1 (19)

When real parts of eigen values of the matrix A given by
Eq.(19) are all negative, then the solutions of the system are
stable. This is possible only when f (57)a > 0. This makes the
synchronization globally stable(Liao Xiao-Xin LUE Hai-Geng and
XUBing-Ji 2005).

Scheme of Secure Communication System

There are four essential components in the secure communication
system based on the two LC parallel coupled identical Chua’s
circuits, as shown in Fig.2.In this system, the masked signal s(t)
which is transmitted from the transmitter is the sum of chaotic
signal x(t) and the message signal m(t).When the two identical
Chua’s circuits are completely synchronized through LC parallel
circuit, the chaotic signal produced at the receiver is identical to
the chaotic signal produced at the transmitter. Then, this chaotic
signal x(t) is subtracted from the masked signal s(t) by the using
the difference amplifier at the receiver and the message signal m(t)
is extracted.

Transmitter: Transmitter is mainly a Chua’s circuit. It is used for
producing the chaotic signal.

Summing amplifier: Summing amplifier is an integral part of the
transmitter. It is used to mix the message signal with the chaotic
signal produced by the transmitter.

Receiver: Receiver is mainly another Chua’s circuit and it is used
to produce an identical chaotic signal through the process of syn-
chronization.

Difference amplifier: This circuit is an integral part of the receiver
and it is used to subtract chaotic signal from the masked signal.

169



Summing Amplifier Difference Amplifier

Message signal: m(t) Masked signal: s(t) = m(t) + x(t)

Chua’s Chua’s
Recovered signal: m'(t)

Circuit-1 with Circuit-2 with

Chaotic signal: Chaotic signal:
X Coupling channel X[

with LC parallel coupling

Transmitter Receiver

Figure 2 Schematic diagram of the secure communication system
with two identical C,Jhua‘s circuits ip LC parallel coupling(at complete
synchronization: x (t) = x(t) and m (t) = m(t))

Implementation in LTspice

LTspice is the Linear Technology’s Simulation Programme with
Integrated Circuit Emphasis. The basic version of this software
was first developed at California University in the year 1972. The
important feature of this software is that it is inexpensive and
also consists of very extensive set of electronic component models.
Apart from this, it facilitates the incorporation of some third party
electronic device models like TLO82 op-amp etc.

The two identical Chua’s circuits in LC parallel coupling are
constructed by using LTspice software, as shown in Fig.3. The
components suggested in the Kennedy’s paper are used, as shown
in Tablel(Kennedy 1992) . The synchronization is achieved by
running the simulations for different values of the coupling induc-
tance and coupling capacitance. The particular values for which
the complete synchronization is observed to occur are used to con-
struct the LC parallel coupled identical Chua’s circuits to be used
in constructing the secure communication systems.

The other supplementary sections of the communication sys-
tem called summing amplifier and difference amplifier are also
constructed by using the same LTspice software. Then, the se-
cure communication system based on the two Chua’s circuits in
synchronization through LC parallel coupling is constructed, as
shown Fig.4. The coupling used between two identical Chua’s
circuits is bi-directional as one Chua’s circuit influences the other
circuit and vice versa.

RESULTS AND DISCUSSION

Synchronization in LC parallel Coupling

Two Chua’s circuits in LC parallel coupling are constructed with
the components shown in Tablel. Varying the inductance value
L3 for a fixed value of coupling capacitance of C5=10 nF, the com-
plete synchronization of the outputs of uncoupled capacitors in
each Chua circuit is observed at the inductance values of L3= 62
mH and 310 mH. This appears in Fig.5 and Fig.8 for the first and
second cases respectively.

The synchronization errors up to 150 mV and 9 mV are ob-
served in the first and second cases as shown in Fig.6 and Fig.9
respectively. The Lissajous figures confirming the complete syn-
chronization in the first and second cases are given by the straight
lines as shown in Fig.7 and Fig.10 respectively. Similarly, the com-
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Figure 3 Chua’s circuits in LC parallel coupling implemented with LT
spice software for coupling parameters L3 = 310 mH and C5=10 nF.
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Figure 4 Chua’s circuit based secure communication system im-
plemented with LTspice software for coupling parameters L, =
310 mH and C3= 10 nF

plete synchronization of Chua’s circuits is also observed at the
coupling capacitance values of Cs= 2nF and 28nF at a fixed cou-
pling inductance of Lz= 100mH. This can be seen in the first and
second cases as shown in Fig.11 and Fig.14 respectively.

The synchronization errors up to 2 mV and 6 mV are observed
in the first and second cases as shown in Fig.12 and Fig.15 respec-
tively. The complete synchronization in the first and second cases
is confirmed by the straight lines shown in Lissajous figures of
Fig.13 and Fig.16 respectively. So, with these four sets of coupling
inductance L3 and coupling capacitance Csvalues, the synchro-
nized Chua’s circuits in LC parallel coupling can be constructed
for the use in the secure communication systems.
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Table 1 Components in Chua’s circuit in Kennedy’s implementation

SI. No Component Symbol Value Tolerance
1 Capacitor Cq 10 nF 5%
2 Capacitor C 100 nF 5%
3 Inductor L1 18 mH 5%
4 Resistance R4 220 O) 5%
5 Resistance Ry 220 O) 5%
6 Resistance R3 2.2 kO 5%
7 Resistance Ry 22 k() 5%
8 Resistance Rs 22 kQ) 5%
9 Resistance Rg 3.3k 5%
10 Battery Vi 9V -
11 Battery %3 9V -
12 Op-amp(TL082) A1 - -
13 Op-amp(TL082) A2 - -
14 Potentiometer R 2.0 kO -

v

B\

v

W 0ms 20 ms

Figure 5 Time series graph of voltages across the capacitors C, and C4 showing the synchronization at L3 = 62 mH
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Figure 6 Error - time graph showing the synchronization error at L3 = 62 mH

Secure Communication System with LC Parallel Coupling

A secure communication system is constructed with the synchro-
nized Chua’s circuits in LC parallel coupling with L= 62 mH and
310 mH with a fixed value capacitance C3= 10 nF. A rectangular
wave with amplitude of 0.5 V is used as the message signal. This
message signal is recovered at the receiver in these two cases. The
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input and recovered message signals in the first and second cases
are shown in Fig.17 and Fig.20 respectively.

The recovery of the message signal in the first and second cases
is confirmed by the Lissajous figures shown in Fig.18 and Fig.21 re-
spectively. This is because of the synchronization of chaotic signals
at transmitter and receiver circuits due to LC parallel coupling. The
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Figure 7 Lissajous figure of two chaotic signals at L3 = 62 mH (X-axis: V¢, and Y-axis: V,)
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Figure 8 Time series graph of voltages across the capacitors C, and C4 showing the synchronization at L3 = 310 mH
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Figure 9 Error - time graph showing the synchronization error atL3 = 310 mH (Error on Y- axis and time on X-axis)
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Figure 10 Lissajous figure of two chaotic signals at L3 = 310 mH (X-axis: V¢, and Y-axis: V,)
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Figure 11 Time series graph of voltages across the capacitors C, and C4 showing the synchronization at C5 = 2 nF
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Figure 12 Error - time graph showing the synchronization error at C5 = 2 nF (Error on Y- axis and time on X-axis)
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Figure 13 Lissajous figure of two chaotic signals atCs = 2 nF (X-axis: V¢, and Y-axis: V,)
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Figure 14 Time series graph of voltages across the capacitors C, and C4 showing the synchronization at C5 = 28 nF
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Figure 15 Error - time graph showing the synchronization error atCs = 28 nF (Error on Y- axis and time on X-axis)
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Figure 16 Lissajous figure of two chaotic signals at Cs = 28 nF (X-axis: V, and Y-axis: V,)
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Figure 17 Time series graph of the input message and recovered signal at L, = 62 mH and C3= 10 nF
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Figure 18 Lissajous figure of input and recovered message signals for L, = 62 mH and C3= 10 nF.
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Figure 19 Masked signal at the transmitter for L, = 62 mH and C3= 10 nF
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Figure 20 Time series graph of input and recovered message signals for L, = 310 mH and C3= 10 nF.
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Figure 21 Lissajous figure of input and recovered message signals for L, = 310 mH and C3= 10 nF.
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Figure 22 Masked message signal at the transmitter for L, = 310 mH and C3= 10 nF
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Figure 23 Time series graph of input and recovered message signals for L, = 100 mH and C3= 2 nF

OmV-

Vini21)

S0my4
-100mV-
-150mV-
-200mV-
-250mV-
-300mV-
-350mV-
400mV-
450mV-

-500mV-

S00my

T T T T T T T T T
450my A00my 350my 300my 250mV 200my 150mV A00mV Sy omV
Vintte)

Figure 24 Lissajous figure of input and recovered message signals for L, = 100 mH and C3= 2 nF.
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Figure 25 Masked message signal at the transmitter for L, = 100 mH and C3= 2 nF.
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Figure 26 Time series graph of input and recovered message signals for L, = 100 mH and C3= 28 nF.
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Figure 28 Masked message signal at transmitter for L, = 100 mH and C3= 28 nF.

recovered signals are identical to those of input rectangular waves
except small fluctuations about the horizontal portions. This is the
result of small synchronization error in the respective cases. The
masked signals in the first and second cases are shown in Fig.19
and Fig.22 respectively. The masked signals are concealing the
identity of the original message signal, so that the actual message
signal cannot be identified, except after the recovery at the receiver.

Similarly, a secure communication systems is constructed with
the coupling capacitance values of C3= 2 nF and 28 nF for a fixed
coupling inductance value of L, = 100 mH. The message signals
are recovered in this case also for the same input signal as before as
the complete synchronization is achieved in this case as well. The
input and recovered signals in first and second cases are shown
in Fig.23 and Fig.26 respectively. The complete synchronization is
confirmed in first and second cases by the Lissajous figures shown
in Fig.24 and Fig.27 respectively. The input rectangular waves are
completely recovered here except for very few small deviations
just below and above the horizontal portions. The reason for this
is again a small synchronization error in the respective cases. The
masked signals in the first and second cases are shown in Fig.25
and Fig.28 respectively.

The message delivery is secure in this case also as the message
signals are completely masked by the input chaotic signals.So,
the proposed secure communication system constructed with syn-
chronized Chua’s circuits in LC parallel coupling can be used for
efficient signal masking and delivery at all the four sets of cou-
pling inductance and capacitance values. So, there is the greater
flexibility in the construction and the efficiency in the working of
the proposed communication system compared to the previous
studies (Mustafa Mamat and Maulana 2013; Emiliia Nazarenko
and Katzenbeisser 2023).

CONCLUSION

A new secure communication system is constructed by using the
chaotic masking method. For this purpose, two identical syn-
chronized Chua’s circuits in a new LC parallel coupling are used.
The advantage of this LC parallel coupling is that the complete
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synchronization can be achieved for various sets of coupling in-
ductance and capacitance values.This provides some flexibility
in constructing the secure communication systems with perfect
masking and recovery of the message signals as observed through
the time series graphs and Lissajous figures generated in LTspice
simulations. These results are also good compared to the previous
studies of using the same bi-directional coupling of two Chua’s
circuits but with some different coupling elements. So, the efficient
secure communication systems can be practically constructed by
using the synchronized Chua’s circuits in the direct LC parallel
coupling.

Furthermore, the bi-directional nature of coupling used here
also provides some additional security in the message transmis-
sion, even if the coupling elements of the system are known to the
intruder. A few limitations of such LC coupled based communica-
tion systems are mainly - the complexity in the construction due
to the complexity in constructing the coupling element and the
mathematical analysis of the problem.
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