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Abstract
The integration of blockchain and machine learning technologies has the potential to enable
the development of more secure, reliable, and efficient autonomous car systems. Blockchain
can be used to store, manage, and share the large amounts of data generated by autonomous
vehicle various sensors and cameras, ensuring the integrity and security of these data.
Machine learning algorithms can be used to analyze and fuse these data in real time, allowing
the vehicle to make informed decisions about how to navigate its environment and respond to
changing conditions. Thus, the combination of these technologies has the potential to improve
the safety, performance, and scalability of autonomous car systems, making them a more
applicable and attractive option for consumers and industry stakeholders. In this paper, all
relevant technologies, such as machine learning, blockchain and autonomous cars, were
explored. Various techniques of machine learning were investigated, including reinforcement
learning strategies, the evolution of artificial neural networks and main deep learning
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. sensors, potential vulnerabilities, sensor data fusion techniques, and decision-making models
=5 check for were addressed, and main problem domains and trends were underlined. Furthermore,
\\_4 KEsies relevant research discussing blockchain for intelligent transportation systems and internet of
vehicles was examined. Subsequently, papers related to the integration of blockchain with
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the main applications, challenges and future trends of this integration were highlighted.
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1. Introduction industries, such as banking, healthcare, transportation,

and logistics, the blockchain technology has attracted a

Blockchain and machine learning are two advanced
technologies that researchers are exploring as possible
ways to enhance the safety and effectiveness of self-
driving cars and vehicles. Blockchain, a decentralized and
distributed digital ledger, can provide secure and
transparent tracking of data and transactions in
autonomous vehicle networks. Machine Learning (ML)
algorithms can enable autonomous vehicles to learn from
and adapt to their environments in real time, equipping
them with required Artificial Intelligence (Al)
capabilities. Together, these technologies have the ability
to make self-driving cars safer and more efficient so that
can coordinate and communicate with other vehicles and
infrastructure.

The blockchain technology can provide safe and open
record-keeping, and it can maintain data across several
distributed nodes using encryption to ensure its
consistency. Due to its potential applications in several
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lot of interest nowadays. It can offer safe and effective
solutions for data interchange and management and it is
being investigated by the scientific research community.
Because of its decentralized nature, blockchain enables
the development of reliable systems that may be used to
reduce the risk of data breaches, prevent fraud, and to
simplify business operations. Several aspects of the
blockchain technology, such as scalability, security, and
privacy implications, are now being widely researched
[1, 2].

On the other hand, the ways how we work, live, and
interact with the environment are all being redefined by
emerging machine learning algorithms and techniques.
Moreover, machine learning has created a plenty of new
opportunities in several industries, such as
transportation, banking, healthcare, and cybersecurity.
Machine learning and its various algorithms can learn
efficiently from available data and then come to the best
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decision/solution for the addressed problem. The
subfield within machine learning, called reinforcement
learning, focuses on the decision-making process within
an environment where an agent can receive rewards or
penalties based on its taken actions. The most important
objective for the agent is to enhance its performance over
time by attaining knowledge from its experienced errors
and maximizing the overall reward it receives. At
present, intensive research has been carried out for
reinforcement learning that has brought about the
development of application fields, such as robotics,
control systems, and games [3]. Moreover, the Neuro
Evolution Augmenting Topology (NEAT) algorithm [4],
one of the genetic algorithm variants designed to evolve
neural networks both structures, i.e. the number of
neurons in the layers and the number of connections, and
the weights of individual connections. The NEAT
algorithm and its extensions, like HyberNEAT [5], can be
implemented for programming new autonomous cars
with increased experiences along the way. This has the
ability not only to develop complex neural networks, but
also to compact and enhance their effective use, thereby
minimizing the computational burdens and the training
time of autonomous cars particularly.

To put it in other words, applications of blockchain
and machine learning to vehicles can be a new, uprising
field of research, resulting in innovative projects and
solutions. The integration and adoption of machine-
learning technology algorithms that allows learning from
data as well the management of data information
securely and transparently of the blockchain technology
appear to be a potential disruptor in various scientific
fields such as autonomous vehicles/cars. To sum up, the
combination of blockchain and machine learning may
create the technology of the future with regards to
autonomous vehicles, and as the technology develops, we
just might get to experience the benefits soon enough.

The main contributions of this survey include an
overview of blockchain, machine learning, and
autonomous cars technologies. It also summarizes
relevant research papers that explore the integration of
blockchain in intelligent transportation systems, internet
of vehicles and autonomous cars. The paper highlights
potential applications of this integration, such as secure
data management, decision-making, and coordination
among vehicles and infrastructure. Finally, the paper
addresses and discusses the challenges associated with
this integration and anticipates the future directions of
this integration.

2. Overview of relevant technologies
2.1. Machine learning

Machine learning is the process of enabling
machines/computers to learn and make decisions
independently, eliminating the need for explicit
programming. It constitutes a main subfield of the
artificial intelligence and utilizes statistical models and
techniques to assist computers in learning from data
inputs, which in turn, facilitates predictions or decision-
making. There is a lot of research in this domain, covering
various topics and methodologies. Among the central
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types of machine learning are supervised learning,
unsupervised learning, semi-supervised learning,
reinforcement learning, and deep learning. In the process
called supervised learning, a model articulated by an
algorithm gets fitted using a dataset that has correct
outputs or labels for every training sample. The target is
to get sufficient estimation from the given data, and apply
it on fresh, unseen data, for getting accurate predictions.
Contrarily, in unsupervised learning, the algorithm
doesn't have access to labeled training examples. Instead,
it has to figure out the inherent structure of the data
through methods such as clustering or dimensionality
reduction. Semi-supervised learning bridges supervised
and unsupervised learning, where the algorithm learns
from a dataset that includes both labeled and unlabeled
data. During the reinforcement learning [3], a machine is
being trained to make sequence wise choices in a
particular environment to get the highest possible
reward. The training process takes place through a
procedure of trial and error, in which rewards occur in
case of correct actions, while penalties apply when the
actions are wrongly performed. This method is
extensively utilized in robotics and autonomous driving.

As a popular reinforcement learning algorithm,
known as Q-learning [6], an agent will be ready to select
the best action to resolve the Markov Decision Process
(MDP) issue even before a model outlines the system
dynamics. This is done by reinforcement learning which
is discovering their action-value function, known as Q-
function. It does by taking an action-value function, also
known as a Q function, as an integral part of the machine.
The function helps calculate the expected cumulative
benefit of performing each action a in each state s under
this perfect policy. The Q-function is represented as
Q(s,a) and can be updated using the Temporal Difference
(TD) [6] learning rule (Equation 1):

TD(a,s) = R(s,a) + y Z P(s,a,s)™Q(s",a") — Q(s,a) (1)

Where R(s, a) represents reward of applying action a
on state s, P(s,a,s’) illustrates the to-from transition
between a state s and an arising state s’ after action a,
and y is the discount factor that belongs to [0,1] range.
The equation represents how the environmental sectors
are Q-value fair [6] which further gives insights of how
and in what ways the environment may change over
time. The updated Q(s,a) is then represented as follows
(Equation 2):

Qi(s,a) = Qi—1(s,a) + aTD(a,s) (2)

The Learning rate, a in this expression, determines
the time of adaptation the system requires to get
informed about the inconstant changes that the
environment imparts on it. The Q.(s,a) here stands for
the Q-value at time t. The recorded Q-value if we replace
TD,(a, s) with its full-form Equation 2 [6], we should get
(Equation 3):

Qi(s,a) = Qe—1(s,@) + a(R(s,a) +Y"5Q(s",a) — Q_i(s,2))  (3)

Additionally, Deep Q-Network (DQN) is a Q-learning
extension that combines deep neural networks with the
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Q-learning technique. The agent in DQN can manage
high-dimensional state spaces and complicated
situations because a deep neural network roughly
approximates the Q-function, which is commonly used in
autonomous cars. Furthermore, deep learning, a
specialized area within machine learning, focuses on the
training of artificial neural networks on extensive
datasets. These algorithms have the capability to
recognize various patterns and characteristics in

provided data, resulting in their success across
numerous applications and fields. This includes areas,
such as image and speech recognition, natural language
processing, and even in game-playing scenarios. There
are many other topics and approaches within the field of
machine learning, and new research is constantly being
published [7]. Figure 1 highlights the intersections and
differences among the various types and techniques of
machine learning.

Computer Science

Artificial Intelligence

Machine Leaming

Figure 1. Different types of machine learning [8].

One of the basic algorithms of machine learning is the
artificial neural network (ANN) [9], inspired by the
structure and function of biological neural networks in
the human brain. The ANN models consist of
interconnected layers of nodes, artificial neurons,
responsible for processing and transmitting information.
The basic unit of an ANN is the artificial neuron, which
receives input from other neurons or external sources,
performs a mathematical computation on the input, and
produces an output signal that is transmitted to other
neurons or output nodes. The equation for the output of
a single neuron in an ANN can be written as (Equation 4):

Y =FQ WX +b @

Where Y is the output, F is the activation function
applied to the neuron, e.g,, ReLU, LeakyReLU, sigmoid, or
tanh [10-12], Wi are the weights of the connections, Xi
are the input values presented to the neuron, and b is the
bias associated with the unit [9].

Furthermore, the neural networks are very accurate
in many of the learning algorithms and the development
of neural networks has been and is still a very important
area of research in artificial intelligence and machine
learning. One paper which has specialized on this field by
Stanley and Miikkulainen [4] sheds light on the NEAT
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algorithm. In contradistinction to previous methods that
only exploited weight tuning as an optimization tool,
NEAT gives rise to both weight and structure
optimization. This invention has given rise to neural
networks, which unlike before can modify to respond to
changes. Such networks can therefore be utilized in some
tasks, including object detection, lane keeping, and
decision-making. Along with NEAT, another remarkable
paper that influenced the growth of large networks was
by Stanley et al, [5]. They tackled the problem of
matching neural networks for the high level of scalability
by proposing a new variant called Hypercube-based
NEAT (HyperNEAT). By means of this method, direct
encoding is not used. Instead, the encoding exploits
domain specific patterns leading evolution towards big
neural networks having millions of connections able to
display made up of modules, hierarchy, and regularity.
Such tricks have opened an entirely new field of
investigation into the fields of gentle learning methods
and have become one of the leading applications in
solving more and more complicated problems. They have
motivated Al and ML researchers to explore new
approaches for evolving neural networks and improving
their structures.

However, some other machine learning techniques
and approaches need to be taken into account while
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considering machine and its relevant
technologies:

e Active learning: In this approach, the algorithm
can request labels for specific examples to improve its
performance. This can be more efficient than labeling the
entire dataset in a supervised learning setting [13]. This
type of learning is primarily associated with supervised
learning.

¢ Online learning: Here, the algorithm receives a
stream of data, and it should make predictions or updates
on the same data, without the ability to go back and
process old data [14]. It is associated with various types
of learning, such as supervised learning, unsupervised
learning, and reinforcement learning

. In multi-task learning model, a single model is
taught how to perform multiple tasks that are
interconnected and are at the same time using
mathematical processing which is back propagation [15].
It might be associated with both supervised learning as
well as unsupervised learning.

. Explainable artificial intelligence: This part of
research aims at building machine learning models that
bring out the explanations for their prediction or
decisions thereby making transparent and humane the
whole process [16]. To begin with, it is not deeply
coupled to a particular learning kind; rather, it is an

learning

approach that is attuned to making Al decisions clearer
and more comprehensible across learning paradigms.

. Federated learning: This is a distributed
machine learning paradigm that helps parties to jointly
train a machine learning model without such entities'
direct access to their data [17]. It might refer to many
kinds of learning, such as, but not limited to, supervised
learning and unsupervised learning.

. Imitation learning: The purpose of such
replication is to train a model to imitate the behavior of
others, normally resulting in the identical actions or
results as ones who are being imitated. It is mostly about
supervised learning.

. Transfer learning: The point of this approach is
that a model trained on the first task is repurposed and
used as the model for a related task. The objective is that
knowledge will transfer from the original task to the
target task to the end that the model will perform better
than if it was trained by scratch [18]. It relates to various
ways of learning, such as supervised learning,
unsupervised learning and reinforcement learning.

Moreover, familiarization with deep learning (DL)
algorithms is becoming trending lately as it is already
adopted in several fields of technology including the field
of autonomous cars. In Table 1, the basic properties of
the most employed deep learning algorithms are shown.

Table 1. Main deep learning algorithms.

Network Type Features Pros Cons Reference
Spatial hierarchies’ Excellent for image and . . .
. . . . . Computationally intensive,
Convolutional Neural recognition, Weight video analysis, Reduced Limited sequential [19]
Networks (CNNs) sharing, Feature parameters, Translation q!
: - . processing
extraction invariance
Long Short-Term Sequential data Effective for timeseries data, Training complexity,
Memory Networks modeling, Memory Longterm dependencies 5 P § [20]
. Computational demands
(LSTMs) retention capture
Sequential Suitable for sequential data Vanishing and exploding
Recurrent Neural . . . ) ) . L
information modeling, Variable input gradient problems, Training [21]
Networks (RNNs) . . .
processing lengths instability
Gen_e rative Generative modeling, Produces realistic data, Training instability, Mode
Adversarial Networks . - . [22]
(GANs) Image synthesis Creative content generation collapse
Radial Basis Function Nonlinear mapping, Fast training on flxed_ data lelte.d.gfenerallzatlon,
s sets, Good for radial Sensitivity to kernel [23]
Networks (RBFNs) Pattern recognition .
symmetry selection
Multilayer Universal function Yersatlle and widely Prone to _ox_lerflttmg,
. . applicable, Good for complex Sensitive to [24]
Perceptrons (MLPs) approximation
problems hyperparameters
Self-Organizing Maps Upsuperv1sed_ Dimensionality reduction, Fixed structure and size,
learning, Topological . . o L - [25]
(SOMs) : Clustering and visualization Limited to input topology
mapping
Deep Belief Networks Layerw1_se Effective feature learning, Computationally intensive,
unsupervised A g . [26]
(DBNs) . Probabilistic inference Training complexity
pretraining
Restricted Boltzmann  Stochastic, generative Feature.learmng n Training _cc_)mplexrcy,
unsupervised manner, Sensitive to [27]

Machines (RBMs)

learning

Efficient pretraining

hyperparameters

2.2. Blockchain

Blockchain is a public database which can be adopted
by several parties to record transaction activity on the
distributed ledger. Record keeping for each entity is done
through a cryptographic protocol. In each case, the
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transaction is recorded as a block, and then the chains of
the blocks are connected to form an unbroken record of
all the transactions on the blockchain. One of the crucial
factors for blockchain is its distributed feature [1].
Instead of relying on a central authority to verify and
validate transactions, a blockchain network relies on a
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peer-to-peer network of computers to reach consensus
on the state of the digital ledger. This makes it difficult to
manipulate the record.

Another important aspect of blockchain technology is
its use of smart contracts, Figure 2. Smart contracts
represent a key element of blockchain technology. They
are autonomous contracts, with the terms of the
agreement between the involved parties, such as a buyer
and seller, encoded directly into the lines of code. This
code, along with the enclosed agreements, is stored and
duplicated within the blockchain network [28].

Among  mathematical representations and
equations widely used in smart contracts is
cryptographic hash function [1] that takes an input and
produces a fixed-size output. Mathematically, it can be
represented as (Equation 5):

h=H(m) (5)

Where h is the hash value, and m is the input message.

Furthermore, there are several different blockchain
applications, such as the financial industry, supply chain
management, and voting systems. Some of the key
benefits of wusing blockchain technology include
increased security, transparency, and efficiency. There
has been a lot of research conducted on blockchain

technology in recent years, with numerous papers being
published on the subject. Some of the key areas of focus
in these papers include the technical aspects of
blockchain systems, their potential applications, and
their economic and social impacts. Blocks and
transactions are fundamental elements of blockchain
technology, where blocks are digital containers of data,
primarily consisting of transactions that document value
exchanges across the network. Table 2 provides a
comparison of the data elements included in blockchain
blocks and transactions.

SMART CONTRACT

PARTIES SMART CONTRACT EXECUTION

Figure 2. Smart contracts.

Table 2. Differences between blocks and transactions.

Feature Blocks Transactions
Definition Collection of transactions bundlgd together and Record of specific exchange or tr.ansfer of data
added to blockchain or value on blockchain
Size Larger than transactions Smaller than blocks

Frequency of creation

Created less frequently than transactions

Created more frequently than blocks

Data stored

Hash of previous block, timestamp, transaction data

Data specific to transaction being recorded

Examples

Bitcoin block, Ethereum block

Bitcoin transaction, Ethereum transaction

Permissionless

Public

No central authority

Hybrid
Controlled by one
authority with some

permissioniess
processes

Permissioned

Private

Controlled by one authority

Consortium
Controlled by a group

Figure 3. Different types of Blockchain [29].
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Blockchains can be classified into four types, Figure 3,
based on their accessibility and control:

. Public blockchains are open and decentralized,
allowing anyone to participate and are secure.

. Private blockchains are for a specific group or
organization and access is restricted to authorized
members.

e  Consortium blockchains are controlled by a pre-
selected group of organizations.

. Hybrid blockchains combine the features of both
public and private blockchains for a balance of security,
privacy, and decentralization.

In a blockchain network, participants are typically
referred to as nodes. Blockchain nodes vary as users,
miners, validators, or other participant types. The
specific blockchain and consensus algorithm determine
the node types. A consensus algorithm ensures network
agreement on the shared ledger state. All blockchain

network nodes must agree on the current state. Having
the same blockchain copy across nodes is crucial. Any
new added blocks require most nodes' agreement. This
maintains a tamper-proof, secure, and accurate
transaction record. When adding a new block, the
consensus algorithm determines the allowed node. It
also ensures other nodes validate the block. The process
may involve complex math problem-solving. A majority
vote approach could be used. A combination of methods
is also possible [30]. Once a block is added, the consensus
algorithm ensures that all nodes in the blockchain
network have the same blockchain copy and reach a
consensus on its current state. This mechanism is, hence,
crucial for ensuring the blockchain's overall authenticity
and trustworthiness, irrespective of the individual
node's particular intentions to modify the blockchain at
will or introduce fake information. Table 3 presents a
comparison of main blockchain consensus algorithms.

Table 3. Comparison of the main consensus algorithms.

Algorithm Pros

Cons

Proof of Work (POW) [31]

Widely used and well-known

Energy-intensive

Proof of Stake (POS) [32]
Delegated Proof of Stake (DPOS) [32]
Byzantine Fault Tolerance [33]

Energy-efficient
Fast transaction speeds
Fast transaction speeds

Can be subject to “nothing at stake” issue
Centralized decision-making
Requires a relatively small and known group of nodes

2.3.Autonomous cars

An autonomous vehicle has sensors that allow its
environment to be perceived without the need of a
human operator. The array of sensors and complex
machine learning algorithms that the autonomous car is
equipped with helps in discerning the immediate
surroundings and predicting the road ahead. Based on
the perception, the machine then navigates the road
accordingly. The efforts of developing self-driving cars
have been driven by several goals, such as lowering
traffic accidents, enhancing fuel efficiency, and offering
transport to the people who cannot drive. Potential
economic benefits exist with autonomous car usage. Car
ownership needs could reduce. More efficient road space
utilization may occur. Significant research and
development efforts are underway in this field.

Intelligent transportation systems are a focus area.
Currently, multiple companies test self-driving vehicles
on public roads. However, there are also several
technical and organizational challenges that must be
overcome before autonomous cars can be widely
deployed. These challenges include the need to improve
the reliability and safety of autonomous systems, develop
standards for their operation, and address concerns
about cybersecurity and data privacy. One of the key
technologies that enables autonomous cars to navigate
their environment is sensors. These sensors include
lidar, radar, and cameras, which are used to create a high-
resolution map of the car’s surroundings [34]. Figure 4
provides a visual representation of the main tasks
achieved by different sensors, while Table 4 summarizes
the essential properties of the main sensors utilized in
autonomous cars.

Table 4. Sensor types in autonomous cars.

Sensor Pros Cons Distance Reference
Depends on
Wide field of view, high Sensitive to lighting conditions, easily fooled camera
Camera . . R . [36]
resolution, low cost by camouflage and other visual illusions resolution and
zoom
. . . Relatively high cost, vulnerable to occlusion
Lidar High resolution and accuracy vely s : 100-200 m [37]
and interference from other lidar sources
Can operate in variety of o " Depends on
Infrared _ vanop . y Limited range, sensitive to temperature P
lighting conditions, robust to . camera [38]
Camera . . . changes, vulnerable to occlusion .
visual illusions resolution
Can operate in variety of o .
L . . Limited range, vulnerable to interference
Ultrasound lighting conditions, relatively & 1-5m [39]
from other ultrasound sources
low cost
Radio Wide range, relatively low Limited accuracy and resolution, vulnerable Depends on [40]
Frequency (RF) cost to interference from other RF sources antenna design
Dedicated
Short-Range Wide range, high accuracy, Limited accuracy and resolution, vulnerable
2 . : 1,000 m [41]
Communication robust to interference to interference from other RF sources

(DSRC)
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Emergency Braking

Adaptive
C, Pedestrian
Cruise Control Collision A

Er\vl

W Long-Range Radar
B UDAR

Camera
W Short-/Medwm-Range Radar

Figure 4. Different sensors used in autonomous cars [35].

Table 5. Sensor data fusion approaches for autonomous cars.

Method Description Cons Pros Reference
Uses fully convolutional neural network (FCN) to
F-Cooper extract features from both camera and lidar data. = Not effective in complex Handles high- [42]
P Features are then fused using cooperative learning environments dimensional data
framework
Uses RNN to model temporal dependencies
between frames of camera data. RNN is then Computationall Improves object
V2VNet augmented with vehicle-to-vehicle (V2V) module e)r() ensive y detection and [43]
that learns to fuse information from neighboring P tracking
vehicles
Uses attention mechanisms to fuse features from Sensitive to noise in Improves object
AttFuse camera, lidar, and radar data. The attention data classification and [44]
weights are learned in an end-to-end manner localization
Uses ViT (Vision Transformer) encoder to extract
V2X-VIT features from camera data and FiT (Fu519n Can be difficult to train. Improves situational [45]
Transformer) decoder to fuse features with awareness
information from V2X communication
Uses contrastive learning framework to learn
CoBEVT representation of camera data that is invariant to Requires large amount  Improves robustness [46]
ego-motion. Learned representation is then used of training data to ego-motion
for object detection and tracking
No Simply concatenates featu.res from camera, lu.ie.lr, Less effective than other Simpler to
. and radar data before feeding them into classifier . . [47]
Fusion fusion methods implement.
or regressor
Fuses features from camera, lidar, and radar data More computationally Preserves more
Late . . .
Fusion after they have been processed by separate expensive than early information from [48]
networks fusion. original data sources
. Less effective than other .
Fuses features from camera, lidar, and radar data . Less computationally
Early fusion methods when .
. at the raw data level before they are processed by . expensive than late [49]
Fusion data sources are noisy -
any networks . fusion
or unreliable
Uses multi-attention fusion network to fuse Improves
features from camera, lidar, and radar data. The More complex to performance of
MACP network uses multiple attention mechanisms to implement than other autonomous vehicles [50]

capture different types of relationships among
features

fusion methods

in complex
environments

Another important aspect required for autonomous
cars is machine learning. Extensive efforts have been
made in developing datasets of real driving scenarios for
autonomous driving training, such as Kitti [51], Waymo

Open [52] and V2V4Real [47] datasets. Other datasets,
such as V2X-Sim [53] and OPV2V [54], are built using
CARLA simulator [55] for different autonomous driving
scenarios. Also, machine learning algorithms allow the
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car to analyze and fuse data from its different sensors,
and then make decisions accordingly. Table 5 shows
some utilized approaches for sensor data fusion in
autonomous cars. Machine learning and blockchain
techniques can further contribute to countermeasures
strategies against security vulnerabilities in autonomous
cars and vehicles. These can be intra-vehicle threats
associated with engine control, transmission units,
temperature control, and various Electronic Control
Units (ECUs), or Vehicle-to-everything (V2X) threats,
which include a spectrum of cyber threats, including DoS
attacks, black-hole attacks, replay attacks, Sybil attacks,
malware infiltration, falsified-information attacks,
timing attacks, and impersonation attacks in V2X
communications. Recent surveys [56, 57] provide a
detailed exploration of security vulnerabilities and their
countermeasure strategies using blockchain and
machine learning technologies in  Connected
Autonomous Vehicles (CAVs).

Furthermore, mathematical models play a crucial role
in the decision-making processes of autonomous
vehicles. There are several models employed in various
aspects of decision-making, such as path planning,
control, and prediction. Here are three prominent models
used in autonomous vehicle decision-making:

1. Probabilistic Models [58]: Probabilistic models
are used to represent and reason about uncertain
information, such as sensor noise, localization errors,
and prediction of other road users’ behavior. Bayesian
networks, Markov Decision Processes (MDPs), and
Partially Observable Markov Decision Processes
(POMDPs) are examples of probabilistic models
employed in autonomous driving. For example, in an
MDP, the decision-making problem is modeled as a tuple
(S,A,P,R), where S is a set of states, A is a set of actions.
P(s'|s,a) is the transition probability function, which
represents the probability of reaching state s' from state
s when taking action a. R(s,a) is the reward function,
which assigns a numerical value to each state-action pair.
The goal in an MDP is to find a policy (a mapping from
states to actions) that maximizes the expected
cumulative reward over time.

2. Optimization-based = Models:  Optimization-
based models are used to find optimal trajectories and
control actions that minimize a cost function while
satisfying constraints, such as vehicle dynamics, road
geometry, and traffic rules. Examples of optimization-
based models include Model Predictive Control (MPC),

convex optimization, and Mixed-Integer Linear
Programming (MILP). For example, in an MPC
framework, the decision-making problem can be

formulated as an optimization problem as follows
(Equation 6-9).

Minimize J(x, u) (6)
Subject to
x'=flxu) (7)
gxu)<0 (8)
h(xu)=0 9
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where x represents the state vector, u represents the
control input vector, J(x,u) is the cost function to be
minimized, f(x,u) represents the state dynamics equation
that describes the evolution of the state vector over time,
g(x,u) represents constraints on the states and control
inputs, ensuring they satisfy certain conditions, and
h(x,u) represents any additional problem-specific
constraints that need to be satisfied. The optimization
problem aims to find the values of x and u that minimize
the cost function J while satisfying the given constraints.
The specific form of the cost function, state dynamics
equation, and constraints would depend on the
optimization-based model being used.

3. Graph-based Models [59]: Graph-based models
are employed in path planning and route selection tasks
in autonomous vehicles. The road network, traffic, and
vehicle states are represented as graphs, and graph
search algorithms, such as Dijkstra's, A*, or RRT (Rapidly
exploring Random Trees), are used to find optimal paths
or routes.

Figure 5 provides a flowchart for high-level overview
of the decision-making process used by an autonomous
car. The process of autonomous driving involves several
key steps, which can be broadly categorized into
perception, prediction, planning, control, actuation, and
monitoring. In the perception phase, data are collected
from various sensors to identify and track objects in the
environment. The motion of other road users and
changes in traffic lights are estimated in the prediction
phase. In the planning phase, the optimal route and path
are determined, and the desired vehicle motion is
calculated. In the control stage, control inputs are
calculated to achieve the desired motion, and these
inputs are applied to the vehicle's actuators in the
actuation stage. Finally, the system is continuously
monitored and updated in real-time based on sensor
data, and errors or unexpected situations are detected
and handled appropriately. Overall, the flowchart
provides a valuable way for understanding how an
autonomous car navigates the road and makes decisions
that prioritize the safety of pedestrians and other drivers
on the road. Moreover, such or similar decision-making
process is utilized in most autonomous vehicles for
different purposes, such as self-driving cars, small
cleaner robots [60] or autonomous drones [61, 62].

Many studies have utilized different machine
learning algorithms for autonomous cars and
autonomous driving systems. In [63], the authors
provide an in-depth discussion of various deep learning
approaches such as Convolutional Neural Networks
(CNNs), Long Short-Term Memory (LSTM) and
Generative Adversarial Networks (GANs) and their
application in self-driving cars through case studies. The
paper provides a comprehensive overview of the
considerations and challenges of developing self-driving
car systems using deep learning techniques. However,
this paper focuses specifically on the use of deep learning
and does not provide a complete analysis of other
technologies or approaches used in autonomous driving
systems. Another paper [64] presents a system for real-
time obstacle detection and tracking for autonomous
driving. This paper also talked about the sensors and
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Figure 5. Flowchart of decision-making process in an autonomous car.

algorithms used. However, this paper focuses specifically autonomous driving and does not provide a
on the problem of obstacle detection and tracking in comprehensive overview of other aspects of autonomous

290



Turkish Journal of Engineering - 2024, 8(2), 282-299

driving systems. When it comes to improving the
autonomous driving systems, the bigger challenge is the
amount of data required for learning. However, the
authors in [65] discuss the problems such as overfitting
and difficulty transferring models between different
environments and to overcome these challenges, they
provide an overview of several proposed solutions,
including data augmentation, transfer learning, and
active learning. Also, the authors suggest future
directions of using deep learning techniques in
autonomous driving by integrating other different
technologies, such as edge computing and the internet of
things.

To improve the efficiency of lane changing, the
authors in [66] provide a machine learning-based
approach for lane change intention awareness in assisted
and automated driving. An autonomous vehicle learns to
predict the lane change intentions of surrounding
vehicles by analyzing their motion patterns and
contextual information. Kendall et al. [67] present
another example of machine learning-based approaches,
where an autonomous vehicle learns to drive through
interaction with the environment, receiving rewards or
penalties. The paper is devoted to assessing the abilities
of machine learning-based autonomous driving system
using situations, such as like lane switching, lane merging
and intersection moving. In [68], the authors investigate
about the use of Deep RL (DRL) in the driverless vehicle
systems. They provide various applications of DRL for
autonomous driving systems, such as perception,
decision making, controlling systems. Nevertheless, the
employment of DRL in autonomous driving would
require quite a big amount of data and computational
capability which can result in systems that are more
complicated and expensive. Similarly, Ni et al. [69]
review the key applications of DRL in autonomous
driving and the various evaluation metrics used to
improve their performance.

However, all previous studies did not consider or
benefit from blockchain technology for developing
autonomous car systems or intelligent transportation
systems.

3. Integration of blockchain in
transportation systems

intelligent

3.1.Blockchain and internet of vehicles

The incorporation of blockchain technology into the
Internet of Vehicles (IoV) yields comprehensive
solutions to security, privacy, and trust related problems,
which are all vital to lessen IT intricacies in this domain.
In [70], Chen et al suggested a hybrid approach for data
trading in loV that is based on both blockchain as well as
edge computing. Blockchain is the basis for security and
decentralization while edge computing allows for faster
data processing. This technique prefers blockchain to
keep track of data consistency and provide dynamic data
exchange support among vehicles. In the same way, the
authors from [71] propose a blockchain-based
information sharing scheme for IoV with a data storage
module, a data sharing module and a data access control
module. Through the utilization of smart contracts, they
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were able to increase the smartness within their existing
data sharing processes and implement various access
control policies that regulate who can access to the
shared data. Employing the blockchain for building trust
management can help establish trust management
among members in vehicular ecosystem by making
transaction data transparent as well as immutable.
Applications of blockchain in trust management and
challenges with blockchain for vehicular networks were
explored in [72], including the use of public, private and
consortium blockchain. However, using blockchain for
trust management may not be the best way or it still
needs more studies. This is because of the
implementation and maintenance costs and the need to
secure trust data privacy, which is provided in more
detail in [73]. The authors also explore decentralized
decision-making algorithms and reputation systems for
determining the trustworthiness of vehicles using
blockchain-stored data. Additionally, the authors in [74]
proposed a decentralized blockchain-based trust
management framework for the IoV that uses smart
contracts to automate the trust management process. In
terms of communication, blockchain technology has been
proposed for enabling secure and trusted
communication among vehicles in the loV.

While other work has elaborated the positive
implications of blockchain technology for data sharing,
Vattaparambil et al. [75] have also addressed the
technical challenges and particularities of data sharing
and trading among connected cars. The above paper
discusses the improved connected car environment's
new challenges, such as the data security and trust, which
are vital for the whole system efficiency, and can be used
for malicious attack purposes. Blockchain is a
revolutionary technology that enables its application in
the autonomous car’s ecosystem, like the management of
computing resources. Lin, et al. [76] introduced the
application of a blockchain-based platform for the
sharing of on-demand computing resources between
each other in the case of smart cities. Among others is the
application of smart contracts to regulate the resource
management between the cars and other devices
thereby, as well the use of distributed ledgers for the
security and transparency of the resource trading
process. Additionally, they discussed different challenges
and the solution limitations, and they made a
performance analysis demonstrating the effectiveness of
their system.

To develop scalable, highly efficient, and highly safe
blockchain-structured devices for oV, it is imperative to
develop the complete framework that allows the
optimization of the blockchain use in IoV. The system
utilizes a concept of technical optimization to solve
issues of scalability, efficiency and the security, which
typically crop up when we are designing the IoV
blockchain. Being able to gain a perspective of the unique
aspects that make the environment stand out like the
need for scalability and interoperability and this
framework can draw a solution that is specific to this
application. Xu et al. [77] have applied edge servers to
support the decentralized nature of blockchain-based
communications in IoV to facilitate the local processing
and help reduce the amount of data that needs to be
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transmitted. This improves the overall performance of
the system and also enables the secure and reliable data
exchange among vehicles and other participants. The
paper provides the proposed system architecture and
each of its components, such as the blockchain, edge
server deployment algorithms, and the performance
optimization issues.

Consequently, blockchain can also be leveraged for
establishing systems that manage the charging stations
for electric self-driving vehicles, as in [78]. The writers
presented a framework of blockchain-powered software
that would deliver charging electric cars in a secure way,
and also allow sharing of charging resources among
different vehicles. Smart contracts helped them to do the
charging resources management in an automatic and
direct manner. This reduces the need for manual
intervention and improves the speed and accuracy of
resource allocation. Also, the use of a consortium
blockchain enables the system to scale to large numbers
of charging stations and vehicles. It is worth noting that
implementing a blockchain-based software system may
require significant investment in terms of software
development and infrastructure. There may also be
regulatory or legal challenges associated with the
utilization of blockchain in managing charging resources
for electric self-driving cars.

However, very few surveys are recently available in
the literature that discuss the application of blockchain
in IoVs and Intelligent Transportation Systems (ITSs)
[79,80]. Mollah et al. [79] conducted a survey on the
latest advancements in blockchain for IoVs, highlighting
different application scenarios and investigating key
challenges where blockchain is applied in [oVs. They also
discussed future opportunities and further research
directions. The article emphasizes that the underlying
platform of loVs for information exchange needs to be
transparent, secure, and immutable to achieve its
required objectives. In [80], the authors systematically
reviewed applications of blockchain in ITSs and
identified several challenges in the realm of vehicular
networks and suggested potential future research
directions. Future research paths outlined by the authors
encompass enhancing security against Distributed
Denial of Service (DDoS) attacks, thorough analysis of the
architectures, limitations and challenges of the IoVs as a
pivotal facilitator of ITSs, and a focus on data
management in smart cars. They foresaw that enhancing
blockchain performance will be a significant area of
interest in the future, particularly as Blockchain-based
IoV (BloV), with broader applications. They also explored
blockchain role in vehicular network cybersecurity and
assessed the cybersecurity threats in these networks.
However, recent advancements in fifth Generation (5G)
technology, big data analytics, and machine learning
were not considered.

3.2. Integration of blockchain and machine
learning for autonomous cars

The rise of autonomous cars and their intelligence
capabilities has brought new challenges in data sharing
and security. Blockchain, as decentralized and tamper-
proof technology, can address these challenges in a
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secure and efficient way. In [81,82], the authors propose
the utilization of blockchain technology to accelerate the
training of autonomous cars. Blockchain technology by
itself can be used as an infrastructure for securing the
storage devices to store the bulk data requirement of the
self-driven vehicles. Moreover, blockchain has opened up
new ways of trusting and reconciling the authenticity and
integrity of the underlying data.

In the context of supply chain management, the
combination of reinforcement learning together with a
heuristic search method was explored in [83]. Their
purpose was improving the self-driving vehicles routing
optimization in a supply chain management system,
which would use blockchain technology. The paper has a
different perspective which is the use of reinforcement
learning and heuristic search for routing optimization of
autonomous vehicles. The blockchain technology is going
to be employed to create an infrastructure for the storage
and sharing of data emanating from vehicles routing as
well as for verification of their authenticity and integrity.
In addition to this, Liu et al. [84] proposed a strategy
based on blockchain technology and deep reinforcement
learning to enhance the Industrial [oT (IIoT) systems in
terms of data collection and sharing. An innovation with
blockchain technology and deep reinforcement learning
as a solution for data collection and sharing in industrial
internet of things systems. Performance optimization of
blockchain-integrated IIoT systems was the main
concern of [85], which describes a DRL approach for
improving the performance of blockchain-enabled IloT
systems. This paper focused on blockchain usage in [1oT
rather than in vehicular networks. However, the use of
deep reinforcement learning in such systems can be very
useful to adjust the balance between decentralization
and performance in [loT systems.

Furthermore, blockchain technology in the context of
federated learning for connected and autonomous
vehicles was considered by He et al. [86]. That is, an
autonomous car learning from the combined collective
data of any given car while retaining the privacy of each
individual vehicle data. The smart contracts technology
was used behind the scenes to offer an automatic and
transaction neutral exchange of data among cars.
Moreover, smart contracts were implemented to
guarantee the integrity of the data exchange. The paper
showed a predictable architecture of federated learning
for connected and autonomous vehicles, covering its
advantages and disadvantages.

The authors in [87] examined the incorporation of
Autonomous Vehicles (AVs) into our daily lives in
numerous forms, such as autonomous drone delivery
systems, driverless cars, automated vehicles in
warehouses, autonomous home assistant devices, and
Automated Eligibility Verification System (AEVS) for
green energy solutions. The type, usage, and application
of these vehicles largely depend on the level of their
automation. The authors discussed the progression and
feasibility of integrating advanced technologies like
blockchain, Industry 4.0, Al, and IoT into these vehicles.
They provided a comparative analysis of different types
of autonomous vehicles and their various features,
including private blockchain autonomous vehicles,
public blockchain autonomous vehicles, and electric
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vehicles. The study also investigated the potential of
integrating blockchain technology with networked
groups of Unmanned Aerial Vehicles (UAVs) and the
application of blockchain-based mutual-healing group
key distribution schemes in UAV ad-hoc networks.
Overall, Table 6 summarizes the objectives,
contributions, and important considerations of the
relevant papers that propose blockchain-based
techniques for solving privacy, trust and security issues
in the internet of vehicles, vehicular networks, and

autonomous car systems. The proposed solutions, as
seen in Table 6, include secure and scalable
communication protocols, trust management
frameworks, data sharing schemes, and reinforcement
learning-based optimization methods. Each paper in the
table discusses important considerations, such as the
trade-off between security and efficiency, the reliance on
cloud computing, evaluation techniques, the scalability,
and performance limitations of the blockchain
technology.

Table 6. Relevant research papers summary.

Reference

Objective

Method

Important considerations

[75]

Secure and scalable
vehicular
communication protocol

Presents a protocol using blockchain to
secure communication in vehicular
networks and discusses its performance

Protocol evaluated through simulations.
Results-protocol outperforms existing
approaches in terms of security and
scalability

Decentralized
blockchain-based trust
management

Uses decentralized blockchain network
and trust evaluation model to enable
secure and trusted communication
among vehicles in loV

Effectiveness of proposed framework
evaluated through simulations

Efficient and secure
blockchain-based data

Uses decentralized blockchain network
to enable efficient and secure data
sharing among vehicles in loV

Efficiency and security of proposed
scheme evaluated through simulations

Secure and scalable data
sharing scheme for IoV

Uses blockchain-based trust model and
cloud computing-based data storage and
retrieval system

Reliance on cloud computing. Availability
and reliability of cloud may impact overall
performance

Blockchain-based
system for training
autonomous cars using
Al

Uses blockchain to securely store and
share data for training autonomous car
Al model

Efficiency of Al model should be carefully
evaluated. Scalability and security of
blockchain-based data sharing system
should also be considered

Blockchain-based
system for training
autonomous cars using
ML

Proposes using blockchain to securely
store and share data for training
autonomous car ML model

Efficiency of ML model should be carefully
evaluated. No real model was given

[83]

Reinforcement learning
(RL)-based method for
optimizing routes of
self-driving vehicles

Uses RL to learn and adapt to changing
conditions. Uses a heuristic search
method to find optimal routes. Uses
blockchain to store and share data in
supply chain securely

Performance of RL should be carefully
evaluated. Scalability and security of
blockchain-based data sharing system
should also be considered

Overview of current
research on blockchain
in Internet of Vehicles
(IoV) and intelligent
transportation systems
(ITS)

Reviews various use cases, applications,
architectures, challenges and future
trends of blockchain in IoV and ITS

Underlying platform of IoV for
information exchange needs to be
transparent, secure, and immutable to
achieve required objectives

[76]

Blockchain-based data
sharing and resource
trading model

Presents data sharing and trading model
utilizes blockchain between connected
cars and third parties. Model includes
smart contract-based data trading

Potential benefits of model, including
security, privacy, and data ownership.
Challenges need to be addressed in
practice

Comprehensive review
of existing solutions for
privacy, security and
trust management
issues

Presents overview of challenges and
opportunities in application of
blockchain in vehicular networks.
Discusses various techniques for
addressing these challenges

Further research in privacy-preserving
blockchain design, and efficient and
secure consensus mechanisms for
vehicular networks needed. Does not
consider scalability and performance
limitations in large-scale vehicular
networks

[80]

Systematic review for
blockchain applications
in ITSs

Uses private blockchain and deep RL for
secure content caching in vehicular
networks

Need for enhancing security against DDoS
attacks, limitations and challenges of oV,
data management in smart cars,
blockchain-based cybersecurity

[87]

Advances and trends of
using blockchain in
Autonomous Vehicles
(AVs)

Comparative analysis of different types
of autonomous vehicles, potential
utilization of blockchain technology in
networked AVs

Level of automation determining AV type,
usage, and application of vehicles. Very
wide spectrum of different AVs and
application trends without focus on
integration techniques
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4. Challenges of
autonomous cars

integrating blockchain with

Along with the blockchain technology prospective
benefits for self-driven vehicles, there are some
challenges and issues to consider as well to fully leverage
their impact. The challenge of scaling and performing
stage is resulted from the growth of vehicles in networks
that eventually enlarges the size of the blockchain and
the computational power necessary to compute
transactions. In this case, the transactions are run so slow
and the latency highly increased that autonomous
vehicles are inefficient and even dangerous. Autonomous
vehicles have a challenge in reliability too, where they
should run virtually error-free and with continuous
availability. In case of failures or hacks, the blockchain
network used for the cars would undermine platform

safety as well as the operation functionality. Privacy and
security are also among the major issues, because the
central system of autonomous vehicles stores a lot of
critical data, which may become available for unreliable
or malicious users. Privacy is needed in autonomous
vehicles, as they utilize anonymity and confidentiality to
shield passengers’ identity and location. The process of
regulatory and legal compliance as well as maintaining
the evolving standards and laws set in this integration is
complex. This implies that those involved in the
blockchain, and autonomous cars integration have to
adhere to data protection laws and other cybersecurity
regulations, among other road safety regulations.

Figure 6 provides the major challenges and

considerations of blockchain, artificial intelligence and
for

the convergence between them

transportation systems [88].

intelligent
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Figure 6. Main challenges in the applications of blockchain, Al, and their convergence for ITSs [88].

Factors that make blockchain challenging include
security and privacy as well as data storage, throughput,
data consistency, scalability, mobility, interoperability,
key management, and standardization. On the Al side of
the matter, the related questions involve giving
explanatory insights to stakeholders, directing the
abilities of Al, guaranteeing data integrity, coordinating
data aggregation and, lastly, trying to achieve the highest
possible optimality solutions. Other issues, such as
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bringing computational costs under control, opting for
the right strategies to be used alongside the autonomous
vehicles, issues of security are among the few obstacles.
Their convergence is a double-edged sword affecting
both opportunities and the formulation of new
challenges and considerations. Such complexity is
concerned with among others, ensuring security and
privacy of data as well as limited data accessibility in the
same process, storage problem, and smart contract
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system. Besides this, one must also examine the general
implications in terms of the economy and policy and
regulatory problems.

In this context, researches are working out different
alternatives by which blockchain and autonomous
vehicle technologies can work together. As such,
blockchain could be deployed as an imperative trust
management system for vehicle components, e.g.
sensors, control systems and networks. It will also
contribute in enhancing the security and reliability of
autonomous cars. Additionally, reinforcement learning
in conjunction with heuristic search methods can be
employed to enhance the routes that autonomy vehicles
will take within the supply chain management system.
This helps in improving efficiencies and reducing the
related costs. Blockchain-facilitated data collection and
access can drive the improvement in the quality and
reliability of the data used for autonomous vehicle
learning process, which in turn increases the safety and
excellence of their performance. Blockchain is not only
used in data management and sharing models but also in
trading models for connected cars. This technology can
enable IoV-based smart city, on-demand computing
resource trading and edge deployment schemes. The
directions for the usage of blockchain technology have
the possibility to stimulate the understanding of the
intelligent transportation systems and autonomous
vehicles however the challenges and limitations of the
integration of the blockchain with these complex and
safety-critical systems must be taken very cautiously into
consideration.

5. Conclusion

Integration of blockchain and machine learning for
autonomous cars is the uprising field with the capability
to bring revolution in the field of self-driving vehicles
with respect to safety, efficiency and security. So, this
survey was built around three technologies: machine
learning, blockchain and self-driving cars, studying how
they work and interconnect. The covered literature also
revealed that such integrations shall be applied in a
multitude of ways in various fields, such as the training
of self-driving vehicles and optimizing transportation
routes in the supply chain management. The integration
of the last-mentioned technologies with blockchain was
presented as an innovative approach to address the
challenges peculiar to autonomous cars, the internet of
vehicles and intelligent transport systems. Additionally,
the study ventured into federal learning, offering a
secure approach on how connected cars can
collaboratively enhance their models whilst still
individual user’s data privacy. Although the prospects
were numerous, various challenges were encountered,
such as operational challenges, technical issues, and the
ideal balance between safety and efficiency. The
blockchain technology has enabled transparency that
raises privacy considerations for autonomous vehicles;
they require anonymity and confidentiality for their
operations. Besides the fact that legal space contributes
to complexity, it is necessary to follow the changing rules
and regulation in the field of data protection,
cybersecurity, and road safety.The future research
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should be centered on creating scalable solutions that
can be quickly replicated accordingly to fit the ever-
increasing number of vehicles in the network. During the
process, safety and efficiency should be taken into
consideration for the sake of development of smart
transport systems. Moreover, to ensure service stability,
unconditional failure prevention and security protection
mechanisms should be deployed. In addition to the
privacy-preserving blockchain designs tailored for large-
scale networks, further work on the vehicular network
should be prioritized for the automobile industry.
Alongside this is the need for cooperative efforts among
researchers, industry representatives, and policymakers
who can create awareness, and understanding of the
broad aspects concerning the integration of technology,
legality, and societal implications.

Author contributions

Hussam Alkashto: Writing-Original draft preparation,

Visualization, Software, Data curation,
Investigation. Abdullah Elewi: Conceptualization,
Visualization, Validation, Supervision, Writing-

Reviewing and Editing.
Conflicts of interest
The authors declare no conflicts of interest.

References

1. Priyadarshini, I. (2019). Introduction to blockchain
technology. Cyber security in parallel and distributed
computing: concepts, techniques, applications and
case studies, 91-107.
https://doi.org/10.1002/9781119488330.ch6

2. Yontar, E. (2023). Challenges, threats and advantages
of using blockchain technology in the framework of
sustainability of the logistics sector. Turkish Journal
of Engineering, 7(3), 186-195.
https://doi.org/10.31127 /tuje.1094375

3. Sutton, R. S, & Barto, A. G. (2018). Reinforcement
learning: An introduction. MIT press.

4. Stanley, K. 0., & Miikkulainen, R. (2002). Evolving
neural networks through augmenting topologies.
Evolutionary Computation, 10(2), 99-127.
https://doi.org/10.1162/106365602320169811

5. Stanley, K. 0., D'Ambrosio, D. B, & Gauci, . (2009). A
hypercube-based encoding for evolving large-scale
neural networks. Artificial Life, 15(2), 185-212.
https://doi.org/10.1162/artl.2009.15.2.15202

6. Syed,S.(2022).Q-Learning. In Inference and Learning
from Data, 1971-2007. Cambridge University Press.
https://doi.org/10.1017/9781009218245.022

7. LeCun, Y. Bengio, Y, & Hinton, G. (2015). Deep
learning. Nature, 521(7553), 436-444.
https://doi.org/10.1038/nature14539

8. Abaimov, S., & Martellini, M. (2022). Understanding
machine learning. In Machine Learning for Cyber
Agents: Attack and Defence, 15-89.
https://doi.org/10.1007/978-3-030-91585-8_2

9. Agatonovic-Kustrin, S., & Beresford, R. (2000). Basic
concepts of artificial neural network (ANN) modeling


https://doi.org/10.1002/9781119488330.ch6
https://doi.org/10.31127/tuje.1094375
https://doi.org/10.1162/106365602320169811
https://doi.org/10.1162/artl.2009.15.2.15202
https://doi.org/10.1017/9781009218245.022
https://doi.org/10.1038/nature14539
https://doi.org/10.1007/978-3-030-91585-8_2

Turkish Journal of Engineering - 2024, 8(2), 282-299

and its application in pharmaceutical research.
Journal of Pharmaceutical and Biomedical
Analysis, 22(5), 717-727.
https://doi.org/10.1016/S0731-7085(99)00272-1
10.Agarap, A. F. (2018). Deep learning using rectified
linear units (relu). arXiv preprint arXiv:1803.08375.
https://doi.org/10.48550/arXiv.1803.08375
11.Xu, J,, Li, Z,, Dy, B., Zhang, M., & Liuy, J. (2020). Reluplex
made more practical: Leaky ReLU. In 2020 IEEE
Symposium on Computers and Communications
(Isca), 1-7.
https://doi.org/10.1109/1SCC50000.2020.9219587
12.Liy, T, Qiu, T., & Luan, S. (2019). Hyperbolic-tangent-
function-based cyclic correlation: Definition and
theory. Signal Processing, 164, 206-216.
https://doi.org/10.1016/j.sigpro.2019.06.001
13.Ren, P, Xiao, Y., Chang, X,, Huang, P. Y,, Li, Z., Gupta, B.
B, .. & Wang, X. (2021). A survey of deep active
learning. ACM Computing Surveys (CSUR), 54(9), 1-
40. https://doi.org/10.1145/3472291
14.Harris, P. R. (2004). An overview of online
learning. European Business Review, 16(4), 430.
https://doi.org/10.1108/09555340410561723
15.Zhang, Y., & Yeung, D. Y. (2012). A convex formulation
for learning task relationships in multi-task
learning. arXiv preprint arXiv:1203.3536.
https://doi.org/10.48550/arXiv.1203.3536
16.Miller, T., Howe, P. & Sonenberg, L. (2017).
Explainable Al: Beware of inmates running the
asylum or: How I learnt to stop worrying and love the
social and behavioural sciences.arXiv preprint
arXiv:1712.00547.
https://doi.org/10.48550/arXiv.1712.00547
17.Li, T., Sahu, A. K,, Talwalkar, A., & Smith, V. (2020).
Federated learning: Challenges, methods, and future
directions. IEEE signal processing magazine, 37(3),
50-60. https://doi.org/10.1109/MSP.2020.2975749
18.Pan, S. ], & Yang, Q. (2009). A survey on transfer
learning. IEEE Transactions on Knowledge and Data
Engineering, 22(10), 1345-1359.
https://doi.org/10.1109/TKDE.2009.191
19.Do, T. D., Duong, M. T., Dang, Q. V., & Le, M. H. (2018).
Real-time self-driving car navigation using deep
neural network. In 2018 4th International Conference
on Green Technology and Sustainable Development
(GTSD), 7-12.
https://doi.org/10.1109/GTSD.2018.8595590
20.Kouris, A., Venieris, S. I, Rizakis, M., & Bouganis, C. S.
(2020). Approximate LSTMs for time-constrained
inference: Enabling fast reaction in self-driving
cars. [IEEE Consumer Electronics Magazine, 9(4), 11-
26. https://doi.org/10.1109/MCE.2020.2969195
21.Singh, D. & Srivastava, R. (2022). Graph Neural
Network with RNNs based trajectory prediction of
dynamic agents for autonomous vehicle. Applied
Intelligence, 52(11), 12801-12816.
https://doi.org/10.1007/s10489-021-03120-9
22.Zhang, M., Zhang, Y., Zhang, L., Liu, C., & Khurshid, S.
(2018). Deeproad: Gan-based metamorphic testing
and input validation framework for autonomous
driving systems. InProceedings of the 33rd
ACM/IEEE International Conference on Automated
Software Engineering, 132-142.

296

https://doi.org/10.1145/3238147.3238187
23.Antonini, P., Ippoliti, G., & Longhi, S. (2006). Learning
control of mobile robots using a multiprocessor
system. Control Engineering Practice, 14(11), 1279-
1295.
https://doi.org/10.1016/j.conengprac.2005.06.012
24.]Jalali, S. M. J., Ahmadian, S., Khosravi, A., Mirjalili, S.,
Mahmoudi, M. R, & Nahavandi, S. (2020).
Neuroevolution-based autonomous robot navigation:
A comparative study. Cognitive Systems Research, 62,
35-43.
https://doi.org/10.1016/j.cogsys.2020.04.001
25.Chen, B. W., & Rho, S. (2020). Autonomous tactical
deployment of the UAV array using self-organizing
swarm intelligence. IEEE Consumer Electronics
Magazine, 9(2), 52-56.
https://doi.org/10.1109/MCE.2019.2954051
26.Zrira, N., Hannat, M., & Bouyakhf, E. H. (2020). 3D
Object Categorization in Cluttered Scene Using Deep
Belief = Network  Architectures. Nature-Inspired
Computation in Data Mining and Machine Learning,
855, 161-186. https://doi.org/10.1007/978-3-030-
28553-1.8
27.Testolin, A, Stoianov, I, Sperduti, A, & Zorzi, M.
(2016). Learning orthographic structure with
sequential generative neural networks. Cognitive
Science, 40(3), 579-606.
https://doi.org/10.1111/cogs.12258
28.Zheng, G., Gao, L., Huang, L, & Guan, J.
(2021). Ethereum smart contract development in
solidity Berlin/Heidelberg, = Germany:  Springer.
https://doi.org/10.1007/978-981-15-6218-1
29.Gursoy, S., Akkus, H. T., & Dogan, M. (2022). The
causal relationship between bitcoin energy
consumption and cryptocurrency uncertainty.
Journal of Business Economics and Finance, 11(1),
58-67.
https://doi.org/10.17261/Pressacademia.2022.155
2

30.Bach, L. M, Mihaljevic, B, & Zagar, M. (2018).
Comparative analysis of blockchain consensus
algorithms. In 2018 41st International Convention on
Information and Communication Technology,
Electronics and Microelectronics (MIPRO), 1545-
1550.
https://doi.org/10.23919/MIPR0.2018.8400278

31.Gervais, A, Karame, G. 0., Wiist, K, Glykantzis, V.,
Ritzdorf, H., & Capkun, S. (2016). On the security and
performance of proof of work blockchains.
In Proceedings of the 2016 ACM SIGSAC Conference
on Computer and Communications Security, 3-16.
https://doi.org/10.1145/2976749.2978341

32.Saad, S. M. S., & Radzi, R. Z. R. M. (2020). Comparative
review of the blockchain consensus algorithm
between proof of stake (pos) and delegated proof of
stake (dpos).International Journal of Innovative
Computing, 10(2), 27-32.
https://doi.org/10.11113/ijic.v10n2.272

33.Sousa, J., Bessani, A., & Vukolic, M. (2018). A byzantine
fault-tolerant ordering service for the hyperledger
fabric blockchain platform. In 2018 48th Annual
IEEE/IFIP International Conference on Dependable
Systems and Networks (DSN), 51-58.


https://doi.org/10.1016/S0731-7085(99)00272-1
https://doi.org/10.48550/arXiv.1803.08375
https://doi.org/10.1109/ISCC50000.2020.9219587
https://doi.org/10.1016/j.sigpro.2019.06.001
https://doi.org/10.1145/3472291
https://doi.org/10.1108/09555340410561723
https://doi.org/10.48550/arXiv.1203.3536
https://doi.org/10.48550/arXiv.1712.00547
https://doi.org/10.1109/MSP.2020.2975749
https://doi.org/10.1109/MCE.2020.2969195
https://doi.org/10.1007/s10489-021-03120-9
https://doi.org/10.1145/3238147.3238187
https://doi.org/10.1016/j.conengprac.2005.06.012
https://doi.org/10.1016/j.cogsys.2020.04.001
https://doi.org/10.1109/MCE.2019.2954051
https://doi.org/10.1007/978-3-030-28553-1_8
https://doi.org/10.1007/978-3-030-28553-1_8
https://doi.org/10.1111/cogs.12258
https://doi.org/10.17261/Pressacademia.2022.1552
https://doi.org/10.17261/Pressacademia.2022.1552
https://doi.org/10.23919/MIPRO.2018.8400278
https://doi.org/10.1145/2976749.2978341
https://doi.org/10.11113/ijic.v10n2.272

Turkish Journal of Engineering - 2024, 8(2), 282-299

https://doi.org/10.1109/DSN.2018.00018

34.Debeunne, C., & Vivet, D. (2020). A review of visual-
LiDAR fusion based simultaneous localization and
mapping. Sensors, 20(7), 2068.
https://doi.org/10.3390/s20072068

35.Yeong, D.]., Velasco-Hernandez, G., Barry, J., & Walsh,
J. (2021). Sensor and sensor fusion technology in
autonomous vehicles: A review. Sensors, 21(6), 2140.
https://doi.org/10.3390/s21062140

36.Cui, G., Zhang, W,, Xiao, Y., Yao, L., & Fang, Z. (2022).
Cooperative perception technology of autonomous
driving in the internet of vehicles environment: A
review. Sensors, 22(15), 5535.
https://doi.org/10.3390/s22155535

37.Mao, ], Shi, S, Wang, X,, & Li, H. (2022). 3D object
detection for autonomous driving: A review and new
outlooks. arXiv preprint arXiv:2206.09474, 1.

38.Marti, E., De Miguel, M. A,, Garcia, F., & Perez, ]. (2019).
A review of sensor technologies for perception in
automated driving. I[EEE Intelligent Transportation
Systems Magazine, 11(4), 94-108.
https://doi.org/10.1109/MITS.2019.2907630

39.Rosique Contreras, M. F., Navarro Lorente, P. ],
Fernandez Andrés, J. C., & Padilla Urrea, A. M. (2019).
A systematic review of perception system and
simulators for autonomous vehicles research.
Sensors, 19(3), 648.
https://doi.org/10.3390/s19030648

40.Kloeden, H., Schwarz, D., Biebl, E. M., & Rasshofer, R.
H. (2011). Vehicle localization using cooperative RF-
based landmarks. In 2011 IEEE Intelligent Vehicles
Symposium (IV), 387-392.
https://doi.org/10.1109/1VS.2011.5940474

41.Chen, M., Zhan, X,, Tu, J., & Liu, M. (2019). Vehicle-
localization-based and DSRC-based autonomous
vehicle rear-end collision avoidance concerning
measurement uncertainties. [EE] Transactions on
Electrical and Electronic Engineering, 14(9), 1348-
1358. https://doi.org/10.1002/tee.22936

42.Chen, Q. Ma, X, Tang, S., Guo, ], Yang, Q., & Fu, S.
(2019). F-cooper: Feature based cooperative
perception for autonomous vehicle edge computing
system using 3D point clouds. In Proceedings of the
4th ACM/IEEE Symposium on Edge Computing, 88-
100.
https://doi.org/10.1145/3318216.3363300

43.Wang, T. H., Manivasagam, S., Liang, M., Yang, B., Zeng,
W., & Urtasun, R. (2020). V2vnet: Vehicle-to-vehicle
communication for joint perception and prediction.
In Computer Vision-ECCV 2020: 16th European
Conference, Glasgow, UK, August 23-28, 2020,
Proceedings, Part I1 16, 605-621.
https://doi.org/10.1007/978-3-030-58536-5_36

44.Xu, R, Xiang, H., Xia, X,, Han, X, Li, ], & Ma, J. (2022).
Opv2v: An open benchmark dataset and fusion
pipeline for perception with vehicle-to-vehicle
communication. In 2022 International Conference on
Robotics and Automation (ICRA), 2583-2589.
https://doi.org/10.1109/ICRA46639.2022.9812038

45.Xu, R, Xiang, H., Tu, Z, Xia, X,, Yang, M. H,, & Ma, |.
(2022). V2x-vit: Vehicle-to-everything cooperative
perception with vision transformer. In European

297

Conference on Computer Vision, 107-124.
https://doi.org/10.1007/978-3-031-19842-7_7
46.Xu, R, Tu, Z., Xiang, H., Shao, W., Zhou, B., & Ma, ].
(2023). CoBEVT: Cooperative bird’s eye view
semantic segmentation with sparse transformers.
Computer Vision and Pattern Recognition, 205, 989-
1000. https://doi.org/10.48550/arXiv.2207.02202

47.Xu, R, Xia, X, Li, ], Li, H,, Zhang, S., Tu, Z,, ... & Ma, J.
(2023). V2v4real: A real-world large-scale dataset for
vehicle-to-vehicle cooperative perception.
In Proceedings of the IEEE/CVF Conference on
Computer Vision and Pattern Recognition, 13712-
13722.
https://doi.org/10.1109/CVPR52729.2023.01318

48.Qian, R, Lai, X., & Li, X. (2022). 3D object detection for
autonomous driving: A survey. Pattern Recognition,
130, 108796.
https://doi.org/10.1016/j.patcog.2022.108796

49, Wulff, F., Schaufele, B., Sawade, O., Becker, D., Henke,
B., & Radusch, 1. (2018). Early fusion of camera and
lidar for robust road detection based on U-Net FCN.
In 2018 IEEE Intelligent Vehicles Symposium (IV),
1426-1431.
https://doi.org/10.1109/1VS.2018.8500549

50.Ma, Y, Ly, ], Cui, C,, Zhao, S., Cao, X,, Ye, W.,, & Wang, Z.
(2024). MACP: Efficient Model Adaptation for
Cooperative Perception. In Proceedings of the
IEEE/CVF Winter Conference on Applications of
Computer Vision, 3373-3382.

51.Geiger, A, Lenz, P,, & Urtasun, R. (2012). Are we ready
for autonomous driving? the Kkitti vision benchmark
suite. In 2012 IEEE conference on computer vision
and pattern recognition, 3354-3361.
https://doi.org/10.1109/CVPR.2012.6248074

52.Sun, P., Kretzschmar, H., Dotiwalla, X., Chouard, A,
Patnaik, V. Tsui, P, .. & Anguelov, D. (2020).
Scalability in perception for autonomous driving:
Waymo open dataset. In Proceedings of the IEEE/CVF
Conference on Computer Vision and Pattern
Recognition, 2446-2454.

53.Li, Y, Ma, D,, An, Z,, Wang, Z., Zhong, Y., Chen, S., &
Feng, C. (2022). V2X-Sim: Multi-agent collaborative
perception dataset and benchmark for autonomous
driving. IEEE Robotics and Automation Letters, 7(4),
10914-10921.
https://doi.org/10.1109/LRA.2022.3192802

54.Xu, R, Xiang, H,, Xia, X,, Han, X,, Li, J., & Ma, ]. (2022).
Opv2v: An open benchmark dataset and fusion
pipeline for perception with vehicle-to-vehicle
communication. In 2022 International Conference on
Robotics and Automation (ICRA), 2583-2589.
https://doi.org/10.1109/ICRA46639.2022.9812038

55.Dosovitskiy, A., Ros, G., Codevilla, F., Lopez, A, &
Koltun, V. (2017). CARLA: An open urban driving
simulator. In Conference on robot learning, 1-16.
https://doi.org/10.48550/arXiv.1711.03938

56.Ahmad, |, Zia, M. U., Naqgvi, L. H., Chattha, ]J. N., Butt, F.
A, Huang, T., & Xiang, W. (2024). Machine learning
and blockchain technologies for cybersecurity in
connected vehicles. Wiley Interdisciplinary Reviews:
Data Mining and Knowledge Discovery, 14(1), e1515.
https://doi.org/10.1002/widm.1515


https://doi.org/10.1109/DSN.2018.00018
https://doi.org/10.3390/s20072068
https://doi.org/10.3390/s21062140
https://doi.org/10.3390/s22155535
https://doi.org/10.1109/MITS.2019.2907630
https://doi.org/10.3390/s19030648
https://doi.org/10.1109/IVS.2011.5940474
https://doi.org/10.1002/tee.22936
https://doi.org/10.1145/3318216.3363300
https://doi.org/10.1007/978-3-030-58536-5_36
https://doi.org/10.1007/978-3-031-19842-7_7
https://doi.org/10.1016/j.patcog.2022.108796
https://doi.org/10.1109/IVS.2018.8500549
https://doi.org/10.1109/LRA.2022.3192802
https://doi.org/10.48550/arXiv.1711.03938
https://doi.org/10.1002/widm.1515

Turkish Journal of Engineering - 2024, 8(2), 282-299

57.Sadaf, M., Igbal, Z., Javed, A. R, Saba, 1., Krichen, M,,
Majeed, S., & Raza, A. (2023). Connected and
automated vehicles: Infrastructure, applications,
security, critical challenges, and future aspects.
Technologies, 11(5), 117.
https://doi.org/10.3390/technologies11050117

58.Pelikan, M., Goldberg, D. E., & Lobo, F. G. (2002). A
survey of optimization by building and using
probabilistic models. Computational Optimization
and Applications, 21, 5-20.
https://doi.org/10.1023/A:1013500812258

59.Claussmann, L., Revilloud, M., Gruyer, D., & Glaser, S.
(2019). A review of motion planning for highway
autonomous driving. IEEE Transactions on Intelligent
Transportation Systems, 21(5), 1826-1848.
https://doi.org/10.1109/TITS.2019.2913998

60.Eren, A. & Dogan, H. (2022). Design and
implementation of a cost effective vacuum cleaner
robot. Turkish Journal of Engineering, 6 (2), 166-177.
https://doi.org/10.31127 /tuje.830282

61.Ulvi, A. (2020). Importance of unmanned aerial
vehicles (UAVs) in the documentation of cultural
heritage. Turkish Journal of Engineering, 4 (3), 104-
112. https://doi.org/10.31127 /tuje.637050

62.Turan, V., Avsar, E, Asadi, D. & Aydin, E. A. (2021).
Image processing based autonomous landing zone
detection for a multi-rotor drone in emergency
situations. Turkish Journal of Engineering, 5 (4), 193-
200. https://doi.org/10.31127 /tuje.744954

63.Rao, Q., & Frtunikj, J. (2018). Deep learning for self-
driving cars: Chances and challenges. In Proceedings
of the 1st international workshop on software
engineering for Al in autonomous systems, 35-38.
https://doi.org/10.1145/3194085.3194087

64.Garnett, N,, Silberstein, S., Oron, S., Fetaya, E., Verner,
U, Ayash, A, ... & Levi, D. (2017). Real-time category-
based and general obstacle detection for autonomous
driving. In Proceedings of the IEEE International
Conference on Computer Vision Workshops, 198-205.
https://doi.org/10.1109/ICCVW.2017.32

65.Mallozzi, P., Pelliccione, P., Knauss, A., Berger, C., &
Mohammadiha, N. (2019). Autonomous vehicles:
state of the art, future trends, and
challenges. Automotive Systems and Software
Engineering, 347-367. https://doi.org/10.1007 /978-
3-030-12157-0_16

66.Rehder, T., Koenig, A., Goehl, M., Louis, L., & Schramm,
D. (2019). Lane change intention awareness for
assisted and automated driving on highways. IEEE
Transactions on Intelligent Vehicles, 4(2), 265-276.
https://doi.org/10.1109/TIV.2019.2904386

67.Kendall, A., HawKke, ]., Janz, D., Mazur, P., Reda, D.,
Allen, ]. M,, ... & Shah, A. (2019). Learning to drive in a
day. In 2019 International Conference on Robotics
and Automation (ICRA), 8248-8254.
https://doi.org/10.1109/ICRA.2019.8793742

68.Kiran, B. R, Sobh, I, Talpaert, V., Mannion, P., Al Sallab,
A. A, Yogamani, S, & Pérez, P. (2021). Deep
reinforcement learning for autonomous driving: A
survey. I[EEE Transactions on Intelligent
Transportation Systems, 23(6), 4909-4926.
https://doi.org/10.1109/TITS.2021.3054625

298

69.Nj, ], Chen, Y., Chen, Y., Zhu, ., Ali, D., & Cao, W. (2020).
A survey on theories and applications for self-driving
cars based on deep learning methods. Applied
Sciences, 10(8), 2749.
https://doi.org/10.3390/app10082749

70.Chen, C,, Wy, ],, Lin, H., Chen, W., & Zheng, Z. (2019). A
secure and efficient blockchain-based data trading
approach for internet of vehicles. IEEE Transactions
on Vehicular Technology, 68(9),9110-9121.
https://doi.org/10.1109/TVT.2019.2927533

71.Huy, Z., Yang, Y., Wy, ], & Long, C. (2022). A secure and
efficient blockchain-based data sharing scheme for
location data. Inthe 2022 4th International
Conference on Blockchain Technology, 110-116.
https://doi.org/10.1145/3532640.3532655

72.Mikavica, B. & Kosti¢-Ljubisavljevi¢, A. (2021).
Blockchain-based solutions for security, privacy, and
trust management in vehicular networks: a
survey. The Journal of Supercomputing, 77(9), 9520-
9575. https://doi.org/10.1007 /s11227-021-03659-x

73.Singh, P. K., Singh, R., Nandj, S. K., Ghafoor, K. Z., Rawat,
D. B,, & Nandj, S. (2020). Blockchain-based adaptive
trust management in internet of vehicles using smart
contract. [IEEE Transactions on Intelligent
Transportation Systems, 22(6), 3616-3630.
https://doi.org/10.1109/TITS.2020.3004041

74.Gazdar, T., Albogomi, 0., & Munshi, A. (2022). A
decentralized blockchain-based trust management
framework for vehicular ad hoc networks. Smart
Cities, 5(1), 348-363.
https://doi.org/10.3390/smartcities5010020

75.Vattaparambil, S. S, Koduri, R, Nandyala, S., &
Manalikandy, M. (2020).Scalable decentralized
solution for secure vehicle-to-vehicle communication,
2020-01-0724. https://doi.org/10.4271/2020-01-
0724

76.Lin, X.,, Wy, ]., Mumtaz, S., Garg, S., Lj, ]., & Guizani, M.
(2020). Blockchain-based on-demand computing
resource trading in loV-assisted smart city. IEEE
Transactions on Emerging Topics in Computing, 9(3),
1373-1385.
https://doi.org/10.1109/TETC.2020.2971831

77.Xu, L, Ge, M., & Wu, W. (2022). Edge server
deployment scheme of blockchain in IoVs. IEEE
Transactions on  Reliability, 71(1),  500-509.
https://doi.org/10.1109/TR.2022.3142776

78.Cisneros, ]. R. A, Fernandez-y-Fernandez, C. A, &
Vazquez, ]. J. (2020). Blockchain software system
proposal applied to electric self-driving cars charging
stations: a TSP academic project. In 2020 8th
International Conference in Software Engineering
Research and Innovation (CONISOFT), 174-179.
https://doi.org/10.1109/CONISOFT50191.2020.000
33

79.Mollah, M. B,, Zhao, J., Niyato, D., Guan, Y. L., Yuen, C.,
Sun, S, .. & Koh, L. H. (2020). Blockchain for the
internet  of  vehicles towards intelligent
transportation systems: A survey. IEEE Internet of
Things Journal, 8(6), 4157-4185.
https://doi.org/10.1109/]10T.2020.3028368

80.]Jabbar, R, Dhib, E., Said, A. B,, Krichen, M., Fetais, N.,
Zaidan, E., & Barkaoui, K. (2022). Blockchain
technology for intelligent transportation systems: A


https://doi.org/10.3390/technologies11050117
https://doi.org/10.1023/A:1013500812258
https://doi.org/10.1109/TITS.2019.2913998
https://doi.org/10.31127/tuje.830282
https://doi.org/10.31127/tuje.637050
https://doi.org/10.31127/tuje.744954
https://doi.org/10.1145/3194085.3194087
https://doi.org/10.1109/ICCVW.2017.32
https://doi.org/10.1007/978-3-030-12157-0_16
https://doi.org/10.1007/978-3-030-12157-0_16
https://doi.org/10.1109/TIV.2019.2904386
https://doi.org/10.1109/TITS.2021.3054625
https://doi.org/10.3390/app10082749
https://doi.org/10.1109/TVT.2019.2927533
https://doi.org/10.1145/3532640.3532655
https://doi.org/10.1007/s11227-021-03659-x
https://doi.org/10.1109/TITS.2020.3004041
https://doi.org/10.3390/smartcities5010020
https://doi.org/10.4271/2020-01-0724
https://doi.org/10.4271/2020-01-0724
https://doi.org/10.1109/TETC.2020.2971831
https://doi.org/10.1109/TR.2022.3142776
https://doi.org/10.1109/CONISOFT50191.2020.00033
https://doi.org/10.1109/CONISOFT50191.2020.00033
https://doi.org/10.1109/JIOT.2020.3028368

Turkish Journal of Engineering - 2024, 8(2), 282-299

systematic literature review. IEEE Access, 10, 20995-
21031.
https://doi.org/10.1109/ACCESS.2022.3149958
81.Gandhi, G. M. (2019). Artificial intelligence integrated
blockchain for training autonomous cars. In 2019
Fifth International Conference on Science Technology
Engineering and Mathematics (ICONSTEM), 1, 157-
161.
https://doi.org/10.1109/ICONSTEM.2019.8918795
82.Agrawal, D., Bansal, R, Fernandez, T. F., & Tyagi, A. K.
(2021). Blockchain integrated machine learning for
training autonomous cars. In International
Conference on Hybrid Intelligent Systems, 27-37.
https://doi.org/10.1007/978-3-030-96305-7_4
83.Ahamed, N. N, & Karthikeyan, P. (2020). A
reinforcement learning integrated in heuristic search
method for self-driving vehicle using blockchain in
supply chain management. International Journal of
Intelligent Networks, 1,92-101.
https://doi.org/10.1016/j.ijin.2020.09.001
84.Liu, C. H, Lin, Q., & Wen, S. (2018). Blockchain-
enabled data collection and sharing for industrial IoT
with deep reinforcement learning. IEEE Transactions
on Industrial Informatics, 15(6), 3516-3526.
https://doi.org/10.1109/T11.2018.2890203

85.Liu, M., Yu, F. R, Teng, Y., Leung, V. C,, & Song, M.
(2019). Performance optimization for blockchain-
enabled industrial Internet of Things (IloT) systems:
A deep reinforcement learning approach.EEE
Transactions on Industrial Informatics, 15(6), 3559-
3570. https://doi.org/10.1109/TI1.2019.2897805

86.He, Y., Huang, K., Zhang, G., Yu, F. R, Chen, ], & Li, ].
(2021). Bift: A blockchain-based federated learning
system for connected and autonomous vehicles. IEEE
Internet of Things Journal, 9(14), 12311-12322.
https://doi.org/10.1109/J10T.2021.3135342

87.Jain, S. Ahuja, N. ], Srikanth, P., Bhadane, K. V,
Nagaiah, B., Kumar, A, & Konstantinou, C. (2021).
Blockchain and autonomous vehicles: Recent
advances and future directions.IEEE Access,9,
130264-130328.
https://doi.org/10.1109/ACCESS.2021.3113649

88.Singh, P., Elmi, Z, Lau, Y. Y., Borowska-Stefanska, M.,
Wisniewski, S., & Dulebenets, M. A. (2022). Blockchain
and Al technology convergence: Applications in
transportation systems. Vehicular Communications,
38,100521.
https://doi.org/10.1016/j.vehcom.2022.100521

@ @ @ © Author(s) 2024. This work is distributed under https://creativecommons.org/licenses/by-sa/4.0/

299


https://doi.org/10.1109/ACCESS.2022.3149958
https://doi.org/10.1007/978-3-030-96305-7_4
https://doi.org/10.1016/j.ijin.2020.09.001
https://doi.org/10.1109/TII.2018.2890203
https://doi.org/10.1109/TII.2019.2897805
https://doi.org/10.1109/JIOT.2021.3135342
https://doi.org/10.1109/ACCESS.2021.3113649
https://doi.org/10.1016/j.vehcom.2022.100521
https://creativecommons.org/licenses/by-sa/4.0/

