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Cyber Wars: Asymmetric Threat

Baha Adnan ALSBARY**

Abstract:

The Asymmetric threat is considered one of the most challenges for stability in 21
centuries, that types of threat is conduct by player who has less capability and power
comparing with states but at the same time it has ability to impose threats and create
a new areas and instrument for combat. Cyber threat is one of asymmetric threat that
should countered by states. It takes advantage particularly with increasing dependency
on technology, internet and networks in directing military, security, and economic
affairs.

The rapid technological and increasing dependency on technology and space in
management of political economic and military affairs led to new conflicts, especially
with current low level of cooperation and confrontation instruments, which is not
enough to prevent new challenges or cyber threat. However, missing of coordination
and cooperation among states in information security and cyber threat with absence of
legal rules for monitoring and punish attackers make create obstacles in confrontation
of cyber threat and difficulty to overthrowing it. So that cooperation and building
legal rules to accounted of cyber-attack would be one of the most important factors in
confronting the threat in addition increasing cultural, technological, and humanitarian
awareness about the dangerous of cyber threats with increasing and improvements
technical level of administration of materials and networks to protect it from cyber
threats.

Keywords: Cyber Threat, Information Security, Asymmetric Threat, Cyber Attack.
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Structured Summary

The rapid development of cyber technology considered main challenge that faces states
in its effort to counter it. The new skills and technologies of cyber-attacks combined
with spread of dependency on technology in all life aspect make state institutions more

susceptible to cyber-attacks.

The motivation of cyber-attacks differs from motivation of terrorism because
terrorists focus on political purposes. However, the cyber-attacks have variety in terms
of aggressors whose may be individuals, groups, states as well as variety in purposes,
which could be political, economic, cultural and social aims so the governments should
expect attack from different parties, however regardless its motivations or goals the

cyber attack is threat that should be counter and overcome by state.

The internet is not the only area of cyber threat. The weakness points in networks
and programs considered an assistant factor for more attack of different types of cyber
threat it also could be a motivation for terrorist activity and political, economic and
security threat. The miss of coordination and rapid development in cyber technology
create a challenged environment even for developed states in its conformation to cyber
attack, these form Asymmetric threats create a new framework for political interaction
among state. The main characterizes of cyber threat as low cost and difficulty to
discovered or tracked make it the best chose for aggressor states. So that if the
governments want to protect its national security from it than they should develop the
technology of cyber security which mean it should transform from using traditional
technology as antivirus to more develop technology to defeat that complexity of cyber

threats.

Many scholars believe that deploying of technology in political, security and
economic sectors would contribute in increasing cooperation frameworks of
International Relation. However, technology has achieved some of that goal, it redefines
the International Relations, and it becomes one of the main feature of International
Relations through as it used as a necessary tool in all aspects of International Relation.
However, using of technology is not good absolutely because it has some negative
aspects of as cyber threat and cyber wars, which led to rethinking about depending on
technology in political, security and economic sectors of International Relations. The

Asymmetric threat is considered one of the most challenges for stability in 21 centuries,
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that types of threat is conducted by player who has less capability and power comparing
with states but at the same time it has ability to impose threats and create a new areas
and instrument for combat. Cyber threat is one of asymmetric threat that should be
countered by states. It takes advantage particularly with increasing dependency on

technology, internet and networks in directing military, security, and economic affairs.

In spite of the short history of electronic threats, there is a need to build a large and
growing awareness of the seriousness of these threats. Electronic threats have become
sophisticated in terms of their forms between money theft, fraud, espionage, theft of
innovation, threats to infrastructure, theft of state security and military information
even the economic differed in terms of espionage and theft to the attack and destruction
and their control as well as after, another innovation channels modern attack from
online networks to employ devices and transplant programs inside them to spy down to
the invention of the means to threaten far from it, as happened with P Leros (Stuxnet)
and this is the future of the unprecedented threats that could pose another challenge for
States to protect the electronic space is characterized by being easy and low cost to fight

wars and new threats.

The increase of electronic interactions in the light of technological development
makes it difficult to control and control by any party, because the diversity of
manufacturers and uses of technology and in the diversity of technological uses it
becomes impossible to monitor all the mechanisms that pass through this scientific and
so these networks and electronic devices and ports vulnerable to employ in order to
launch electronic attacks intended to inflict damage to the opponent, apart from the
purpose of the attack and regardless of the targets to be attacked and the nature of the
damage caused by the attack, the bilateral recruitment technology and take it out of the
framework of strengthening Cooperation frameworks to the conflict and the threat is a

new area in the policies of States, which imposes a new pattern of interactions.

The electronic threat varies from simple threats to content, type, and even
motivations, which are sometimes individualized in terms of organization and targeted
at sites that are not sensitive in terms of targeting and are sometimes intended to satisfy
themselves and prove capability. These threats do not cause significant damage, the
possibility of coalition countries and their cooperation to launch an electronic attack
targeting a sensitive and important site for state sovereignty and national security, and

often politically motivated or security or even economically.
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The emergence of this asymmetric type of threat has created new frameworks for
managing interstate interactions and policies. This field, the wide range of threat, which
does not require high costs, the difficulty of knowing the source of the threat and not

even the possibility of tracking it.

Technological acceleration, expansion of production areas, and increasing
dependence on technology and space for the management of political, economic, and
even military affairs foreshadow a new type of conflict, especially as cooperation and
coping mechanisms are not as strong as the emergence of new electronic challenges
orthreats. States in the field of information security and cyber threats In the absence
of legal rules to monitor and punish the attackers make it possible to eliminate these
threats or even to face them is unlikely in light of these data, that is, the cooperation
and the construction and legislation of legal rules to conduct Accounting and cyber-
attacks will be one of the most important means to counter the threat, as well as
increasing cultural awareness and humanitarian risks of technological electronic threats
and to increase and improve the technical level and technical management devices and

electronic networks to protect them from the dangers of electronic threats.

Ekim 2017 « Hibrit Savaglar1 Ozel Sayisi ¢ 1 (2) ¢ 11-32



	_GoBack

