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ABSTRACT
The challenges of improving the effectiveness of countering cyber-terrorism clearly demonstrated that
the success of this activity is largely determined by the behavior of those who involved in this
conflict. The proposed in this article approach is based on the assumption that none of the decision
makers has a complete and accessible model of confrontation in a cyber-conflict. More precisely, each
agent knows about the actions of a separate part of the system for which he is an “expert”. Therefore
multiagent distributed decision-making models were proposed to face that challenges.
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1. INTRODUCTION

The need to address the challenges of improving the effectiveness of countering cyber-terrorism clearly
demonstrated that the success of this activity is largely determined by the behavior of those who
involved in this conflict. Therefore, one of the most promising areas is the study of both the forms of
conflict between the parties, and the methods of joint activity of each of the opposing parties of the
conflict. The most promising tools of such a study are the methods of simulation, among which the last
time should be noted the methods of agent-oriented modeling.

When designing agent-oriented models, it is important to answer the question of how to model decision-
making processes by agents of the parties to the conflict, because, as practice shows, it is the behavioral
aspects of the parties to the conflict that are decisive in achieving the goals of each party.

2. LITERATURE REVIEW

A large number of models of decision making by the agent can be found in the literature, each of which
is inspired by different goals and research questions. In [1], a review of 14 architectures of decision-
making agents that attracted the interest of researchers was presented. They range from rule-based
production systems to psychological-neurological approaches. For each of the architectures, an
overview of its structure is given, research questions are highlighted, which were answered with its help,
and the reasons for choosing the decision-making model provided by the creators are presented. The
purpose of this fundamental review was to provide recommendations to choose decision-making models
of the agent, their level of simplicity or complexity, that can be used for different research question.

The behavioral aspects of attack results are presented in [2-4] and the relationship between cyber-attacks
and the decision-making process is modeled. The methods of real modeling are presented to stimulate
the expected behavior, in particular the effects of cyber-attacks on decision-making. The authors present
a set of cyber-attack and protection parameters that can be used to assess the impact of cyber-attacks on
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human behavior and vice versa.

In [5], researchers describe the motivation and “profile” of various types of hackers in order to better
understand their behavior and improve the defense position of enterprises. A prognostic model was also
developed to categorize people as hackers or potential hackers in order to predict a person’s
susceptibility to illegal hacker behavior. The considered independent variables include age, gender,
level of education, professional status and personal moral philosophy, and the dependent variable is
behavior (measured by the desire to hack into a computer system).

The mentioned works relate to the analysis and modeling of behavioral aspects of opposition in the
conditions of cyber conflict. It should be noted that, first of all, the structural features of the systems are
decisive in the formation of the behavior of one or another type. Therefore, it is of interest article [6]. It
proposes new strategies for supporting distributed solutions that affect the most basic structures of
decision support systems. For distributed decision support systems that are focused on the parties to the
conflict, there are models of agent cooperation that take advantage of the opportunities offered by the
latest distributed technologies. This model allows to develop dynamic, self-organizing, self-managing
and self-recovering distributed decision-making and support systems.

Even a brief review of publications shows that the main focus when considering behavioral aspects is
placed on the individual behavior of participants in a cyber-conflict. Therefore, it is necessary to
recognize the actuality of work on the study of decision-making structures in a cyber-conflict.

3. MAIN RESULTS

Any goal-oriented activity is associated with decision-making, therefore, intuitive ideas about the
content and structure of the problem of decision-making are quite obvious. This work is limited to the
class of those tasks in which decisions are made by a variety of decision makers (DM), between which
information necessary for decision-making is distributed, and which function in parallel, interacting
with each other in the decision-making process.

Below we consider the problem of designing the structure of interaction between a group of decision
makers for effective real-time management of a complex, large-scale cyber-security system. An attempt
was made to combine classical concepts of decision making with approaches in the field of distributed
(network) systems management. The proposed approach defines three characteristics:

1) Multidisciplinary and conceptual approach,

2) the level of detail that determines the applicability to solve any practical problem,

3) openness, which means that the proposed approach is only one of many that could be offered to
solve this problem.

Thus, the work reflects the process of designing a structure in which the problems of decision-making in
decentralized systems can be successfully presented. The proposed approach is based on the assumption
that none of the decision makers has a complete and accessible model of confrontation in a cyber-
conflict. More precisely, each agent knows about the actions of a separate part of the system for which
he is an “expert”. He does not know anything about the structure of the system outside his subject area;
and an assessment of the impact of hiss decisions on the rest of the system and the influence of external
decisions on his particular subsystem should be obtained as a result of interaction with other agents like
him. Thus, the decision-making process is distributed among the decision makers, and the coordination
of planned actions largely depends on the available interaction resources. The proposed structure can be
used to design teams in which a person acts as one of the decision-making resources.

In order to achieve many interesting results of the centralized decision making theory, four main
concepts will be used together:

1) concept of state according to Markov;

2) Bayesian probability theory law;

3) the use of a scalar index of global performance;

4) dynamic programming.
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When these concepts are used for group decision makers (multiple decision makers), the following
problems arise. Each agent can calculate its own conditional probabilities of process states, but dynamic
programming requires knowledge of at least conditional probabilities for input signals provided by other
agents. This, in turn, leads to the need for any agent to obtain models of other agents (which have
memory, at least in the form of conditional probabilities, and, therefore, the state space) so that those
other agents would have models of the previous ones (and their models), etc. Moreover, the problem of
forming an optimal decentralized decision-making strategy usually becomes difficult in this structure.

One way to eliminate these limitations concerning the completeness of knowledge affecting the state is
to provide each agent with only a model of a part of the state space and the associated dynamics.
However, the models used by all agents should in some way describe the system as a whole, and each
agent should know that there are other parts of the system and they affect the part of the system that is
assigned to him. Based on this, we can formulate the first principle of the proposed approach: “Each
decision-making agent has a limited model of the controlled system”.

Now consider two agents interacting with each other so that the actions of one (“A”) directly affect the
dynamics of the other (“B”). It is clear that there is a need for communication between them. “B” should
advise on the actions he has taken so that their consequences could be explained; “A” is obligated to
inform “B” about his goals, since “B” can plan actions to help “A” to achieve them. However, care
should be taken to prevent strategies where an infinite-capacity channel is used to transmit all messages
to a single node, which in this case implements the usual centralized strategy; therefore, constraints on
certain types of connections should be imposed. Experience has shown that the inclusion of analytical
communication costs or restrictions on their volume is extremely difficult.

If two agents have models that are almost completely nonintersecting in their variables, then the set of
attributes that they could exchange is naturally limited. All that two interacting agents could share is the
set of interaction variables produced by the agent that influences the other. This would be the only
general context that they would have as a basis for communication; thus, the second principle is
formulated: “the relationship between agents takes place only in terms of indicators directly related to
the main interaction variables”.

The usual approach to the distribution of the processing load among the decision making agents is to use
iterative exchanges between them. Such an approach, although often effective, usually requires a
significant bandwidth of the feedback means, since several iterations must be performed at each step to
determine the set of current control inputs. For this reason, strategies should work as described below.
The following principle is formulated as follows: "it is necessary to avoid iterative methods that involve
communication between agents at each step."

Finally, the very definition of the structure being modeled ensures that agents will often be unaware of
the many events taking place that may ultimately influence them. The probabilistic approach to such
uncertainty is not well defined; it seems preferable to resolve uncertainty, assuming the worst case. This
gives the attractive advantage of granting local autonomy to decision makers: communication acts as a
means to reach agreements between two agents, limiting the actions of each of them. However,
everyone can be free to choose one of several alternatives within the agreed limits, knowing that the
other will consider his choice as the worst possible case. This leads to the formulation of the following
principle: “uncertainty about the future actions of the agent will be resolved either by exchanging
messages, or the worst case may be assumed”.

We define a distributed decision making system as a tuple
MAS = <A, E, R, ORG, ACT, COM, EV>,

according to which it is understood as a set of agents A, able to function in some environments E, which
are in certain relations R and interact with each other, forming some organization ORG with a set of
individual and joint actions ACT (behavioral strategies and actions), including possible communicative
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actions COM, and is characterized (as, by the way, individual agents) by evolution possibilities EV.

The topology of the decision-making system can be expressed by the graph G, consisting of a finite set
of nodes N and a set of arcs L

G=(N,L). 1)
For convenience, suppose the nodes are numbered 1,2, ..., [IN| = N in some unique way. Arcs connect
one node to another unidirectionally

LcNxN (2
where (i,j)cL indicates a link connecting node i with node j. G will display the main dynamic influence
of the subsystem of the decision maker i on the subsystem of the decision maker j. (Note that i always
affects i, which is the implicit owner of its own model i.)

Each arc will represent not only the dynamic interaction, but also the corresponding interface in the
decision-making structure. Since the graph is not necessarily bidirectional, no assumptions about the
symmetry of G need be made.

Arcs represent the relationships to each other of the subsystems modeled at each node, but their
relationship to inputs, outputs, and system goals should also be considered.

Inputs:Each input into the system must be determined by one and only one agent (one that models his
direct influence).

Outputs: Each output of the system in a similar way can be associated with exactly one agent that
models their origin, based on the model variables of this agent.

Goals: Some agents tie specific targets to their individual models. Other agents will not have any
individual goals — their function is to organize (coordinate) the actions of other agents so that the goals
of the latter are achieved.

This maintains the distinction between the decision agent in the node i, Ai, and the model of the
subsystem that he possesses Mi. The model may contain formalized ideas about how to interact with
other agents, the behavior strategies and actions of the agent itself, as well as the possibility of the agent
evolution.

Now we can say that the problem of making a distributed decision is presented in the form of a structure
if local models M; and interaction relationships G are defined.

Each local model M; complete in the sense that it has a kind of Markov properties: There are many
"states" Xi, but the local state transition function depends on interaction variables that reflect the effects
of parts of the system modeled by other agents. Such a formulation leads to the necessity of
implementing reflexive models. Interaction variables are selected from the sets Zj, that reflect the
influence of the subsystem managed by agent i on the subsystem managed by the agent j. They are
defined as the values of the interaction functions as follows

Oij- Xiﬁzij (3)

Determining interaction values z;; for each state x;, of function gi; will usually be irreversible; there will
be some pair Xil and Xi2 such that

0i; (x) = 9; (%) at X # X7 )
forany iand j. That is, it can be a formula by which it is impossible to unambiguously restore the state.
Management and observation spaces are defined as follows:

U; — multiple controls from which an agent i can choose;

Y; — measurements that can be obtained by the agent j.

Now the model M, which the agent possesses, can be defined. This is “the eight” consisting of the
following components:

Xi — set of the local states;

{Z;j} — aggregate state sets;
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Ui — set of the inpults;

Y; — set of the outputs;

fi — function, that determines the next state;

h; — function, that determines the next output;
{0ij} — aggregation functions;

ci — local cost function;

where:

fiZ XileiX...ZNiXUi—) Xi (5)
9ij: Xi—Zij (6)
hiZ XixZiix...xZni—= Yi (7)
Ci: XixXixZiix...xZnixUi—=R (8)

Equation (5) expresses a constraint that reflects the fact that transitions depend only on the local state
and interaction with immediate neighbors, as well as on control variables; equation (6) does the same

for the outputs. Equation (8) defines a local objective function: ci(xi, Xi+, Z1i, Zai, ..., Zni, U;) - transition

cost from state x; at some point in time t in state XiJr at point in time t+1, when interaction variables are
present zi, Zzi, ..., Zni, and applied u;.

An important feature of the introduced formulation is that the concept of a centralized state has been
replaced by the concept of a set of local states. To determine the future local response A; for local inputs
local state x; knowledge is not enough; knowledge of future interactions from other modules is also
required. Optimal decision strategies usually require the greatest possible amount of knowledge about
the outcomes of possible decisions, and it should be expected that local decision making will be based
on information collected regarding the local state and future interactions, in as much quantity as
possible.

Observation functions h; realize the relationship “one to one”: every agent at any given time t knows the
state and interaction variables with complete certainty. This avoids the complications of the assessment
problem and allows to focus on the problem of coordination. No assumption about the relationship of
local goals with the goal of the organization as a whole has been made, since this involves considering a
wider class of organizational structures.

Examples of problem areas in which the considered approach and the described models could be used
are presented in [7-8]. The practical application and implementation for multi-agent decision making
system the suggested models is future research of the authors.

4. CONCLUSION

The key concept of the proposed approach is the individual element of the system, an agent who is an
expert in the unique subsystem of which he and he alone has the most complete knowledge, and for
which he is responsible. For the considered systems, methods that support decision making can be
developed.
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