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Abstract 

Technology is developing day by day in the world. In addition, developing technologies bring innovations and conveniences to 

all areas of life. However, ensuring the continuity of these innovations brought by technology reveals different problems. Smart 

home approach, which increases the quality of human living areas, is one of the most popular working subjects of recent times. 

In a smart home, built with the Internet of Things technology products, it is very important that the sensors and control devices 

communicate in a safer way and work in a coordinated manner to ensure the ecosystem's continuity in a safer way. In this study, 

an IoT based smart home testbed was realized by using MQTT communication protocol which one of the most used IoT 

communication protocols. With the developed system, the control of the smart home and the operating performance of the 

system were controlled with the mobile application. The results obtained in the light of the data provided by the test show that 

the system developed with the MQTT communication protocol can successfully ensure data flow and control in Smart Home 

applications. 
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1. Introduction 

 

Technology is developing rapidly on a daily basis. Together with the developing technology, various technological devices that 

provide innovation and convenience come into our lives. Automation systems, free of human intervention, have started to take 

place in human life regularly with the development of technology. 

 

Mankind has needed shelter starting with the creation and has begun to create spaces associated with it. Natural environments 

forced human to do that and, mankind began to construct their own structures that show the characteristics of the era in which they 

live and their social and cultural change. Nowadays, the concept of "smart home" has started to emerge with the dominant effect 

of modern-era technology. With smart home automation concept, it is aimed to provide both energy-time efficiency as well as 

security, comfort and saving benefits for housing needs. 

 

Smart houses, the first example encountered with the Push Button Mansion in the 1950s, continue to gain various features over 

time. Push Button Mansion was the first smart home application, it had many features such as windows that close when it rains, 

lighting that opens automatically to the bell press, garage door that can open and close according to the driving path, fire and burglar 

alarm systems (Railton, 1950). Studies in recent years are not only about adding features to smart homes, but also energy and waste 

management (Han et al., 2014), (Zhou et al., 2016), (Anvari-Moghaddam et al., 2016), system security (Kumar, 2014), (Komninos, 

2014), (Jacobsson et al., 2016), monitoring (Liu et al, 2016), (Vanus et al., 2017), application development (Aminikhanghahi et al., 

2018), (Feng et al., 2017), (Juwan et al., 2019) and the operation of new communication protocols on the system. 

 

Smart home kind of automation can manage our spaces from a single point and gain (add) various security features with the help 

of smart sensors and smart home assistants used inside or outside the house. All devices and sensors used in the smart home 

applications are controlled by the master home automation controller, generally called a smart home system. All devices within the 

smart home system should communicate with each other, by definition, and with the main controller when necessary. The 

communication of smart devices with each other over a network revealed the concept of Internet of Things (IoT). 

 

IoT can be defined as a network system that allows electronic devices to communicate with each other using various communication 

protocols. It was first put forward in a presentation by Kevin Ashton in 1999 and it has become the present form with the developing 

technology. According to the research, the number of devices interacting with each other in 2003 was 500 million but today it has 

reached to 14 billion and it is estimated that this number will increase to 50 billion by 2020. 

 

IoT systems started to work under many topics. These studies can be classified as the security of a system established with IoT, 

performances of communication protocols and applications that are included in various fields. (Alrawais et al., 2017), (Nurse et al., 

2017), (Dabbagh & Rayes, 2019) have worked on IoT security (Lee et al., 2013), (Johnsen et al, 2013), (Luzuriaga et al ., 2014), 

(Luzuriaga et al., 2015). The literature review of the communication protocols used in IoT systems and the comparison of their 

performances is given in Table 1. 

 

Table 1. Comparison Works about IoT Communication Protocols 

 

Author  Application Area Methods Performance Comparision 

Chen & Kunz, 2016 Healthcare Applications MQTT, DDS Latency: DDS (better) 

Bandwith Cons: MQTT (better) 

Mun, D. H., Le Dinh, M., & 

Kwon, Y. W., 2016, June. 

Comparison of protocols in 

terms of transmission time 

and energy consumption 

CoAP, MQTT, MQTT-

SN, Websocket 

Web socket is better than other 

protocols 

Kayal, P., & Perros, H. 

(2017, March. 

Smart Parking CoAP, MQTT, XMPP, 

Websocket 

Lower Server Utilization: CoAP 

(Better) 

Multi-threading Support: XMPP 

(better) 

Higher Server Utilization: Web 

socket (better) 

Thangavel, D., Ma, X., 

Valera, A., Tan, H. X., & 

Tan, C. K. Y., 2014, April. 

Comparison CoAP, MQTT MQTT lower delay (at lower 

packet loss) 

MQTT higher delay (at higher 

packet loss) 

 

In an IoT system, the communication of devices/things (Publisher / subscriber) with each other or with the broker can only be 

possible by using the same network protocol. The communication of the devices with each other raises different problems. Network 

protocol used for communication of devices; network traffic, the amount of data transmitted, the transmission of data, as well as 

problems with the limited hardware features of the IoT devices with effective hardware and power problems in the issue of 

important hardware. For this reason, various network protocols have been developed by companies to enable IoT devices to 

communicate more efficiently. 
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2. Material and Methods 

2.1. IoT 

Electronic devices have gained the ability to communicate and share data directly with each other or by creating an ecosystem with 

the development of technology in recent years, The ability of electronic devices to communicate with each other and to share data 

using various network structures and protocols has been named as the Internet of Things (IoT) over time. 

 

All kinds of smart electronic devices with connection capacity can be a part of the IoT ecosystem. With the increasing number of 

these devices, we encounter applications in many fields such as smart home, smart environment, smart city, smart health services, 

smart agriculture and animal husbandry, and finally smart industrial and military applications. 

 

In an IoT ecosystem built with constrained hardware features, the communication protocol has gained particular importance due 

to reasons, such as increased communication traffic, power consumption, insufficient processor, memory and storage capacity. For 

this reason, network protocols such as MQTT, CoAP, AMQP, SOAP have emerged. 

 

2.2. MQTT 

Message Queue Telemetry Transport (MQTT) is a message-based communication protocol introduced by IBM in 1999. It is the 

most common protocol used to exchange data between machines within the Internet of Things platform. This protocol is preferred 

because the size of the communication packets is small, easy to use and implement, and the network bandwidth is large. 

 

Table 2. Properties Comparison of IoT Communication Protocols 

Protocols CoAP HTTP MQTT WebSocket 

Transport UDP TCP TCP TCP 

Messaging Request/ 

Response 

Request/ 

Response 

Publish/ 

Subscribe 

Asynchronous 

Community  

Support 

IPSO, OMA, 

IETF 

IETF, 

oneM2M 

IBM IETF 

Delay Fair Fair Good Good 

Cloud 

Support 

Good Good Good Fair 

Power Usage Good Good Fair Good 

 

MQTT is a protocol based on the publish / subscribe system. This system consists of Client, Broker and Topic. The client represents 

the devices which are connected to the network and sending and receiving data such as sensors, cell phones, and computers. An 

MQTT client can be both a publisher or a subscriber. The publisher is the source of the data on the system to be sent. A subscriber 

is a client who wants to receive messages from the publisher. A MQTT broker is a device that connects clients in the system. The 

broker is responsible for collecting and maintaining that data when the client connected to it publishes data and processing it 

properly. It then transmits this data to the subscribers connected to it. The broadcaster and subscriber do not need to work and 

know each other at the same time. The broker retrieves the data into the buffer in sequence when the client is offline and forwards 

it when the client is online. It has a queuing system in this way. 

 

The MQTT has a three-stage control package to establish safer communication: a mandatory fixed header, an optional variable 

header, and a load. Optional fields often complicate the operation of the protocol. CONNECT, CONNACK, PUBLISH, PUBACK, 

PUBREC, PUBREL, SUBSCRIBE, SUBACK, and MQTT are some of the MQTT control packages that are exchanged between 

MQTT clients and the MQTT broker. 

 

After a successful network has been established between the MQTT client and the MQTT broker, the control packages are 

exchanged between the client and the broker. The client that wants to connect to the MQTT broker sends a CONNECT packet 

specifying its identity, flags, protocol level, and other fields. The server confirms the client through the CONNACK packet with a 

return code indicating the connection status. This ensures a connection between the client and the broker. 

 

If the client wants to send data as a publisher, it sends a PUBLISH packet to the broker. This package includes QoS transmission 

level, subject name, load capacity, etc. If the data to be sent is transmitted in QoS 0, the broker does not send any confirmation 

packet for the broadcast packet. If the data is transmitted to QoS 1, the broker confirms to the client that the packet has been 

broadcast with the PUBACK packet. In QoS 2, four packages are exchanged. The broker confirms that the PUBLISH package was 

received with the PUBREC package. The MQTT client then sends a request for the data that it wants to publish with a PUBREL 

packet. The broker then sends the fourth packet of PUBCOMP, confirming that the message is complete and published once on 

the given subject, indicating that the transaction is complete. 
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Figure 1. Structure of MQTT Communication 

If the MQTT client wants to receive the published message, it sends the SUBSCRIBE packet to the broker. The broker confirms 

the subscription to the request with the SUBACK package. When the subscription is successful, messages on the specified subject 

are transmitted to the subscriber with the QoS transmission level. To unsubscribe a topic, the subscriber sends the UNSUBSCRIBE 

package to the broker and the broker confirms the cancellation of the subscription with the UNSUBACK package. 

After a certain timeout period, the connection between the client and the broker is terminated. The client transmits the PINGREQ 

packet to the server to maintain the connection, indicating that it is active. The MQTT broker responds to the subscriber with the 

PINGRESP packet and ensures that the connection continues. 

 

The MQTT client sends a DISCONNECT packet to the broker to terminate the connection. The broker does not send a reply packet 

to the subscriber in response to this packet, but the client then deletes all messages related to the subscriber and the subscriber is 

disconnected from the broker. 

 

 

Figure 2.  QoS Data Transportation 

The MQTT uses QoS levels to transmit messages. QoS is a protocol based on a bilateral agreement of a message with respect to 

the assurance of data distribution. Although TCP / IP provides guaranteed data presentation, data loss may occur if a TCP 

connection is broken and transmitted messages are lost. Therefore, MQTT adds 3 QoS levels to the top of TCP: 

 

a) QoS0 (Up to one time): At this QoS level, the message is sent up to one time and delivery of a message is not guaranteed. 

b) QoS1 (At least once): At this QoS level, the data is sent at least once. It is possible to send a message more than once by setting 

the repetition of the message. 

c) QoS2 (Exactly once): At this QoS level, the message is sent precisely once using the 4-way handshake system. 
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3. Developed Application Testbed 

In this study, a smart home system test-bed based on IoT system architecture, where communication between things/devices is 

guaranteed according to MQTT protocols, is realized. The architecture of the system is given in Figure 3. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.  The Architecture of the System 

The developed smart home system consists of sensors and control elements (Subscriber / Publisher) and the main central processing 

unit (Broker). In the developed system, PIR sensor is used for motion detection, MQ4 sensor for gas leak detection, DHT11 sensor 

for measuring heat and humidity, IR flame sensor for fire detection, photoresistor (LDR) for measuring light intensity and ACS712 

for measuring current. Relay, alarm, door lock, water valve and gas valve are used as control elements. 

 

3.1. Establishment of Broker  

In the application environment, Raspberry Pi 3 single board computer with ARM microprocessor is used as the main processing 

unit. This card has been chosen due to its low power consumption, physical dimensions and ease of use. Debian based Raspbian 

operating system was installed as the operating system on the card. Apache web server is installed for Web Service and database. 

Following the general configuration of the operating system, the open source Mosquitto MQTT broker, developed by the Eclipse 

Foundation, was used to manage the MQTT message contents. Mosquitto has been preferred because of its open source structure, 

it allows for various modifications and add-ons as well as rich documentation. MQTT Server and Apache Web Server integration 

is provided by means of a developed program to ensure that each data from IoT environment is kept in the database with time tag, 

message tag and content. In addition, the developed program filters the data collected from IoT environment and sends the data 

that are determined to be significant at the QoS 2 level. 

 

3.2. Establishment of Publisher  

The data collected from the IoT environment via motion sensor, gas sensor, flame sensor, humidity sensor, temperature sensor, 

LDR and current sensor, which are called as publisher elements, are read with the help of NodeMCU microcontroller and converted 

to meaningful data and sent to the broker. The general working flow diagram of the publisher elements is given in Figure 4. 

 

 

  

 

 

 

Figure 4. Publisher Systems Flowchart 
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3.3. Establishment of Subscriber  

Relay, alarm, door lock, water valve and gas valve were used as Subscriber elements in the developed system. The NodeMCU 

microcontroller was used to analyze the data collected from the IoT ecosystem and to transmit the appropriate command to the 

relevant control elements. The general working flow diagram of the subscriber elements is given in Figure 5. 

 

 

 

  

 

Figure 5. Subscriber Systems Flowchart 

3.4. Development of Mobile Application 

Today's technological infrastructure makes it easy to access and control many devices remotely. For a smart home system, remote 

monitoring and control is an important requirement. A mobile application has been developed to remotely monitor the data in the 

test environment and to control the control elements remotely. The developed mobile application is designed for two-way 

operation. If the mobile device is connected to the same Wi-Fi network as the smart home, the mobile application acts as a part of 

the IoT ecosystem and acts as both a publisher and a subscriber. If the mobile device accesses to the Internet through a different 

network, the device can control the ecosystem and examine the data via the web service. The mobile application was developed in 

accordance with Android mobile devices. The screenshots of the application are given in Figure 6. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6.  Mobile Application Interface 

4. Results 

The test environment was tested and run under various scenarios. The scenarios created are summarized below. 

 

Scenario 1: Single Publisher & Single Subscriber are Active 

In this scenario, the publisher and the subscriber first checked for the system work and performance for their own case. The system 

was then tested in cases where both the publisher and the subscriber were working simultaneously. In addition to this scenario, the 

mobile device was first tested alone by connecting to the same Wi-Fi network and connecting to a different network. The mobile 

device, which passed the tests without any problems, was tested by connecting to the system even in the case of both the publisher 

and the subscriber. In cases where there is only one publisher and one subscriber, the system works without any problems. 
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Scenario 2: Two Publishers & Two Subscribers are Active 

In this scenario, the system was tested for two publishers and two participants actively working. The mobile application was tested 

in this scenario by connecting to both the same Wi-Fi network and different network. In cases where there were two publishers 

and two participants, the system worked without any problems. 

 

Scenario 3: All Publishers & All Subscribers are Active 

In this scenario, the status of all (seven) publishers and all (five) participants in the system is tested. In addition to this scenario, 

the mobile application is integrated into the system both by connecting to the same Wi-Fi network and over different Wi-Fi 

networks. While the mobile application was connected to the same Wi-Fi network, there was no problem in communication and 

control. However, when the mobile application is connected to a different Wi-Fi network, it is observed that there are no problems 

in the application monitoring functions but there are delays in the control functions. 

5. Discussions 

In this study, an IoT based smart home test environment was realized by using MQTT communication protocol. Various sensors 

and control elements were added to the IoT ecosystem and the performance of the MQTT communication protocol on different 

scenarios was tested. The developed mechanism has been tested in all scenarios in which all publishers and participants are 

connected and it has been observed that it works without any problem. The developed test environment experienced delay problems 

in control functions in the scenario where the mobile application was connected to a network other than the multiple subscriber 

and publisher. It has worked successfully in all other test scenarios and passed the tests successfully. As a result of the test 

application, it was observed that the MQTT communication protocol is suitable for an IoT smart home system. 

 

It is thought that the mentioned problems can be overcome with the improvements to be made on the mobile application. In future 

studies, it is considered that studies on comparing MQTT and CoAP communication protocols and system scaling can be 

performed. 
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