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EDITOR’DEN
Degerli “Gtivenlik Bilimleri Dergisi” okuyucularimiz,

Yayin hayatina 2012 yilinda baslayan Giivenlik Bilimleri Dergisi basta giivenlik
yonetimi, sug arastirmalari, adli bilimler ve uluslararasi iligkiler olmak iizere 20 alt
baslik altinda Giivenlik Bilimleri disiplinin gelisimine degerli akademik katkilar
vermeye devam etmektedir. Dergimizin Kasim ay1 sayis1 Rusya-Ukrayna krizinin
devam ettigi, insansiz hava araclar1 ve teknolojik vasitalarin silahli ¢atigmalarda
daha yogun olarak kullanildigi, terdr orgiitlerinin ve sug Orgiitlerinin siber ortami
istismar etme gayretlerini yogunlastirdigi giinimiiz giivenlik ortamini yansitacak
sekilde tasarlanmustir.

Askeri kullanim amaciyla gelistirilen, daha sonra basta afet yonetimi ve arama
kurtarma operasyonlar1 olmak lizere tarim, haritacilik, maden arama gibi pek ¢ok
alanda kullanilan insansiz hava araglarinin ve insansiz hava araci sistemlerinin
kullanim amaglarina her gecen giin bir yenisi eklenmektedir. LAFCI, TAS ve
CANTURK bu araglarin adli bilimler ve olay yeri agisindan énemini inceledikleri
makalelerinde; s6z konusu araglarin kisa tarihine degindikten sonra, insansiz hava
araclar ile ilgili yasal diizenlemeleri incelemis ve bu araglarin adli sorusturmalarda
kullanimindan kaynaklanan hukuki ve teknik zorluklar1 ele almislardir. Makale;
gelecekte adli olaylarda ve olay yeri incelemesinde yogun olarak kullanilacagi
degerlendirilen insansiz hava araglarimin bu alanda kullanimina 11k tutacak ve
benzer ¢aligmalara kaynaklik edecektir.

Teknolojik gelismeler her donem bireyler ve toplumlar i¢in endise kaynagi
olmustur. Bu durumun temel nedenleri s6z konusu geligsmelerin; insanlarin islerini
ellerinden alacagi veya insanliga zarar verebilecegi varsayimidir. Otonom silah
sistemleri giliniimiizde teknoloji kaynakli endigelerin en 6nemli nedenlerinden
biridir. Onceden belirlenmis kriterlere ve algoritmalara dayanarak hedef tespit etme
ve daha 6nemlisi hedefi imha etme karar1 verebilen bu sistemlerin dl¢iiliiliik, askeri
gereklilik, ayirt etme ve 6nleme gibi insancil hukuka uygunlugu ve bu sistemlerden
kaynaklanacak zararlarin sorumlulugunun kime ait olacag literatiirde tartigilan
onemli basliklardir. Uluslararast hukuk kapsaminda otonom silah sistemlerini
inceledigi Ingilizce makalesinde ~AKKUS otonom silah  sistemlerini
siiflandirdiktan sonra bu sistemlerin kullanimindan dogan sorumlulugun kime ait
olacagini sorusuna yanit aramistir.



Ulkeler her y1l kriminal laboratuvarlarinin teknolojik alt yapisim gelistirmek ve
burada gorevli personelin bilgi ve gorgiistinii arttirmak i¢in 6nemli yatirimlar
yapmaktadir. Bu yatirnmlarin temel amaci, meydana gelen adli olaylarin
aydinlatilma oranlari arttirabilmek ve adaletin tecellisine katkida bulunabilmektir.
Delillerin toplanmas1 ve incelenmesi siireclerindeki yeterlilik ve uzmanlik adli
olaylarin aydinlatilabilmesi i¢in hayati 6neme haiz bir durumdur. Bununla beraber
teknik personelin olay yerine miidahale edinceye kadarki siirecte olay yerinin ve
delillerin muhafazas1 daha biiyiik bir 6neme haizdir. KOSEM ve SARIBEY
hazirladiklar1 ingilizce makalelerinde olay yerine miidahale eden ilk birimlerin
hatalarindan kaynakli sorunlart en aza indirgemek i¢in uyulmasi gereken
prosediirlerin neler oldugunu incelemektedir. Alti ana tema altinda hazirlanan 40
adet soru ile alanda calisan kolluk kuvvetlerine rehberlik edilmesi planlanan
makalede, kolluk personelinin olay yerine ilk miidahalesinde uymasi gereken temel
prensipler de ortaya konulmustur.

Basin yayin araciligi ile sanal olarak bazen de sokakta, is yerimizde canli olarak
sahit oldugumuz fiziksel ve sozlii siddet eylemleri maalesef artarak giinliik
hayatimizin bir parcasi haline gelmektedir. Kural ihlalleri ve hakaret gibi eylemler
nedeniyle yasanan trafikte siddet olaylari hemen hemen her giin haberlerde yer
bulmaktadir. AKTAS hazirladigi makalesinde yol siddeti meydana geldigi esnada
bir silahin varliginin yarattigi riskleri incelemistir. Trafik psikolojisi perspektifinde
literatiir bulgularmin yeniden yorumlandigi makalede, trafik siddetinin farkli
boyutlari ele alinmstir.

Son yillarda Avrupa’ya dogru yasanan gd¢ rotasinin giineyden kuzeye dogru
degismesi, Belarus ile komsulari arasinda sinir kontrolleri kapsaminda gerginligin
olugmasina neden olmustur. Litvanya ve Polonya gibi Baltik {ilkelerinin sinirlarina
engeller insa etmesi bu gerilimin daha fazla tirmanacaginin gostergesiydi.
ERDOGAN ve DORA makalelerinde Belarus ve Polonya arasinda yasanan gog
krizi esnasinda Avrupa Birligi’nce yapilan agiklamalar1 ve uygulanan yaptirimlar
¢ok aktorli kiiresel iligkiler ve politikalar baglaminda degerlendirmistir. Makalede
iki iilke arasinda yasanan basit bir sinir giivenligi krizi gibi goriinen olayin tarihsel
siirecler, milll ¢ikarlar ve uluslararasi iligkiler baglamindaki ¢ikarimlan ele
almmustir,

Radikallesme genel anlamda toplumsal yasamin her boyutunda mevcut diizene
yonelik koklii degisimlerin olmasi gerektigini savunan bir hareket olarak
tanimlanabilir. Radikallesme bireyin i¢inde bulundugu grubu savunma istegi ve
grubun istegini gergeklestirme agisindan artan grup siddetini mesrulastiran duygu,



davranig ve inanclarda meydana gelen degisimdir. Bu degisim, etkin siddet
kullaniminin mesrulastirilmas:  ve aragsallastirilmasidir. Internet ve internet
araclarmin  kullaniminin  yayginlasmasi, 6zellikle terérizm terminolojisinde
radikallesme baglaminda protesto, propaganda, finansman, eleman temini, egitim ve
eylem planlamas1 bakimindan doniistiiriicii etki yaratmaktadir. KURUM, BILGIC
VE CARDAK makalelerinde siber alanda bireylerin radikallestirilebilmesi
olasiligina kars1 kitlesel gdzetimin rolii ele alinmaktadir. Bu baglamda, makalede
panoptikon kavrami ¢ergevesinde, internetin kitlesel gozetiminin radikallesme etkisi
iizerine bir tartisma yapilmaktadir.

Saygilarimizla,

Prof.Dr. ismail Hakki DEMIRCIOGLU
Baseditor



EDITOR’S NOTE
Dear ‘Security Sciences Journal’ Readers

The Journal of Security Sciences, starting its publication in 2012, continues its
valuable academic contributions to the development of the Security Sciences Discipline
under 20 subtitles, some of which are security management, criminal studies, forensic
sciences, and international relations. The November issue of our journal is designed to
reflect today's security environment, where the Russia-Ukraine crisis continues,
unmanned aerial vehicles and technological tools are used more intensively in armed
conflicts, and terrorist organizations and criminal organizations intensify their efforts to
exploit the cyber environment.

Unmanned aerial vehicles and unmanned aerial vehicle systems, which were initially
developed for military use, began to be used in many fields such as agriculture,
cartography, mineral exploration, especially disaster management and search and rescue
operations, adding a new service every day. LAFCI, TAS, and CANTURK, in their
articles, in which they examine the importance of these vehicles in terms of forensic
sciences and crime scenes, review the legal regulations related to unmanned aerial
vehicles after mentioning the short history of these vehicles and then discuss the legal
and technical challenges arising from the use of these tools in forensic investigations.
The article will shed light on the use of unmanned aerial vehicles, which are considered
to be used more intensively in forensic events and crime scene investigations in the future
and will be a reference for similar studies.

Technological developments have always been a source of concern for individuals
and societies. The main reason for this concern is the expectation that these
developments will take away people's jobs or harm humanity. Today, autonomous
weapon systems are one of the most important reasons for technology-related concerns.
Based on predetermined criteria and algorithms, the compatibility of these systems,
capable of detecting targets and, more importantly, reasoning to destroy them, with
humanitarian law such as proportionality, military necessity, discrimination, and
prevention, and the responsible body for the damages which can result from these
systems are among the essential topics in literature. In his English article examining
autonomous weapon systems within the scope of international law, AKKUS, after
classifying autonomous weapon systems, sought an answer to the question of who will
be responsible for using these systems.

Every year, countries make significant investments to improve the technological
infrastructure of Criminal Laboratories and increase their staff's knowledge and
experience. The main aim is to increase the rates of criminal cases solved and to
contribute to the manifestation of justice. Whereas competency and expertise in
collecting and examining evidence are vital for solving criminal cases, the preservation
of the crime scene and evidence is of greater importance in the process until the technical
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personnel intervene on the scene. KOSEM and SARIBEY examine the procedures to
be followed to minimize the problems caused by the first responders’ mistakes in their
article written in English. With 40 questions prepared under six main themes, this article
aims to guide law enforcement officers working in the field and present the basic
principles that law enforcement personnel must comply with while intruding on the
scene.

Physical and verbal violence that we witness virtually through the media, and
sometimes live on the street or at our workplace, are unfortunately increasingly
becoming a part of our daily lives. Road rage incidents caused by rules violations or acts
such as insults can be found in the news daily. In his article, AKTAS examined the risks
posed by the presence of a gun at the scene of road rage. In the article, in which the
literature findings are reinterpreted from the traffic psychology perspective, different
dimensions of traffic violence are discussed.

The change in the migration route from south to north in recent years has led to
tensions between Belarus and its neighbors regarding border controls. The fact that
Baltic countries such as Lithuania and Poland built barriers on their borders was an
indication that this tension would escalate further. In their articles, ERDOGAN and
DORA evaluated the statements made by the European Union and the sanctions imposed
during the migration crisis between Belarus and Poland in the context of multi-actor
global relations and policies. In this article, the implications of an event, which seems to
be a simple border security crisis between two countries, are discussed in the context of
historical processes, national interests and international relations.

Radicalization is generally defined as a movement that advocates radical changes in
the existing order in all aspects of social life. Radicalization is the change in emotions,
behaviors and beliefs that legitimizes the increasing group violence in terms of the
individual's desire to defend the group he is in and to realize the group's will. This change
is the legitimization and instrumentalization of the effective use of violence. The
widespread use of the internet and internet tools has a transformative effect in terms of
protest, propaganda, financing, recruitment, training and action planning, especially in
the context of radicalization in terrorism terminology. KURUM, BILGIC, and
CARDAK discuss the role of mass surveillance against the possibility of radicalization
of individuals in cyberspace in their article. In this context, the radicalizing effect of mass
surveillance of the internet is discussed through the panopticon concept.

Prof ismail Hakki DEMIRCIOGLU, Ph. D.
Editor in Chief
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Barig LAFCI, Emine Giil TAS, Nergis CANTURK

INSANSIZ HAVA ARACLARININ VE INSANSIZ HAVA ARACI
SISTEMLERININ ADLi BILIMLER ACISINDAN ONEMi

Oz

Adli olaylarin bilimsel yontemler ve analizler kullanarak incelenip ¢oziimlenmesinde adli
bilimlerin yarg: sistemine katkisi son derecede kiymetlidir. Olay yerinin incelenmesinden elde edilen
bulgular, adli bilimciler tarafindan yapilan analizler ve degerlendirmeler, mahkemeye sunulacak
kanitlar haline gelir. Sugun varligi irdelenir, magdur, fail ve olay yeri arasindaki iliskiler bu kanitlar
sayesinde aydinlatilir. Adaletin saglanmasi ve giivenli bir yasam alani i¢in ¢aligan tiim birimlerin
faaliyetlerinin yakindan takip edilmesi onemlidir.  21. yiizyil i¢inde bu ¢aliymalara kathk
saglayanlarin basinda insansiz hava araglar: ve insansiz hava araci sistemleri gelir.

Insansiz Hava Araci; bir pilot araciligiyla uzaktan kumanda edilen veya otonom operasyonu
planlanan hava araci olarak tanimlanwr. Kontrol istasyonu, komuta ve kontrol veri bagi, kalkis ve inig
sistemi gibi birbirinden ayri sistem elemanlarinin biitiiniine Insansiz Hava Araci Sistemi denir.

Askeri alanda kullanim amaciyla gelistirilen bu sistemler zamanla donaniminin gelistirilmesiyle
sivil alanlarda da kullanmilmaya baslamistir. Gazetecilik ve habercilik, afet yonetimi, arama kurtarma
operasyonlari, haritacilik, ti¢ boyutlu modelleme, giivenlik denetimleri, sinir denetimi, meteorolojik
takip, ekolojik ¢alismalar, madencilik, arkeolojik ¢alismalar baslica kullanildigr alanlardr.

Literatiir taramast yapilarak hazirlanan bu derleme c¢alismasinda Insansiz Hava Aract ve
sistemlerinin gecmisi, ozellikleri ve sivil kullamim alanlari arastirilmig, adli bilimler agisindan
ozellikle olay yeri inceleme alaminda kullaniminin énemi ve gerekliligi tartismaya agilmistir.

Anahtar Kelimeler: Ifldli Bilimler, Insansiz Hava Araci, IHA, Insansiz Hava Araci Sistemleri [HAS,
Olay Yeri, Olay Yeri Inceleme, Drone

THE IMPORTANCE OF UNMANNED AERIAL VEHICLES AND UNMANNED
AERIAL VEHICLE SYSTEMS IN TERMS OF FORENSIC SCIENCES

Abstract

The contribution of forensic sciences to the judicial system in the study and analysis of judicial
events using scientific methods and analyzes is extremely valuable. The findings obtained from the
examination of the crime scene, analyzes and assessments by forensic scientists become evidence that
will be submitted to the court. The existence of the crime is examined, the relations between the
victim, subject and the crime scene are clarified thanks to this evidence. It is important to closely
monitor the activities of all units working for ensuring justice and a safe living space. Unmanned
aerial vehicles and unmanned aerial vehicle systems are the main contributors to these studies in the
21st century.

Unmanned Aerial Vehicle is defined as an aircraft that is can be flown by remote pilot control or
has autonomous operation planned by the pilot control. Unmanned Aerial Vehicle System is the
whole of the system elements such as the control station, the command-and-control data link, the
take-off and landing system.

Although these systems were developed for military use, they started to be used in civilian areas
with the development of their equipment. Those areas are mainly comprised of journalism, disaster
management, search and rescue operations, cartography, three-dimensional modeling, security
inspections, border control, mining, meteorological, ecological, and archaeological studies.

In this review, the characteristics of Unmanned Aerial Vehicle and Systems and their civil usage
areas were investigated through a historical approach, and the importance of future studies in the
field of crime scene investigation in terms of forensic sciences was emphasized.

Keywords: Crime Scene, Crime Scene Investigation Forensic Sciences, Unmanned Aerial Vehicle
UAV, Unmanned Aerial Vehicle Systems UAVS, Drone.
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GIRIS

Son yillarda teknolojinin kotiiye kullanimiyla su¢ unsurlarinin veya islenen
suclarin Ortbas edilmesi ¢abalar1 ile karsilasilmaktadir. Buna paralel olarak
devletlerin sug¢ ile miicadele yontemlerinde teknolojik gelismelerin kullanimi da
artmustir. Ayrica ongoriillemeyen kaza ve dogal afet olaylarinda halkin giivenliginin
saglanmas1 gerekliligi de ge¢misten gilinlimiize siiregelen bir ihtiyactir. Adaletin
saglanmasi ve giivenli bir yasam alani i¢in ¢alisan tiim birimler gelismeleri
yakindan takip etmelidir. 21. ylizy1l i¢in bunlarin basinda insansiz hava araglari
([HA) gelir. Teknolojinin hizla gelistigi alanlardan olan insansiz hava araglari basta
askeri amaglarla iretilmeye baslanmis olsa da giiniimiizde istihbarat, arama
kurtarma, kirlilik tespiti, tarim, ulagtirma, kargo, haritacilik, fotografeilik gibi
bircok farkli alanda kullamlmaktadir. Bu calisma ile IHA’larn hem halkin
giivenligini tehdit eden durumlarda hem de islenen suglarin aydinlatiimasinda
giivenlik birimlerince kullanim alanlarin1 tanimlamak ve olast simirliliklar
acgiklamak amaclanmustir.

1. ADLi BILIMLER VE OLAY YERi iNCELEME

Bilimsel yontemler ve yaklasimlar ile adli makamlara intikal eden olaylarin
cOziimlenmesine katki saglayan adli bilimler, yargi sisteminin Onemli bir
pargasidir. Her bir olayin birbirinden farkli kosullar1 ve isleyisi oldugundan
dogruya ulagsmak i¢in zaman zaman gerek pozitif bilimler gerek sosyal bilimlerden
destek alinmasi gerekmektedir. Adli bilimler, adalete hizmet edebilecek her tiirlii
bilimsel yaklasimi catist altinda toplar. Ihtiyag duyulmasi halinde genetik,
psikoloji, antropoloji, botanik, kan lekesi analizi, toksikoloji, entomoloji, dis
hekimligi vb. birbirinden farkli bir¢ok disiplin adli bilimlerin birer par¢asi olarak
yarglya hizmet eder. Gelisen teknoloji ile her gecen giin adli olaylarm ve
dolayisiyla adli bilimlerin smir1 genislemektedir. Islenen suglarm simr tanimaz
cesitliligi, yillar i¢inde adli bilimlerin ilgi alanmin genislemesinde ve suglarin
aydinlatilmasinda birgok yeni teknolojinin kullanilmasini saglamistir (Kog¢ vd.,
2019, ss. 117-126).

Bir adli bilimci; adli sorusturmada elde edilen bulgulart ve verileri inceleyip
bilimsel analizler ve degerlendirmeler yaparak mahkemeye sunulacak kanitlara
ulagir (Durmus, 2010). Amag tiim bu yontemler ile basta cinayet, cinsel saldiri,
kundaklama, terérizm, siber saldirilar, insan/gogmen kacakgiligi, cocuk istismari,
uyusturucu madde kagake¢iligi gibi suclarin failinin bulunmasi kadar yanlislikla
suclanan kisilerin sugsuzlugunun kanitlanmasini ve kaza olaylarinda bulgularin
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ortaya ¢ikarilmasini saglamaktir. Bir baska deyisle; adli bilimcinin amaci sugun
varligimi irdeleyerek ve siiphelilerin sug ile iliskisini tespit ederek adalete hizmet

etmektir. Bunun ic¢in de her bilim insan1 gibi sorgulayici, dinamik ve alanindaki
teknolojik gelismelere hakim olmali, bilgi ve becerilerini uluslararas1 yeterlilikte
tutmak i¢in ¢abalamalidir.

Adli bilimlerin uygulama yontemlerinin baginda kriminalistik — gelir.
Kriminalistik; kanitlarin incelenmesinde Ozellikle matematik, fizik, kimya ve
biyoloji bilimlerini kullanilarak su¢ ve suglunun tespit edilmesi amaciyla
uygulanan bir tekniktir. Olay mahallinin ve buradaki bulgularin degerlendirilmesi
ve delil haline getirilmesi kriminalistigin konusudur (Durmus, 2010). Bu baglamda
olayin aydinlatilmasi igin birbiriyle iligkili 3 ana unsur irdelenmelidir; magdur, fail
ve olay yeri (Yiikseloglu vd., 2008, ss. 61-80). Bu ii¢ unsur arasindaki iligkinin
aydinlatilmasi i¢in olay yerine intikal eden ekiplerce delil olarak kullanilmasi
muhtemel her tiirlii bulgu ¢ok 6nemlidir. Olay yeri incelemesi genellikle bir ceza
sorusturmasinda gerceklestirilen adli islem ve analizler zincirinin baslangi¢
noktasidir. Olay yeri inceleme kapsaminda; tim bulgular bilimsel yontem ve
tekniklerle toplanir, kayit altina alinir, muhafaza edilip incelemek iizere ilgili
laboratuvarlara gonderilir. inceleme yapilacak &rneklerin aranmasini, tespit
edilmesini ve toplanmasini kapsadigi i¢in sorusturmada ¢ok énemli bir role sahiptir
(Delémont vd., 2017; James & Nordby, 2002).

Olay yeri incelemesinin amaclari; olayda bir su¢ olup olmadigini anlamak,
varsa sugun iglenis tarzini, fail(ler)in kimliklerini ve yerlerini tespit etmek ve
delillerle suglulugu ispatlamaktir (Dinler, 2006, ss. 115-129). Olay yeri
incelemesiyle elde edilen bulgular, adli bilimcilerin elinde delillere doniisiir ve
olayim ¢oziilmesinde adeta birer "dilsiz tanik" haline gelir (Durmus, 2010). 1877
yilinda Fransiz kriminalist Prof. Edmont Locard'n gelistirdigi degisim prensibi,
olay yeri incelemesinin temel dayanagidir. Degisim prensibine gore; kisiler
girdikleri ortama mutlaka kendilerinden bir sey birakir; ayni sekilde ortamdan
¢ikarken de beraberlerinde oraya ait bir seyler alip gotiriirler (Durmus, 2010;
James & Nordby, 2002, ss. 167-193). Bu prensip kisaca adli bilimlerin ve olay yeri
incelemenin sloganmi héline gelen "Her temas iz birakir." cilimlesiyle de ifade
edilebilir (Yikseloglu vd., 2008, ss. 61-80).

Adli sorusturmanin ilk basamagi olan olay yeri inceleme, tekrar1 miimkiin
olmayan bir siirectir. Bu sebeple olay yeri kosullar1 dogru saptanmali, delillerin
tayini, belgelenmesi ve paketlenmesi 6zenli ve eksiksiz yapilmalidir. Olay1 ¢6zmek
ancak dogru yontem ve tekniklerle, hukuka uygun yapilan bir olay yeri
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incelemesiyle miimkiindiir (James & Nordby, 2002, ss. 167-193). Her sorusturma
birbirinden farkli ve 6zgiindiir. Bu farkliliklardan minimum oranda etkilenmek i¢in
yapilmasi gereken, olay yeri inceleme asamalarini sistemli ve prosediire uygun
uygulamaktir.  Is akisina uymadan yapilan incelemelerde her olay yerinin
ozelligine gore farkli aksakliklarin yasanmasiyla birlikte, ortak sona yani adaletin
saglanamamasina ulagsmak kagiilmazdir (Aydin vd., 2006).

Tim adimlardan once olay yerine ulasinca yapilacak ilk is olay yerinin
sinirlariin  belirlenip giivenliginin saglanmasidir. Giris cikislar kontrol altina
alimmali, yetkisi olmayan kisiler olay yerinden uzak tutulmalidir (Cansunar vd.,
1997). Aksi takdirde olay yerinde meydana gelen bir degisiklik ile bulgular
kaybolabilir.

Givenlik saglandiktan sonra olay yerinin dokiimantasyonuna baslanir. Tutanak
hazirlama, fotograf ¢ekimi, video kaydi ve kroki ¢izimi olmak {izere 4 asamadan
olusan bu isleme tespit de denilmektedir (Durmus, 2010; Dinler, 2006, ss. 115-129;
James & Nordby, 2002, ss. 167-193). Amag olay yerinin herhangi bir degisiklik
yapilmadan once ilk bulundugu haliyle kaydedilmesi ve tiim delillerin birbiriyle
iligkisinin tanimlanmasidir. Yapilacak 6l¢iim ve numaralandirma ile bu iliskilerin
anlagilabilirliginin artirilmasi saglanir (Dinler, 2006, ss. 115-129).

Tespit tamamlandiktan sonra olay yeri ekibinin bulgulari toplamasi, paketlemesi
ve etiketlemesi iglemine gecilir. Sorusturmaya katki saglayacagi diisliniilen her
bulgu 6zelligine gore dikkatle toplanir ve tasniflenir. Ardindan birbiriyle etkilesime
girip bozulmaya veya ¢apraz bulasa miisaade etmeyecek sekilde yapisina uygun
pakete konulur (James & Nordby, 2002, ss. 167-193). Paketlerin iizerine
yapistirilacak olan etikette tarih, saat, bulundugu yer, bulan kisi ve kayit numarasi
gibi olay yeri ile ilgili bilgiler olmalidir (Durmus, 2010).

2. INSANSIZ HAVA ARACLARI, iINSANSIZ HAVA ARACI SiSTEMLERIi
VE KULLANIM ALANLARI

Insansiz hava aracinin birgok kaynakta farkli tanimlar1 bulunmakla birlikte Sivil
Havaciik [HA Talimati'nin 4. maddesine gore; “.. aerodinamik kuvvetler
aractligryla siirekli ucus yapma yeteneginde olan, iizerinde pilot bulunmaksizin
uzaktan IHA pilotu tarafindan kontrol edilerek veya otonom operasyonu IHA pilotu
tarafindan planlanarak ugurulan ya da havada kalabilen hava araci”dir (SHGM,
2019). Bu tamimda sadece ugurulan platformun agiklaniyor olmasi, uguran sisteme
deginilmemesi sebebiyle son yillarda yeni bir adlandirmaya gidilmis, kapsam
genisletilerek insansiz hava araci sistemi (/HAS) kullanilmaya baslanmistir (Yigit
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vd., 2015, ss. 1-27; Karaagag, 2014, ss. 181-211). Yine sivil havacilik talimatinin
aym sayili maddesinde THAS; ‘“THA ile kontrol istasyonu, komuta ve kontrol veri
bagi, kalkig ve inig sistemi gibi ucusun saglanmasi icin gerekli olan, birbirinden

ayri sistem elemanlarinin biitiinii ” olarak tammlanmistir (SHGM, 2019).

Insansiz hava araci yerine giinliik yasamda yaygin olarak “drone” kelimesi
kullanilmaktadir. Drone; insansiz olarak hareket edebilen otomatik hava veya deniz
aracidir. Esasinda Ingilizce bir kelime olup “erkek ari” anlamina gelen bu terimin
kokeni 1936 yilina uzanir. Amerika Birlesik Devletleri (ABD) Deniz Kuvvetleri
tarafindan baslatilan hedef ugak projesine, ingiliz iiretimi “Queen Bee (kralice
art)” insansiz hedef ugak sisteminden ilham alinarak “Drone” ismi verilmis ve
ardindan tiim hedef ucgaklar ve THA sistemlerinin tamimi olarak dile yerlesmistir
(Karaagacg, 2014, ss. 181-211). Giinliik kullanimda drone veya IHA’ya alisilmis
olmakla birlikte bu terimler hem wulusal hem uluslararasi platformlarda
birbirlerinden keskin sinirlarla ayrilmamistir (Kahveci & Can, 2017, ss. 511-535).
Profesyonel olmayan ortamlarda bir terimin digerinin yerine kullanimina
rastlanilmaktadir.

Balonlar, 18.yiizy1l sonlarinda askeri amagli kullanimlari sebebiyle insansiz
hava araglarmin atasi olarak kabul edilmektedir. Doneminin insansiz hava aract
sayilan balonlar kesif amagli goriintiileme ve uzaktan kumanda ile bombalama gibi
stratejik acidan onemli askeri faaliyetlerde kullanilmislardir (Remote Piloted Aerial
Vehicles: An Anthology, 2003). Bu gelismeler {iizerine hava hukukunda
uluslararast diizenlemelere ihtiyag duyulmustur. 1910 Paris Konferansi, hava
hukukunun uluslararasi diizeyde tartisildigr ilk diplomatik ortam olmakla birlikte
bu konferanstan kesin sonuclar elde edilememistir (Kahveci & Can, 2017, ss. 511-
535; Yardimei, 2019, ss. 61-88). THAS teknolojisinde 6ncii iilke olan ABD’de |.
Diinya Savasi ile birlikte insansiz ucaklar, II. Diinya Savasi ile ilk uzaktan
kumandali ugak kullanilmus, yillar icinde Almanya, israil ve diger iilkeler de bu
pazara dahil olmus, IHAS larin askeri kullanim alanlar1 ve sikliklar1 artmus, seri
iiretime gecilmistir (Uyar, 2010). Askeri alanda &zellikle Silahli Insansiz Hava
Araglarinin (SIHA) kullanimlarinin artmasinda soguk savas donemindeki istihbarat,
kesif ve pilot kaybinin azaltilmaya calisiimasimin etkisi belirgindir (Torun, 2017,
ss. 3-6). 20. yiizyilin sonlarina kadar biiyiik oranda askeri amac¢li kullanilan
insansiz hava araci sistemleri iizerindeki kabiliyet ve kazanimlar gelistirildikce
sivil alanlarda da kullanimlar1 hiz kazanmustir (Dikmen, 2015, ss. 145-176).
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[HAS larin birgok farkli siniflandirmasi yapilmistir ancak en genel cerceve ile
yapilan smiflandirma Korchenko ve Illyash (2013) tarafindan yapilmistir. On alt1
basliktan olusan bu siniflandirmanin kriterleri;

1. Hava aracinin kullanim alana,

Kullanilan kontrol sisteminin tiiri,

Ugus kurallart,

Havada kullanilan alan,

IHA nin cesidi,

Kanat tipi,

Kalkis ve inisteki kaldirma kuvvetinin yonii,
Kalkis — inis tipi,

© XN~ ®wDd

. Hava aracinin motor tipi,

10.Yakat sistemi,

11.Yakat tank tipi,

12.Yakit sisteminden istifade sayist,

13.Genel kategorilendirme (IHA maksimum kalkis agirligi, menzil, havada
kalma siiresi, ¢ikabilecegi maksimum irtifa degerlerine gore),
14.Gergeklestirilebilecek mesafe yarigapi,

15.Ugus yiiksekligi,

16.Fonksiyon ve uygulama alanlar1 olarak tanimlanmustir.

Ulkemizdeki smiflandirma ise insansiz Hava Araci Sistemleri Talimati 5.
maddesinde ac¢iklanmaktadir. Bunlar;

THAO0: Azami kalkis agirlig 500 gr (dahil) — 4 kg araliginda olan iHA'lar,
THA1: Azami kalkis agirhig1 4 kg (dahil) - 25 kg araliginda olan THA'lar,
THA2: Azami kalkis agirligi 25 kg (dahil) - 150 kg araliginda olan IHA'lar,
THA3: Azami kalkis agirligi 150 kg (dahil) ve daha fazla olan THA'lardur.

Talimatin 2. maddesi 2. fikrada yonetmelik kapsami disinda degerlendirilen
[HAlar; “Deviet insansiz hava araclari, yalnizca kapali alanlarda kullanilan [HA
ve sistemleri, yere veya herhangi bir platforma bagl olan insansiz balon ve benzeri
sistemleri ve azami kalkis agirligi 500 gr ‘dan daha az olan IHA 1ar ”dir (SHGM,
2019).

Askerl amagla kullanilan insansiz hava araci sistemlerinin kullanim alanlar
Ingilizce 3D kisaltmasiyla  (dull-stkici,  dangerous-tehlikeli,  dirty-kirli)
tamimlanmigtir  (Dikmen, 2015, ss. 145-176). Dull-sikici; kilometrelerce
uzunlugundaki boru hattinin kontrol edilmesi gibi ¢alisanlara sikici gelen ve
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monoton  c¢alisma  sekli  yiiziinden yeterli 0zenin  gosterilmemesiyle
sonuclanabilecek isleri tanimlar. Dangerous-tehlikeli; askeri operasyon veya afet

durumlar1 gibi gorevlerde giivenlik giiclerinin hayati risklerini oldugunca azaltmak
amacini tanimlar. Dirty-kirli; 6zellikle kimyasal, biyolojik, radyoaktif ve niikleer
(KBRN) bulasin oldugu ortamlar1 ifade eder. Bu durumlarda yapilan miidahalelerde
en dnemlisi daha fazla insanin etkilenmemesidir. IHAS kullaninu sayesinde destek
personelinin ortam bulasindan etkilenmesi en az seviyeye diisiiriilebilmektedir.
Zaman i¢inde teknolojik gelismeler sonucu agiklanan 3D’ye bir D harfi daha, Deep
(derin) eklenmistir. Deep-derin ise askeri istihbarat saglamak i¢in IHAS larin hedef
iilke topraklarina goériinmeden girme ve kesif yapmada kullanilmasimi tanimlar
(Karaagag, 2013, s. 7).

IHA’larin askeri kullanim alanlar1 basta bu dort baslik altinda toplanmus olsa da
sivil kullanim alanlar1 daha genistir. Uretim, bakim ve depolama masrafi, yakit
tilketimi, diisiik emisyon ve giiriiltii seviyesi, calisma saatlerinin uzunlugu ve
esnekligi, ortamin insani sartlara uygun hale getirilme zorunlulugunun olmamasi,
olas1 kazalarda can kayb1 yasanmamasi ilk akla gelenlerdir (Ahmad vd., 2013, ss.
535-540; Korkmaz vd., 2016, ss. 103-109; Isbir Turan vd., 2020, ss. 111-117;
Yardumct, 2019, ss. 61-88).

[HA’larin zayif noktalarindan bahsetmek gerekirse en 6nemlisi uzakta komuta
edilerek veya rotasi programlanarak c¢alistigi i¢in basta yapilan bir komut hatasi,
bilgisayar sistemlerinde yasanacak olasi bir siber saldir1 ya da ariza durumunda
diizeltme yapilamamasidir. Ek olarak nitelikli bir pilotun komutasina kiyasla
uzaktan kontrol edilen aracin ugus yetenekleri daha sinirhdir. Hava hukuku
diizenlemeleri ile insansiz hava araglarmin kullanimi smirlandirilmistir. Bu da
hareket alani kisitlamasina neden olmaktadir (Isbir Turan vd., 2020, ss. 111-117).

[HAS’1n temel donanimi ana govdede iskelet, kanat, pervane, motor ve batarya;
kontrol biriminde elektronik algilayicilar, haberlesme elektronigi, GNSS (Global
Navigation Satellite System-Kiiresel Konum Belirleme Sistemi); ihtiyaca gore
eklenecek sensor, kamera vd. algilayicilar ve IHA planlama, ucus ve yonetimi
amagli haberlesme ve yazilimdan olusmaktadir (Torun, 2017, ss. 3-6). Ayrica
yiiksek ¢oziiniirliiklii kameralar, kizil6tesi kameralar, termodinamik kameralar, yiiz
tamima Ozellikli aygitlar, kimyasal ve biyolojik dedektorler, radyofrekans
tanimlayicilar vb. her tiirlii teknoloji de miimkiin oldugu 6lgiide IHA S a eklenebilir
(Torun, 2017, ss. 3-6; Yardimct, 2019, ss. 61-88).
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Donaniminin  gelistirilebilmesi sayesinde insansiz hava araglarmin sivil
alanlarda kullanimlar1 hizla artmaktadir. Genel basliklara bakildiginda; gazetecilik
ve habercilik, afet yOnetimi, arama kurtarma operasyonlari, adli bilimler,
haritacilik, ti¢ boyutlu modelleme, insansiz sevkiyat, giivenlik denetimleri, sinir
denetimi, meteorolojik takip ve kontrol, ekolojik goézlemler ve c¢aligsmalar,
madencilik, arkeolojik ¢alismalar olarak sayilabilir (Kahveci & Can, 2017, ss. 511-
535; Mentesoglu & Inan, 2016, ss. 5-7). Ayrica insansiz hava araci sistemlerine
yonelik yapay zeka caligmalarinin evrensel diizeyde artmastyla, akilli uygulamalar
ile yliksek potansiyele sahip verimli ¢oztimler iiretilmektedir. Bu uygulamalar akilli
ulasim, akilli sehirler, akilli saglik hizmetleri, akilli kisisel bakim, akilli ev, akilli
endiistriler ve benzerlerini icerir (Syed vd., 2021).

Pilotlu ugan araglarla yapilan geleneksel fotogrametri, 6zellikle biiyiik alanlarin
haritalandirilmasinda uzun yillardir kullanilmaktadir. Farkli bir ¢alisma prensibi
olan IHA fotogrametrisi ise havadan &lgme, 3-boyutlu sayisal yiizey modeli
olusturma ve ortofoto yaratma araci olarak yer bulmustur. Biiyiik alanlarin
haritalandirilmasinda hala yetersiz olsa da bunlarin lokal giincellemelerinde diigiik
biitce avantaji ve kiiciik alanlardaki haritalandirma basaris1 sayesinde IHA
fotogrametrisinin kullanimi artmaktadir (Ahmad vd., 2013, ss. 535-540; Torun,
2017, ss. 3-6).

Arkeolojik alanlarda IHAS kullammu tarihi eserlerin zarar gdrmeden
belgelenmesinde fayda saglar. Yontem olarak THA fotogrametrisi ve geleneksel
fotogrametri tekniklerinin birlikte kullanilmasiyla maliyet diigiiriiliir, hiz kazanilir
ve dogruluk artirilir. Ayrica dokiimantasyonun daha gercekei ve kapsamli olmasi
saglanir (Yakar vd., 2015).

Ulkemizde ormancilik c¢alismalarinda yiiksek ¢oziiniirlik ve ayirt etme
becerilerinden otiirii hava fotograflar1 kullanilmaktadir. Literatiirde insansiz hava
araci sistemleri ile yapilan fotogrametrik analizlerin arkeolojik ¢aligmalardaki gibi
hiz, zaman ve para kazandirdig1 saptanmistir. Ayrica orman yanginlarinin ve sug
iligkili fiillerin tespitine yonelik gozlenmesi, karasal ulagima kapali dogal
ormanlarin gelisimlerinin takip edilmesi ve LIDAR (Laser Imaging Detection and
Ranging) teknolojisi ve ultrasonik sistemlerle volumetrik hacim hesab1 yapilmasi
gibi faydalar1 da vardir (Calders vd., 2015, ss. 198-208; Mentesoglu & Inan, 2016,
ss. 5-7).

[HAS’larin veri erisimini hizl1 ve ucuz yoldan saglamasi; harita, maden, jeoloji,
ingaat ve ¢evre mithendisliginde her gegen giin daha fazla tercih edilmelerine neden
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olmustur. IHA fotogrametrisi ile insani erisimin olmadig1 sahalarm haritalanmast,

acik maden isletmelerinde 3-boyutlu modelleme, kaya¢ ve mineral tespiti, jeolojik
haritalama gibi islemler kolaylasir (Giil, 2019, ss. 99-112).

Ayrica demir yollarinin periyodik bakimlart (Masat & Kaya, 2019, ss. 668-
678), riizgar tlirbin pervanelerinin ve kilometrelerce uzunluktaki boru hatlarin
periyodik bakimlari da insansiz hava araci sistemleriyle yapilabilir (Karaagacg,
2013, 5. 7).

Insansiz hava araci sistemlerinin kullanim alanlarindan biri olarak “dirty” yani
kontaminasyon riski olan alanlarda pilotsuz sistemlerin kullanilmas1 biiyiik 6neme
sahiptir. Bu baglamda niikleer gii¢c santrali, niikleer aragtirma merkezi, radyoaktif
atik depolama tesisi gibi riskli ¢alisma alanlarinda; IAEA (International Atomic
Energy Agency-Uluslararasit Atom Enerjisi Kurumu) tarafindan gelistirilen IHAS a
entegre radyasyon dedektorleri sayesinde radyolojik haritalar olusturularak
potansiyel radyasyon risklerini degerlendirmek, dekontaminasyon ve niikleer atik
yonetimi planlar1 ve stratejilerinin olusturulmasina yardimci olmak igin
kullanilabilirler (Peeva, 2021).

Afet yonetimi konusunda insansiz hava araci sistemlerinin katkilar1 yadsinamaz.
Afetten etkilenen bolgeleri ve bolgelerin etkilenme derecesini tespit etme, afet
bolgesine yakin erisim, hizli ve net goriintiileme, felaket magdurlarinin bulunmasi
amaciyla arama kurtarma ekibine destek olma, erken dénemde kritik tibbi bakim
malzemelerini, sonrasinda genel yardim malzemelerini ulastirma gibi afet
ortamindaki caligmalara biiyiilk katki saglarlar (Degirmen vd., 2018, ss. 11-26;
Yilmaz, 2019, ss. 43-54).

Insansiz hava araglarinin  habercilikte kullaninun  onciisii ~ sayilabilecek
ugurtmalara kadar uzanir. 1906 yilinda George R. Lawrence isimli gazeteci, San
Fransisco’da meydana gelen depremi ve yikintilart ugurtmalarla olusturdugu bir
diizenege yerlestirdigi kamera ile gorintilemistir (Jarvis & Babcock, 2014).
Gliniimiiz sartlarina bakildiginda ise teknolojik gelismeler, sivil alanda kullanim
artis1 ve diisiik maliyet ile IHAS ¢ok sayida haberde bilgi saglayici hale gelmistir.
Bunlara 6rnek olarak 2006 yilinda Beyrut’un glineyinin bombalanmasi, yillar siiren
Afganistan Savasi gibi askeri saldirilarin goriintiileri, 2011°de Rusya secimlerine
Kars1 yapilan protestolar ve Misir Devrimi, 2013’te istanbul Gezi Parki Olaylari
gibi sivil ayaklanmalara ait goriintiiler, 2011 Fukushima Niikleer Kazasi, 2013’te
Filipinler’de gorillen Haiyan Tayfununun ve Tazmanya orman yangiminin
goriintiileri verilebilir (Corcoran, 2015, ss. 1-47). Cekimler zaman zaman
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profesyonel olmayan anonim kisiler tarafindan da yapilmis, c¢esitli haber
kanallarinda ve internet sitelerinde ragbet gérmiistiir (Dinan, 2017; Mikelionis,
2018; Openaid Belgium, 2019). Insansiz hava araci sistemleri; tehlikeli bolgelerin
hayati risk almadan goriintlilenebilmesi sayesinde afetlerin, askeri saldirillarin ve
protestolarin biiytikliigiinii gostererek habercilikte her gecen giin daha fazla tercih
edilmektedir (Corcoran, 2015, ss. 1-47).

[HA"ar, ekolojik giivence veya vahsi yasami koruma birimlerinde de gorev
tistlenebilir; yapilan c¢alismalar gosteriyor ki Giiney Afrika’da yer alan koruma
parklar1 ve vahsi yasam gozlem alanlarinda soyu tiikenme tehlikesi altindaki
gergedanlart  kacak avcilardan korumak igin drone ile takip teknolojisi
kullanilmaktadir. (Sharma vd., 2019).

Drone kullamim alanlar1 bunlarla simirh kalmayip ayrica kiiciik olgekli
isletmelerin reklaminda, kargo paketi dagitiminda, akademik calismalarda,
fotografcilik ve film  endistrisinde, ¢evre-doga c¢aligmalarinda, spor
miisabakalarinda kritik kararlarda ve kaydetmede de kullanilmaktadir (Yardimci,
2019, ss. 61-88; Yigit vd., 2015).

3. YASAL DUZENLEMELER

IHA teknolojisindeki biiyiik ilerlemeler ve kullaniminin genis olgiide halka acik
olmasi, uluslararasi ve ulusal mevzuatin gelistirilmesine yol agmuistir.

Havacilik faaliyetleriyle ilgili ilk uluslararasi diizenleme calismasi 1910 Paris
Konferanst ile olmustur. Burada havacilik hukukunun cergevesi olusturulmaya
calisilmigsa da kesin sonuglara varilamamistir (Kahveci & Can, 2017, ss. 1-27).

1944 Chicago Konferans: ise havacilikla ilgili ilk uluslararas1 diizenlemelerin
yapilip kurallarin konuldugu yerdir. Bu karar Chicago So6zlesmesi, bilinen diger
adiyla da Uluslararas1 Sivil Havacilik Sozlesmesi olarak kayda gegmis, ayni
zamanda Uluslararas1 Sivil Havacihik Orgiitii (International Civil Aviation
Organization-ICAO) kurulmustur (Dikmen, 2015, ss. 145-176). Sozlesmenin 8.
maddesine gore; “pilotsuz olarak ug¢ma yetenegine sahip hicbir ucak, bu
konvansiyona taraf olan iilkenin 6zel izni olmaksizin o iilke hava sahasi iginde
ucurulamaz. Konvansiyona taraf her llke kendi sivil hava sahasinda ugacak
pilotsuz her ugak icin diger ucaklara tehlike yaratmayacak sekilde tedbirleri
almakla yukimlidir.” (ICAO, 1944). Tiirkiye de 06 Haziran 1945 ve 4749 sayili
Kanun ile s6zlesmeye imza atarak taraf {ilkelere dahil olmustur (Dikmen, 2015, ss.
145-176).
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1944'teki ICAO sozlesmesinin kurallart halki degil iilkeleri ilgilendirmektedir.
[HA"larin operasyonlariyla ilgili kendi yasalarin1 gelistirmek ve denetlemek her
iilkenin kendi sorumlulugundadir (Cracknell, 2017).

Halk arasinda drone olarak bilinen IHA'larin edinilmesindeki artisla birlikte
kotiiye kullanim  olasiligimin - artmast da  kaginilmazdir.  Genellikle yasak
maddelerin  (cep telefonu, wuyusturucu vb.) hapishanelere kacak yollarla
sokulmasina, uyusturucu kagakc¢iligina hatta futbol stadyumlar1 ¢evresinde yasa
dis1 uguslara kadar uzanan su¢ eylemlerinde kullanilmaktadir (Renduchintala vd.,
2019). Ayrica sug isleme motivasyonuyla olmasa bile ugus alanlarinin kigisel
sinirlara girmesi sebebiyle mahremiyet ihlali de s6z konusu olmaktadir (Jain vd.,
2017).

Literatiirde kargilagilan bir¢ok aragtirma makalesinin ortak amaci, bir insansiz
hava araci sisteminin temel mimarisini analiz etmek ve dijital aragtirma siirecini
iyilestirecek  bir  “adli  drone” modeli olusturmaktir. Drone analizi
gerceklestirmedeki en biiyiikk zorluklardan biri, bu cihazlarin son derece
Ozellestirilebilir dogasidir. Bu durum cihazlar {izerinde adli inceleme
gergeklestirmenin karmasikligini artirir.

Ayrica, sug olayma karigmis IHAS’larin yer aldigi adli sorusturmalarda hem
hukuki hem de teknik zorluklarla karsilasilmaktadir. Horsman ve arkadaslari 2016
yilinda yaptiklar ¢alisma ile bu zorluklar1 dort ana baglikta toplamistir;

3.1.  Verilerin Edinimi:

Adli sorugturmanin temel ilkelerinden biri, depolanan bilgilerin (genellikle
gortintiilemeler) kanitsal biitliinliigli bozulmadan elde edilmesidir. Cikarilabilir
medya ve sabit disk siiriiciilerinin alinmasi ¢ogu zaman sorun yaratmaz ancak
sisteme yerlesik depolama yapilan drone c¢ekimlerinin goriintiisiinii elde etmek
zorlasacaktir. Cihazla baglant1 kurmak asil zorlugu ortaya ¢ikarir. Bir¢ok cihaz bir
tir USB baglantis1 saglar (yerlesik kamera igerigine vb. erismek igin) ancak
goriintiileme amaciyla bu baglant1 yoluyla fiziksel diske dogrudan erigim miimkiin
olmayabilir, bunun yerine erisimi cihazin yalnizca bir kismina kisitlamak gerekir.
Bu nedenle yerlesik verileri almak i¢in adli olarak saglam bir yontem olusturmak,
canliyken cihaza dogrudan erisim gerektirebilir, bu da verilerin biitiinliigiinii
potansiyel olarak etkileyebilir. Birgok IHA bir Wi-Fi ag noktast gorevi
gordiigiinden, uygulayicilar herhangi bir kanitsal veri toplamak igin protokolleri
kullanarak cihaza baglanmaya zorlanabilir veya muhtemelen bir ag baglantisi
izerinden bir goriintiileme islemi baslatabilir.
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3.2.  Ucus seyrinin olusturulmasi:

[HA"arin pilotlarma yaya olarak erisemeyecekleri yerlerden gorsel veri alma
yetenegi sundugu goz oniine alindiginda, bir cihazin ugus yolunun belirlenmesi bir
kanun ihlali olup olmadigmin tespit edilmesi agisindan énemlidir. Ozellikle kisisel
alanlarin ihlal edilerek goriintii alinan suglar igin veya cihazin yasakli bir alana
girdigi, hava sahasi diizenlemelerini ihlal ettigi durumlarda IHA'nin yerinin ve ucus
yolunun belirlenmesi gerekmektedir. Bu durumu kontrol altina almak igin tiim
cihazlara bir kiiresel konumlandirma sistemi (Global Positioning System- GPS)
izleyicisi takilarak konum bilgisine erigilebilecegi fikri hakimdir.

3.3.  Drone tarafindan kaydedilen medya:

Muhtemelen, alicilarinin ¢ogunu ¢eken ve nihayetinde bu cihazlar kullanilarak
islenebilecek suclarin kapsamim genisleten bir IHA kamera islevidir. Birgok
[HA'nin fotograf ve video ¢ekmek icin kameralar1 oldugu igin hangi icerigin
¢ekildigini belirlemek 6nemlidir. Bu amagla su¢ mahalline bir cihaz yerlestirebilir
veya IHA’nin bir siipheli tarafindan olay yerinde birakilmasi durumunda sahibinin
kimliginin tespit edilmesine yardimci olabilir. Ayrica fotograflarda yer alan meta
veriler, bir aragtirmayla ilgili cografi konum verileri saglayabilir.

3.4. THA pilotunun tespiti:

Bir drone pilotunun olay yerinden kagtig1 durumlarda, su¢ teskil eden eylemlerin
sorumlusunu tanimlamak gerekir. Cihaz {izerindeki parmak izlerinden veya
ulagilabilen goriintii ve ses kayitlarindan failin bulunabilecegi diisiincesi bizi her
zaman dogru sonuca ulasgtirmaz hatta yanlis kararlara sebebiyet verebilir. Bunun
yerine cihazlarin satin alinmasi asamasinda pilotlarin kayit sistemine
tanimlanmasiyla sorumlular 6nceden belirlenmis olacaktir. Bu yontemin ayrica sug
islenmesinde caydirici olacaglr ongoriilmektedir (Horsman, 2016). Ancak bu
asamada bahsedilmesi gereken konu “maldrone” yani siber drone saldirisidir.
[HAS'lara yonelik bir potansiyel giivenlik tehdididir. Kontrolii ele gegirmek igin
IHAS’a kétii amaglh bir kod yiiklenerek gergeklestirilebilir (Salamh vd., 2021).

Adli sorusturmanin hem fiziksel hem donanimsal kisithiliklarinin her birine
¢ozlim bulabilmek icin c¢ok sayida deneysel caligma yapilmistir. Sorusturmayi
saglikli  yiriitebilmek i¢in kullanict kimliginin belirlenmesi, donanimsal
Ozelliklerinin ve bilesenlerinin tanimlanmasi, seyir bilgisinin edinilmesi, igerdigi
verilerin eksiksiz ve okunabilir formatta edinilmesi gerekmektedir (Renduchintala
vd., 2019). Ayrica edinilen tiim verilerin giivenilir bir arsivde muhafaza edilmesi
de sarttir. Tiim bu tanimlanan problemler ve 6nerilen ¢oziimlerden yapilacak ortak
cikarim; insansiz hava araci sistemleri alaninda kolluk kuvvetlerine verilecek
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standardize egitimin gerekliligidir. Personellerin ¢aligma alanlarma 6zel
diizenlenen teorik ve pratik egitimler ile hem drone saldirilarin1 azaltmak hem de
saldir1 durumlarinda yapilmasi gereken prosediirleri eksiksiz uygulamak miimkiin
olacaktir (Jain vd., 2017).

Ulkemizde ise insansiz hava araclarinim sivil kullanimi baslarda 5431 ve 2920
sayill Kanunlar esasinda degerlendirilirken; 30 Ekim 2013 itibariyle Sivil
Havacilik Genel Miidiirliigii (SHGM) tarafindan “Insansiz Hava Araci
Sistemlerinin Ayrilmig Hava Sahalarindaki Operasyonlariin Usul ve Esaslarina
Iliskin Talimat (SHT-IHA)” yayimlanarak insansiz hava araglarma &zel ulusal
hukuki altyap1 olusturulmustur (Torun, 2017, ss. 3-6). Talimatin son revizyonu
05/07/2019 olup igeriginde amaci, kapsami, hukuki dayanaklari, konuyla ilgili
tanmimlar, siniflandirmalar ve bu smiflara gore belirlenen teknik uygunluk/ zorunlu
techizat/ bakim onarim sartlar1 ile yine siniflara gore belirlenmis kayit/tescil/
sertifika sartlar1, pilot lisanslar1 ve sorumluluklari, ugus ekibi ve ugus izin sartlari,
sorumluluklar ve giivenlik esaslar1 gibi bircok madde yer almaktadir (SHGM,
2019). SHT-IHA giiniimiiz sartlarinda insansiz hava araglarinin sivil kullanimimin
hukuki smirlarinin ¢izilmesinde ihtiyaclara yonelik c¢ok genis kapsamli bir
diizenlemedir.

Talimattan anlasildig1 iizere, izin verilen 6lciide en geng IHAS pilotu 12 yasinda
olmalidir. Yani [HAS'lar her zaman profesyonel ve giivenli ellerde
ucurulmamaktadir. Bu sebeple yaralanmali/6liimlii kazalar goriilmektedir (Hira vd.,
2018, ss. 212-214). SHT-IHA 10. maddesinde “Tiim IHA ve sistemlerinin
isleticileri/sahipleri iiciincii salislara verecekleri zararlardan sorumludur.”
denilmesine ve 11-e maddesinde “I8 yasindan kiiciikler icin ileride dogabilecek
hukuki ve cezai sorumluluklari kabul ettiklerine dair kanuni miimessillerince
noterde tanzim ve tasdik edilmis taahhiitname” istenilmesine ragmen bu gibi
durumlarda o6zellikle pilot yasi nedeniyle cezai sorumluk tayininin sorun olacagi
tarafimizca Ongoriilmektedir (SHGM, 2019). Ceza hukukunda gergeklestirilen
eylem/eylemsizligin su¢ sayilabilmesi i¢in dort 6genin birden varligr gereklidir.

1. Yasal Oge; iddia edilen sucun yasalar ile tanimlanmis olmasini,

2. Hukuki Oge; yasalarin evrensel hukuka uygun olmasini,

3. Maddi Oge; iddia edilen sugun gergeklesmis olmasini,

4. Manevi Oge; kisinin sucu anlayarak ve isteyerek islemis olmasim gerektirir
(Uygur, 2018, ss. 33-66).
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Yargiya intikal eden adli vakalarda kisinin ceza sorumlulugunun olup olmadig:
yoniinde yapilacak incelemelerde sucun manevi Ogesi degerlendirilir. Manevi
ogede bahsedilen “Anlama” fiilin iyiligini/kotiiliigini algilama ve olasi sonuglarini
ongorebilme kabiliyetidir. Kisi, sug¢ isledigini ve karsiliginda cezai yaptirimlar
oldugunu bilmek zorunda degildir; bu eylem/eylemsizliginin baska kimselere zarar
verecegini veya haksizliga neden olacagini biliyor olmas: yeterlidir. “Isteme” ise
kisinin Ozgiir iradesi ile davramislarini ydnlendirebiliyor olmasi kabiliyetidir.
Burada bahsedilen irade bir fiilin isteyerek gergeklestirilmesinde oldugu kadar
gerekliligi halinde sonlandirilmasinda da gereklidir (Essiz, 2012). “Sahsin cezai
ehliyeti vardir.” diyebilmemiz i¢in anlama ve isteme kabiliyetlerinin birlikte ve tam
varlig1 gerekmektedir. Bu iki gereklilik hukuk literatiiriinde “isnat yetenegi” olarak
tanimlanir. Aksi takdirde “Kisinin cezai ehliyeti azalmistir/yoktur.” kararina varilir.

Drone ile gerceklesen yaralanmalar halinde pilotun ceza ehliyetinin olup
olmadigr da yukarida agiklanan dogrultuda irdelenir. Bahsedildigi {izere,
talimatlara uygun sekilde lisanslama yapildiginda en kiigiik IHA pilotunun yas1 12
olabilmektedir. 12-18 yas arasi pilotlarin ceza sorumlulugunun degerlendirilecegi
durumlarda Tiirk Ceza Kanunu’nun (TCK) 31. maddesi dikkate alinir. “Madde 31-
(1) Fiili isledigi swrada on iki yasint doldurmamis olan ¢ocuklarin ceza
sorumlulugu yoktur. Bu kisiler hakkinda, ceza kovusturmast yapilamaz ancak
cocuklara ozgii giivenlik tedbirleri uygulanabilir. (2) (Degisik: 29/6/2005 — 537715
md.) Fiili isledigi swada on iki yasi doldurmus olup da on bes yasin
doldurmanug olanlarin isledigi fiilin hukuki anlam ve sonu¢larim algilayamamast
veya davranislarim yonlendirme yeteneginin yeterince gelismemis olmast hdlinde
ceza sorumlulugu yoktur. Ancak bu kisiler hakkinda cocuklara ozgii giivenlik
tedbirlerine hitkmolunur. Isledigi fiilin hukuki anlam ve sonuclarini algilama ve bu
fiille ilgili olarak davramglarint yonlendirme yeteneginin varligi halinde, bu kisiler
hakkinda sug, agwlastiriimis miiebbet hapis cezasini gerektirdigi takdirde on iki
yildan on bes yila; miiebbet hapis cezasini gerektirdigi takdirde dokuz yildan on bir
yila kadar hapis cezasina hiikmolunur. Diger cezalarin yarist indirilir ve bu hdlde
her fiil icin verilecek hapis cezasi yedi yildan fazla olamaz. (3) (Degisik: 29/6/2005
— 53775 md.) Fiili igledigi sirada on bes yasini doldurmug olup da on sekiz yagin
doldurmanmus olan kisiler hakkinda sug, agirlastirilmis miiebbet hapis cezasini
gerektirdigi takdirde on sekiz yildan yirmi dort yila;, miiebbet hapis cezasim
gerektirdigi takdirde on iki yildan on bes yila kadar hapis cezasina hiikmolunur.
Diger cezalarn iigte biri indirilir ve bu hdlde her fiil icin verilecek hapis cezasi on
iki yildan fazla olamaz.” (TCK Madde 31- yas kiiciikligii)
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Kanun maddesinde de agiklandigi lizere; 12-15 yas arast ¢ocuklarin pilotluk

yaptig1 THAlar ile sug islenmesi durumunda ceza sorumlulugu olup olmadigimin
arastirilmast  gerekir. Cocugun ruhsal durum muayenesi yapilip islenen sug
Ozelinde isnat yetenegi irdelenerek karar verilmelidir.

Farkli {ilkeler, insansiz hava araclarina ve bunlarin kullanimina iliskin
mevzuatlarinin gelistirilmesinde cesitli asamalardadir. Ulkemizde de ¢alismalar ve
gelismeler yer alsa da pratikte uygulanmasi zor bir konu olmaya devam etmektedir.
Bununla birlikte, insansiz hava araglarinin giivenli ve yasal bir sekilde
ucurulmalarint saglamada kritik sorumluluk pilotlarindir.  Onayli ve siirekli
egitimler, ugus izni olan bolgelerde ugmak ve cihazlarin dogru kaydedilmesi gibi
gereklilikler pilotlar tarafindan saglanmali ve yetkililerce takip edilmelidir
(Cracknell, 2017).

4. TARTISMA

Insansiz hava araci sistemleri, yukarida aciklandigy iizere sayisiz alanda faydali
islerde kullanilmaktadir. Bunlardan biri de son zamanlarda yayginlagsan adli
sorusturmalara destek amaglhi kullanimdir. Kolluk kuvvetlerince su¢ mahallinin
gercek zamanl aktarilmasi, olay yerindeki bulgu ve verilerin zarar gérmeden
edinilmesi, ulasimin zor oldugu fiziki sartlarda olasi kanitlara erisilmesi gibi
faydalariyla ozellikle olay yeri incelemesi asamasinda halihazirda yiiriitiilen
faaliyetlerdir.

Insansiz hava araci sistemleri kolluk gorevlileri ve adli bilim uzmanlar
tarafindan cesitli alanlarda kullanilabilir. Genis alanlarin kolaylikla taranmasiyla
stipheli davraniglarin tespit edilmesi, adli sorusturmalarda olay yerine varildiginda
giivenligin saglanmasi, ortamdaki fiziksel, kimyasal ve biyolojik tehlikelerin tespit
edilip onlem alinmasi, olay yeri etrafinin hizla goriintiilenmesiyle olasi siipheliler
uzaklagsmadan ekiplerin yonlendirilmesi, olay yeri incelemenin belgelendirme
asamasinda gorsel kayitlarin alinmasinda kullanilarak dogrulugun artirtlmasi
insansiz hava arac1 sistemleri ile miimkiindiir.

Olay yeri incelemesinde mevcut prosediir genis kapsamli, zaman alict olup
kontaminasyon olasiligina agiktir ve egitimli personele ihtiya¢ duyulur. Olay yeri
incelemesi sirasinda, genellikle delillerin ve olay yerinin karmasikligi nedeniyle
birtakim zorluklarla karsilagilir. Olay mahallinin biyiikligii, cografi konumu ve
mevcut meteorolojik sartlar delilleri efektif bir sekilde aramay1 ve ortaya ¢ikarmay1
zorlagtirabilir. Adli sorusturmacilar ve kolluk kuvvetlerinin gorevi olay mahallini
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hizl1 ve uygulanabilir bir sekilde glivence altina almak ve mahkemede kullanilmak
iizere delilleri korumak, belgelemek ve kaydetmektir (Sharma vd., 2019).

Drone, olay yeri incelemesinde cesitli gorevleri yerine getirebilen ¢ok amaclh
bir aractir. Bunlar arasinda fotografcilik, video kaydi, kanit arama, giivenlik
degerlendirmesi, ulasilmast zor veya neredeyse imkénsiz olan alanlarin
incelenmesi miimkiindiir.

Es zamanl yapilan incelemeler ile laboratuvar ve olay yeri arasinda bir koprii
gorevi gorebilir. Laboratuvar, olay yerinin tiim verilerini, canli videolarin1 ve
goriintlilerini gergek zamanli olarak alabilir ve alanda calisan ekipleri belirli
kanitlar1 veya ilgili verileri toplamaya yonlendirebilir (Othman & Johnson, 2017).

Olay yeri incelemede IHA kullanimi, yalmzca iz delili toplamayr degil
gorevlilere olay yerini bozmadan tarayabilmelerini ve bir¢ok agidan kaydedilen
goriintiiler sayesinde inceleme sonrasi ikinci bir goriis alabilmelerini saglar. Hava
fotografeiligi, olay yeri tanimlama ve degerlendirmede ¢ok yararli bir belgeleme
yontemidir. Hava fotograflari, arastirmaciya “kus bakis1” goriintiiyli verir. Hava
fotograflart mahkeme i¢in ¢ok iyi kanit materyalleri saglar. Olay yerinde karadan
veya uzaktan helikopter ile ¢ekilmis ¢cok sayida fotografin aksine, drone ile uygun
donanimla c¢ekilmis bir veya iki fotografla kanit niteliginde goriintiiler elde
edebilir. Ayrica, aragtirmaciya olay yerine dair farkli bir bakis agis1 kazandirir ve
genellikle eski usul fotograf¢iliktan daha avantajhidir. (Othman & Johnson, 2017;
Sharma vd., 2019).

[HA"lar sadece olay yeri incelemesi i¢in degil, trafik kazasi incelemesi, trafik
devriyesi yardimi ve trafik sikisikligi analizi, patlayici mithimmat imhasi, kalabalik
kontrol uygulamalari, afet miidahalesi, yangin hasar tespiti, yangin yeri kontrold,
yangin sorusturmasi vb. tatbikatlarda da kullanilabilmektedir. Adli uygulamada
[HA"arin olay yeri fotograflarimin gekilmesi, videoya kaydedilmesi, delillerin
aranmasli, olay yerinin yeniden olusturulmasi/olay yerinin haritalandirilmasi ve
sorusturma gibi bir¢ok uygulama alani bulunmaktadir (Othman & Johnson, 2017).

IHAS’lar  trafik  analizinde  kullamlan  geleneksel — metodolojilerin
iyilestirilmesinde ©&nemli ol¢iide yardimcr olmaktadir. Insansiz hava araci
sistemlerine entegre edilen kameralardan edinilen bilgilerin dogrulugu, kus bakisi
gbriis agis1 ve lateral mesafe tespiti konularinda MOBESE (Mobil Elektronik
Sistem Entegrasyonu) gibi sabit kameralardan ¢ok daha fazladir. Bu nedenle,
Insansiz Hava Aracit Sistemleri trafikte de ¢esitli alanlarda aktif olarak
kullanilmaktadir. Yol giivenliginin saglanmasi, trafik yogunlugunun tespiti, altyapi
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yonetimi bunlarin basinda yer alir. Yol giivenligi tanimina trafik kazalarinin tespiti
ve yollardaki risk analizlerinin yapilmasi da dahil edilmektedir (Outay vd., 2020,
ss. 116-129). THAS’larin trafik kazalarini erken tespitiyle kolluk kuvvetlerinin ve
saglik hizmetlerinin hizli yonlendirilmesi saglanir. Ayrica kaza sonrasi yapilacak

incelemede kullanilan insansiz hava araci sistemi kaydi ve 3 boyutlu modelleme
destegi sayesinde kaza aniyla ilgili bilgilerin kapsami genisler. Boylece araglarin
hizlari, kural ihlalleri, kazaya karisan kisilerin tespiti saglanarak hem kusur tayini
hem de magdurlarin yaralanma mekanizmalariin agiklanmasinda giivenilirligin
artirnlmasi saglanir (Kamnik vd., 2020, ss. 1-9). Araglar ve enkaz hala olay
yerindeyken carpisma sahnelerinin gercek zamanli, yiliksek kaliteli dijital
fotograflarinin elde edilmesi, olay yerinin ¢ok hizli bir sekilde degerlendirilmesi
sayesinde trafik sikigikliginin siiresinin kisaltilmasinda ¢ok faydalidir. Ayrica
trafikte meydana gelen akut kriz durumlarimin ydénetilmesine, sikisikliklarin
sebeplerinin tespitinde ve alternatif yol bulunmasina yardimci olur (Othman &
Johnson, 2017).

IHAS kullaniminin temel kullanim alanlari agiklanirken 4D kisaltmasindaki
dirty-kirli maddesinde bahsedildigi izere KBRN bulasi olan alanlarda (Kopeikin
vd., 2020, ss. 466-472) ve dangerous-tehlikeli maddesinde bahsedildigi tizere dogal
afet, kagakeilik ve terérle miicadele operasyonlarda kullanilmalarina deginilmistir.
Bu gibi tehlikeli operasyonlarda giivenlik personelinin ve kolluk kuvvetlerinin
hayati risklerini azaltmak i¢in teknolojik gelismeler takip edilmektedir (Ak, 2019,
ss. 21-32). Niikleer gii¢c santrallerine, biiyiik iiretim tesislerine, fabrikalara veya
Oongoriilmesi muhtemel dogal afet bolgelerine konumlandirilan insansiz hava
araglar1 ve bunlara entegreli radyasyon detektorlii, kimyasal ve biyolojik sensor
entegreli sistemler aracihigiyla yasanacak kaza veya dogal afetlerin erken tespiti
saglanabilir. Boylece hem miidahale ekiplerinin olay yerine intikal etmesi hem de
yerel halkin tahliyesi hizlandirilarak olasi yaralanma ve kayiplarin Onlenmesi
biiyiikk oranda saglanir. Sonrasinda ise olay yerinin incelenme asamasinda yine
hayati tehlike olusturmadan insansiz hava araci sistemleriyle olayin kaza olup
olmadiginin incelenmesi, hasar tespitinin yapilmasi, kayiplarin bulunmasi saglanir.
Ek olarak ilerleyen siirecte olay yerinde 6zellikle radyoaktif tehlikenin devam edip
etmedigi de takip edilebilir. Bu dogrultuda niikleer adli tip alani 1990’larin
basindan beri biiyliyen bir bilim alani olmustur. IAEA, bu tiir malzemeleri
karakterize etmek ve kokenlerini belirlemek i¢in Niikleer Adli Tip Uluslararasi
Teknik Calisma Grubu (ITWG-Nuclear Forensics International Technical Working
Group) ile galigmakta ve temsili 6rnek veri tabanlari olusturmak icin bilinen
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menseli malzemeleri analiz eden bir dizi kurumla birlikte c¢alismaktadir. Bu
calismanin amaci, elde edilen herhangi bir yasa dist materyalin analiz
edilebilmesini ve sonuglarin dogrudan veri tabanlarindakilerle
karsilastirilabilmesini, miimkiinse veri tabaninda yer alan bir kaynakla eslesmesini
saglamaktir. Sistemin baslangicindan bu yana ve diinyanin dort bir yanindan
onemli sayida numunenin analizinden sonra, temel saflik dereceleri ve igerikleri
gibi karakteristik 6zelliklere bakarak niikleer buluntularin kdkenine ulasilmistir.
Son zamanlarda yapilan calismalarda sensérlerle donatilan IHAS’lar tarafindan
gerceklestirilen ortam gama doz oranlarinin 6l¢iimii, kirlenmemis topraktaki arka
plan radyasyonu ile uranyum malzemeleri igeren atik yiginlarindan gelen
radyasyon arasinda ayrim yapabilmektedir (Keatley vd., 2018).

Ayrica ilk defa 25 sene once Ingiltere’de Sldiiriiliip goémiildiigii tahmin edilen
cocuk kurbani arama caligmalarinda faydalanilan bir adli bilim uygulamasi olarak
“Geoforensic Search Strategy (GSS)” kullanilmistir. Bu vakada olay yeri
incelemesinde toprak yapisindaki degisikligin tespit edilmesiyle magdura
ulastlmistir. Jeologlarin ve kolluk kuvvetlerinin birlikte c¢alistigi bu uygulamada;
olay yeri inceleme prosediirleri, jeolojik teknik bilgileri ve deneyimlerin yeni ve
yenilik¢i bir yaklasimla birlestirmesiyle adli olaylarin ¢dziilmesine ortak katki
saglanir (Rocke vd., 2021, ss. 1-14).

Gizli mezarlar1 tanimlayan gorsel 6zelliklerden bazilart sunlardir; 1-2 metrelik
¢Op y1gmi/cokiintii isaretleri, anormal biiyiime paterninde bitki Ortiisii, hayvan
magaralarinin kullanim1 ve siipheyi ortadan kaldirmak igin farkli materyallerin
kullanilmasiyla mezarin {izerini 6rtme. Adli tip ve arkeoloji uzmanlari gizli mezar
tespiti i¢in jeofizik yontemler, hava fotograf¢iligi ve kopek birimleri de dahil
olmak iizere cesitli disiplinlerde bir dizi teknik kullanmaktadirlar. THAS'lar ve
kizil6tesi goriintii veren kameralar kullanarak yapilan hava fotograf¢iligi sayesinde
kurtarma ekiplerinin organize edilebilmesi, insan kalintilarinin bu gizli mezardan
cikarilmasi ve tanimlanmasi i¢in tahribatsiz, giivenli ve nispeten daha az maliyetli
bir ilk adim olacaktir (Evers & Masters, 2018). IHAS’larin bu calismalara katki
saglamasiyla hem genis alanlarin taranmasi kolaylasir hem de eklenecek sensorler
sayesinde farkli arama ¢aligmalarina hizmet edilebilir. Boylece hem toprak altina
gomillmiis olan magdurlar ve deliller (Rocke vd., 2021, ss. 1-14); hem de arama
kurtarma c¢alismalarinda orman gibi karmasik arazi yapisina sahip alanlarda veya
kotii hava kosullarinda kaybolan kisiler bulunabilir (Al-Room vd., 2021, ss. 1-25;
Pensieri vd., 2020, ss. 1-10).
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Arama kurtarma c¢alismalarinda da drone teknolojisinden faydalanmak
miimkiindiir. Arama kurtarma ekiplerinin ve kadavra kdpeklerinin karada alan
taramas1 yapmasinin yani sira, ozellikle genis alan taramasi gerektiginde, agirlikli
olarak kiz1lotesi kameralarla donatilmis helikopterler kullanilmaktadir. Bu
teknoloji aslen askeri amaclar i¢in gece goriis cihazi olarak tasarlanmis olup
giiniimiizde yanginla miicadelede, gida endiistrisinde izleme veya insaat teknolojisi
gibi cesitli alanlarda yaygin olarak kullanilmaktadir. Adli bilimlerde kullanimi da
nispeten yeni olmakla birlikte hizla yayginlagmaktadir.

Canli ve hatta 6lii kisileri aramak i¢in uygulanan en yaygin tekniklerden biri, bir
helikoptere sabitlenmis kamera ile nesnelerden yayilan termal desenleri kizilotesi
spektrumda gorsellestiren FLIR (Forward Looking Infra Red- lleriye Déniik
Kizilotesi) sistemiyle genis alanlarin taramasini yapmaktir. Bir nesne ne kadar
sicaksa, o kadar fazla kizilotesi radyasyon yayacaktir. Kizilotesi kameralar,
nesnelerin 1s1 yayilimini siniflandirabilen ve cihaza bagli olarak 0,1°C'nin altindaki
sicaklik farklarini bile algilayabilen 1s1 sensorleridir. insan viicudunun sicakligi
genellikle ortamdan yiiksek oldugu i¢in ¢ok sik gri tonlamalar kullanan gece goriis
kameralar1 tarafindan bir termal goriintiide algilanabilir ve gorsellestirilebilir
(Amendt vd., 2017). Bu yontem sayesinde, 6zellikle engebeli, tehlikeli veya yogun
ormanlik arazilerde, operasyonel olarak zor hava kosullarinda ve yasam riskinin
devam ettigi senaryolarda geleneksel arama kurtarma yontemlerinde karsilasilan
sinirlamalar bertaraf edilebilir (Butters vd., 2021). Ancak 6liimden yaklagik 24 saat
sonra viicut 1s1s1 ortam 1sisina esitlendiginden, kayip kisi eger 6lmiis ise bu arama
yalnizca ilk giin fayda saglayacaktir. Kayiplarin canli olarak bulunmasinin kiymeti
yadsinamayacak Olciidedir. Kaybolan kisi yasamini yitirmis bile olsa en kisa
zamanda bulunup yakinlarina haber verilmesi ve adli sorusturmada 6liim sebebine
yonelik delillerin incelenmesi gerekir. Cesette goriilen degisikliklerden biri olan
postmortem soguma, kizilotesi incelemede bir dezavantaj olarak karsimiza
cikarken bir diger postmortem degisiklik olan ciiriime (¢esitli mikroorganizmalar
tarafindan bedenin metabolize edilmesi) bu alanda yeni arastirmalar i¢in bir avantaj
haline gelmistir. Cesedin 6zgiil mikrobiotasi ve ortamdaki bdcekler araciligiyla
kisinin oliimiinden sonra hizla devreye girerek aktif bir siire¢ baslatirlar. Boylece
mevsime ve mikrobiyolojik yogunluga gore ceset iizerindeki sicakligin 25°C'ye
kadar agabilecegi bilinmektedir. Kizil6tesi kameralarin bu 1s1 artigini tespit ederek
adli sorusturmaya destek saglayacagi Ongoriisiiyle bircok deneysel calisma
yapilmistir. Bu ¢aligmalarda c¢iirliyen beden pargalar lizerindeki bakteri faaliyetiyle
ortama yayilan 1siy1 tespit etmek icin insansiz bir hava aracina monte edilmis
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termal gorlintileme ekipmanm kullanilmistir (Amendt vd., 2017). Sonuglar
incelendiginde ¢iiriiyen kalintilardan termal isaretlerin en yiiksek seviyeye ulastigi
zaman 6. giin olup,tespit edilebilirligin 29. giine kadar uzayabildigi goriilmiistiir
(Butters vd., 2021).

2016 yilinda bir calismada kolluk kuvvetlerinin IHAS kullanilmasina karsi
halkin tutumu arastirilmistir.  Yapilan anketle desteklenen alanlarin; arama
kurtarma, trafik kazalarmin goriintillenmesi, olay yeri fotograflama, kolluk
kuvvetlerinin giivenligi i¢in taktiksel operasyonlarda kullanim, kacaklarin
yakalanmasi, halka acik alanlarda sug¢ islenmesinde caydirict faktor olarak
kullanilmasi, siyasi protestolarin kaydedilmesi, haneye tecaviiz olaylarinin tespit
edilmesi, trafikte yasanan siddet olaylarmin kaydedilmesi seklinde siralandigi
goriilmiigtiir (Heen vd., 2016).

SONUC

Agiklanmaya calisildig iizere, insansiz hava araci sistemleri hem giinliilk hem de
profesyonel yasamin bir¢ok asamasinda yerini saglamlastirmis durumdadir. Bu
hususta birgok alanda IHAS’larin  kullanilmasi ve belirlenen ihtiyaglar
dogrultusunda gelistirilmesi ulusal anlamda fayda saglayacaktir. Insansiz hava
araclart ile ilgili teorik ve uygulamali egitimlerin verilmesi de ayrica 6nemlidir. Bu
sayede hem dogru ve zararsiz kullanim bilinci saglanir hem de gelecek nesillerin
teknoloji okuryazarlig1 bir agidan daha desteklenmis olur.

[HA’larin genis bir kullanim alanma yayilmas: teknik, hukuksal ve giivenlik
olmak tiizere birtakim sorunlara neden olmaktadir. Tarafimizca Onerilebilecek
¢Oziim yolu; karsilasilan sorunlarin ¢éziilmesi igin ilgili alanlarda uzmanlarin yer
aldig1 calistaylar yapilmasi yoniindedir. Boylece sadece mevcut sorunlarin
giderilmesiyle kalmayip bilirkisilerin 6ngordiigii sorunlarin da ortaya ¢ikmadan
Onlenmesi saglanacaktir.

Adli makamlara intikal eden olaylarin ¢éziimlenmesinde insansiz hava araci
sistemlerinin kullanilabilecegi alanlar, teknolojik gelismeler sayesinde her gecen
giin artmaktadir. Gelismelerin gerisinde kalmamak, devletlerin bu alanda yatirim
yapmalari ve bilimsel ¢aligmalar1 desteklemeleri ile miimkiindiir.

Ayrica artan IHAS sayis1 ve kullanim cesitliligi sebebiyle IHAS larin neden
oldugu/karistig1 kazalarin incelenmesi calismalara da agirlik verilmelidir. THA
smiflarina ve donanim oOzelliklerine uygun detayli kaza olay yeri incelemesi
yonergeleri hazirlanmalidir. Ayrica gergeklesecek olan kazalarda sorumlunun tespit
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edilmesi icin halihazirda mevcut olan mevzuatin sik sik giincellenerek uluslararasi
otoritelerle uyumlu olarak gelistirilmesi gerekmektedir.

[HAS'larm kullanimi olay yeri incelemesinin etkinligini biiyiik o6lciide
artirabilir. Karmagik ve sikisik su¢ mahallerinde erigilemeyen alanlara yaklagmaya
ve ayrica bu alanlardan potansiyel kanitlar1 kurtarmaya yardimci olur. Yukarida
tartigildig1 gibi olay yerinin fotogametrisi sadece olay yerinin haritalandirilmasina
ve Olciimlerin yapilmasina yardimci olmakla kalmayacak, ayni zamanda bazi
durumlarda saldirganin izini stirmede de ¢ok etkili bir sekilde kullanilacaktir.

Yapilan aragtirmalar 1518inda diyebiliriz ki adli tip uzmanlari, sorusturma ve
kolluk gborevlileri, adli bilimlerde IHAS kullanimimi siklastirarak ve hatta
standardize prosediirler gelistirerek toplum giivenligine birgok agidan katki
saglayabilirler. Bunun icin alanda calisan gorevlilere IHAS'larin pargalar1 ve
kullanimlar1, farkli drone tiirleri, olay yeri inceleme operasyonlari, hava trafigi
modelleri, ¢aligma siirlamalari konularinda egitimler diizenlenmeli, siiriis dersleri
verilmelidir.
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Berkant AKKUS

AUTONOMOUS WEAPON SYSTEMS UNDER INTERNATIONAL LAW

Abstract

The article questions the compliance of autonomous weapons systems with international
humanitarian law (IHL). It seeks to answer this question by analysing the application of the core
principles of international humanitarian law with regard to the use of autonomous weapons systems.
As part of the discussion on compliance, the article also considers the implications of riskless warfare
where non-human agents are used. The article presupposes that it is actually possible for AWS to
comply with IHL in very broad and general terms. However, there is a need for discussion,
acceptance, and institutionalization of the interpretation for classification of AWS as well as
expansion of the legal framework to cater to the advanced technology. This interpretation will also
include a system for allocating and attributing responsibility for their use. The article's results will
demonstrate the legal consequences of developing and employing weapon systems capable of
performing important functions like target selection and engagement autonomously and the role of
IHL and IHRL in regulating the use of these weapons, particularly in human control over individual
assaults.

Keywords: Autonomous Weapon Systems, International Law, Artificial Intelligence

ULUSLARARASI HUKUK KAPSAMINDA OTONOM SiLAH SISTEMLERI
0z

Bu makale otonom silah sistemleri ile uluslararasi insancil hukukun uygunlugunu
arastrmaktadir. Uluslararasi insancil hukukun ana ilkeleri olan ayirt etme ilkesi, dl¢iiliiliik ilkesi,
onleme ilkesi, askeri gereklilik ve insanlhk ilkesi dogrultusunda, insan olmayan savaggilarin
kullanmildigi risksiz savas kavranmimin etkileri aragtirmanin temelini olugturmaktadr. Bu makale
otonom silah sistemlerinin uluslararasi insancil hukuk normlariyla uyumlu olabilecegini varsayarak;
Otonom silah sistemlerinin nasiul smiflandirilacagini, dogacak zararlardan olusan sorumlulugun kime
atfedileceginin devletin, operatériin, yazilimcinin ve komutanin sorumlulugunun belirlenmesi dahil
gelisen teknoloji dogrultusunda hukuki altyapimin nasil yorumlanmasi gerektigini tartismaktadur.
Martens kayd, ozellikle ortaya ¢ikan teknolojinin insanlik ilkelerine ve kamu vicdaninin emirlerine
uymasim gerektirir. Insanlik ilkeleri, baskalarma insanca muamele edilmesini ve insan yasamina ve
onuruna saygi gosterilmesini gerektirir. Kritik islevier iizerinde anlamli bir insan kontroliinden
voksun olan silahlar bu ilkelere uymayacaktir. Makalenin sonuglari, hedef secimi ve angajman gibi
onemli islevleri otonom bir sekilde yerine getirebilen silah sistemleri gelistirmenin ve kullanmanin
hukuki sonuglarint ve bu silahlarin kullamimini, ézellikle bireysel saldirilar iizerinde anlaml insan
kontroliinde uluslararast insan haklart hukuku ve uluslararast insancil hukukun diizenlemedeki
roliinii gosterecektir.

Anahtar Kelimeler: Otonom Silah Sistemleri, Uluslararast Hukuk, Yapay Zekd
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INTRODUCTION

Autonomous weapon systems (AWS) is a new phenomenon in warfare that has
evolved with the present age of technology. It refers to the method of warfare that
involves the use of artificial intelligence that functions entirely by itself i.e. without
human interference. Many countries in the world such as the United States, China,
Russia, and Iran are investing in this system (Hughes, 2018). It should however be
noted that this system is still in its primitive stage and is predicted to be fully
utilized in the near future.

This development has created diverging opinions about the future of warfare
and the dangers associated with the use of AWS. Many organizations like the
Human Rights Watch and the Campaign to Stop Robot Killers have opposed its
use. (Docherty, 2012) (Moyes, 2020) They claim it is a threat to humanity because
it is incapable of exhibiting human feelings. Furthermore, other critics claim it
creates a problem of accountability in case of violation of international
humanitarian law (IHL). States including Bolivia, Cuba, Ecuador, and Egypt have
also called for its ban (Watch, 2020).

Contrarily, its proponents claim that it is a better alternative to the use of human
combatants because, it ensures several military advantages such as reduced human
casualties and increased power force (Etzioni & Etzioni, 2017). Some say it even
promotes one of the main goals of international humanitarian law by reducing the
risk combatants are exposed to (Schmitt M. , 2013). These opinions all seem to
centre on the safety and protection of humans (both combatants and non-
combatants) in the conduct of warfare involving autonomous weapon systems,
albeit from different points of view.

Customarily, the conduct of warfare is regulated by international humanitarian
law. The legal framework includes the four Geneva Conventions of 1949 and its
two Additional Protocols and various conventions which seek to prohibit the use of
certain weapons and military tactics and protect certain sets of people. However,
the new development of AWS raises a question as to whether it can comply with
international humanitarian law or not? The ability of autonomous weapon systems
to comply with international humanitarian law is a central discussion in
determining its future applicability. This will ensure that the rights of civilians and
combatants have been protected by international humanitarian law and are not
violated due to the application of AWS. In examining this question, it is crucial to
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illustrate the development of AWS, the legal provisions of IHL, and the main
problem which purports to hinder the compliance of AWS with IHL, which is
accountability.

This article examines three main research questions; first, in matters relating to
IHL and AWS, who bears responsibility, who respects the rules of IHL, and what
can other subjects of IHL demand users of AWS?

Second, what is the position of IHL and IHRL on the use of force by AWS
during armed conflict? Third, what is the position of IHRL with a focus on the
legality of AWS complying with IHL rules, especially on the conduct of
hostilities? The purpose of the study is to reinterpret existing provisions and
contemporary international law norms that help reconcile competing legal
regulations pertinent to humanitarian intervention to the greatest extent possible.

The research will focus on a comparative approach whereby different legal
systems will be compared as to the applicability of IHL and IHRL in matters
concerning the use of new technology in warfare. A qualitative technique will be
applied whereby the study will assess the legal norms in terms of their logical
connections or disjunctions through case studies and interpretation of existing
literature.

The primary sources of data for this study will be legal instruments and the
choices that result from them. Also, the research will focus on the core data
gathering techniques such as secondary data analysis, with examples from classic
and modern quantitative research.

1. METHODOLOGY

The methodology used for this study includes the research and selection of primary
and secondary data, examining both the origin and trustworthiness.

In order to answer the questions of incentive and implementation. The
antinomic democratic peace theory addresses the incentive aspect or why of AWS,
the adoption capacity theory operationalizes the implementation aspect and allows
for conclusions on how adoption plays out. Within this framework, qualitative
content analysis will be provided.

Antinomic democratic peace theory is a theoretical tool for understanding the
behavior of democracies vis-a-vis autocracies. It allows for insights into different
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dyadic pairs of actors engaging in conflict and leads to explanations for why they
do so (Sauer & Schornig, 2012).

Adoption capacity theory is a means to understand how an organization adopts
an innovation such as AWS while requiring the operationalization of two major
variables such as financial intensity that includes quantitative data in the form of
funds for Al and defense related research and development (Horowitz, 2010).

The objective of this study was to find and subsequently codify a theme for
defining the various levels of human involvement in the decision-making process.
The first step was to identify the data needed and determine whether the dataset
could be used as a primary or secondary source. Through an analysis of political
statements and reports from institutions, entailing a positive, negative, or neutral
assignment of human control of lethal decision-making, the data was labelled
primary qualitative data. Examples of primary sources were political statements,
official strategies for military and economic matters, reports of government
agencies, parliaments, reputable NGOs, and think tanks. Another set of primary
data was the quantitative spending information on Al and AWS needed for the
financial intensity variable within the adoption capacity theory.

Secondary data used for the qualitative content analysis came from academic
articles that identified and discussed ethical, legal, and practical issues for using
AWS. They touched upon accountability, compliance with IHL principles of
distinction, proportionality, and ease or lack of proliferation. These variables were
critically analysed individually.

Once data was identified and categorized, it was connected with incentives. For
example, the depersonalization of killing allowed for the physical removal of
military personnel and associated risk, and therefore establishes an incentive for
risk aversion (Korac, 2018).

A systematic content analysis was performed on AWS’s supportive and critical
literature, enumerating the problems AWS could solve, cause, or incentivize.
Together with the primary sources on meaningful human control, the foundation
for the analysis of incentives will be constructed.

The second part of the analysis was structured similarly, though with a different
theory and alternate dataset. The purpose was to reveal information on
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implementation principles. With adoption capacity theory, the article focused on
identifying the organizational capital and financial intensity needed to adopt AWS.

It should be noted that the use of primary sources for this research was limited
and small in scope. It only functions in a supporting role. It is the secondary
qualitative sources that facilitated analysis. In the first half of the analysis, the
concept of meaningful human control served as a foundation and in the second
half, primary sources were used to support and substantiate results on financial
intensity.

Most of the data outlined in the empirical material section of this study were
selected after a careful review of several reports on AWS, chief among them
SIPRI’s “Mapping the Development of Autonomy in Weapon System”
(Verbruggen & Boulanin , 2017). The quantitative data on military spending was
pulled from SIPRI’s general military expenditure database (Tian, Fleurant,
Kuimova, Wezeman, & Wezeman, 2018) and was supplemented with specific
AWS-related national research, development projects, and sample AWS systems.
In addition, numerous examples of AWS tests and deployment were compiled from
a wide range of academic articles and a few journal reports (Scharre, 2018).

Statements on meaningful human control were similarly collected from country
representative statements, obtained through NGO publications on the issue of
AWS, such as the Campaign to Stop Killer Robots and the International Committee
for Robotic Arms Control. A chronology of publications and reports on AWS since
their first appearance in the academic sphere. The reports and statements used in
this analysis cover data provided between the emergence of AWS technology in the
new millennium and 2022.

Given the secretive nature of military projects, data on research and
development was limited. The quantitative information referenced in this study was
partly built on estimates. Autocracies do not give the public access, and the
available information is rudimentary and not reflective of the complete picture. For
example, US-published information likely served as a deterrent to signal or prove
technological superiority. In the framework provided by adoption capacity theory,
the data accuracy did not play a central role but rather exposed general trends, and
relatively high or low spending was the key information point.

There is the possibility that organizations were not entirely independent. SIPRI,
for instance, is funded partially by the German foreign ministry, and there may be a
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conflict of interest since Germany was the subject of their study repeatedly. After a
thorough investigation, however, there were no alternatives for avoiding such
sources.

The topic of this study is ongoing and partially speculative, which means the
reliability of the data used may be the fundamental weakness. Given the sensitivity
and partly classified nature of the material analysed, new information, new
regulations, or happenstance leading to either may have drastically altered the
conclusions other researchers reached when studying the same subject. The coding
of the content analysis was kept simple with against (on the loop), in favor (off the
loop), and within limits (on the loop) positions. The arguments and deductions
were not entirely safe from subjectivity, but when information was found to
counteract thesis arguments it was clearly noted, to ensure objectivity and combat
selection bias.

Study validity was strengthened whenever possible with consistent arguing for
the chosen data and coherence of conclusions and deductions. Qualitative content
analysis was the right method for research questions concerning why and how.
AWS, in this case, focused on descriptive data to analyse incentives and
operational capabilities and underlined the advantages of choosing content analysis
over discourse analysis. Discourse analysis was better suited for understanding the
context, framing, and communication.

From a theoretical perspective, the weakness of the antinomic democratic peace
theory was that it did not touch upon the non-state actor dynamic, which, thus far,
has been the primary target for drones. This effect is neglectable until the moment
when non-state actors will have the means to build and engage AWS themselves.
Similarly, antinomic democratic peace theory’s organizational capital and financial
capacity are not clear in measuring them, even though there are guidelines to do so.
The interpretation of these two variables was a weak point and contested by other
researchers. The evaluation of these two factors in this study is the point where
subjectivity is least avoidable.

2. LITERATURE REVIEW

Computerized weaponry is defined on a continuum of autonomy. First, there is
direct operator control where weapons are controlled by human operators who are
in some physical contact with the machine. Second, there is teleoperator control
where the unit is still controlled by a human, but at a distance. Third, there is
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computerized weaponry under pre-programmed operation where there is
programming to perform a certain task and simply follow a predetermined set of
orders (Bruun, Goussac , & Boulanin, 2021). Approaching truly autonomous
technology is the fourth level, fully discussed in this study, refers to as structured
control where units work in conjunction with artificial vision or sensor systems to
respond in a rudimentary way to environmental stimuli.

In order to define autonomous weapons as those weapons which have the
capability of functioning at some level without human input or supervision.
Furthermore, such weapons must be able to identify (possible) threats/targets,
determine what course of action to take when the target is identified (fire or not),
aim, fire, and reload all on their own (Caron, 2020).

The catalyst for AWS historically was the global pressure to reduce civilian
casualties during the conflict. Carpet-bombing entire cities or an individual zone
increased civilian causalities. In the case of conventional bombs, the proximity to
the target and the probability to neutralize the target was directly proportional to
each other. This practice also exposed airborne assets to enemy fire and
exponentially increased the risk of airplanes being shot down (O’Connell, 2013).

Those who support AWS fall into two groups — those who advocate for AWS
because of military advantage and those who emphasize the moral justification for
them. Scholars argue for the use of AWS would make war more compliant with
international humanitarian law (IHL) (Schulzke, Drone Proliferation and the
Challenge of Regulating Dual-Use Technologies, 2018). The ability to strike
surgically against critical targets, known as decapitation strikes, is weighted against
collateral or civilian damage that depersonalizes killing (Crootof, 2018).

While some support AWS with moral arguments, others oppose AWS, asserting
this kind of reasoning is misguided. A human is just as autonomous as an AWS.
Sparrow’s argument would collapse once humans replace AWS and the outcome,
presumably, stays the same (Sparrow, Robots and Respect: Assessing the Case
Against Autonomous Weapon Systems, 2016). Most scholars arguing against using
AWS refer to either ethical or legal grounds and occasionally a combination of
both. They say the ability to strike surgically against critical targets, known as
decapitation strikes, is weighted against collateral or civilian damage and
depersonalizes killing. Their argument is similar to others that oppose using any
machine to kill a human and echo the paradigm that machines treat human life as
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objects and killing humans denies normative and inherent human dignity (Rosert,
2019).

Sparrow focused on AWS ethics and wrote that arguments in favour of
deployment were flawed and that there should be moral objections. He relied on
the claim that AWS is distinct from accepted weapons of war because they either
fail to transmit an attitude of respect for enemy combatants or worse, they transmit
an attitude of disrespect. He also distinguished between remote-control weaponry
such as Predator and Reaper drones used by the US and systems where an onboard
computer chooses targets for the system, determining who shall live and who shall
die. Essential to Robert Sparrow’s ethical model was the argument that no one
could be held accountable for errors and therefore could not be prosecuted when a
machine makes an autonomous decision (Sparrow, 2007).

Edward Geist, a policy researcher and scholar at the RAND Corporation, argued
that we should avoid positively or negatively evaluating AWS and instead study
the broader effects of such machine use. He asked the question, “Can we prevent
an artificial-intelligence (AI) arms race?”” and he came to the conclusion that an Al
arms race is already well underway (Maas, 2019). Furthermore, Geist postulated
that an Al weapons challenge extends beyond AWS because some of the riskiest
military applications of artificial intelligence do not select and engage their own
targets (Geist, 2016). This is a recurring concern that Al technology is not
containable via regulation, making its non-proliferation difficult or even
impossible.

In order to put these arguments in context the distinction between narrow and
general Al must be made. General Al is true artificial intelligence and does not yet
genuinely exist. Its invention would be ground breaking and affect every domain of
humanity. AWS supporters who claim AWS would make war more just think that
general Al would be needed for a machine to understand the meaning or value of
human life. Narrow Al is machine learning and refers to the process by which
machines develop pattern recognition and make predictions based on data (Deeks,
Lubell, & Murray, 2019). Narrow Al may have implications in this analysis. This
study will address narrow Al or weak Al. It is notable that the body of literature
regarding narrow Al is less developed and smaller in scope.

Scholars who support AWS conduct discourse analysis and cite one other in a
fluid debate reflective of intertextuality. Their emphasis is on AWS deployment
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and its deliberate transfer of human killing decision-making power to a machine.
Though the control to initiate lethal measures is held by humans, human
involvement is limited (Schulzke, 2013). This is the AWS defining characteristic.
The absence of meaningful human control is universally recognized as the main
source of moral and ethical issues arising from AWS (Ekelhof, 2017). This
phenomenon can be called human-in/out/on-the-loop, reflecting the various levels
of human involvement in the decision-making process (Hoven & Santoni de Sio,
2018).

Human In The Loop: Leverages both human and machine intelligence to create
machine learning models. In a traditional human-in-the-loop approach, people are
involved in a virtuous circle where they train, tune, and test a particular algorithm.

Human Out of The Loop: Focused on taking people out of the loop and letting
machines do all the learning and decision-making.

Human On The Loop: Machines that can carry out a targeting process
independently from human command, but remain under the real-time supervision
of a human operator who can override any decision (Tamburrini & Amoroso,
2020).

Research encompasses the principles of accountability and compliance. The
method to study the accountability factor is qualitative and is a small comparative
study. Compliance with the principles of distinction between combatants and
civilians and proportionality of damage are relevant to policy making. Landmines
can violate the principle of distinction while AWS could violate both of these
principles (Amoroso & Tamburrini, 2017). Therefore, measures used in this study
include distinction and proportionality.

3. AUTONOMY IN WEAPON SYSTEMS

In riskless warfare, there are suggestions that it is possible to experience a situation
where the conduct of AWS may be ethical in war compared to humans for the
following reasons: first, deploying an AWS represents an opportunity to protect
human military personnel from danger. Second, an AWS can deliver force in a
more rapid and accurate way. Third, robots do not have a self-preservation instinct
therefore revenge, anger and prejudice will be eliminated from the battlefield.
(Tonkens, 2012).
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Artificial intelligence and machine learning will never satisfy the fundamental
principles needed to lawful use autonomous weapons “ (Anderson & Waxman,
Debating Autonomous Weapon Systems, Their Ethics, and Their Regulation Under
International Law, 2017).” Judging by what happened in the past modern
technology like artificial intelligence made an over-promise and the principles
which imply are cognition and marvelously unique amid the conflicts of war “
(Sharkey N. , The Evitability of Autonomous Robot Warfare, 2012).” The
development of autonomous weapon systems was deemed to be moral and social
wrong as it is regarded unlawful to take the human moral agent out of the firing
loop as far as humanity is concerned.

A firing machine even though being regarded as good cannot be substituted by a
true moral agent like a human being with conscience even though the judgment
might be flawed “ (Sharkey & Suchman, Wishful Mnemonics and Autonomous
Killing Machines, 2013).” Another argument holds that autonomous weapon
systems with their automation use void of human interaction upon firing of missiles
are unacceptable as they do not consider the possibility of bringing the offender to
a fair trial at the court which could be classified as a crime committed against
humanity (Cummings, 2018). A decision to fire a machine leaves nobody with the
responsibility for the actions and mistakes carried out by the machine. Should the
soldier or engineer or the designer who commanded the machine to fire be made
responsible for the actions of the machine be found to have made mistakes?

The long-term development of autonomous weapon systems faces a resistance
that by removing the physical presence of the army from the risk and lessening
physical and emotional harm to ordinary people the demotivation to use armed
forces is reduced. There are arguments against the use of autonomous weapon
systems as it is a problem, the use is not regulated, and the regulation will never be
satisfactory. Some countries have as a result advocated for the ban of autonomous
weapon systems and all the technology which can enable the use of autonomous
war fares “ (Anderson & Waxman, Adapting the Law of Armed Conflict to
Autonomous Weapon Systems, 2014).” Autonomous weapon systems are
classified as weapons of war, but IHL must not be the only legislature to govern
them. IHRL rules also apply. (Brehm, 2017).

Some experts in the development of robots and the legal field have held that an
autonomous weapon system that has the ability to sense information and
distinguish legitimate targets similar to humans is impossible with the present level

343



Berkant AKKUS

of technology (Sassoli, 2014). William Boothby believes that the full autonomy of
AWS is only visible in limited circumstances (Boothby W. , 2016). There are also
certain conditions that have to be met before a weapon system can be considered
autonomous. These include minimal frequency by the operator, tolerance for
environmental uncertainty, and ability to change operating plan to complete an
assignment without guidance (Marra & McNeil, 2013).

There are instances of war that cannot be envisioned by the programmers of
AWS and, further questions whether it is possible for AWS to be programmed to
adapt to circumstances that are not foreseen by the programmer (Sassoli, 2014).
Noel Sharkey holds that translating legal provisions regarding IHL to computer
programs seems impossible. However, he believes it is necessary if AWS will be
utilized. This will entail the translation of IHL provisions into a computer
language, which will be understandable to the computer. This problem can
however be solved in the meantime if the application of AWS is restricted to
environments without civilians “ (Sharkey N. , The Evitability of Autonomous
Robot Warfare, 2012).” There is also a belief that with the technological limitations
of AWS it can only comply with IHL if there is still some certain degree of human
control. Human control consists of predictability and reliability. This refers to the
ability to estimate that a certain thing will happen in the future and, the quality of
being trustworthy (Amoroso & Tamburrini, 2021).

Conversely, others claim that AWS is compliable to IHL. There is an agreement
among contracting states to the Convention on Certain Conventional Weapons
(CCW) that necessary human control must be used over weapons systems and the
use of force. Schmitt holds that international humanitarian law’s restrictions on the
use of weapons are sufficient to protect humanitarian values when AWS is
deployed. Thus, AWS will comply with IHL based on the present legal framework.
Schmitt has high optimism for AWS and asserts that the necessary programming
would most likely be attainable in its development to the point where it would be
comparable to a human review in an identical situation. Schmitt holds that the real
risk that could be associated with the use of AWS would be a potential infiltration
by hackers (Schmitt M. N., 2013). In furtherance, Andrew and Waxman expressed
that some of the world's best roboticists are developing algorithms to include the
notions of proportionality ““ (Anderson & Waxman, Adapting the Law of Armed
Conflict to Autonomous Weapon Systems, 2014).” Ronald Arkin stated that AWS
couldn't be swayed to use excessive force than instructed, in comparison to
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humans. This means the idea of proportionality could be consistently enforced.
Arkin further states that the technology will advance to the point where it will be
far easier for them to comply with the laws of IHL compared to humans (Arkin,
2009).

Predicting the outcome especially due to the complexity of its function will be
quite difficult. The greater the uncertainty, the greater the risk that IHL might be
violated. In carrying out a legal assessment whereby a human operator is
intervening at all times, there is an assured level of predictability as the human
operator is in compliance with IHL (Davison). This may be different for AWS as it
carries out various tasks in a complex environment making it difficult to supervise
it as it tends to change its functioning against different types of targets.

4. CAN AWS COMPLY WITH INTERNATIONAL HUMANITARIAN
LAW?

Acrticle 36 of Additional Protocol | to the Geneva Conventions obliges states in the
“study development, acquisition or adoption of new weapons, means or methods of
warfare to review whether their use would in some or all circumstances be
prohibited by any applicable rule of international law.” The current development of
AWS has the potential of either acting as an extension of human soldiers or as a
replacement for humans on the battlefield by autonomous agents. There is however
a legal requirement to conduct a review of the new weaponry that we understood as
to rely on the assumption of the existing principles of IHL that apply ipso facto to
the new technological warfare developments.

The act of warfare or armed conflict has been an ever-continuing destabilizing
event in the world, an event that often leads to major human rights violations,
economic stagnation, and inhumane acts just to name a few. This has made
countries come together to form international bodies in order to set rules and
regulations regarding the act of warfare and armed conflict. Major provision
regarding armed conflicts was established by the IHL, this law is of utmost
importance as it monitors activities performed during an armed conflict or warfare
in order to make sure those acts conform with its provisions. This is the major key
regarding the rise of the autonomous weapon system, as there are growing
concerns that the laws already established to govern armed conflicts, clearly apply
to AWS but may be insufficient to cover armed conflict performed through the use
of autonomous weapon systems.
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When an international or non-international armed conflict arises, there are
major principles that any state and the non-state actor must apply in combat
operations, these principles form the core of IHL principles that bind every state
around the world (Solis, 2021). The core principles that will be discussed in this
article are the principle of distinction, proportionality, and military necessity.

The principle of distinction sometimes referred to as discrimination is the first
out of the core principles that will be discussed in this article, this principle
stipulates that parties to the conflict must at all times distinguish between civilians
and combatants, further expatiating those attacks may only be directed against
combatants and not towards civilians. Civilians in the context of armed conflicts
are comprised of all persons who are not members of the armed forces, while
combatants are members of the armed forces of a state, Additional Protocol |
further extends the definition of combatants to include members of organised
armed groups that fulfill the criteria outlined in Additional Protocol I, Article 43.
Part of this criterion excludes medical personnel and chaplains. Article 52(1) of
Additional Protocol | prohibits targeting civilian objects, which are defined as all
objects which are not military objectives. The rule does not only refer to persons,
but it also extends to objects.

Suggestions were raised, that an autonomous weapon system incapable of
accurately distinguishing combatants and non-combatants may be used in a
territory where no civilians could be endangered such as underwater, space, and
desert, but then again there is a flaw to this suggestion because when persons are
targets, any one of them may surrender making it unlawful and military
unnecessary to target them (Sassoli, 2014, p. 327).

The principle of distinction also applies to the proper distinction between the
civilian objects and military objectives. As for objects, the definition of a military
objective depends on its "effective contribution to military action™ and the "definite
military advantage" the attack offers "in the circumstances ruling at the time"
(Sassoli, 2014, p. 328). These are elements of what would be considered military
objectives, during armed conflicts, there is a requirement to be aware of plans and
overall development of a military operation, and machines cannot autonomously do
that without constant human input.

The question of how well autonomous weapon systems work in distinguishing
threats was demonstrated by the shooting down of the civilian Iran Air Flight 655
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by USS Vincennes in July 1988. The civilian passenger jet was classified as an
enemy and targeted by an automated Aegis system in the warship without the
authorization of the crew. A similar scenario as demonstrated by (Singer, 2009) is
during the invasion of Iraq, US Patriot missile batteries marked two allied planes as
Iraqi rockets. (Sassoli, 2014, p. 327) argues that the world may not be
technologically ready when it comes to “translating IHL into computer language”
giving an example of how it might be difficult to automate an indicator that can
distinguish “a civilian with a large piece of metal and a combatant with a riffle in
plain clothes.” Therefore, AWS can only be used where the targets are clearly
distinguishable and proposes that without the necessary technology human beings
must be involved in the process.

(Sparrow, 2015, p. 710) agrees with the above writers stating that even if a
weapon system could reliably distinguish combatants from non-combatants, it may
be difficult to make a distinction between legitimate and illegitimate targets. For
instance, how can a robot spot the difference between a digging farmer and a
combatant who planting an explosive device? Alternatively, how can a robot
distinguish between a toy gun and a real gun, a tank which is located in a museum,
or an abandoned tank in a civilian area? AWS will have to examine targets
diligently because combatants often do not wear uniforms or insignia in
contemporary armed conflicts and the farmers by day fighters by night dilemma
illustrate that whether a person is directly participating in hostilities or not is not
always that clear. (Ak & Avaner, 2019, p. 53) The writer is doubtful of the
capabilities of AWS in these three circumstances, which involve reasoning at a
high level of abstraction. To curb these challenges, several suggestions have been
made including designing AWS that could contact and await orders from a human
operator before selecting and engaging targets in order to maintain meaningful
human control during the target selection process “ (Crootof, A Meaningful Floor
for Meaningful Human Control, 2016).” Robots can be programmed to target only
weapon systems instead of humans and the shape and body temperature of targets
could be identified by sensors in order to increase targeting capabilities. (Schmitt
M. N., 2013). With highly advanced technology, it is possible to automate
indicators that may distinguish combatants from non-combatants. However, this
process requires a very high degree of caution, constant review, testing, and
regulation to ensure that we get it right. Additionally, the degree of autonomy must
be regulated as human control must be a constant factor.
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The principle of proportionality provided in Article 51(5) (b) of the Additional
Protocol | to the Geneva Convention (GC) forbids an attack that may be expected
to result in incidental loss of human life, injury to civilians, damage to civilian
objects, or a combination of both, that is excessive in relation to the tangible and
direct military gain anticipated. For this to happen, there must be a mental
operation that will require an assessment of projected military advantage and
potential civilian loss. This thus necessitates sophisticated decision-making on the
spot “ (Geiss, The International-Law Dimension of Autonomous Weapons
Systems, 2015).” In the case of (ICTY, Prosecutor v. Stanislav Galic, 2003), the
International Criminal Court for the Former Yugoslavia established that the test for
determining whether an attack is proportionate is whether a reasonably well-
informed person could have expected the attack. An AWS will have to
instantaneously determine whether an attack may be expected to result in civilian
casualties or damage to civilian objects.

Proportionality is a necessary consideration in attacks on civilians, not on
combatants, as typically combatants seek to maximize the damage on enemy
combatants. The rule of proportionality comes into play when armed attacks result
in more damage and excessive loss of life to civilians even when the target was
towards enemy military objectives (Boogaard, 2015, p. 281). To simply put it, the
main aim of the rule of proportionality is to reduce collateral damage during armed
conflict. Concerning the autonomy weapon system conforming to the principle of
proportionality, this may prove to be more difficult, because this principle would
have to be translated into a computer program and the conceptualization of this
principle has proven to be quite difficult even for humans. A machine would need
clear criteria and a formula to calculate proportionality, (Jensen, 2020) shared this
view that the greatest difficulty an autonomous weapon system will have in
applying the principle of proportionality is not linked to the evaluation of the risks
for civilians and civilian objects, but to the evaluation of the military advantage
anticipated. These concerns are valid because for instance, armed fully autonomous
drone swarms target moving military objectives in a city and each individual attack
is proportionate. In this case, the combined attacks would increase the total
damage, this then brings to the fact that an autonomous weapon system could
therefore not be left to apply the principle of proportionality with human
involvement in constant updating the computer system about military operations
and plans.
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The civilian loss may be acceptable in order to gain the anticipated military
advantage such as the enemy target is a high-ranking leader of a non-state armed
group therefore any kind of formula cannot be applied to the principle of
proportionality. (Sharkey A. , 2019, p. 76) opines that “the principles of
proportionality and military necessity are beyond the capabilities of present and
near future robots and weapons systems.” Decisions about military advantage and

military necessity require “responsible accountable human commanders, who can
weigh the options based on experience and situational awareness” “ (Sharkey N. ,
Automating Warfare: Lessons Learned from the Drones, 2012).”

The international community should insist on the aspect of human involvement,
control and or judgment contending that the rules that constitute it require
interpretation, therefore guidelines such as these cannot be easily translated into the
kind of programmatic language that a robot or computer system can follow.
According to (Asaro, 2012, p. 2) “the very nature of IHL .... Presupposes that
combatants will be human agents”. As much as Asaro’s argument may be true on
the presumption that combatants should be human agents, it does not mean that
intermediaries such as AWS cannot be used to lighten a load of loss of human life
as long as some aspect of human control is maintained.

An important aspect of consideration is whether the principles of
proportionality and military necessity are based on rational decisions or subjective
judgments. An attempt to demystify this question will help in understanding
whether AWS are indeed capable of complying with IHL.

AWS can be regulated under the current system of IHL. However, there are
several grey areas as discussed above, which can be addressed if the interpretation
for classification of AWS in law is discussed, accepted, and institutionalized. This
interpretation will also include a system for allocating and attributing responsibility
for their use. Be that as it may, there is a critical aspect of some degree of human
control that must be preserved when it comes to the design and use of AWS.
Autonomy in the critical functions of the weapons and systems is acceptable, but it
requires certain limits and constraints, which must be subsumed under the notion
that human control, whether characterized as meaningful, substantial, or effective.

5. ACCOUNTABILITY

One of the main issues which have resulted in many objections to the use of AWS
is the perceived lack of accountability that might arise where casualties’ result from
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its usage. Practically, there is bound to be a human involved to give a command to
an AWS whom accountability can be attributed to, but the autonomous nature of
AWS shows that there might be certain obscurity in attributing liability. Liability
under international law can be applicable to individuals, state and/or corporate
bodies. The liability can be either criminal or civil. With regards to civil liabilities
there will likely be less debate on whom will incur liability, where there has been a
violation of international in relation to the use of AWS. However, there is bound to
be serious legal conundrum where an issue on criminal liability arises.

It imposes a duty to take moral and legal obligations for actions and decisions
especially during exercise of power. In international criminal law, mens rea is
crucial for any prosecution and therefore, it’s a requirement that a sense of personal
blame is absent if the accused did not intend for that act or omission to occur.
Crimes or accidents occurring during the war because of the use of AWS, the
actions and decisions of human operators must form part of accountability.
“Human responsibility for decisions on the use of weapons systems must be
retained since accountability cannot be transferred to machines.”* However, in
autonomous technology, the preclusion of human supervision and control proves
the existence of mens rea as impossible to establish thus if power is transferred to
machines during warfare, the moral agency of the war fighter is reduced and
thereby undermining its accountability.

In international law, remedies available to an aggrieved party against a state can
be covered under the principle of state responsibility. A state can be held
responsible for IHL violations which arise from the use of AWS (Davison). Article
4 of the International Law Commission (ILC) Articles on State Responsibility
provides that, states will be held accountable for the actions of their organs. Thus,
if an AWS of a state commits a war crime, then the armed forces of the state will
be held liable (Geiss, 2015). The legal principles of strict liability and breach of
duty could be applicable in this scenario. “The ICRC’s Commentary on the
Additional Protocols to the Geneva” Convention establishes that strict liability
could arise regardless of fault if an injury results from the dangerous actions of a
state “ (International Committee of the Red Cross, 1987).” This form of liability is
the most realistic means of ensuring accountability with states.

! Guiding Principle (d) quoted from CCW Convention, Annex IV.
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Breach of duty is the other likely option for assigning liability to the state. The
four Geneva Conventions (Article 1) prescribe an obligation of due diligence on
party states. Thus, they have a duty to respect and guarantee compliance with the
Conventions in all circumstances. This provision appears applicable to the AWS.
The overall need to maintain respect can be translated into a duty to continuously
monitor and oversee the utilization of weapons in the course of conflicts “ (Geiss &
Lahmann, Autonomous Weapons Systems: A Paradigm Shift for the Law of
Armed Conflict?, 2018).” Failure to do so can then make them liable for breach of
duty.

Regarding individuals, there might be certain complexities when it comes to
accountability because the liability that usually relates to individuals in IHL are
criminal in nature. Criminal liability in these instances will depend on the facts
relating to the level of autonomy exercised in each case. For example, a
programmer or commander who configures or activates an AWS to be used for the
violation of IHL would undoubtedly be held criminally liable. Further, a
commander who activates a weapon to be utilized, without being able to
reasonably predict the outcome, will equally be held liable on account of
recklessness. These are all simple instances that do not create a problem in the
attribution of liability.

However, problems will emerge when all persons involved presume that the
weapons system is working correctly and do not set out to harm people who are
protected. As such in an instance where an AWS was activated and, the
programmer involved does not have knowledge of where the weapon will be
deployed and, the commander who activated the weapon does not know the
location and exact time the attack will take place since the weapon acts
independently. Ascribing criminal responsibility to either the programmer or the
commander might prove difficult. A probable chance of assigning liability to the
programmer might however be possible on grounds of negligence for lack of
predictability “ (Geiss, The International-Law Dimension of Autonomous Weapons
Systems, 2015).”

The Hague Convention of 1907 and the 1949 Geneva Conventions create a duty
for commanders to ensure that their forces act in conformity with the general
principles of the respective Conventions. It creates a responsibility for superiors
regarding the acts of their subordinates. This requires that a commander be aware
that his subordinate would commit a crime. In reality, it will be impossible to apply
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this provision to a robot. The law further shows that a commander’s liability simply
decreases as the system’s level of autonomy increases (Kraska, 2021).

Furthermore, it might also be possible for liability to pass onto corporate bodies.
In the case of AWS, this will imply that manufacturers will be held liable for
certain IHL violations that arise due to the system’s malfunction. This liability will
certainly be civil in nature. However, under the existing framework of the IHL,
such provisions do not exist. Furthermore, with the way international conflicts take
shape, victims will rarely be in a position to file suits against AWS manufacturers
due to the location of these companies (Malik, 2018). Anderson and Waxman
called for strict liability for manufacturers who produce AWS “ (Anderson &
Waxman, Adapting the Law of Armed Conflict to Autonomous Weapon Systems,
2014).”

States must be accountable for unlawful acts committed with any type of
weapon. Where there is no promise of accountability, stopping off a humanity
crime is reduced leading to lower protection of humans and potential of war
crimes. The modern concept of human rights is fundamentally based on the
principle that the states which cause violations must be held accountable and
answer for their actions. As a result, a failure to bring to book those who commit
these human rights violations is also a serious offense as it lets down the victim’s
right to life and is also regarded as a violation of human rights (Ulgen, 2020).
People who are brought to accountability in the event of an autonomous weapon
system casualty include those who are responsible for the production and
deployment of AWS and the violation of IHL includes software engineers,
producers of hardware for the machinery, political leaders (McDougall, 2019).

The US Department of Defensive Directive 3000.09 (Defense, 2012) indicates
that people who permit the use and operations of autonomous and semi-
autonomous weapon systems must do it with care and due diligence bearing in
their minds that they will be individual accounts according to the law of war,
agreements, safety, and precautionary rules. According to the Joint Doctrine Note
2/11 on the United Kingdom (Defence, 2011) approach to unmanned aircraft
systems hold that the responsibility for any army activity rests with the individual
who made and issued the last command permitting that activity.

Another commendable way of enforcing accountability is to make companies
that manufacture and sell these autonomous weapon systems criminal accountable
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for their actions (Chengeta, 2016). Some jurisdictions have heeded the call of
corporate criminal liability some countries that have companies that produce AWS
have laws that punish organizations (Crootof, War Torts: Accountability for
Autonomous Weapons, 2016).

6. THE ETHICS AND MORALITY OF ROBOTIC WARFARE

The Martens Clause which states that if there is no specific law civilians and
combatants should remain under protection of the principles of humanity and
public conscience (Meron, 2000).

“The International Committee of the Red Cross (ICRC) (Autonomous Weapon
Systems: Implications of Increasing Autonomy in the Critical Functions of
Weapons, 2020)” has laid emphasis of the importance and the necessity for human
beings to maintain a certain level of control over the weapons in order to fulfill
ethical issues as well as to ensure that the international law concerning the weapons
system is followed accordingly.

Compliance with IHL must be guaranteed by States before deploying these
weapons systems because AWS violates the principle of protection of human
dignity as autonomous targeting objectifies human beings to algorithmically
processed data points denying human beings of their inherent value hence, they
undercut the underlying structure of IHL.

Certain parts of human life should be off-limits to robotic decision-making,
particularly since the issue being discussed is centered on autonomous weapons
within the confines of war, when it comes to a life-or-death situation, specifically if
it involves non-combatants / civilians, some parts of human life should be off limit
to the machines.

It goes without saying that, with the weapons not having full autonomy, the
human beings in charge of the machines or weapons should have the sufficient
understanding of the mission, what is needed to complete the mission and the other
important details, so as to avoid errors or at least to keep it at a bare minimum.

Strict requirements should be put in place, requirements such as human
supervision, intervention and deactivation protocol, the human being in charge
should be able to override the actions of the weapon / the robot. Some of the
leading developers in artificial intelligence and machines have on numerous
occasions buttressed the point and the need to ensure human judgement as well as
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human control, especially in sensitive applications such as situations involving
people’s lives, especially civilians (UNIDIR, 2014).

Owing to the fact that the machines / the robots (autonomous weapons)
dehumanize the potential targets, that in itself goes against the concept of human
rights. Dehumanizing the targets which are human beings can be seen as a violation
of human rights, given that the human life is in fact valuable and a machine being
able to end one on command can be seen as somewhat unethical, take into account
the just war theory.

According Heyns, “decisions over life and death in armed conflict may require
compassion and intuition.” “ (Heyns, Report of the Special Rapporteur on
Extrajudicial, Summary or Arbitrary Executions, Christof Heyns, Lethal
Autonomous Robotics and the Protection of Life, UN Human Rights Council,
A/HRC/23/47, April 9, 2013, 2013, p. 55)” Going by that, compassion and
intuition are two things’ machines however accurate, do not possess, thus should
not be given full autonomy and access to all parts of human life. More so, the issue
of whether or not the military should kill someone is rather subjective and not
objective and so it should be left to a human being, and not a machine.

Taking human dignity into account, one could argue that it comes from a
sentimental point of view, the reason being that, getting killed either by a machine /
a weapon or getting killed by a human being does not change the fact that a life has
been ended, not forgetting the obvious fact that anyone in the war zone knew or
was aware of the risks involved before consenting to sign up in the first place, this,
of course, does not include civilians caught in a crossfire.

Given full control of the AWS, human beings will become less relevant,
especially when it comes to the issue if morality and judgement calls in the time of
war or in war zones and such.

Taking the Human Rights Watch report into account, Goose was of the opinion
that “fully autonomous weapons would also undermine human dignity, because as
inanimate machines, they could not understand or respect the value of life, yet they
would have the power to determine when to take it away” (Goose, 2017, p. 33).
Every human being has worth, and they should be respected, a robot could not
possibly understand this concept, therefore, respecting or valuing human life is
impossible, as well as comprehending the concept and the gravity of loss, in an
event of death.
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Essentially, giving the whole control to a machine or a robot when it comes to

issues regarding the life of human beings, i.e the robots deciding when and which

human life to end would rather debase the significance given to such a crucial
matter, as well as cheapen or demean human beings as a whole.

Likewise, “ (Heyns, Autonomous Weapons in Armed Conflict and the Right to
a Dignified Life: an African Perspective, 2017)” posed a question, “Is it not affront
to human dignity if robots have the power of life and death over humans”.
Basically, these weapons would objectify the human beings, they are simply just
targets or objects to be destroyed. More so, when the robots do all the work such as
making all the decisions without any interference from human beings, it strips
away the ethical element from the situation, by not giving the human beings the
chance to make ethically or morally sound decisions, then the human dignity is
more or less jeopardized.

In addition, the robots or weapons are programmed and designed to play it by
the book, they follow the program / instructions without question and by so doing,
there is no room for empathy, considering it is a machine, it cannot be moral or
ethical, dealing with human beings as mere objects in itself goes against the
concept of human dignity.

Relying on (Asaro, 2012, p. 708), in order to preserve the concept of human
morality, justice and law then the AWS should not be encouraged or accepted, he
concludes on the note that “As a matter of the preservation of human morality,
dignity, justice, and law, we cannot accept an automated system making the
decision to take a human life.”

As with any concept, the idea of human dignity is not without some criticisms,
according to (Saxon, 2013), he is of the opinion that the use of weapons should not
be seen as a violation of human dignity due solely to the weapons autonomy.
Regardless of how one is killed in the war, human dignity is compromised either
way so long as it is war, due to the fact that, at the end of the day, human beings
are being killed and sacrificed in order to achieve military goals or targets.

Taking into consideration (Birnbacher, 2016), he is of the opinion that the
concept of human dignity should be used when referring to a particular individual
and not the entire human race at once. He also opposes the fact that the idea of
human dignity has been regarded as the same with the concept of morality, going
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by that definition, it would mean that any immoral act would essentially be against
human dignity, and this is not so.

It is a given that going to war comes with a lot of risks on its own so the concept
of human dignity here should be more on a non-combatant / a civilian, then one can
agree that the human dignity of that civilian was affected.

Consequently, in theory, fully autonomous weapons may seem like a good idea,
however, when it comes to practice, in reality it may not always be the same, as
real-life scenarios are not planned or the same all the time, it can be in different
ways, but the machine is programmed in a particular way. Going by the definition
of the United States Department of Defense (DOD) (Defense, 2012), “a weapon
system that once activated can select and engage without further intervention by a
human operator”, fully autonomous weapons could be uncontrollable, prone to
errors and unable to operate predictable if they do, they cannot be held accountable
considering they have difficulty differentiating between combatants and non-
combatants in some cases, how accurate will this be.

It can be agreed upon that human beings play an important and integral part in
controlling the weapons and removing human control entirely from the process of
identifying the target to firing, can be seen as ethically and or morally flawed, and
in warfare should not be removed from the process, so giving or delegating the
decision to kill or giving the machines an all access pass to every aspect of human
life would be very dangerous on the long run.

7. RECOMMENDATIONS

This study is a review of literature on autonomous weapon systems (AWS) or Killer
robots, resulting in the design of analysis to examine the incentive and
implementation questions posed. The objective is to provide concrete evidence for
strategies that advise the selection of data when making decisions on whether or
not to use AWS. Policymakers in the ministries of Foreign Affairs, Defense, and
Economic Affairs who work with security and emerging arms technology and must
negotiate with international entities can use this information to develop standards
for legal and ethical boundaries and in doing so, facilitate policy-making and frame
actionable steps.
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The body of literature defines both domestic and international goals for policy

making. This study, therefore, is even more critical today than in the past, to
support international interactions and relations.

At the domestic level:

Review conformance, develop guidelines, and regularly update regulations to
ensure and safeguard legal compliance: In order to establish national standards, it is
important to pay special attention to the early stages of the life cycle when applying
international humanitarian law (IHL) to AWS and related technology.

Establish norms and procedures: Delineate rules for context-specific Codes of
Conduct for private players and specify the main objectives and aims of procured
and produced military technology. Determine desired and undesirable results, as
well as (technical) fixes to make these results more verifiable and explicable;

Align subcontractor work to military requirements: Continually evaluate a
platform's predefined settings and attributes to make sure production meets the
needs of the environment in which the AWS will be deployed.

Increase politicians' technological literacy: Make sure that scholars and military
leaders driving discovery, development, and deployment regularly collaborate.
Introduce technical subject matter experts when needed to identify gaps and aid in
the comprehension of the technological requirements that underpin policy;

Increase the level of engagement among military personnel: Collaborate with
AWS manufacturers, subcontractors, and legislators to make sure that legal
protocols, technological standards, and military frameworks are all fully integrated.

At the international level:

Encourage general adherence to the law: In particular, encourage adherence to
the legal review of weapons under Article 36 by explaining how international
powers use AWS and comparable systems.

Set a good example: Promote the adoption of ethical concerns in the
development of technology and regulations that are consistent with current global
legal provisions; promote the worldwide deployment of locally established
principles and norms for the development and application of AWS;
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Increase openness to promote international harmony and understanding, share
the learnings from developing guidelines, standards, and rules for AWS and related
technologies with other nations and national populations.

Promote benchmarks for systems that are relevant to the defense industry and
minimize the costs associated with the verification and validation of AWS
technologies by creating a coalition of states to exchange best practices.

Encourage the development of scholarly communities: Encourage and
strengthen a global epistemic community to enable the sharing of legal and
technological information and to support knowledgeable international
policymaking. Create links between academia and business to aid in the conversion
of legal and ethical guidelines into technological standards and frameworks.

This complex set of actions can have global implications for the political
landscape and can influence policy throughout the world.

CONCLUSION

AWS does not exist yet, however, human decision-making process is gradually
being replaced by the artificial decision-making process. Therefore, those who plan
to carry out an attack using AWS must therefore ensure that the weapon system
and the way it is used preserves their ability to make legal judgements and thereby
ensuring compliance with IHL. AWS still raise concerns through its designs,
performance, and method of use and how it impedes commanders or operators in
making these legal judgments.

An overview of present IHL provisions shows that it is designed to be
applicable to humans, and in the case of weapons, it addresses those who produce,
program and use them. Generally, all obligations under international law and
accountability for them are not ascribed to machines and computers. Although,
those who use them have an obligation to ensure that they operate in compliance
with IHL. To achieve a reasonable level of compliance with IHL, AWS will have
to be improved to understand the principles and provisions of the IHL and work
within its framework. Such improvements will have to go as far as developing the
intelligence of the system to be able to differentiate a target from a non-target in
important and risky situations. For instance, where a combatant surrenders and
seizes to be a military target. The system must be able to understand such change in
status. Only then can an AWS be said to be fully compliant with IHL. Furthermore,
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the provisions of the IHL will have to be reviewed to include AWS. This will entail
introduction of express provisions that will regulate its usage and in particular,
create a minimum standard of intelligence, before for it can be used for military
operations.

This new technique of combat that does not include humans is highly
complicated since it poses problems about accountability in the event of damage
and whether it adheres to the standards of IHL, which are proportionality,
distinction, and necessity. No fully autonomous weapon systems have been
deployed or employed.

Action is required to develop a shared understanding of what is appropriate
when using force via the AWS. Control over the use of weapons, as well as
responsibility and accountability for repercussions, are critical to the governance of
force and the preservation of humanity. Upholding human dignity requires that
killing power not be assigned to a computer; rather, the choice to terminate
someone's life must stay with humans.
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DUTIES AND RESPONSIBILITIES OF FIRST RESPONDERS
Abstract

Crime scene investigation requires teamwork; therefore, those involved in this process should
know their duties and responsibilities very well. First responders are among the most important
responsible group of personnel. Contrary to the crime scene investigation team or expert laboratory
personnel, first responders do not technically examine available evidence at the scene but protect the
evidence by keeping the chaotic environment under control at the scene.

This study was conducted to prepare checklists for minimizing or eliminating the deficiencies and
problems encountered by law enforcement officers while performing their first responder duties and
responsibilities at a crime scene. A first responder checklist consisting of a total of 40 questions
under six different themes, was prepared. Four checklists, which consisted of 55 questions in total,
were prepared according to the types of events frequently encountered by first responders, including
firearm crimes, deaths, suspicious package and explosion incidents, and fire incidents. In addition, a
crime scene entry/exit control form was created. The checklists will benefit law enforcement officers
in protecting crime scenes.

Keywords: Crime scene, first responder, duties and responsibilities of first responders, checklist,
firearms, explosion, fire.

ILK EKIiBIN GOREV VE SORUMLULUKLARI
0z
Olay yeri inceleme bir ekip isidir ve bu siirecte olay yerinde gorev alan sorumlularin gérev ve
sorumluluklarmnt iyi bilmeleri gerekmektedir. Bu ekipte yer alan en énemli sorumlulardan biri de ilk
ekiptir. Ilk ekip, olay yeri inceleme ekibi ya da uzman laboratuvar personeli gibi olay yerindeki

delilleri teknik olarak incelemez fakat olay yerinde kaotik ortami kontrol altina alarak bu delillerin
korunma altina alinmasw saglar.

Bu ¢alisma; kolluk kuvvetlerinin, olay yerinde ilk ekibin gérev ve sorumluluklarini yerine getirirken
karsilastig eksikler ve sorunlarin en aza indirilmesi veya ortadan kaldirilmasina yénelik kontrol
listesi hazirlamak amacyla gelistivilmistir. Kontrol listesinde alti farkli tema icin toplam 40 soru
hazirlanmistir. Olay yerinde ilk ekibin siklikla karsilastigi olay tiirlerinden olan atesli silahlarla
islenen suglar, oliim olaylari, siipheli paket ve patlama olaylari ve yangin olayi igin toplamda 55
sorudan olusan dort adet kontrol listesi hazirlanmistir. Ayrica olay yeri giris ¢tkis kontrol formu
olusturulmustur. Bu kontrol listesinin olay yerinin korunmasinda kolluk kuvvetlerine fayda
saglayacag diistiniilmektedir.

Anahtar Kelimeler: Olay yeri, ilk ekip, ilk ekibin gorev ve sorumluluklari, kontrol listesi, atesli
silahlar, patlama, yangin.
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INTRODUCTION

“Crime scene” refers to any location where an alleged crime occurs or the physical
evidence directly or indirectly related to the committed crime is present (Fisher,
2004, 54-482; Swanson, Chamelin and Territo, 2002, 35-725). Crime scene
investigation is a process of collecting relevant evidence, documentation,
characteristics and identification to identify a crime committed, as well as those
responsible for and victims of this crime (Bennett and Hess, 2004, 4-608).

Crime scene investigation requires teamwork; therefore, those involved in this
process (including first responders, crime scene investigation team members,
investigation team members, forensic doctors, and other relevant experts) should be
very well informed of their duties and responsibilities (Chowdhury 2021a;
UNODC, 2009, 12-36). First responders, those who first encounter and respond to
an incident regardless of their branch or rank, are one of the most important groups
of responsible persons in this team (SAPS, 2005, 2).In Turkey, police and
gendarmerie are charged as first responders to intervene in criminal cases.

First responders encounter a very complex environment at the crime scene: their
primary duty is to take control of that scene. Then, they identify possible victims
and witnesses at the scene, identify the suspect(s), and do not allow them to be in
the same environment (Krishnan and Zhou 2020, 1-7; Chowdhury 2021b).

First responders should be prepared before arriving at the scene and be aware
that they may encounter many negative factors: if they fail to protect the scene, the
evidence can be lost or damaged. Therefore, although it is possible to catch the
perpetrator, this opportunity may be missed. The witnesses who can play a key role
in resolving the crime may not be identified. There may be various safety and
hazards at the scene such as chemical and biological materials, firearms,
unexploded explosives, sharp objects, unsafe structures (UNODC, 2009, 14-36).
To avoid such negative interference with evidence-gathering, first responders
should prepare for such instances on the way to the scene and go to the scene
quickly and start planning (Baxter, 2015, 48-604; (Chowdhury 2021a). After they
intervene and have the ongoing incident at the crime scene under control, first
responders should immediately take protective measures and remove persons
around the scene to a safe place to prevent further serious events, such as an
explosion or use of weapons, which could cause extensive damage at the scene.
Access to the crime scene and its surroundings should be restricted by a barricade
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tape printed with "CRIME SCENE DO NOT CROSS". If the crime scene is in a
closed place, its doors must be locked. In open areas, the crime scene can be
protected using a classic crime-scene tape, and also by a rope, cones, barricade
vehicles, and personnel, depending on the type and environment of the incident. It
should be noted that both protecting the crime scene and limiting its visibility are
important for the investigation of the crime and perpetrators, as well as for
protecting the privacy of the victims (Miller, 2014, 35-263). It is possible to narrow
a crime scene later. However, it may be more difficult to expand the borders of a
narrowed crime scene, and the evidence to be obtained will have lower reliability
(Ogle and Plotkin, 2017, 60-433).

The boundaries of a crime scene are determined by taking into account the
location of the incident, the entrance and exit points of the suspect relative to the
scene, and the area where the victim and the objects are located and moved
(https://www.ncjrs.gov, Accessed on: 12.12.2021). A road route is determined to
prevent contamination at the entrance to and exit from the scene, and all personnel
in charge are prohibited from entering and exiting the scene from a location other
than this route.

If there is a need for support personnel to protect the crime scene, their number
is determined and requested from responsible personnel. The place of the incident,
its immediate surroundings, and the local environment are kept under observation.
The information that witnesses present at the scene is recorded, along with their
first statements and the information they provide to identify the suspect (Gomes,
2021, 87-212).

If the perpetrator has left the crime scene, all information regarding the suspect's
identity/description is fresh in the memory of the witnesses. In addition, those who
were at the scene have observed where and how the perpetrator came to the scene,
if any, the people who were with the perpetrator, the crime tool the perpetrator
used, and the escape direction after the perpetrator committed the crime (Baxter,
2015, 49-604).

The wounded and dead people at the scene are transported by an ambulance.
Unfortunately, the ambulance can park on shell casings at the scene. The curious
crowd can step on the footprints, fingerprints, and blood at the scene and disrupt
their position by walking on them. Eyewitnesses can be ready to leave the scene
with their vehicles; the sun is about to set or rise, or the streetlights are about to
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come on or go out. All these issues are of great importance in solving the crime;
they should be taken into consideration by the first responders upon their arrival.
(Gardner and Krouskup, 2018, 83-431; Gomes, 2021, 85-212).

Whereas the evidence is preserved at the crime scene, those detected need to be
marked with a sign to avoid deterioration. For example, to prevent blood stains or
smears on an object at the crime scene from being unnoticed and destroyed by first-
aid medical personnel, a marking can be made around it, depending on factors such
as the size and physical structure of the object (Baxter, 2015, 53-604).

When health personnel intervenes at a crime scene, they may induce changes:
that is to say they can take actions that unwittingly change the original state of the
crime scenes, such as changing the location of tables or chairs to assist the injured
more easily. They can leave disposable medical equipment used during the
intervention at the scene (Lemay, 2010, 21-159).

Regardless of their title, personnel who have no authority and duty at the scene
should be removed from the scene; this should be noted by first responders (Miller,
2014, 28-263). First responders should not allow smoking, chewing gum, eating,
drinking, talking on the phone, and using areas such as bathrooms and toilets at the
crime scene. They should also not allow opening doors and windows and using any
equipment such as air conditioning and natural gas that would disrupt the original
state of the scene (https://www.ncjrs.gov, Accessed on: 12.12.2021).

The type of the incident, the address of the crime scene, the time of the
announcement, and the time of arrival at the scene, the codes of the teams who
arrive to help, if requested, the time of delivery of the scene to the authorized unit,
the measures taken at the scene, the names of the personnel in charge at the scene,
the types of their duties, vehicle plates, arrival and departure times, names of the
victims, suspects and eyewitnesses, and their first statements are noted and
reported in writing (Fisher and Ramirez, 2011, 54-225; Gomes,2021, 85-212).

It is of great importance to take the crime scene under protection/control and to
accept the findings as evidence in the judicial investigation. First responders should
know that only objects not exposed to external influence are accepted as evidence
in the case, and they should always do their duties at the scene by keeping in mind
that they have to bear this great responsibility (Fisher and Fisher, 2012, 65-529).
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As a result, first responders need to familiarize a correct approach to the
incident’s ultimate solution. Since first responders are those who initially respond
to the incident, their correct or incorrect behavior and attitudes directly affect the
course of the case: first responders undertake a very important and sensitive task in
this regard (Gardner, 2011, 61-448).

Contrary to the crime scene investigation team or expert laboratory personnel,
first responders do not technically examine available evidence at the scene but
protect this evidence by taking the chaotic environment under control. If first
responders fail to ensure evidence security or introduce contamination at the scene,
no matter how successful the experts working on the evidence, and no matter how
technologically advanced their equipment, accurate results are not obtained
(Gardner, 2011, 62-448). In one respect, the success of criminal investigations
depends on the measures to be taken by first responders at the scene. Otherwise,
there may be an increase in the number of false convictions or unsolved cases. This
may lead to many important problems such as distrust in the justice system,
difficulties in establishing a public conscience, and changes in the citizens’
perception of the state (Fisher and Fisher, 2012, 64-529).

This study has created checklists regarding how first responders should act and
what they should do on encountering a crime scene. Their actions taken to protect
evidence during their first interventions at the scene will contribute to the solution
of the incident and the fulfillment of justice by ensuring the correct understanding
of the crime pattern.

2. MATERIALS AND METHODS
2.1 Checklist Development Steps

2.1.1. Creating items for the checklists: Relevant themes were develeoped for the
most common types of events. The checklists were created by identifying items for
each event type and including yes/no questions.

2.1.2. Writing the items: It is necessary that the items are simple and
understandable, do not contain more than one judgment, and do not have different
meanings for different readers.

2.1.3. Use of the checklist: The checklist needs to be easy to understand and has
been prepared as succinctly as possible. After proceeding with the necessary
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investigations about the incident, the person who uses and follows the checklist
will put a "v" sign in the "yes" and "no" response columns of each question,
depending on whether he/she has fulfilled the items in the checklist.

In addition, a crime scene entry-exit control form was prepared to ensure the
control of people entering and leaving the security corridor at the scene, to
determine their entry-exit time, and to record and document their duties at the
scene.

3. RESULTS
3.1 First Responder Checklist

A general checklist was created to minimize or eliminate the deficiencies and
problems encountered by first responders while performing their duties and
responsibilities. A total of 40 questions was prepared for six different themes
(Table 1). The themes and questions included in the first responder checklist are
listed below.

3.1.1. Information required for the report (8 questions): This list includes
guestions about whether the announcement or assignment time and the arrival time
to the scene were recorded, whether the route used to arrive at the scene is noted,
whether the hospital police officer and investigation supervisor were contacted
about those who were transferred from the scene to the hospital, whether any
people were transferred to the hospital before arriving at the scene and if any,
whether their information was obtained, whether persons or vehicles were leaving
the scene and if any, whether their information was recorded, and whether the
crime scene entry-exit control form and incident report have been filled out.

3.1.2. Incident and crime scene information (8 questions): This list includes
questions about whether the reported or assigned incident exists, whether there is
an ongoing incident, whether anyone was injured or sought medical assistance at
the scene, whether an ambulance was requested, whether there are vehicles or
crowd of people that prevent the ambulance from coming to the scene, if any,
whether necessary measures are taken in this regard, whether photos of the crowd
of people at the scene were taken, whether the necessary notifications were made to
the inspection and investigation teams who have yet arrived on the scene, and
whether there is a camera recording of the scene.
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3.1.3. Crime scene protection measures (12 questions): This list includes
questions about whether the boundaries of the crime scene were surrounded by a
barricade tape, whether necessary measures were taken to protect physical
evidence at the scene, whether the points where the suspect entered and exited the
scene have been determined, whether a security corridor has been created for the
scene entrance and exit, whether a staff member was assigned to keep the list of
those entering and leaving the scene, whether any changes have been made to the
scene, whether the personnel wears gloves and overshoes for protection of crime
scene and personal safety, whether security personnel accompanies anyone
transferred from the scene by an ambulance, whether there were people raising
difficulties for first responders at the scene, whether reinforcement was requested,
whether the command center and superiors were notified, and whether litter bins in
and around the scene were protected.

3.1.4. Procedures regarding the suspect (5 questions): This list includes questions
about whether there was a suspect at the scene, whether the identity of the suspect
has been identified, whether necessary security measures are being taken regarding
the suspect, whether each suspect was taken to different places in cases where there
is more than one suspect, and whether there were relatives of the suspects at the
scene.

3.1.5. Procedures regarding the victim (4 questions): This list includes questions
about whether the victim remains at the scene; if there was more than one victim,
whether they were kept in areas separate from each other; whether the victim's
identity and first statements were received, and whether there were relatives of the
victims at the scene.

3.1.6. Procedures regarding the witnesses (3 questions): This list includes
questions about whether there were eyewitnesses at the scene, whether the
eyewitnesses were kept separate from each other, and whether the witnesses’
identities and first statements were recorded.

In addition, the event, address, date and time, weather condition, and team code
information should be entered on the first responder checklist.

The crime scene entry and exit control forms have been created to minimize or
eliminate the problems encountered by first responders, and especially, to protect
the scene. This control form has been prepared by synthesizing the reviewed
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literature. The form should include the incident, date, place, entry time, nameftitle,
purpose/task, exit time, additional information, and name/surname of the issuer
(Table 2).

In addition, four checklists were prepared according to the types of incidents
frequently encountered by law enforcement officers, including firearm crimes,
incidents involving deaths, suspicious package and explosion incidents, and fire
incidents. The checklists were created using knowledge derived from published
literature.

A checklist was prepared for firearm crimes, consisting of a total of 10
questions about whether there was a firearm at the scene; the position of the
firearm; whether the position of the firearm changed; if there was a change in its
position, who did it; whether it was recorded digitally if the position of the firearm
was changed in necessary cases; whether there was a bullet, shell casing, person
injured by a gun, object or building hit by gun at the scene; whether the suspects
were allowed to wash their hands at the scene; and whether the suspect's hand
swabs were taken before he/she got into the police car (Table 3).

A checklist was prepared for incidents involving death, consisting of a total of
11 questions about whether the prosecutor had been notified; whether there are
blood stains and crime weapon at the scene; whether an overall photograph of the
scene was made for the first impression; whether there was any odor at the scene; if
the scene is a closed area, whether the lights, curtains and windows at the scene
were open or closed; if the doors are locked, from which direction they were
locked; and whether there were signs suggesting that the scene has been cleaned
(Table 4)

A checklist was prepared for suspicious packages and explosions, consisting of
a total of 12 questions about whether there was a suspicious package at the scene,
whether the command center and the expert team had been notified, whether the
crime scene was evacuated, whether the traffic at the scene was interrupted,
whether the fire brigade, ambulance and natural gas teams were requested to arrive
at the scene, whether the crowd of people at the scene was photographed; if there
were injured people at the scene, whether their identities were obtained, whether
their health conditions were noted, and whether the hospitals to which they were
transferred had been determined; whether the length of barricade tape was
determined by adding half of the distance between the explosion center and the
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furthest object to the furthest object during the time that access to the scene was
restricted with the tape; whether the use of wireless, flash, and camera, which could
possibly trigger the suspect package, was permitted at the scene; whether the
witnesses at the scene were allowed to meet with the bomb disposal expert team;
and whether the suspect’s explosive hand swab was taken at the scene before
he/she got into the police car (Table 5).

A checklist was prepared for fire incidents, consisting of a total of 22 questions
about the presence of the command center; whether there was a fire engine at the
scene, if it arrived after first responders, the time of its arrival at the scene; whether
health, electricity, water and natural gas personnel were requested to come to the
scene; whether there were dead people in the incident; whether the crowd of people
was photographed at the scene; whether the color of flames and smoke and the
direction and speed of the wind were recorded at the scene; whether there were
people who wanted to help excessively at the scene; if the scene was a closed area,
whether the owner exhibits suspicious behavior; whether the license plates of
vehicles near the scene were recorded; whether the doors, windows and curtains at
the scene were open or closed; whether there are objects such as stairs that are
likely to be used to enter the scene; whether there were objects such as lighters,
matches, gasoline, and chemicals near the scene that could start and accelerate the
fire at the scene; whether the scene was checked at regular intervals to control the
presence of suspicious persons around the scene; whether there were small children
leaving the scene; whether the status of the evacuated persons and belongings was
checked before the arrival of first responders; whether explosions or collapses
occurred during firefighting activities; whether there was a fire extinguishing
system, smoke detectors, alarm devices at the scene, and, if any, the possibility to
access their records (Table 6).

Table 1. First Responder Checklist

Incident:

Address:

Date and Time:

Weather Condition

Team Code:
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A. Necessary Information For The Report Yes No

1. Has the denouncement or assignment time been recorded?

2. Has the arrival time to the scene been recorded?

3. Has the route used to arrive at the scene been recorded?

4. Has the hospital police officer and investigation supervisor been
contacted about those who were transferred from the scene to the
hospital?

5. Are there any people transferred to the hospital before arriving at
the scene? If any, has their information been obtained?

6. Are there any persons or vehicles leaving the scene? If any, has
their information been recorded?

7. Has the crime scene entry-exit control form been filled out?

8. Has the incident report been filled out?

B. Incident And Crime Scene Information Yes No

1. Does the reported or assigned incident actually exist?

2. Is there an ongoing incident?

3. Is there anyone who was injured or seek for medical assistance at
the scene?

4. Has the ambulance been requested and the license plate of the
arriving ambulance recorded?

5. Have necessary precautions been taken in case of vehicles or
crowds preventing the ambulance from coming to the scene?

6. Have general photos of the crowd of people at the scene been
taken?

7. Has the necessary information been given to the inspection and
investigation teams who arrived at the scene?

8. Is there a camera recording of the crime scene and its
surroundings?
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C. Crime Scene Protection Measures Yes No

1. Have the boundaries of crime scene been surrounded by barricade
tape?

2. Have the necessary measures been taken to protect physical
evidence at the scene?

3. Have the points where the suspect enters and exits the scene been
determined?

4. Has a security corridor been created for the scene entrance and
exit?

5. Has a staff member been assigned to keep the list of people
entering the entrance corridor at the scene?

6. Have any changes been made to the scene?

7. Do the personnel wear gloves and overshoes for the protection of
crime scene and for personal safety?

8. Does a member of the security personnel accompany if someone is
transferred from the scene by ambulance?

9. Were there any people raising difficulties for first responders at
the scene?

10. Has support been requested?

11. Have the command center and superiors been notified?

12. Is there a litterbin in and around the crime scene? If any, was it
taken under protection?

D. Procedures Regarding The Suspect Yes No

1. Was there a suspect at the scene?

2. Has the suspect's identity been identified?

3. Have necessary security measures been taken against the suspect?

4. In case of more than one suspect, has each of them been taken to
different locations?

5. Were there any relatives of the suspect at the scene?
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E. Procedures Regarding The Victim

Yes

No

1. Is the victim at the scene?

2. If there was more than one victim, are they kept separately from

each other?

3. Have the victim's identity and initial statements been recorded?

4. Were there relatives of the victim at the scene?

F. Procedures Regarding The Witnesses

Yes

No

1. Were there any eyewitnesses at the scene?

2. Were the eyewitnesses kept separately from each other?

3. Have the witnesses’ identities and first statements been recorded?

(https://www.globalrightscompliance.com; https://www.met.police.uk; https://www.pnp.gov.ph)

Table 2. Crime Scene Entry-Exit Control Form

Incident:

Date:

Place:

Date

Entry Time

Name / Title

Purpose/Mission

Exit Time
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Additional Information:

Issuer Name / Registry / Signature:
(Lemay, 2010, 22-159; Baxter, 2015, 50-604)

Table 3. First Responder Checklist for Firearm Crimes

Team Code

Address

Date / Time

Yes

No

1. Was there a gun at the scene?

2. Has the position/location of the gun at the scene changed?

3. Is it known who have changed the position of the gun at the scene?

4. When it was necessary to change the position/location of the gun at the
scene, have the photos been taken and video recorded?

5. Was there a bullet / pellet, buckshot and plastic plug at the scene?

6. Was there a shell casing/shotgun cartridge at the scene?

7. Was any person injured by a gun at the scene?

8. Are there any buildings, cars, or objects hit by a gun on the scene?

9. Has anyone at the scene been allowed to wash their hands and faces?

10. Have the suspect's hand swabs been taken at the scene before he/she
got in the police car?
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Table 4. First Responder Checklist for Deaths

Team Code

Address

Date / Time

Yes

No

1. Has the prosecutor been notified?

2. Was there a crime weapon at the scene?

3. Are there any traces of blood at the crime scene?

4. Has a general photo of the scene been taken just upon arrival at the
scene?

5. Was there any odor at the scene?

6. If the scene is a closed environment, were the curtains and windows at
the scene open or closed?

7. If the scene is a closed environment, were the lights at the scene on or
off?

8. If the scene is a closed environment, were the doors at the scene are
open or closed?

9. If the doors were locked, from which direction were they locked?

10. Were there any signs indicating that the crime has been committed
with the intention of hate and resentment at the scene?

11. Is there any indication that the scene has been cleansed by relatives
of victims or other persons?

Table 5. First Responder Checklist Suspicious Package and Explosion Incidents

Team Code

Address

Date / Time
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Yes

No

1. Was there any suspicious package at the scene?

2. Has the relevant expert unit and command center been informed?

3. Has the area containing the suspicious package been evacuated
immediately?

4. Have necessary precautions been taken against the possibility of a
second suspicious package at the scene?

5. Were any roads blocked for safety?

4. Has a general photo of the scene been taken?

7. Have the authorities such as fire brigade, ambulance, natural gas
personnel been requested to come to the scene and have the vehicle
plates of the arriving teams been recorded?

8. If there were injured people at the scene, were their identities
obtained, their health conditions recorded, and the hospitals where they
were transferred been determined?

9. Was the length of barricade tape determined by adding half of the
distance between the explosion center and the furthest object to the
furthest object while access to the scene was restricted with the tape?

10. Was the use of wireless, flash and camera, which could possibly
trigger the suspect package, permitted at the scene?

11. Were the witnesses who have information about the location of
the explosive at the scene and the people who put it at the scene, allowed
to meet with the bomb disposal expert team?

12. If there was a suspect at the scene, was his/her explosive hand
swab taken at the scene before he/she gets in the police car?

Table 6. First Responder Checklist for Fire Incidents

Team Code

Address

Date / Time
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Yes No

1. Has a command control center been established?

2. Has the fire brigade arrived at the scene and has the license plate of the
fire truck been recorded?

3. If the fire brigade arrived after first responders arrived at the scene, was
the time of its arrival been recorded?

4. Has the crowd of people at the crime scene been photographed from
different angles?

5. Was there any smoke, flame and odor at the scene? If any, what was the
color of the flame?

6. Were there any people who attempted to provide excessive assistance to
the staff, especially the fire brigade, at the scene?

7. Has everything seen and perceived while approaching the scene been
recorded?

8. If the scene is a closed environment, were the doors and windows at the
scene are open or closed?

9. Have the plates of the vehicles near the scene been recorded?

10. Has the presence of tools and equipment such as stairs that can be used
to enter the scene been checked?

11. Have items such as lighters, matches or parts that could start the fire at
the scene been checked in and around the scene?

12. Has the presence of gasoline-derivative chemical compounds, which can
be used as the accelerator of the fire, and their cans and bottles in and around the
scene been checked?

13. Is the scene being checked at regular intervals to control the presence of
suspicious persons around the scene?

14. If people and items were evacuated from the fire scene before first
responders arrived, has their information been recorded?

15. Has an explosion occurred in the fire and during the extinguishing
works?

16. Have the direction and speed of the wind at the scene been recorded?

17. Have protection systems such as fire extinguishing systems, smoke
detectors and alarms been checked at the scene? If so, have their records been
received?

18. Have the authorized personnel of electricity, water and natural gas been
requested to the scene?

19. Was there a deadly incident at the scene?

20. If the fire occurred in a closed building, is there any
abnormality/suspicion in the owner’s behaviors?

21. Was there any children, especially younger ones, leaving the scene

22. Has a collapse occurred at the scene?
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4. DISCUSSION

First responders has a critical role in the crime scene investigation. Their primary
purpose is to protect integrity of the crime scene and evidence. Furthermore they
are responsible for documenting the crime scene, evidence and all activities
(UNODC, 2009, 12-36)

Documentation begins with first arrival at the scene. Careful and planned action
should be taken as wrong actions at the crime scene will jeopardize the
investigation. For documentation, first responder make use of notes they will take
and the form created for this purpose. If the crime scene is documented, the
original state is known and the evidence is not lost and contaminated. Howewer, in
our country, there is no checklist for first responders in Turkey (Milner, 2014, 28-
263).

A literature review was also performed for the development of the themes and
guestions in the checklists, where the checklists of different countries for national
and international first responders were examined (http://www.pnp.gov.ph,
Accessed on: 22.12.2021; https://www.met.police.uk, Accessed on: 12.11.2021;
https://www.globalrightscompliance.com, Accessed on: 20.12.2021).

The Philippines National Police Manual includes a checklist for things to do by
first responders upon arrival at a crime scene (http://www.pnp.gov.ph, Accessed
on: 22.12.2021).

This checklist consists of a total of 27 questions and four different themes,
including medical assistance (2 questions), procedures regarding the suspect (5
questions), preservation of evidence (9 questions) and, if necessary, collection of
evidence (11 questions). In detail, the questions under the theme of medical
assistance are related to the control of life and death signs. Those under the theme
of procedures regarding the suspect are related to the presence of the suspect at the
scene, the determination of the escape routes of the suspect, the notification of the
escape routes of the suspect to other units, the interview with the witness (es) and
victim(s), and the communication with the people at the scene. Those under the
theme of preservation of evidence concern setting up a barricade tape around the
scene, protecting the area surrounded by the tape, placing warning signs around the
striped areas, checking whether the striped areas are sufficiently large, preventing
unauthorized persons from entering the scene, not allowing the suspect and victim
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to enter the scene, not touching anything at the scene, preserving evidence, keeping
suspects and victims in separate places. Those under the theme of the collection of
evidence concern avoiding contamination, paying attention so not to contaminate
objects with each other, controlling volatile materials such as fibers and hair,
wearing protective equipment such as gloves and shoe covers while collecting
evidence at the scene, allowing police to examine both the scene and
behavior/actions/clothes of the suspect, allowing a police officer to take care of the
victim, examining the vehicles at the scene, taking them with a tow truck if the
vehicles are to be taken elsewhere, not using the seats or wearing protective
clothing if the use of vehicles is compulsory, recording all information and
transactions; find it online at (http://www.pnp.gov.ph, Accessed on: 22.12.2021).
The questions prepared in this study regarding incident and crime scene
information, crime scene protection measures, procedures regarding the suspect,
victim and witnesses are similar to those in this manual.

Another checklist for first responders has been prepared by the Metropolitan
Police, the police agency of London, the capital of the United Kingdom. It has a
checklist for first responders (https://www.met.police.uk, Accessed on:
12.11.2021). This checklist consists of a total of 40 questions and six different
themes, including actions (10 questions), events (8 questions), forensic medicine (6
guestions), victim/witness (7 questions), suspect (6 questions) and other actions (3
guestions).

The questions under the theme of actions concern the person who first arrives at
the scene, recording all personnel who arrive at the scene, identifying, evaluating
and managing risks, calling for emergency assistance, protecting and determining
the suspects/victims/witnesses at the scene and those seeking help from them,
identifying the incident and the suspect in all details, recording all transactions at
the scene, determining the type of the incident, contacting the relevant units,
informing the investigation supervisor about whether the officers at the scene know
any suspect or witness in person. Those under the theme of events concern
protecting the crime scene, setting up a barricade tape around the scene, if any,
determining and protecting another crime scene, restricting the scene with a
barricade tape printed with "crime scene do not cross", recording the crime scene
address, determining the suspect’s entry-exit points and the location of a security
camera at the scene, taking photos and video recording from the place with the best
view of the scene, and investigating the existence of automatic license plate
recognition system at the scene and its surroundings. Those under the theme of
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forensic medicine are about exchanging ideas with the crime scene specialist,
wearing gloves, controlling the crime scene, victims and suspects, paying attention
to the movements of the non-assigned personnel, making sure that the evidence is
packaged correctly, conducting a forensic examination of the victim and suspect
(clothes, etc.). Those under the theme of victim/witness are about investigating
whether the victim has sources such as e-mail, short massages and letters, obtaining
the name, address and telephone number of victims and witnesses, determining the
witnesses and victims seeking help, requesting medical assistance according to the
health condition of witnessed and victims, informing the victim about the further
investigation process, recording the first statements of the victim and witness, and
informing the relevant units if the suspect is a child. Those under the theme of
suspect concern recording a description of the suspect, determining the stolen
money, belongings and objects, obtaining the identity information of the suspect,
taking precautions against risky events and suspects, making sure that the right
decisions are made and recorded and investigating the suspect’s belongings and the
materials used. Those under the theme of other actions concern recording all items
containing serial numbers with details, evaluating whether there is a false report of
the incident, and investigating personal security information in terms of criminal
connections, vehicle, location, telephone and terrorism before going on duty
(https://www.met.police.uk, Accessed on: 12.11.2021). In addition, a guideline has
been prepared for the International Criminal Court Standards for International
Crimes by the British Embassy in Kyiv. This document includes articles related to
first responders, such as recording, preserving, and collecting all information and
transactions at the scene, communicating with witnesses, keeping witnesses in safe
and separate places, ensuring the safety of the crime scene and the people there,
paying attention to whether there is any other danger in the incident. Although the
checklists prepared in this study have some similarities to those created by different
countries, there may be differences between them in terms of duties and
responsibilities of first responders as the legal regulations in the countries are
different. The checklists were created by paying attention to these points.

The “Crime Scene Entry-Exit Control Form” was created to protect the scene,
to record the restriction of entry-exit to the scene, and to access these written
records when needed. This form includes information regarding the event, date,
place, entry time, nameftitle, purpose/task, exit time, additional information, and
issuer’s name and surname (Lemay, 2010, 22-159; Baxter, 2015, 50-604;
https://www.ncjrs.gov, Accessed on: 12.12.2021).
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CONCLUSION

Teamwork is required to solve crimes. To reveal the material facts of a crime by
expert units working to serve this purpose, it is necessary to protect the crime scene
and evidence, to preserve the scene as it was at the time of the incident, and to
reveal the relationship between the victim, suspect, and crime scene.

First responders are those who first arrive and provide assistance at the crime
scene after receiving a report of a crime. In general, the law enforcement officers in
a location closest to the crime scene arrive at the scene. They can be either the
personnel working in police stations or patrol security teams or those working in
different units, depending on the type and course of the incident. To reveal how the
incident occurred and the relationship between victim, perpetrator, and crime
scene, it is one of the basic requirements preserving the crime scene as it was at the
time of the incident and to take necessary safety and security measures at the scene
within the period until the crime scene investigation teams arrive at the scene.
Therefore, the higher the awareness and knowledge of first responders who arrive
at the scene, the greater the possibility of solving the crime and reaching the
criminals. We can compare the precautions and tasks undertaken by first
responders at a crime scene to the foundation of a building. In the later stages, the
works done by crime scene investigation staff and other relevant specialists at the
scene and the actions taken by investigation supervisors are always built on the
activities performed by first responders at the scene. The healthier and the better
the first responders work in accordance with the legislation, the easier it is for other
officers to do their work and carry out the investigation.

In this study, several checklists have been prepared to ensure that first responder
easily remembers the points to be aware of during their intervention in forensic
cases, that newly hired law enforcement officers who first encounter a forensic
incident fulfill their duties and responsibilities at the scene without fault, that senior
officers do not miss any detail at the scene, that first responders review whether
there are any missing points during their intervention at the scene, and that law
enforcement units have standard documentation of the crime scene protection
phase for first responders. Thus, the outcome of this research will contribute to the
knowledge of personnel who work as first responders.
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YOL SiDDETINDE SiLAH ETKiSiNiN ROLU: BiR DERLEME
Oz

Toplumlarda siddet iceren davranislarin yayginlasmasina bagh olarak trafik ortaminda da bu tiir
davraniglar giin gegtikge artmaktadir. Siiriiciiler arasinda siklikla yol vermeme gibi nedenlerden
dolayr trafikte yasanan sozlii veya fiziksel siddet, trafik giivenligini tehdit ederek ciddi boyutlara
ulagsmaktadwr. Bu durum “road rage (yol siddeti)” kavramiyla alanyazinda karsimiza ¢ikmaktadir.
Yol siddeti haklkinda yapilan bazi arastirmalar, aracinda silah bulunduran siiriiciilerin saldwrgan
davramiglar sergileme egilimi agisindan daha riskli olabilecegini gostermistir. Bu davramslar
tizerinde sosyal psikolojide “weapons effect (silah etkisi)” diye anilan kavrammn etkili olabilecegi dne
suriilmiistiiv. Bu ¢alisma ile trafik ortaminda sergilenen saldirgan davranmiglar etkiledigi diistiniilen
faktorlerden silah etkisi iizerinde durularak bu etki ile yol siddeti arasindaki iliskiye dair alanyazinda
yvapilan arastirma bulgulart iizerinden bir degerlendirme yapmak amaglanmigtir. Kuramsal
yvaklasimlar ve bu dogrultuda gerceklestirilen arastirma sonuglar: ¢ergevesinde, silahlarin varliginin
yol siddeti davramglar iizerinde onemli bir risk faktorii olabilecegi diigtiniilmektedir. Konu, sosyal
psikoloji ve trafik psikolojisi perspektifiyle trafik giivenligi kapsaminda ¢ok yénlii olarak ele
alinmistir.

Anahtar Kelimeler: Yol Siddeti, Agresif Siiriis, Silah Etkisi, Derleme.

THE ROLE OF WEAPONS EFFECT ON ROAD RAGE: A REVIEW
Abstract

Due to the prevalence of violent behaviors in societies, such behaviors are increasing day by day
in the traffic. Verbal or physical violence experienced in traffic, often due to reasons such as not
giving way among drivers, reaches serious dimensions by threatening traffic safety. This issue is
called “road rage” in the literature. Some studies on road rage have shown that drivers with guns in
their vehicles may be risky in terms of their tendency to display aggressive behavior. It has been
suggested that the concept called "weapons effect” in social psychology may be effective on
aggressive behaviors. In this study, it is aimed to make an evaluation based on the research findings
in the literature on the relationship between this effect and road rage by emphasizing the weapons
effect, which is one of the factors thought to affect the aggressive behaviors exhibited in the traffic
environment. Within the framework of the theoretical foundations and the research results carried out
in this direction, it is thought that the presence of weapons may be an important risk factor on road
rage behaviors. This article comprehensively discusses the topic within the scope of traffic safety
through the perspective of social psychology and traffic psychology.

Keywords: Road Rage, Aggressive Driving, Weapons Effect, Review
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GIRIS

Toplumlarda siddet iceren davranmislarin yayginlagsmasina bagli olarak trafik
ortaminda da bu tiir davraniglar giin gectikge artmaktadir. Joint (1997)’e gore bu
artis genel olarak artan siddet trendinin bir pargasidir (S. 15). Giinliik hayatta
siklikla kars1 karsiya kaldigimiz siddet tiirlerinden biri de trafikte yasanan siddettir.
Trafik ortaminda 6zellikle siiriictiler arasinda “yol vermeme-yolu paylasamama-yol
kavgasi” nedeni ile yasanan sozlii veya fiziksel siddet, trafik giivenligini tehdit
ederek ciddi boyutlara ulasabilmektedir. Bu konunun pek ¢ok agidan ele alinmast
ve irdelenmesi onemlidir. Ornegin, sosyolojik acidan bir toplumda siddetin siklikla
onaylanan bir davranis olmasi, kaba kuvvet kullaniminin eril o6zelliklerle
Ozdeslestirilerek bu davraniglarin toplum tarafindan adeta normallestirilmesi ve
bdylece ozellikle erkek siiriiciilerin trafik ortamini digerlerine gili¢c gosterme, {istiin
gelme alani gibi algilamasi ve trafigi bir yaris pistine ¢evirmesi trafikte yasanan
siddet olaylarini etkileyen faktdrler olarak goriilmektedir. Ozellikle son birkag yil
icerisinde trafik ortaminda sergilenen bazi riskli davramislarin (mesela patinaj
yapmak, drift atmak, makas atmak gibi) kisiler tarafindan videoya kaydedilerek
sosyal medya iizerinden yayinlanmasinda belirgin bir artis s6z konusudur (Ersoz
Glinindi, 2018).

Silahlar, binlerce yildir siddete bagli o6liim olaylarinda Onemli bir yer
tutmaktadir. Pek cok toplumda genel olarak yasanan siddet olaylari igerisinde
silahlarin kullanilmasi olduk¢a sik karsilasilan bir durumdur. Amerika’da ve
Ingiltere’de yasanan siddet olaylarnin "4’{i ve siddete bagli Sliimlerin biiyiik bir
boliimii silah igermektedir. Bununla beraber, 6zellikle sosyal psikologlar agisindan
silahlarin saldirgan davraniglarda bir arag olarak kullanilmasinin ilgi ¢ekiciliginden
ziyade sadece silahlarin ortamdaki varligimin bile kisiler iizerindeki saldirgan
davranislar tetikleyebilme olasiligidir (Engelhardt ve Bartholow, 2013, s. 763).

Trafikte sergilenen saldirgan davraniglarla ilgili olarak ge¢misten giinlimiize
aragtirmacilar tarafindan gergeklestirilmis birgok arastirmada (Asbridge, Smart ve
Mann, 2003; Dukes, Clayton, Jenkins, Miller ve Rodgers, 2001; Ellison-Potter,
Bell ve Deffenbacher, 2001; Ellison, Govern, Petri ve Figler, 1995; Krahé ve
Fenske, 2002; Lajunen, Parker ve Summala, 1999; Ozkan, Lajunen, Parker, Siimer
ve Summala, 2011) siklikla “saldirgan siiriig, ofkeli siiriis, siirticii ofkesi, stiriicii
saldirganhigi ve tehlikeli siiriis ” kavramlar1 kullanilmistir. Bu kavramlara ek olarak
“vol siddeti (road rage)” kavrami da son zamanlarda alanyazinda siklikla
kullanilan bir kavram halini almustir (Bjureberg ve Gross, 2021; Britt ve Garrity,
2003; Carpenter, 2020; Dukes ve digerleri, 2001; Galovski ve Blanchard, 2004;
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Smart, Mann ve Stoduto, 2003; Smart, Mann, Zhao ve Stoduto, 2005). Ulusal
alanyazinda bu kavram, ilk olarak Siimer (2001)’in makalesinde “yol dfkesi”
seklinde Tiirkceye ¢evrilerek kullanilmistir. Bunun disinda veri tabanlari iizerinde
gerceklestirdigimiz aragtirmalar sonucunda Tiirk¢e yayimlanmig bir makalenin 6zet
kisminin anahtar kelimeler boéliimiinde bu kavramin “yol dfkesi” seklinde
kullanildigi tespit edilmistir (Ergin, Fmdik ve Oz, 2020). 2021 yilinda
gerceklestirilmis ve yayimlanmamis bir doktora tezinde de bu kavram orijinal
halinin yaninda parantez igerisinde belirtilerek ve Tiirkceye “yol siddeti” seklinde
cevrilerek kullanilmigtir (Aktag, 2021). Bu kavramin kullanildig1 pek ¢ok arastirma
incelendiginde sadece kavrami Ofke olarak cevirmenin igerigi tam olarak
yansitmayacagl diisiiniilmektedir. Burada kastedilen karayollarinda 6fke, hiddet,

kavga ve siddet olaylarinin yasanmasi durumudur. Yani kavramin daha kapsayici
bir ifadeyle iliskilendirilmesinin daha uygun olacagi disiiniilmektedir. Bu
arastirmada bu kavramin Tiirkge karsiligi olarak “yol siddeti” tercih edilmistir. Bu
tercihte kapsayicilik agisindan siddetin sozel, psikolojik ve fiziksel yonlerinin
olmasi etkili olmustur. Ayrica bazi arastirmacilara gére bu kavram, Ofkenin
tetikledigi saldirgan niyetle gergeklestirilen davraniglara karsilik gelmektedir
(Asbridge, Smart ve Mann, 2006; Bjureberg ve Gross, 2021).

Bu derleme ile trafik ortaminda sergiledigimiz veya maruz kaldigimiz yol
siddeti davranislarin etkileyen faktorlerden sosyal psikolojide ilk olarak Berkowitz
ve Lepage (1967) tarafindan kullanilan “silah etkisi (weapons effect)”” adiyla anilan
kavram tizerinde durularak yol siddeti ile aralarindaki iliskinin kuramsal
yaklagimlar temelinde geg¢miste yapilan arastirmalar goz Oniinde bulundurularak
incelemek amacglanmistir. Konu, sosyal psikoloji ve trafik psikolojisi bakis acisiyla
trafik giivenligi kapsaminda ele alinmustir.

1.YOL SiDDETI
1.1.Siiriicii Ofkesi

Stiriicii ofkesi (driving anger); trafik ortaminda siiriiciilerin davraniglarini olumsuz
yonde etkileyen, siiriiciilerin dikkatinin dagilmasina, kural ihlalinde bulunmasina
ve bazi tehlikeli davranislari sergilemesine yol agan bir durum olarak
tammlanmistir (Yasak ve Esiyok, 2009). Deffenbacher ve arkadaslarina gore
(1994) siirticti 6fkesi, trafikte daha sik ve yogun bir sekilde ofke duygusunu
yasama halidir. Gegmiste gerceklestirilmis bir arastirma sonucunda trafik ortami
disindaki yerlere gore trafikte 6fke duygusu daha fazla siklikta yasanmaktadir
(Parkinson, 2001).
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Bireylerde siirekli 6fke disinda, 6zel olarak trafikte karsi karsiya kaldiklar1 bazi
durumlar sonucunda yasanan bir 6tke duygusunun var oldugu ve siirekli 6tke ile
trafikteki 6tke arasinda anlaml iligkilerin oldugu 6ne siiriilerek bu konuda 6nemli
bulgular elde eden galigmalar gercgeklestirilmistir (Deffenbacher, Deffenbacher,
Lynch ve Richards, 2003; Deffenbacher, Huff, Lynch, Oetting ve Salvatore, 2000;
Deffenbacher, Lynch, Oetting ve Swaim, 2002; Deffenbacher ve digerleri, 1994;
Deffenbacher, Stephens ve Sullman, 2016; Lajunen, Parker ve Stradling, 1998;
Stephens, Hill ve Sullman, 2016). Bu ¢alismalardan siiriicii 6fkesi konusunda
kendinden sonraki pek ¢ok calismaya katki sunan Deffenbacher ve arkadaslari
(1994) tarafindan gelistirilen Siiriicii Ofkesi Olgegi (Driving Anger Scale-DAS) ile
ilgili caligmalar alanyazinda onemli bir yer tutmaktadir. Gelistirilen bu 6lgek,

stiriiciilerin 6fkeye yatkinligini ve saldirgan davranislar sergileme agisindan daha
yiiksek diizeyde riskli grupta olup olmadiklarini degerlendiren bir psikometrik
6l¢iim aracidir. Gegmiste iilkemizin de yer aldig farkli kiiltiirler iizerinde yapilan
pek ¢ok aragtirmada bu dlgek kullanilmistir (Aksar, Alavci, Tekin ve Tekes, 2018;
Benavidez, Flores, Fierro ve Alvarez, 2013; Ozkan ve digerleri, 2011; Suhr ve
Nesbit, 2013; Xu, Hao, Liu, Lin ve Kim, 2018; Yasak ve Esiyok, 2009). Siiriicii
oOfkesinin siiriiciiler tarafindan nasil ifade edildigi tizerinde calisilmis ve trafikteki
6fkenin farkli yollarla ifade edildigi Deffenbacher ve arkadaslar1 (Deffenbacher ve
digerleri, 2002) tarafindan 6ne siiriilmiistiir. Buna gore siiriiciiler 6fkelerini sozle,
bedenle, kullandiklar1 aragla ve yapici-uyum saglayici ifadelerle gostermektedir.
Bu ifade sekillerinin psikometrik olarak &lgiilmesi icin Siiriicii Ofke Ifadesi
Envanteri (Driving Anger Expression Inventory-DAX) Deffenbacher ve
arkadagslar1 (2002) tarafindan gelistirilmis ve bir¢ok arastirmada kullanilmistir
(Aksar ve digerleri, 2018; Giingor, Tiitenkan, Solmazer ve Tekes, 2020; Meoller ve
Haustein, 2018; C)zgiin, Oztiirk ve Oz, 2018; Oztiirk, Ozkan ve Oz, 2021). Bunlarin
disinda siiriicti 6fkesi ile ilgili gelistirilen farkli 6l¢ekler de alanyazinda mevcuttur
(Stephens, Lennon, Bihler ve Trawley, 2019).

1.2.Siiriicii Saldirganhgi ve Yol Siddeti

Trafikteki saldirganlik, gecmisten giiniimiize farkli bagliklar altinda ele alinan
onemli bir konudur. Siiriicii davranislar1 temelinde bu konu farkli bagliklar altinda
kavramsallagtirilarak pek ¢ok arastirma ortaya konmustur. Sosyal bilimler
kapsaminda alanyazinda yapilan tiim bu arastirmalarin ortak yonii, insandaki
saldirgan davranigin nedenlerini ve 6zellikle sosyal psikoloji temelinde durumsal
faktorlerin saldirganlik {izerindeki etkisini gostermek amaglidir.
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Bandura (1983) saldirganhign “kisisel yaralanma veya fiziksel tahribatla
sonug¢lanan davranmglar” olarak tanimlamis ve yaralanmanin fiziksel olabilecegini
ya da zorlayicr giiclin kotiiye kullanilmasiyla psikolojik 6rselenme icerebilecegini
One siirmiistiir (S. 2). Bir baska tanima gore saldirganlik, birisine fiziksel veya
psikolojik yonden zarar vermeye yonelik her tiirlii davranigtir (Berkowitz, 1993, s.
3). Bir kaza sonucunda karsi tarafa verilen zarar, saldirgan nitelikli bir davranis
sonucunda verilen bir zarar degildir. Ciinkii boyle bir ama¢ giidiilmemistir. Fakat
fail, davranisin hedefe zarar verecegine ve hedefin s6z konusu davranistan
kaginmak i¢in motive olduguna inanmigsa bu noktada saldirganliktan bahsetmemiz
miimkiindiir (Bushman ve Anderson, 2001). Siiriicii saldirganligi da benzer olarak
fiziksel veya psikolojik yonden bir siiriiciiye veya diger yol kullanicilarina yonelik

yaralama veya zarar verme niyetiyle yapilan her tiirli davranigi igermektedir
(Lajunen ve digerleri, 1998, s. 108). Stokols ve Novaco (1981) yaptiklari arastirma
sonucunda; kronik olarak trafik sikigikligina ve uzun mesafe yolculuklarinda
trafige maruz kalmanin kan basincimi artirdigini, diisiik engellenme toleransina,
olumsuz ruh haline ve saldirgan siiriis aligkanliklarina neden oldugunu
bulmuslardir (Stokols ve Novaco, 1981°den akt. Indermaur, 1998). Novaco (1991)
yol siddetinin trafik sikisikligi, is baskisi, aile i¢i problemler gibi uyarilmaya yol
acan gevresel kosullarla uyum iginde hareket edebilen, zayif diizeyde sosyal ve
kisisel kontrollerin bir iirlinii oldugunu 6ne siirmiistiir. Ayrica fiziksel uyarilma
sistemlerinin aktive olmasinin kisitlamalar asarak diirtiiselligi artirdigin1 ve 6fke
i¢in bir 6n kosul olusturarak saldirganlik olasiligini yiikselttigini ortaya koymustur
(Novaco, 1991°den akt. Indermaur, 1998). Siriicii saldirganhiginin, toplumdaki
genel saldirganligin bir gostergesi olabilecegi 6ne siiriilmiis (Fong, Frost ve
Stansfeld, 2001) ve giiniimiizde yol kullanicilar tarafindan saldirgan siiriis yolda
kars1 karsiya kalinabilecek en onemli problemlerden biri olarak goriilmektedir
(National Highway Traffic Safety Administration [NHTSA], 1998). Kiiltiirlerarasi
yapilan bir aragtirma sonucunda, saldirgan siiriis davraniginin anlamli diizeyde daha
yiiksek sayida trafik kazasi ile iliskili oldugu gosterilmistir (Ozkan ve digerleri,
2011). Alanyazinda bu zamana kadar saldirgan siiriis ile ilgili yapilan pek ¢ok
arastirmanin  durumsal degiskenler, sosyo-kiiltiirel degiskenler ve kisisel
degiskenler ile iliskisini ortaya koymaya yonelik oldugu bildirilmistir (Berdoulat,
Deninotti ve Vavassori, 2021).

“Yol siddeti (road rage)” kavrami da ge¢cmiste, “yolda siddete yol agacak bir
sekilde araglarmi saldirganliklarini ifade etmek amaciyla kullanan siiriiciiler”i
tanimlamak i¢in kullanilmistir (Whitlock, 1971). Bu kavram, 6zellikle Amerika’da
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1980°li yillarm sonlarinda popiiler basinda yer almis ve 1990’larda da Ingiltere’de
tamtilmistir. 1997 yilinda Oxford Ingilizce Sozliigiiniin yeni kelimeler kisminda
“bir striictintin goriiniige gore modern stiriisiin stresinden kaynaklanan kontrolsiiz
saldirgan davramsi” olarak tanimlanmstir (Oxford Ingilizce Sozliigii'nden akt.
Fong ve digerleri, 2001, s. 277). Brewer (2000)’a gore yol siddeti; siiriictilerin
karayollarinda sergiledigi saldirgan bir davramig bi¢imidir. Avustralya’da 1997
yilindaki trafik suglar1 hakkinda yapilan mevzuat degisikligi ile yol siddeti,
tehditkar ve yagmaci bir niyetle ara¢ siirme davranigi olarak ifade edilmis olup
Ozellikle davramistaki niyete vurgu yapilmistir. Bu diizenlemenin o donemde

’

parlamentodan kolayca gectigi ve bu durumun aslinda o donem i¢in toplum
tarafindan trafikte yaganan bu tiir siddet olaylarinin artmasina bagli olmasi ile ilgili
olabilecegi one siiriilmiistiir (Brewer, 2000, s. 50). Yol siddeti farkli sekillerde ve
tacizin veya siddetin farkli derecelerinde gerceklesmektedir. Ornegin; sozlii veya
fiziksel taciz (temassiz, aracla temas veya kisiyle temas), aracin kendisini silah
olarak kullanmak (temash veya temassiz) ve diger silahlar1 kullanmak seklinde
olabilir (Fong ve digerleri, 2001).

Indermaur (1998, s. 5); ¢evrenin kendisi, stres faktorleri, 6fke diizeyi ve bunlar
arasindaki iliski, yiiksek diizeyde tepkisellik, engellenme toleransinin diigiik
olmasi, olas1 bir tehdit durumunda saldirgan davraniglara bagvurma egiliminin
yiiksek olmasi, kisinin kendisini hakli ¢ikartacak bir saldirganlik senaryosunun ve
bu yonde bir inang sisteminin olmasi ve baskalarinin benzer durumlar karsisinda
gegmiste gosterdigi tepkileri akla getirerek bu davranis kaliplarii model
almalarmin siiriicii  saldirganliginin  nedenlerinden oldugunu O6ne silirmiistiir.
Modern toplumlarda siddetin ve saldirgan davraniglarin artmasinin nedenselligine
iligkin yapilan degerlendirme sonucunda, atesli silahlara erisilebilirligin kolay
olmasi, kiiresel 1sinma, okul ve evlerde ¢ocuga yonelik siddet davraniglari ve
siklikla siddet icerikli eglence medyasina maruz kalma faktorlerinin 6n plana
ciktigr belirtilmistir (Anderson ve Bushman, 2002, s. 28). Kuskusuz zaman
igerisinde yol siddeti davraniglar1 da bu faktorlerden etkilenmekle birlikte spesifik
olarak yol siddeti davraniglarinin sergilenmesinin nedenselligine iliskin faktorleri
de kisilik dzellikleri, ¢evresel ve durumsal faktorler ve bazi motivasyonlar olarak
kategorize etmemiz miimkiindiir. Ornegin trafikte siiriiciilerin “kars: tarafa bir ders
verme” veya “hakli misilleme” motivasyonlarindan etkilenerek bu tarz davranislar
sergiledikleri 6ne siiriilmiistiir (Lennon, Watson, Arlidge ve Fraine, 2011). Baska
bir goriise gore, siriicii araciyla kendisini 6zdeslestirmesi nedeniyle kullandigi
araca yonelik oldugunu disiindiigli herhangi bir tehdit durumunda saldirganlik
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gosterebilmektedir (Fong ve digerleri, 2001). Ciinkii siiriicli i¢in trafik ortaminda
sahip oldugu aracin statiisii kendi statiistiyle iliskilidir. Ayrica risk alma
davranisiyla da konunun iliskili oldugu ve trafikteki riskin dogasinda hiz sinirini
asma, kurallara uymama, araglar1 sollama, trafik 1siklarinda bagka bir siiriiciiyle
yarisma ve diger rekabetci davranislarda bulunmanin oldugu 6ne siiriilmiistiir. Bu
tir davramglarda bulunma eger siirliciiler bir polis memuru tarafindan
yakalanmazlarsa ve herhangi bir aksilik yasamazlarsa tistelik yolculuk siirelerinin
kisaldigini hissederlerse onlar i¢in risk alma olumsuz degil olumlu bir pekistirme
haline gelmektedir. Bu noktada olumlu pekistirme siklikla risk alma davranisinin
gergekliginin inkar edilmesiyle iliskilendirilmektedir (Brewer, 2000). Ellison ve
arkadaglar1 (1995) tarafindan da trafik ortaminda anonim olmanin saldirganlig

kolaylastirdig1 6ne siiriilmiistiir (Ellison ve digerleri, 1995).

Bu bahsedilenler gibi pek ¢ok faktoriin igerisinde silah etkisi, yapilan sosyal
psikolojik arastirmalarda 6ne ¢ikan bir kavram olarak kargimiza g¢ikmaktadir.
Asagidaki boliimde bu kavramin ortaya ¢ikisi, kuramsal temelleri ve yapilan sosyal
psikolojik aragtirmalar ele alinacaktir.

2.SILAH ETKIiSi

Bu etki hakkindaki teorik agiklamalar, silahlarin kisilerin hafizalarindaki saldirgan
diistinceleri harekete gecirmesi veya hazirlamasi (prime) temelinde yer almaktadir.
“Priming effect (hazir olma etkisi)”; zihnimizde halihazirda var olan sahip
oldugumuz ulasilabilir kategorileri veya semalar1 hatirlamadir. Hem yetiskinler
hem de ¢ocuklar lizerinde gerceklestirilen kiiltiirlerarast bir dizi deney sonucunda
gosterildigi gibi hazir olma etkisi, silah etkisi izerinde 6nemli bir rol oynamaktadir
(Benjamin ve Bushman, 2016, s. 47).

Berkowitz ve LePage (1967, ss. 202-207) tarafindan bir deney
gerceklestirilmistir. Bu deney erkek {iniversite dgrencileri iizerinde yapilmis ve
giftler halinde katilimcilar deney odasina alinmugtir. Her bir ciftten birisi sahte
denektir (su¢ ortagi). Katilimcilardan verilen bir gorevde birbirlerinin
performanslarini  belirli bir puan iizerinden elektrogsok vererek yapmalari
istenmigtir. Saldirganligi 6lgmek i¢in katilimcilarin su¢ ortagina verdikleri
elektrosoklarin sayis1 kullanilmistir. Katilimcilarin, iizerinde av tiifegi ve
tabancanin veya badminton raketi veya topunun oldugu bir masaya oturmasi
istenmistir. Arastirmaci tarafindan masanin iizerindeki nesnelerin bir Onceki
aragtirmadan kaldigi, bu arastirmayla bir ilgisinin olmadig1 ve dikkate alinmamasi
gerektigi ifade edilmistir. Deneyde masanin lizerinde higbir nesnenin olmadigi
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kontrol grubu da kullanilmistir. Deney sonucunda, arastirmacinin katilimcilara
masanin iizerindeki nesneleri dikkate almamalarin1 sdylenmesine karsin
katilimcilarin bu konuda basarisiz olduklari tespit edilmistir. Masanin iizerinde
duran atesli silahlarla kigkirtilan katilimcilarin digerlerine gore daha saldirgan
davrandiklar1 (daha fazla elektrosok verme davranisi) bulunmustur. 1967 yilindaki
bu arastirma sonucunda “silah etkisi” kavrami ortaya atilmis ve bir silah1 sadece
gormenin saldirganligi artirabilecegi gosterilmistir (Benjamin, Kepes ve Bushman,
2018, s. 347). Berkowitz, 1974 yilinda silah etkisini agiklamak i¢in bir uyaran-
tepki 6grenme modelini kullanmistir. Buna gore, silahlarin kitle iletisim araglarinda
ve glinliik yasam igerisinde siklikla saldirganlikla eslestirilmesinden dolay1 ikisinin
iligkili oldugunu, bu nedenle sadece silahlarin varliginin bile saldirgan tepkiler
ortaya ¢ikarabilecegini 6ne stirmiistiir (Berkowitz, 1974, s. 165).

Sonraki stirecte silah etkisi deneyleri laboratuvar ortaminda ve alanda birden
fazla sayida tekrarlanmistir. Nesnelerin kendisinin degil resimlerinin kullanildigi,
tabanca, diidiik, cikolatali siit resimleri gosterilerek yapilan ve yine elektrosok
verilerek gerceklestirilen bir deney sonucunda da tabanca resmine maruz kalmanin
saldirganligi artirdigi bulunmustur (Jacques-Philippe-Leyens ve Parke, 1975).
Baska bir aragtirmada silahla ilgili olan/olmayan, saldirganlikla ilgili olan/olmayan
sozciiklerin ve resimlerin kullanildigr iki deney sonucunda, basit¢e silahlart
tanimlamanin saldirgan diislincelerin erisilebilirligini artirdig1  gosterilmistir
(Anderson, Benjamin ve Bartholow, 1998). Bazi arastirmalarda da Berkowitz ve
LePage’in ¢aligmalarindan farkli olarak saldirgan davranisi 6lgmek icin elektrogok
yerine laboratuvar ortaminda kulakliklardan iletilen rahatsiz edici giirtiltii (Lindsay
ve Anderson, 2000) veya baharathi yiyeceklerden nefret eden deneklere verilen
asir1 derecede acili ve baharathh sos (Klinesmith, Kasser ve McAndrew, 2006)
kullanilmistir. Laboratuvar ortami disinda alanda yapilan deneyler de mevcuttur.
Bu ¢aligmalarda 6rnegin trafik ortamindaki saldirganlik, siiriiciilerin korna ¢alma
davranigiyla 6l¢iilmiistiir. Turner ve arkadaglan tarafindan (1975) dogal ortamda
yapilan deneylerden birincisinde (n=59) sik sik digerleri tarafindan rahatsiz edilen
stirliciilerin karsilik olarak saldirgan davrandiklari, ikinci deneyde (n=92) saldirgan
konseptte bir tiifegin manipiilasyonunun (tiifegin goriinen yerde olmasi) olmasinin
trafik sikisikliginin da yaratildigi bir ortamda anlamli bir sekilde siiriiciilerin korna
calma davranigim etkiledigi bulunmustur. 137 erkek ve 63 kadn siiriiciiyle yapilan
ticiincii deneyde de saldirgan ¢agrisim yapan tiifek kullanilarak siiriiciilerin bireysel
ozelliklerinin (cinsiyet, algl) korna ¢alma davranisi iizerindeki etkilesimli etkisi
gosterilmistir. Ozetle, bu ii¢ calismanin bulgularmimn laboratuvar sonuglariyla
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uyumlu oldugu ve atesli silahlarin laboratuvar disindaki trafik ortaminda da
saldirgan davranislar1 artirdi§i One siirlilmistiir (Turner ve digerleri, 1975).
Ingiltere ve Galler’de yapilan kapsamli bir alan arastirmasi sonucunda, bir
elektrosok cihazinin varliginin polis memurlarma ydnelik sergilenen fiziksel
saldirilart 6nemli Ol¢iide artirdigi bulunmustur (Ariel ve digerleri, 2019). 2013
yilinda yapilan bir arastirmada da, silahlar gibi tehdit edici 6geler kullanilarak
katilimeilarin uyarilma durumu incelenmistir. Arastirma sonucunda katilimeilar,
tehdit edici Ogeler (silah) karsisinda tehdit edici olmayan (agac, sandalye ve
yiyecek gibi) dgelere gore daha hizli uyarildiklarini degerlendirmislerdir (De Oca
ve Black, 2013).

Yakin zamanda yapilan silah etkisi deneylerinde ise silahlarin biligsel hazir
olma etkisini incelemek amaciyla katilimcilarin bir harf dizisinin gercek bir kelime
olup olmadigina miimkiin mertebe hizli karar vermesi gereken bir sozciik karar
gorevi prosediirii kullanilmigtir. Burada saldirgan kelimelere daha kisa siirede tepki
verilmesi katilimcilarin belleklerindeki saldirgan diisiincelerin erisilebilirligi ile
aciklanmaktadir. Yapilan deneylerle katilimcilarin silahlarin oldugu kosulda notr
nesnelerin oldugu kosula kiyasla saldirgan sdzciiklere daha hizli tepki verme
egiliminde olduklar1 gosterilmistir (Bartholow ve Heinz, 2006; Subra, Muller,
Bégue, Bushman ve Delmas, 2010). 1967 yilindan 2017’ye kadar gergeklestirilen
silah etkisi arastirmalar1 Genel Saldirganlik Modeli (GAM) temelinde
incelenmistir. Yapilan meta-analiz sonucunda; sadece silahlarin varliginin
saldirgan disiinceleri, diismanca degerlendirmeleri ve saldirganligi artirdigi,
silahlardan saldirganliga dogru bilissel bir yol Onerildigi fakat silahlarin 6fke
duygusunu Onemli Olglide artirmadigi one siiriilmiistiir (Benjamin ve digerleri,
2018). Ayrica alanyazinda silah etkisi ile ilgili yapilan bu arastirmalarin yaninda bu
etkinin siurliliklarma da  deginilmistir.  Ornegin; Ellis ve arkadaslari
calismalarinda, katilimcilar1 odadaki silahin bir polis memuru ile iligkili olduguna
inandirmis, saldirgan davraniglar agisindan 6nceki arastirma bulgularindan farkli
sonuglar elde ederek silah etkisinin meydana gelmedigini One siirmiistiir. Bu
sonuglar, katilimcilarin saldirgan bir davranista bulunmanin cezalandirilabilecegini
diistindiikleri durumlarda bir provokasyona karsi saldirgan tepki vermelerinin
engellendigi seklinde yorumlanmustir (Ellis, Weinir ve Miller, 1971). Benjamin
(2019)’e gore de; yalmizca bir silahin varliginin saldirgan davranmisi tetikleyip
tetiklemedigi konusunda baglamin potansiyel olarak 6nemli bir rol oynadiginin géz
oniinde bulundurulmasi gerektigi 6ne siiriilmiistiir. Carlson ve arkadaglarinin da
yapmis olduklar1 meta-analizleri sonucunda, silah etkisinin yiiksek diizeydeki
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provokasyon kosullart altinda giivenilir bir sekilde ortaya c¢iktigini gdstermistir
(Carlson, Marcus-Newhall ve Miller, 1990).

3. KURAMSAL YAKLASIMLAR

Saldirganlik farkli boyutlar altinda kategorize edilmektedir. Bunlar; fiziksel ve
sozel, aktif ve pasif, dogrudan ve dolayli, bilin¢li kontrollii ve diirtiisel, aragsal ve
duygusal (diismanca) saldirganliktir (Lajunen ve digerleri, 1998, s. 108). Bir
davranigin  altinda yatan amaca yoOnelik saldirganlik tiirleri literatiirde
diismanca/duygusal ve aragsal saldirganlik olarak karsimiza ¢ikmaktadir.
Diismanca saldirganlik (hostile aggression); daha ¢ok diirtiisel, diisiinmeden
plansiz bir sekilde 6fke tarafindan yonlendirilen, nihai amacin hedefe zarar vermek
oldugu ve algilanan bir provokasyona tepki olarak ortaya c¢ikan bir saldirganlik
tirtidiir. Diger tiir olan aragsal saldirganlik (instrumental aggression) ise; baska bir
amag gldiilerek kurbana kasten zarar veren bir davranista bulunmaktir (Anderson
ve Bushman, 2002, s. 29). 2001 yilinda Bushman ve Anderson, bu iki saldirganlik
tiirlini ele alarak ortak yonlerini ve ayristiklari noktalar1 analiz etmislerdir. Bunun
yaninda saldirganligin karisik motivasyonu igeren halinin de olabilecegini One
stirmislerdir (Bushman ve Anderson, 2001). Calismada bu iki tiir saldirganligin
trafikte sergilenen saldirgan davramislari agiklamak igin kullanilabilecegi ©ne
stiriilmiistiir (Lajunen ve digerleri, 1998).

Saldirganlik ve silah etkisi ile ilgili literatiirde 6n plana ¢ikan ve pek c¢ok
arastirmanin temelini olusturan teorilerden bu bagligin alt boliimleri olarak kisaca
bahsedilmistir:

3.1.Bilissel Yeni Cagrisimci Teori

Berkowitz yapmis oldugu arastirmalar sonucunda; hayal kirikligi, provokasyon,
yiiksek ses, rahatsizlik veren seviyedeki sicaklik ve hosa gitmeyen koku gibi
itici/olumsuz olaylarin kisiler iizerinde olumsuz etkilere yol agtigini ileri stirmiistiir
(Berkowitz, 1993). Bu durumun yarattigi olumsuz duygular, gesitli diisiinceleri,
anilari, motor ve fizyolojik tepkileri uyarmaktadir. Buna gore kisilerdeki doviis
cagrisimlar1 ilkel 6fke duygusuna yol acarken kagis c¢agrisimlari ilkel korku
duygusuna yol agmaktadir. Bu teori, olumsuz bir olay esnasinda mevcut olan
ipuclarmin olayin kendisiyle ve olay tarafindan tetiklenen biligsel ve duygusal
tepkilerle iligkili oldugunu varsaymaktadir. Saldirgan diisiinceler, duygular ve
davranigsal egilimler bellekte birbirine baglidir (Anderson ve Bushman, 2002, s.
30).
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Sekil 1; silah kavramimin saldirganlikla ilgili bir ¢ok kavramla baglantisinin
oldugu ¢agrisimsal bir bellek yapisinin sematik olarak gosterilmis halidir. Bir silah
goriintiisiiniin silah konseptini harekete gecirdigi ileri siirtilmiistiir. Yani bir kavram
aktive oldugunda bu aktivasyon ilgili diger kavramlara yayilmakta ve onlarin
aktive edilmesini artirmaktadir (Anderson ve digerleri, 1998, s. 309). Bu model,
ozellikle diismanca saldirganligi, nedensellik ¢ergevesinde agiklamak igin uygun
goriilmektedir (Anderson ve Bushman, 2002).

Agresif Kavramlar intikam Senaryosu

yaralama

Silah kullanma
\ 7

Sekil 1. Saldirganlik Kavramlar1 ve Bir Misilleme-intikam Senaryosuyla
Basitlestirilmis Iliskisel Ag (Anderson ve digerleri, 1998).

3.2.Sosyal Ogrenme Teorisi

Saldirganligin bir veya sinirlh sayida onemli faktérden (Ornegin, diirtiisellik)
kaynaklandigini 6ne siiren goriislerin aksine sosyal 0grenme cercevesinde cesitli
kosullar tarafindan saldirganligin ortaya ¢ikarilabilecegi one siiriilmiistiir (Bjorkly,
2006). Bu teoriye gore kisiler, pek ¢ok karmasik sosyal nitelikli davraniglarda
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oldugu gibi ya dogrudan deneyimleyerek ya da digerlerini gozlemleyerek saldirgan
tepkilerde bulunurlar (Anderson ve Bushman, 2002). Bandura (1973) saldirgan
davranisin analiz edilmesinde ii¢ temel konuya dikkat edilmesi gerektigini 6ne
stirmiistiir. Bunlardan ilki saldirganligin kaynaklari (bu tiir eylemlerin elde edilme
yollar1), ikincisi saldirganligin tetikleyicileri/kiskirtict faktorler ve {igiinciisii
saldirganligin diizenleyicileridir (devam ettiren kosullar). Saldirganligin kaynagi
olarak cok c¢esitli pekistireglerin rol oynadigir 6ne siiriilmiistiir. Bunlar; maddi
kazang, sosyal onay veya statii, kaginma davranisinin azalmasi1 ve magdurun acisi
ve 1Stirabidir (Bandura, 1973’ten akt. Bjerkly, 2006). Bandura, sosyal ve teknik
anlamda belirli bir seviyede yeterlilige sahip olan, kapasiteleri ve ustaliklartyla
sosyal anlamda giiglii olan ve hiyerarsik diizende yiiksek mevkilerde bulunan
modellerin (kisilerin) davraniglarini takip eden insanlarin édiillendirildiklerini 6ne

siirmiistiir. Ozellikle aile iiyelerinin, kisisel alt kiiltiiriin ve kitle iletisim araglarinin
saldirgan modelin 6nemli kaynaklarindan oldugunu belirtmistir (Bandura, 1986, s.
128).

3.3.Senaryo Teorisi

Huesmann’a gore c¢ocuklar, kitle iletisim araglarinda siddet davraniglarmi
gozlemlediklerinde saldirgan senaryolar1 Ogrenirler. Buna goére senaryolar;
durumlar tamimlar ve davraniglar1 yonlendirir. Bir senaryo bir kez 6grenildiginde
daha sonrasinda davranis icin bir kilavuz olarak kullanilabilir. Ornegin;
televizyonda bir anlagsmazligi ¢6zmek icin binlerce silah kullanimina tanik olan bir
¢ocugun, pek c¢ok durum karsisinda genellestirilmis ve oldukga erisilebilir bir
senaryoya sahip olmast muhtemeldir. Baska bir ifadeyle, s6z konusu senaryo
kronik olarak ulagilabilir héle gelmektedir. Bu yaklagimin sosyal 0grenme
yaklagimini igermesinin yaninda konuyu daha spesifik ve ayrintili bir yaklagimla
ele aldigin1 sdylemek miimkiindiir. Bu teori, 6zellikle sosyal 6grenme siireclerinin
genellestirilmesini ve karmasik biligsel siireglerin (algi, yargi, karar ve davranig)
otomatiklestirilmesini agiklamakta faydali olarak goriilmektedir (Anderson ve
Bushman, 2002, ss. 31-32).

3.4.Heyecan Transferi Teorisi

Zillmann (1983)’a gore fizyolojik uyarilma yavas yavas dagilir. Iki uyaran olay,
kisa bir siire ile ayrilirsa birinci olaydan kaynakli uyarilma ikinci olaya yanlis
atfedilebilmektedir. Buna gore, eger ikinci olay ofkeyle iligkiliyse ek uyarilma
kisiyi daha fazla Ofkelendirecektir. Uyarilma dagildiktan sonra bile kisinin
kendisinin devam ettirdigi ofke etiketi kisiyi ddeta saldirgan davranmaya hazir
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tutmaktadir (Anderson ve Bushman, 2002, s. 32). Ozetle bu teorideki mantik,
Ogrenilen bir saldirgan davranisin olmasi ve diger kanallardan uyarilmak ya da

heyecanlanmak suretiyle bireyin uyarilma halini yorumlamasidir.
3.5.Sosyal Etkilesim Teorisi

Tedeschi ve Felson (1994) tarafindan ortaya atilan sosyal etkilesim teorisi;
saldirgan davranisi veya zorlayici eylemleri bir sosyal etki davramigi olarak
yorumlayan, failin hedefin (kars1 tarafin) davranisinda baz1 degisiklikler yaratmak
amaciyla zorlayict eylemlere bagvurdugunu o6ne siiren bir teoridir. Buna gore,
zorlayict ve saldirgan eylemler degerli bir sey elde etmek, yanlis anlamalar
sonucunda cezalandiric1 bir yontemle adaleti saglamak ve arzu edilen sosyal ve
kisisel kimlikleri ortaya c¢ikarmak igin gergeklestirilmektedir (Anderson ve
Bushman, 2002, s. 32). Bazi arastirmacilar bu teorinin, saldirganligin genellikle
yiiksek diizeyde benlik saygisina (narsisSizm gibi) yonelik tehditler sonucunda
ortaya ¢iktigini anlayabilmek i¢in ise yarayacagimi One siirmektedir (Baumeister,
Smart ve Boden, 1996; Bushman ve Baumeister, 1998).

3.6.Genel Saldirganlik Modeli (GAM-The General Aggression Model)

Arastirmacilar tarafindan durumsal uyaranlarin saldirganlik {izerindeki etkileri
sosyal-biligsel bilgi isleme modelleri kullanilarak anlasilmaya ¢aligilmigtir
(Engelhardt ve Bartholow, 2013). Genel Saldirganlik Modeli (GAM), bu modeller
icerisinde On plana ¢ikan, saldirganlik iizerine yapilan pek ¢ok arastirmada temel
alinan ve oldukga kapsamli olan bir modeldir (Anderson ve Bushman, 2002). Bu
model; engellenme-saldirganlik (Dollard ve arkadaslari, 1939), bilissel yeni
cagrisimc1  (Berkowitz, 1989), sosyal oOgrenme (Bandura, 1973), senaryo
(Huesmann, 1986) ve heyecan transferi (Zillmann, 1983) teorisini birlestirerek
gelistirilmis ve bir gergeve sunulmustur. Pek ¢ok arastirmaciya gére GAM, silah
etkisini agiklayabilmek agisindan iyi bir ¢ergeve sunmaktadir. Bu modelde kisisel
ve durumsal olmak iizere iki tiir girdi degiskeni vardir: Kisisel degiskenler;
cinsiyet, yas, genetik yatkinlik, kisilik 6zellikleri, inanclar, tutumlar, degerler gibi
pek cok seyi igermektedir. Durumsal degiskenler ise; saldirganligi etkileyebilecek
pek ¢ok dissal faktordiir (silahlar, medya araciligiyla siklikla siddete maruz kalma,
provokasyon, alkol, yiiksek sicakliklar ve kalabalik gibi). Ozellikle provoke edilen
(kiskirtilan) bireyler ortamda atesli silahlarin olmasi durumunda daha fazla
saldirgan davraniglarda bulunmaktadirlar (Benjamin ve digerleri, 2018, ss. 348—
349).
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Girdiler §1 Sosyal
Kargilagsma
Mevceut igsel durum A
Yollar Duygu
Bilis  ____._ Uy;nlma
# Diistinceli
Degerlendirme B4 Eylem
Ciktilar ve Karar
yerme N Dirtiisel
iiregleri Eylem

Sekil 2. Genel Saldirganlik Modeli (GAM) Epizodik Siiregler (Anderson ve
Bushman, 2002)

Kisisel ve durumsal faktorler, bir kisinin saldirgan diislince, saldirgan
duygulanim ve fizyolojik uyarilmay1 igeren i¢sel durumunu etkileyebilir. Buradan
hareketle saldirganliga giden ii¢ yoldan (saldirgan diisiince, saldirgan duygulanim
ve fizyolojik uyarilma) bahsetmemiz miimkiindiir. Bu yollar Sekil 2°de goriildiigii
tizere birbirini diglayan bagimsiz yollar degildir. Yani saldirgan diisiinceleri olan
birisi aynt zamanda kendisini Ofkeli hissedebilir ve/veya fizyolojik agidan
viicudunda degisimler hissedebilir (Anderson ve Bushman, 2002, s. 34). Teoriye
gore icsel durumlar da kisilerin degerlendirme ve karar siireglerini
etkileyebilmektedir. Karst karsiya kalinan bir tehdit durumunda ilk 6nce bir
degerlendirme yapilir ve bu ilk degerlendirme, dogrudan otomatik veya diirtiisel bir
davranisa ya da tekrardan bir degerlendirme yapilmasina yol acabilir. Bu noktada
bu modelde oOzellikle diismanca degerlendirmelerin saldirgan davranisa igsel
durumlardan daha yakin oldugu one siiriilmektedir. Dolayisiyla saldirgan
davranislar iizerinde diismanca degerlendirmede bulunmanin daha giiglii bir etkiye
sahip oldugunu séylemek miimkiindiir (Benjamin ve digerleri, 2018, s. 349).
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GAM; agirlikli olarak algilama, yorumlama, karar verme ve eylem icin bilgi
yapilarimin  gelistirilmesi ve kullanilmasi {izerine yapilan c¢alismalardan

yararlanmistir. Bilgi yapilarinin 6zellikle algisal semalar (basit fiziksel nesneler
veya karmagik sosyal olaylara iliskin), kisi semalar1 (belirli bir kisi veya gruplar
hakkinda inan¢ iceren) ve davranigsal senaryolar (insanlarin degisen kosullar
altinda nasil davrandiklart ile ilgili) tiirleri dikkate alinmustir (Anderson ve
Bushman, 2002, s. 33). Ayrica bu teorinin kronik saldirganlik problemi olan
bireyleri tedavi edebilmek amaciyla tasarlanmis daha kapsamli ve etkili miidahale
programlarinin gelistirilmesine katki saglayacagi ileri siiriilmiistiir (Tate, Reppucci
ve Mulvey, 1995).

3.7.Konumlandirilmis Cikarsama Modeli (SIM-The Situated Inference Model)

Bu model, GAM’den farkli olarak saldirgan davramigt anlamak igin
gelistirilmemistir. Fakat saldirganlikla ilgili davranislar1 tahmin edebilmek igin
kolayca uyarlanabilen bir modeldir. Insanlarin ¢evre tarafindan sunulan bir sorunun
yanitin1 bulmak i¢in ipuclariyla erisilebilen bilgileri kullandiklarin1 varsaymaktadir.
Burada “Ne yapacagim?” sorusu, saldirgan eylemlere uyarlandiginda “Ne kadar
saldirgan olacagim?” seklinde karsimiza ¢ikmaktadir (Engelhardt ve Bartholow,
2013, s. 767).

Bu modele gore, bir silaha maruz kalmak, eger bireyler silah tarafindan aktive
edilen herhangi bir uyarilmay: silahin kendisinden ziyade igsel siireclere baglarsa,
saldirganliga neden olabilecek saldirgan diistincelerin erisilebilirliginin artmasina
yol agacaktir. Buna kargin bireyler silahlarin davraniglarini etkileyebileceginin
farkindalarsa, muhtemelen silahlara maruz kalmaktan kaynaklanan herhangi bir
uyartlma igin digsal atifta bulunarak saldirganligin engellenmesine yol
acacaklardir. Bu teori ile ilgili yapilan ¢aligmalarin az olmasi ve silah gérmeye
verilen fizyolojik tepkilerin 6l¢iilmemesi nedeniyle alanyazinda yapilmis bir meta-
analiz ¢alismasinin olmadig bildirilmistir (Benjamin ve digerleri, 2018, s. 360).

4.SILAH ETKIiSi VE YOL SIDDETi ARASINDAKI iLiSKi

Yol siddeti hakkinda yapilan bazi arastirmalarda (Bushman, Kerwin, Whitlock ve
Weisenberger, 2017; Dukes ve digerleri, 2001; Miller, Azrael, Hemenway ve
Solop, 2002) siiriiciilerin araglar1 igerisinde olasi bir tehdit unsuru karsisinda
saldirmak ve/veya saldiridan korunmak amagli bulundurduklari esyalarin, aletlerin
veya atesli silahlarin sorgulanmasinin 6nemli bir konu oldugu one siiriilmiistiir.
Araci igerisinde silah tasiyan siirticiilerin silah etkisinden dolay1 daha saldirgan
siiriis tarzinda bulunduklart ileri siiriilmektedir (Bushman ve digerleri, 2017;
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Hemenway, Vriniotis ve Miller, 2006; Miller ve digerleri, 2002; Pfeiffer, Pueschel
ve Seifert, 2016). Amerika’da 2017 yilinda yapilan bir arastirmada, geg¢miste
Berkowitz ve LePage (1967) tarafindan ortaya konan silah etkisi deneyi bir siiriis
simiilator araci kullanilarak tekrarlanmistir. 60 iiniversite 6grencisi (45 erkek, 15
kadin) ile bu deneysel arastirma gerceklestirilmistir. Arastirmada arastirmacilar
tarafindan yolcu koltugunun goriinen bir yerine yerlestirilen atesli silah ve tenis
raketi kullanilmistir. Katilimeilara 6ncelikle kisa bir saldirganlik dlcegi uygulanmis
ve sonrasinda atesli silah veya tenis raketinin oldugu kosullarda sinir bozucu bir
senaryo esliginde araba kullandirilmistir. Deney sonucunda; katilimcilarin
kendilerine ait olmasa bile ortamda bir atesli silah olmasi durumunda tenis
raketinin olmasina kiyasla daha saldirgan arag¢ kullandiklar1 simiilatér yardimiyla

tespit edilmistir (Bushman ve digerleri, 2017).

Anket aragtirmalart da araglarinda silah  bulunduran siiriiciilerin
bulundurmayanlara gore daha agresif ara¢ kullanma egiliminde olduklarini
gdstermistir. Ornegin; Amerika’da Arizona eyaletinde 2006 yilinda 2400 lisansh
stirlicii ile yapilan aragtirma sonucunda trafikte digerlerine yonelik miistehcen el-
kol hareketlerinde bulunmanin ve agresif bir sekilde davranmanin siiriiciilerin
araclarinda atesli bir silah bulundurmasiyla iliskili oldugu bildirilmistir. Atesli
silahla ara¢ kullanmanin agresif ve tehlikeli siirlicii davraniglari sergileme
acisindan bir gdsterge olabilecegi one siiriilmiistiir (Hemenway ve digerleri, 20006).
Yine Arizona’da 2002 yilinda 790 lisansh siiriicii ile yapilan bir arastirmada
stiriiciilerin %11’inin (erkekler i¢in %17, kadinlar i¢in %7) araglar1 iginde atesli bir
silah tasidig1 bildirilmis, direksiyon basinda diismanca davraniglarda bulunmanin
bazi degiskenlerin (yas, cinsiyet, siiriis sikligi, irk, egitim, gelir, medeni durum ve
yolda atesli silah magduriyeti ge¢misi) istatistiki etkileri kontrol altinda tutulduktan
sonra da arac¢ igerisinde atesli silah tasima ile giiclii bir iligkisinin oldugu
gosterilmistir (Miller ve digerleri, 2002). Ayn arastirmada araglarinda atesli silah
bulunduran siiriictilerin trafikte neden diismanca-saldirgan hareketlerde bulunmaya
yatkin olduklar ile ilgili olarak ii¢ olasilik 6ne stiriilmiistiir: Bunlardan birincisi,
araclarinda silah tasimaya yatkin olanlarin ayni zamanda diigmanca-saldirgan
hareketler sergilemeye de yatkin olduklaridir. Ikinci olasilik ise; arag igerisinde bir
silah olmasi durumunun siiriiciileri normalde oldugundan daha agresif davranmaya
tesvik etmesidir. Ugiinciisii de yol siddetinin yogun yasandig1 yerlerde siiriiciilerin
kendilerini korumak igin silah tagima ihtimalinin yiiksek olmasi ve karsi tarafa
ofkeli bir yanit vermesi i¢in daha fazla nedeninin olmasidir (Miller ve digerleri,
2002).
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Ulkemizde ise yol siddeti, {izerinde fazla durulmadig1 ve spesifik arastirmalarm
¢ok az sayida oldugu bir konudur. izmir’de (2021) yol siddeti hakkinda yapilan bir
arastirma sonucunda; siiriiciilere araglarinda kendilerini savunmak amacli herhangi
bir esya, alet veya atesli silah bulundurup bulundurmadiklari sorusu yoneltilmis ve
sonucunda siiriiciilerin %15,2’sinin bu tiirden esya, alet ve silah bulundurduklari
bulunmustur. En yaygin bulundurulan esyanin sopa (haydar) oldugu bildirilmistir.
Ayni arastirmada, aracinda bir egya-alet veya silah bulunduran siiriiciilerin trafik

ortaminda anlamli diizeyde daha fazla diismanca ve saldirgan uyari niteligindeki
davraniglart sergiledikleri ve daha fazla baska siiriiciiler tarafindan saldirgan
davraniglara maruz kaldiklar1 bildirilmistir (Aktas, 2021).

SONUC

Bu ¢alismada bahsi gegen ilgili kuramsal temeller ve bu dogrultuda gergeklestirilen
arastirma sonuglar1 ¢ergevesinde, silahlarin ortamda var olmasinin basli basina
saldirgan davraniglar acisindan bir risk faktorii olabilecegi sdylenebilir. Bagka bir
deyisle, alanyazinda silah etkisi olarak adlandirilan bu etki, yol siddeti davraniglari
iizerinde de onemli faktorlerden birisi olabilir. Bu ¢alismayla, yol siddeti ve silah
etkisi kavramlar1 agiklanarak bu konuda yapilmig arastirmalar dogrultusunda silah
etkisinin yol siddeti tizerindeki rolii agiklanmaya ¢alisilmistir. Bu derlemede silah
etkisi ve yol siddeti ile ilgili yapilan alanyazin taramasi sonucunda ulasilabilen
uluslararast ¢aligmalara genis yer verilmistir. Ulusal diizeyde bu konunun sosyal
psikoloji ve trafik psikolojisi bakis acistyla ele alindigi ¢ok az sayida arastirma
mevcuttur. Bu derleme igin ¢esitli veri tabanlar1 {izerinden “road rage (yol siddeti
veya dfkesi), aggressive driving (saldwrgan siiriig), driving anger (siirticti ofkesi),
aggression (saldirganiik), weapons effect (silah etkisi)” anahtar kelimeleri
kullanilarak tarama yapilmis ve ulasilabilen kaynaklara herhangi bir ayrim
gdzetilmeksizin yer verilmeye c¢aligilmistir. Ornegin, 6zellikle silah etkisi
kavramini savunan veya bu kavramin gercekgiligini sorgulayan farkli bakis agilari
iizerinden yazilmis makalelere de yer verilmistir. Bu noktada, gézden kacan bu
calisma igerisinde yer verilemeyen baska arastirmalarin da var olabilecegi
unutulmamalidir.

Esasen yol, tiim kullanicilar i¢in normal, mesru ve cogunlukla giivenli bir
alandir. Buna karsin bu alan, pek ¢ok kisinin etkilesimde bulundugu bir yerdir. Bu
noktada bireysel ozelliklerle durumsal faktorler etkilesime girerek bu etkilesim
sonucunda trafik ortaminda sergilenen siddet davraniglari agiga g¢ikabilmektedir
(Indermaur, 1998). Karayollarindaki saldirganligin farkli tiirleri tizerinden ¢esitli
tipolojiler ortaya konmustur. Bu tipolojilerin basinda Novaco (1991) tarafindan
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ortaya atilan ve ates etme/vurma, aragla saldirma, hirsiz saldirilari, hareket
halindeki aragtan ates agma, intihar/cinayet kazalari ve yol kenari gatigmalari
seklinde kategorize edilen tipolojik siniflandirmadir (Novaco, 1991°den akt.
Indermaur, 1998, s. 4). Bagka arastirmacilar tarafindan da farkli siniflandirmalar
yoluna gidilmis ve bir siniflandirmada saldirgan siirticiilerde kasitlilik, 6fke tepkisi
ve saldirgan arag siirme olmak iizere {i¢ kategori one ¢ikarilarak siiriiciilerin en
saldirgan olandan en az saldirgan olana kadar bir siirekliligin parcasi oldugu 6ne
striilmiistiir. Trafikteki saldirganliga ve kisisel degiskenlere dayanan bu
siniflandirmalar ayrintili bir aragtirma yapilmasi ihtiyacini da kuskusuz beraberinde
getirmektedir. Gergek anlamda etkili ve iyilestirici ¢alismalarin gelistirilebilmesi
icin trafik giivenligi baglaminda hangi kisisel degiskenlerin ve psikopatolojilerin

sorunlu oldugunu bilmek énemlidir (Berdoulat ve digerleri, 2021, s. 2).

Pek cok toplumda atesli silahlar son derece goriiniir ve halihazir durumdadir.
Atesli silahlara ulagsmak ¢ok zor degildir. Diinyanin en yaygin silahli toplumu
Amerika’dir. Bu tlkenin diinya niifusunun sadece %4’iine sahip olmasina ragmen
vatandaglarinin diinyadaki silahlarin yaklagik %31’ine sahip olmasi dikkat gekici
bir veridir. Dolayisiyla fiziksel ortamda bu kadar silah olmas1 ve ulasilabilirliginin
kolay olmasi nedeniyle iilke vatandaslarinin diger iilke vatandaslarina gére daha
saldirgan davranmaya hazir olmasi olasilik dahilindedir (Benjamin ve Bushman,
2016, s. 47). Ulkemizde de 2017 yila dair Igisleri Bakanligi, Emniyet Genel
Miidiirliigii verilerine gére son on yil icerisinde ruhsath silahlarin sayisinda azalma
oldugu bildirilmis fakat bireysel silahlanma kayit dis1 temin nedeniyle tam olarak
tespit edilemediginden ruhsatsiz veya av tiifegi gibi silahlarin sayisina dair net bir
veri yoktur. Son on yili kapsayan sug istatistikleri igerisinde ruhsatli atesli silahlarla
25,547 sucun, ruhsatsiz atesli silahlarla ise 159,123 sucun gercgeklestigi
bildirilmistir (icisleri Bakanhgi, Emniyet Genel Miidiirliigiinden akt. Orhan ve
Yeter, 2019). Tirkiye’nin bireysel silahlanma konusundaki egilimi de kisi basina
diisen silah say1s1 ve sug orani dikkate alinarak incelendiginde diinya genelinde {ist
siralarda olmadig1 fakat kayitsiz silahlarin dnemli bir problem oldugu ve sug
olaylar tizerinde etkili oldugu bildirilmistir (Orhan ve Yeter, 2019, s. 131). Trafik
giivenligi baglaminda silahlar, dikkat edilmesi ve bazi 6nleyici tedbirlerin alinmasi
gereken bir konudur. Aracinda silah (6zellikle atesli silah) tagiyan bir siiriici,
herhangi bir tahrik edici bir durumla kars1 karsiya kaldiginda fazla diistinmeden
silahina sarilip saldirgan bir eylemde bulunabilir. Bunun yani sira silahin varligina
giivenerek trafik gilivenligini tehdit edecek bir stilde aracini ¢ekinmeden asir1 bir
Ozgiivenle siirebilir. Bunun yaninda, arag igerisinde herhangi bir silah olmasa da
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bazi siiriiciilerin araglariyla benliklerinin biitlinlestigi durumlarda, siiriicii aracin
kendisini bir silah olarak algilaylp araciyla temasta veya fiziksel saldirida
bulunabilir. Bu durum da trafikte siklikla gozlemledigimiz veya karsi karsiya
kaldigimiz riskli durumlardandir (tampon temasi, hareket halinde yandan temas,
arac1 iizerine siirme davranisi gibi).

Farkli bir bakis agisiyla bakildiginda, insanlar trafik ortaminda kural disi bir
hareket sirasinda karsi tarafin aracinda bir silah gordiigiinde muhtemelen kornoya
basmayacak, uyarmayacak ve o kisiyle muhatap olmak istemeyecektir. Ciinkii hem
ortamda hem de medyada sik sik tanik oldugu yol siddeti olaylarindan dolay1
kurban olmaktan korkacaktir. Fakat her zaman bu tutum gegerli degildir, ¢iinkii
insanlarin giindelik yasamda siklikla karsi karsiya kaldigi baska stres faktorleri de
olmaktadir. Insanlar direksiyon basina gectiginde hayatin diger alanlarinda
yiizlesemedigi veya icinde biriktirdigi 6fkeyi trafik ortaminda ufacik bir kivileim
karsisinda giin yiiziine ¢ikarabilir. Dolayisiyla, en basit formdaki bir yol siddeti
davraniginda bulunuldugunda bile eger kars1 taraf 6tkesini kusacak veya saldiracak
bir yer ariyorsa kotli bir ruh hali igindeyse asir1 derecede bir tepkiyle karsilik
verebilir. Bu durumda 6zellikle aracinda veya iizerinde tasidigi bir silah varsa
istenmeyen sonuglarin yasanmasi muhtemelen kaginilmazdir. Berkowitz (1968) bu
durumu su sozlerle 6zetlemistir:

“Silahlar sadece siddete izin vermekle kalmaz, ayni zamanda onu tesvik edebilir.
Parmak tetigi ceker, ancak tetik de parmagi ¢ekiyor olabilir (s. 22).”
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BELARUS-POLAND MIGRATION CRISIS AND SUPRA-NATIONAL POLITICAL
CONCERNS OF THE EXTENDED ACTORS

Abstract

This study seeks to examine the sociological, political, and humanitarian dimensions of the
Belarus-Poland migration crisis and aims to discuss the differences between migration diplomacy
and state-organized-engineered migration within the framework of the instrumentalization and
weaponization of migrants. Statements made by EU authorities about the Belarus-Poland migration
problem, sanctions, and measures implemented are investigated to evaluate the EU’s approach.
Furthermore, in order to comprehend Belarus’ perspective, Lukashenko’s statements and press
coverage of the incident are scrutinized. Theoretically, while following a descriptive analysis method,
the article considers how Belarus-Poland border issue has given rise to a great deal of media interest
due to Belarus’s balance and interest-oriented policies oscillating between the former Soviet world
and the West and argues how Russia brought a global dimension to the issue as a result of its
historical political pursuits. Finally, it concludes that the migration crisis between Belarus and
Poland is not a simple crisis that concerns two countries, if anything, it is a reflection and precursor
of multi-actor global politics serving different purposes in the region.

Keywords: Migration diplomacy, legitimacy, coercive-state organized migration, Russia, Belarus, the
EU

BELARUS-POLONYA GOC KRiZi VE GENISLETILMiS AKTORLERIN
ULUSLARUSTU SiYASI KAYGILARI
0z

Bu calisma; Belarus-Polonya gog krizinin sosyolojik, politik ve insani boyutlarini incelemeyi,
gocmenlerin aragsallastirilmast ve silah hdline gelmesi ¢ercevesinde go¢ diplomasisi ile devlet eliyle
tasarlanmis-manipiile edilmis go¢ arasindaki farklari tartismayr amaglamaktadr. AB yetkilileri
tarafindan Belarus-Polonya gé¢ sorununa iliskin olarak yapuan agiklamalar, uygulanan yaptirimlar
ve alinan dnlemler AB'nin yaklasimni ele almak tizere arastirilnigtir. Ayrica Belarus'un bakis agisin
anlamak i¢in Lukashenko'nun agiklamalar: ve olayla ilgili basinda ¢ikan haberler irdelenmistir.
Teorik olarak betimsel bir analiz yontemi izlenirken bu makale Belarus’'un eski Sovyet diinyast ile
Bati arasinda gidip gelen denge ve ¢ikar odakli politikalar: nedeniyle Belarus-Polonya sinwr
sorununun medyada nasil popiilerlik kazandigini ele almakta ve Rusya'min tarihsel siyasi
arayislarinin bir sonucu olarak konuya nasil kiiresel bir boyut kazandirdigini tartismaktadir. Son
olarak bu ¢alismada, Belarus ve Polonya arasindaki go¢ krizinin iki iilkeyi ilgilendiren basit bir kriz
olmadigi ancak bélgede farkly amaclara hizmet eden ¢cok aktorlii kiiresel politikalarin bir yansimasi
ve onctisti oldugu sonucuna varilmigstir.

Anahtar Kelimeler: Gog diplomasisi, mesruiyet, zorlayici-devlet tarafindan tasarlanmis gé¢, Rusya,
Belarus, AB.
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INTRODUCTION

Globalization has enabled the expansion of transportation and communication
infrastructure, which has resulted in a rise in voluntary movement, referred to as
economic immigrants. With the increase in both voluntary and forced migration,
migration management has become a situation that necessitates a balance in the
fields of economy, politics, social policy, and international relations, which
includes the management of voluntary migration as well as the fulfilment of
international human rights obligations. Migration management has ceased to be
solely a matter of national sovereignty and has become crucial, particularly for
countries bordering the EU. As of 2020, there were 82.4 million forcedly displaced
people (UN News, 2021) and 281 million foreign migrants worldwide (UN DESA,
2021).

In the 1960s, immigrants were considered as a need for European countries’
development; but, with the end of the Cold War, the scenario reversed. With the
breakup of the Soviet Union and Yugoslavia, Europe was confronted with a
massive influx of refugees and economic migrants. Countries that intend to keep
the growing refugee influx under control as a result of the wars in Bosnia and
Herzegovina and Kosovo begun to enact restrictive laws. Moreover, with the 9/11
attacks, the EU’s perspective of immigration has shifted to one in which
immigrants are perceived as a security risk. The Syrian refugee crisis, on the other
hand, represents the critical threshold for both neighbouring countries and the EU.

Migration is at the forefront of EU policy, with mass and irregular migration
viewed as a threat to the EU’s stability. Since the 2015 Syrian refugee crisis, the
fear of immigrants has grown visible over the EU politics, and activities that
violate the 1951 Refugee Convention and other international treaties, such as
unlawful pushbacks, efforts to repatriate refugees, and illegal detentions, have
widely become common migration policies. Migration has become a heated topic,
particularly in the EU. National governments are responsible for defending their
borders, but sharing responsibility for border protection inside the EU is tricky,
particularly when it comes to asylum seekers. The Belarusian immigration issue
has also renewed EU solidarity with a tactic that threatens the whole EU.

With the Belarusian migrant crisis, the argument over irregular migration has
evolved into a new type of government using migrants as diplomatic instruments.
The construction of a new mechanism for smuggling illegal migrants through the
Belarusian state-owned travel agency Centrkurort is still being debated (LRT,
2021). Moreover, the crisis has turned into a complex diplomatic and humanitarian
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chaos, in which not only Belarusian companies, but also Danish and Irish
companies are rumoured to be chartering aircraft to Belarus, and the border
security efforts of Poland, Lithuania, Latvia and the EU, Germany, the Czech
Republic, Austria and others are pressuring Iraq (Eccles & Barigazzi, 2021).
Belarus has signed visa free travel agreements for up to 30 days for citizens of 76
countries and the flights from the Russian Federation is not subject to border
control since it is deemed domestic (Ministry of Foreign Affairs of the Republic of
Belarus, n.d.). However, the immigrants stuck at the border are usually immigrants
from Iraq, Syria, Afghanistan or Africa, and there is no visa-free travel from Iraqg. It
is among the news that Belarus has simplified the visa formalities for immigrants
from Iraq to enter the country as tourists in order to allow them to arrive (BBC,
2021). It was revealed that the total number of persons attempting to enter the
Polish border for the year was 33 thousand, with 17 thousand attempting to do so in
October alone (BBC, 2021).

The use of immigrants by Belarus as a policy instrument against sanctions or to
explain their legitimacy, as well as the EU’s use of immigrants as a weapon and
hybrid war pronouncements, do not invalidate the event’s human rights dimension
and the right to seek refugee which are core EU principles. Furthermore, the
distribution of humanitarian aid to refugees trapped between Poland and Belarus
has grown complicated, with both sides claiming the responsibility of the other side
for the migrants (Stankevig, 2021).

There have been numerous studies on the securitization of immigration;
however, this study focuses on the image of the Belarus-Poland migration crisis as
a threat to the stability of the EU, as a bargaining instrument about sanctions on
Belarus, and as a global balancing tool with Russia, the USA and the EU. This
study is divided into 4 sections. The first, the concepts of border, immigration
diplomacy, and coercive immigration are examined. The second section addresses
the topic of whether the Belarusian problem is the result of state-organized
migration. The third section discusses the broad shift in the EU’s approach to
migration. Starting with the security paradigm, the fourth section discusses
Russia’s effectiveness in the area within the context of the Belarusian immigration
crisis. The key points are summarized with political remarks in the conclusion. The
analysis in this study sheds light on the interconnectedness of international politics,
migration governance and human rights. Thus, it provides insights that would
prove valuable migration diplomacy, state organized-engineered migration, and
also the concept of human weapons of modern wars. As far as is known, no
research has been conducted that evaluates Belarusian migration dilemma from
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both Belarusian and the EU perspectives. Research findings show that for the EU,
this uncontrolled and mass migration movement is seen as a security threat to the
EU territory and EU solidarity is tested. Furthermore, new borders and barriers
have been created with new physical and political measures at the EU level to
prevent this influx of immigrants. Increasing the number of border guards and
providing financial assistance to Poland, Lithuania, and Latvia, as well as holding
diplomatic negotiations with Irag and imposing additional sanctions on Belarus, are
all signs that the immigration issue.

1. BORDER, MIGRATION DIPLOMACY AND COERCIVE ENGINEERED
MIGRATION

Border is about more than just managing the flow of things like people and money;
it is also about the transformation of sovereign authority and violence, and it has
two aspects: inclusion and exclusion (Mezzadra & Neilson, 2013). Controlling or
managing migration is an indicator of a state’s obligation to maintain its borders
and its sovereign authority (Frioriksdottir, 2017, p. 13). In the 14th article of the
Universal Declaration of Human Rights, the right of asylum is protected with the
expression ‘Everyone has the right to seek and enjoy sanctuary from persecution in
other countries’ (Universal Declaration of Human Rights, 1948). Furthermore, the
right to asylum is enshrined in article 18 of the European Charter of Fundamental
Rights, and the Dublin Regulation establishes countries’ obligations in the
examination of asylum applications. In addition, the 1951 Geneva Refugee
Convention, along with the concept of refugee, protects refugee rights and
prohibits refoulement. So, refugee status is a privileged status recognized by the
1951 Geneva Refugee Convention and other international agreements, and
everyone has the right to seek asylum. Individuals have the freedom to leave the
country in this circumstance, but the right to enter another country is not automatic
(Walzer, 1983, p. 39). As according to Walzer (1983, p. 39), a political community
forms via membership, and entry limitations may be established to protect freedom
and the welfare state. Blake (2013, p. 104) argues that states have the right to
exclude unwanted immigrants because states, as territorial and legal communities,
have their own rules to apply, but this power to exclude does not justify every sort
of exclusionary activity. Therefore, the state’s right of exclusion cannot be used to
justify every action, and immigrants’ fundamental rights must be protected.

Hollifield (1992, p. 5) points out that border control is the core of sovereignty,
and that even if immigration is financially beneficial, attempting to limit
immigration is ‘political and, to a certain extent symbolic’. Border security
mechanisms are crucial for sovereign states because they defend their territory by
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controlling irregular migration, and countries have spent a lot of money on barriers,
fences, and border guards in recent years (Vietti & Scribner, 2013, p. 23).
Adamson and Tsourapas define migration diplomacy as “states’ use of diplomatic
tools, processes, and procedures to manage cross-border population mobility”
(Adamson & Tsourapas, 2019, pp. 115-116). Tsourapas (2017) distinguishes
between ‘cooperative’ and ‘coercive’ migration diplomacy, and considers
readmission agreements, deportation rules, and immigration laws as tools of
migration diplomacy. Thiollet (2011, p. 10) discusses ‘Arab migration diplomacy’,
where formal channels and agreements are circumvented and labour movement is
governed by regional and international politics. On the other side, with the Syrian
refugee crisis in 2015, the refugee issue began to be addressed under the notion of
‘migration diplomacy’, particularly through the Turkey-EU Readmission
Agreement and 6 billion Euro funding, and granting the 1.4 billion Euro aid to
Jordan (Adamson & Tsourapas, 2019). However, there are also examples of
countries from other regions in the world utilizing coercive migration.

Using the migration issues by the countries is not a new topic, and Greenhill
(2010, p. 15) mentions 56 coercive engineered migration initiatives since the 1951
Refugee Convention. Regarding the Syrian refugee crisis, there are studies that
show that countries such as Turkey, Jordan, and Greece use refugees as a
bargaining and negotiation tool to get more aid from the EU using the concept of
migration diplomacy (Diivell, 2017; Kelberer, 2017; Seeberg, 2020). There are also
studies that utilise the notion of migration diplomacy, such as in Africa-EU
relations and migration diplomacy in the Gulf-non-state actors (Geddes & Maru,
2021; Malit & Tsourapas, 2021). According to Greenhill, ‘coercive engineering
migrations (or coercion-driven migrations)’ are as follows:

those cross-border population movements that are deliberately created or

manipulated in order to induce political, military and/or economic concessions from a target
state or states. (Greenhill, 2010, p. 13)

Although migration management has always been a political concern, Greenhill
demonstrates that with the idea of ‘coercive engineering migration’ migration has
become strategic, including its use for political, military, and economic reasons,
whether intentionally or manipulated.

2. BELARUS ORGANIZED MIGRATION CRISIS

While Belarus received immigration for ecological and military reasons in the
1980s, after gaining its independence in 1991, ethnic migration started and due to
increasing unemployment and recession in independent states, it started to receive
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immigration from the Baltic countries, Moldova, Ukraine and the Caucasus
(Chubrik & Kazlou, 2013, pp. 24-25). The population of Belarus is 9,398,861 as of
2020 (WB, 2020), and according to the 2019 data of the Belarusian Statistical
Institute, the number of arrivals of international immigrants from non-CIS
countries is 12,313 (Belstat, n.d.). Belarus has 1,069,400 international migrant
stock as of 2019, with the majority coming from the Russian Federation, Ukraine,
Kazakhstan, Uzbekistan, and Lithuania (UNDESA, 2019). As a consequence,
Belarus mainly gets immigration from CIS and Baltic states, whereas immigration
from Middle Eastern countries is uncommon.

The latest migration problem, which began at the EU’s eastern border, is
becoming more and more complicated due to the mingling of immigrants from
different countries, airline companies; and so many countries involved such as
Belarus, Poland, Latvia, Lithuania, Russia, Ukraine and Germany. It is unclear if
those waiting to cross the Belarusian border into EU countries, particularly
Germany, are economic migrants or refugees. However, Belarusian President
Lukashenko publicly acknowledges that it is ‘absolutely possible’ their assistance
to migrants in reaching the Polish border while denying any participation in
transporting migrants to Belarus (Rosenberg, 2021). Belarus and the EU signed the
visa facilitation and readmission agreements on January 8, 2020; with these
agreements, the entry of Belarusian citizens into EU countries was facilitated, visa
fees were reduced and the safe and orderly return of irregular immigrants was
accepted (EC, 2020). However, Belarus declared on June 28, 2021, that it
suspended the readmission deal, and the EU announced on November 9, 2021, that
it suspended its visa facilitation agreement with Belarus (EC, 2021b).

This process that started with the controversial re-election of President
Lukashenko, Belarus instrumentalizes immigrants by implementing a policy of
pushing immigrants in order to avenge the sanctions imposed by the EU. Migrants
have been used as a tool to weaken and bargain with NATO and the EU. In fact,
the issue of legitimacy and sanctions between Lukashenko and the EU has been
ongoing since 1996, with the use of immigrants as a threat on the table since 2002.
Lukashenka, first elected in 1994, halted economic reforms, and the country
became renowned for financial crises and political pressure, with no economic
development since 2012 (Aslund & Hagemejer, 2021, p. 4). While the EU
sanctions included the postponement of the Technical Assistance Program in 1996
and the freezing of the partnership agreement, the visa ban in 1998, the lifting of
sanctions in 1999, and the reimposition of sanctions in 2004, the US has also begun
to impose sanctions on Belarus since 2006 (Aslund & Hagemejer, 2021, p. 4).
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Since 2004, both the EU and the United States have imposed sanctions, however
the essence of the two groups of penalties differs. While the US tends to sanction
significant state institutions, the EU typically sanctions election fraud, human
rights violations, and Belarusian officials (Aslund & Hagemejer, 2021, p. 4). It is
seen that Belarus is faced with sanctions generally applied by the EU and/or the
USA after each election. This scenario may be characterized as the strong EU
imposing sanctions on weak Belarus based on ideals such as human rights and
democracy, and weak Belarus attempting to rebuild the power relationship through
the use of immigrants over the concepts of human rights and the right to asylum.
Belarus overcame the financial crisis in 2011 thanks to Russian investments, and
since 2015, with the expectation of reform, institutions such as the IMF and the
World Bank have begun to invest in the country (Aslund & Hagemejer, 2021, p. 4).
Owing to the allegations of fraud and violence in the 2020 Belarus Presidential
Elections, the EU started to impose sanctions such as banning flights from the EU
airspace to the country as of October 2020 and Belarus suspended the Eastern
Partnership on 28 June 2021 (EU Relations with Belarus, n.d.). Lukashenko
responded to each new sanction move, often by backtracking with reforms or
actions such as the release of prisoners, but in 2021 this situation was reversed.
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Figure 1. Sanctions on Belarus Since 1996

Note. This figure was created by authors, summarizing information from
Aslund, A., & Hagemejer, J. (2021). EU sanctions on Belarus as an effective policy
tool [Belarus Insights No. 2/2021]. CASE and news.
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Relations between Belarus and the EU deteriorated in May 2021 after a Greek-
Lithuanian plane was diverted to Belarus and a journalist was detained, prompting
the EU to impose more sanctions (Karmanau, 2021). Since October, the news
about immigrants waiting at the Polish border and trying to go to EU countries,
especially Germany, has increased. In October 2021, news began to spread that
16,000 immigrants were waiting at the Polish border, and a Syrian family paid
$16,000 to agencies to obtain a secure visa (Schmitz, 2021), that they were mostly
Syrians, Iraqgis, but departed from 3 points in Irag (DW, 2021). The focus of the
news is on the use of immigrants as a weapon, Lukashenko’s intention to negotiate
sanctions, and her lack of legitimacy (Gressel et al., 2021). Some news connects
the 2015 Syrian refugee crisis to the Belarusian migration problem (Faiola, 2021).
However, there is a big contrast between the Belarusian migration crisis and Syrian
refugee crisis in Greek-Turkish border which caused accelerating the EU and
Turkey agreement in 2015. The movement of refugees from neighbouring Syria to
Turkey began in 2011, and the number rose dramatically in 2015. Both statistically
and symbolically, the Belarusian migration crisis differs from the 2015 refugee
crisis not neighbouring the conflict areas such as Syria, Iraq and Afghanistan, and
not being a tourist destination. This new crisis has evolved into a political
catastrophe, as evidenced by notions like as the instrumentalization of migration
for political purposes, weaponizing, and border wars, rather than the event’s
humanitarian character. In comparison to what occurred between Turkey and the
EU in 2015, the situation of Belarus has transformed into a different bargain, which
involves easing sanctions as well as providing help to Belarus in exchange for
keeping the immigrants in the territory. Furthermore, the transportation of
immigrants through tourism organizations, the ease of visas, and the establishment
of a new migratory route from Iraq might be viewed as indicators that the issue is
being orchestrated by the state. The Belarusian migrant crisis has evolved into a
crisis in which Lukashenko’s own legitimacy is being questioned, and the EU has
responded in four ways.

In tweets dated November 23, Ursula von der Leyen (Leyen) stated that they
will oppose Belarus’s hybrid offensive with humanitarian aid, diplomatic methods,
sanctions, and border security, and that they will increase border protection
assistance to Lithuania, Latvia, and Poland (U. von der Leyen, 23 November
2021). Despite the fact that Poland aims not to give an opportunity to this
organized strategy of Belarus by avoiding providing humanitarian aid, refusing to
open a humanitarian corridor and only local people help migrants at the border, the
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humanitarian dimension is neglected in this crisis (Pikulicka-Wilczewska, 2021).
Instead of protecting the rights of immigrants and refugees, the terminology
adopted in this incident became ‘war at the border’, the use of refugees as weapons,
and the employment of a military vocabulary in Brussels and media (Vallianatou,
2021). In her “State of the Union” speech on September 15, 2021, Leyen described
this occurrence as ‘a hybrid attack to destabilize Europe’(EU Commission, 2021).
Leyen’s Twitter posts show that the new hybrid migrant crisis is regarded
differently from prior crises. Leyen’s tweets are about hybrid attack, EU unity and
solidarity, support of EU and NATO, assistance for Latvia, Lithuania and Poland
(U. von der Leyen, 28 November 2021). Furthermore, the EU has announced the
fifth package of sanctions to be applied to Belarus for human rights violations and
the use of immigration in a press release dated December 2, 2021, and has begun to
impose sanctions on individuals and organizations associated with the use of
immigrants, such as politicians, tour operators, Belavia, and hotels (Belarus, 2021).

Refugee stock on the Polish-Belarusian border is not a new phenomenon; in
2016, refugees from the North Caucasus region who sought to enter European
countries waited in the border town and did not leave even after the pandemic
began (Aunsopos, 2021). Furthermore, in the cases filed after Poland denied asylum
applicants from the Caucasus after relatively brief interviews, determining that they
were economic migrants, the European Court of Human Rights, in its decision on
the application on this subject, considered Poland’s refusal of the Chechen asylum
application from Belarus to be a violation of the Convention (Case of M.K. and
others v. Poland, 2020). In a similar case brought against Lithuania after a Russian
family and their children, who arrived in Chechnya and sought asylum, were not
allowed to apply, the European Court of Human Rights ruled that the rights in
Acrticle 13 of the European Convention on Human Rights had been violated (M.A.
and others v. Lithunia, 2019).

Lukashenko has manipulated immigration before, immigrants were not used for
the first time in the crisis of 2021. In response to comments that his entrance to the
NATO enlargement meeting in Prague in 2002 would not be permitted, he used the
words ‘If the Europeans do not pay, we will not protect Europe from these flows’
(Shepherd, 2002). However, Greenhill (2010, p. 35) claims that Lukashenko’s
attempts in 2002 and 2004, when he utilized immigrants to seek diplomatic
recognition and assistance, were unsuccessful. The Belarusian migrant problem
encompasses not only the instrumentalization of migrants and refugees, but also
their transportation to the country for this reason. Furthermore, the Belarusian
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migration crisis is a direct exclusion and differential treatment of refugees, as it
restricts their right to seek asylum and refuses them without a thorough
examination of their circumstances. The use of refugees as a threat and/or tool has
turned into ignoring the humanitarian dimension of the event. The Belarusian
migrant crisis is seen as a violation of human rights at the EU’s external borders
(Zander, 2021), but it stands as a unique crisis in which the foreign policy
dimension of the event precedes the humanitarian dimension.

3. THE EU APPROACH TO IMMIGRATION AND THE GROWING
CRISIS

After the Roman Empire became an important cultural and commercial centre, the
European continent turned into an attractive target destination. The level of
development of the region and its availability in terms of land and trade have
always led to a high interest in the continent. Before the great destruction
experienced after the First World War was fully repaired, the European mainland,
which became the site of another huge destruction like the Second World War, got
through this process quickly, but it was not easy. More difficult than repairing
desolate cities was the replacement of the lost men; that is, the arbitration of the
workforce.

In Western European countries, where the economic devastation of the Second
World War was felt heavily, studies have been initiated for restructuring in various
sectors such as metro and road construction, industry and mining after 1950s,
however; the lack of sufficient workforce for the realization of this structuring
Western European countries were compelled to import labour from other countries
(Kiittik, 2015). As of 1955, labour migration from developing countries began,
especially to the Federal Republic of Germany; and in the 1960s, in order to
overcome the bottleneck in European countries and Germany, workers started to be
imported from Spain, Portugal, Italy and Greece in the first place, and then from
Mediterranean countries such as Turkey, Morocco, Algeria and Tunisia (Murat,
2000).

While immigrants were seen as necessary for development in the 1960s, after
the end of the Cold War the subject took a completely different turn. Immigrants
were no longer coming under the conditions and in numbers determined by the
receiving countries. With “the end of the Cold War; countries, who were once a
member of the Warsaw Pact or who broke away from Russia and gained their
independence, turned into countries of producing immigrants towards the West for
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various reasons, especially for economic reasons and this process of migration is
remarkable just because migrants were mostly composed of qualified people”
(Karakog Dora, 2020a).

After the collapse of the communist Eastern Bloc, the immigration movements
towards the West, which had a high level of prosperity, gained a great momentum
with the disintegration of Yugoslavia and the events that developed in Bosnia and
Herzegovina. When the number of refugees increased at an astonishing rate as a
result of the Kosovo War, countries adopted restrictive policies aimed at reducing
and controlling the influx of refugees. When the 9/11 attacks are added to all these,
there has been a great shift in the EU’s approach to the perception of immigration
and the issue started to be handled as a threat due to security concerns. The 2015
Syrian refugee crisis marked a new turning point for restrictive measures. For the
EU who received as many refugees as it wanted within the conditions and
qualifications it had determined during the 60s, 70s and 80s, then positively
welcomed the qualified workforce that came with the collapse of the Eastern Bloc,
put the crisis caused by the Kosovo War on its own way, and brought the
immigration from Muslim countries to a close mark after the 9/11 attacks by taking
security-related restrictions; the Syrian refugee crisis represents the point where the
situation starts to spiral out of control. Since 2014, borders could no longer be
effectively guarded, flocks of refugees have been awaiting a welcome in front of
the world at EU borders. Immigrants from Syria, where more than half of the
country’s population was displaced, were then called millions, and this number was
even more than the population of some European countries. This crisis has led to
the expansion of control mechanisms and the dominance of security concerns by
many methods such as walls, barbed wires, border controls, biometric cards, border
monitoring mechanisms, differentiated statuses and practices, and limitation of aid
given to asylum seekers by EU member states.

As such, the EU decided to resolve the refugee issue outside its own borders
and preferred to solve it by making Turkey a buffer zone (Karakog Dora, 2021) and
making the refugees a material of a political agreement. After the 18 March
Agreement, which is also called as the Refugee Deal, the whole world has seen that
the refugee issue is the soft belly of the EU and could be used as a tool in political
negotiations. For the EU, which has gone through many difficult turns among its
member states due to refugees trying to enter EU territory by using countries such
as Italy, Malta, Bulgaria, Spain, and especially Greece; uncontrolled migration is
one of the most important agenda topics in the international arena. In order to
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protect the security of EU citizens, who are uncomfortable with the sharing of
wealth, the EU seeks to externalize uncontrolled migration through negotiations
and agreements with other countries. However, in the case of Belarus, the situation
is somewhat unusual. Although immigrants still pose a great threat for the EU in
the crisis in Belarus, and immigrants are used as a tool for diplomatic initiatives, it
is different in that the issue is not limited to Belarus, but in the background the
efforts of an important actor like Russia is seen.

Since 1996, the EU has been implementing a systematic policy of sanctions and
exclusion against Belarus, which is known for its closeness to Russia, which the
EU and its long-time ally the USA see as a rival. For this reason, the fact that the
refugee issue is not limited to Belarus and the EU, that one of the main actors of
the negotiation is Russia, should not be ignored and how the refugee crisis in
Belarus is used as a means of global balancing should be well evaluated. For this,
Russia’s EU policy, the EU’s Russia policy, and the US’s Russia policy over the
EU should be interpreted through the immigration crisis within the framework of
the security paradigm.

4. HISTORICAL BACKGROUND, SECURITY PARADIGM AND
RUSSIA’S GENERAL ATTITUDE IN THE REGION

Belarus is one of the former Soviet countries that declared its independence after
dissolution of USSR in 1991. The situation that was experienced in many former
Soviet lands after independence was also seen here, and the country found itself in
great poverty during the first years of independence. While poverty was hitting the
Belarusians, the former Soviet Supreme Member Alexandr Lukashenko came to
power with the elections in 1994 with the promise ‘to ensure the re-implementation
of the old Soviet system in a modernized and redesigned way’ which could be
regarded as the first knot in Belarus’s destiny to date. As soon as he came to power,
he changed everything from the constitution to the flag of the state, and Belarus
became a part and/or ally of Russia that seemed independent but was highly
integrated with Russia. Considering that Lukashenko had voted against the
dissolution of the Soviet Union when he was a Soviet Supreme Member, it will not
be difficult to make sense of the Russian influence in his political decisions
towards Belarus.

It is also important and should not be under-estimated that Belarus signed a
Partnership and Cooperation Agreement with the EU in 1995, just one year after
Lukashenko gained power, yet, the EU has not ratified the agreement claiming the
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lack of commitment to democracy and political and civil rights (EC, 2021a).
Although this stance of the EU is the first official stance that symbolizes the
distrust towards Belarus, it is also an important breaking point for Belarus, who
gained independence not long before and determined to fight against poverty since
afterwards. EU’s exclusionary policies have brought Belarus, having not many

options, even closer to Russia and Belarus’s policies became more integrated with
Russia with the State of the Union Agreement signed in 1997. Although this
Agreement did not mean the unification of two countries, it included close
political, military and economic cooperation. This Agreement, which engaged
Belarus well with Russia, brought new sanctions by the EU, and thus the
inextricable vicious circle began in relations. This strict approach of the EU,
consisting only of sticks and no carrots, has made Belarus a satellite of Russia and
a symbol of the permanent presence of Russian policy in the lands neighbouring
the EU countries.

On December 8, 1999 ‘The Treaty on the Establishment of the Union State of
Belarus and Russia’ was signed as a kind of pinnacle in the series of bilateral
documents signed in the second half of the 1990s including: Treaty on the
Formation of the Community of Russia and Belarus (concluded on April 2, 1996);
Treaty on the Union of Belarus and Russia (April 2, 1997); Charter of the Union of
Belarus and Russia (May 23, 1997); Declaration on the Further Unification of
Russia and Belarus (December 25, 1998) (Preiherman, 2019). Indeed
“Lukashenka’s survival strategy always consisted of a balancing act, playing
Russia against the West in order to extract benefits from both and operationally, it
relied on geopolitical blackmailing of Russia, threatening to seek a rapprochement
with the EU to force Moscow to resume subsidising its economy” (Marin, 2020).

When geopolitical location of Belarus is examined, it is seen that Belarus is
surrounded by five countries, three of which are EU members, Latvia, Lithuania
and Poland, and the other two are Russia and Ukraine. For this reason, Belarus
represents an extremely important political area and an important exit door for
Russia, which frequently expresses its desire to return to its former power with its
policies. However, Belarus, which has been systematically brought closer to Russia
and isolated, frequently referred to this point in its statements at the level of the
head of state and stated that Belarus would remain an independent state and would
not unite with Russia. As a complement to this, Russia’s annexation of Ukraine’s
Crimea in 2014 brought serious concerns for Belarusians (Bag, 2019). Belarusian
President Aleksandr Lukashenko warned Russia not to force the two countries to
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unite, otherwise this step could -naturally- trigger war, and said that Moscow’s
initiative would be perceived as a threat by the West and would stand against
Russia (Isachenkov, 2019).

However, this statement of Lukashenko was not appreciated enough by the
West owing to democratic concerns of the EU. As his message to the West did not
receive the necessary response, and on top of that, Belarus began to experience
economic difficulties as Russia increased energy prices and decreased subsidies to
Belarus. When Russia re-arranged the tax regime and increased the oil prices,
Belarus requested the compensation of its economic losses from Russia. It was the
end of 2018 when Medvedev, bringing the Union back to the table, indicated that
the resumption of subsidies in general was conditional upon Belarus agreeing to
deeper integration within the Union State (Sivitski, 2019). Lukashenko’s constant
beatings from Russia and the EU, which he tried to keep in balance, and the
dependency of his not very strong economy turned him into the biggest obstacle to
his free movement in the international arena.

Indeed, Belarus' geopolitical loyalty began to fade out following Lukashenko's
refusal to recognise the independence of the breakaway republics of Abkhazia and
South Ossetia following the Russia-Georgia war in 2008, which contributed to the
lifting of some sanctions and the invitation to join the Eastern Partnership in 20009.
(Marin, 2020, p. 2). But for Belarus, which adopted the opposite of the political
stance desired by Russia after the events in both Georgia and Ukraine, things
started to change after 2020 elections. Both the EU and the USA did not recognize
the elections held in Belarus in 2020 giving the power to Lukashenko on the
grounds that the elections were not held in fair conditions and in a democratic
environment; new sanctions were added leaving Belarus without options by the
West. Thus, Lukashenko lost one leg of the bilateral balance mechanism and
afterwards Belarus started to drift in favour of/to the side of Russia. Having signed
the visa facilitation and readmission agreements in the very beginning of 2020 with
the EU, Belarus declared on June 28, 2021, that it suspended the readmission deal
planting the seeds of the migration crisis. And finally, without many economic
options and having not much way out, on September 10, 2021 Belarus did what it
never wanted to do and had declared it over and over again: it decided to unite with
Russia. Putin announced it by phrasing ‘I would like to note with satisfaction that
today the entire 28-point program has been accepted’ (Russia and Belarus Agree on
"State of the Union Program", 2021).
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Russia, which has excluded the West from the options for Belarus, has thus put
into effect its plans to corner the EU over Belarus. A new crisis thus began for the
EU, which has already had great debates and tests on irregular migration within
itself and with transit countries for the last decade. With the not-so-secret artificial
migration crisis, which was an outcome of the migration engineering that Russia
inherited from the Soviet regime, political pressures on the neighbouring EU
countries, especially Poland, through Belarus increased. In fact, the embattling
country was not directly Belarus, nor were the EU countries bordering Belarus
were the embattled ones. The timing was in favour of Russia to further break the
weakening Western Bloc following the US withdrawal from Afghanistan and to
restore Russia to its former power in the political arena, and uncontrolled
immigration -the weak belly of the EU, was one of the most convenient weapons to
achieve this.

Immigrants are still one of the biggest separation issues in the EU, member
countries tried to give its first tough test in the crisis created by the immigrants who
turned up at the EU borders in 2015-2016 owing to which Dublin system lost its
functionality. It is not a hidden fact that migration crisis at the borders of Belarus
and Poland is a perfect political tool for Lukashenko who were left alone in the
region by the EU. However, the table in the middle hides more than meets the eye.
The possibility of NATO’s, which had been founded against Soviet Russia,
possibility of its enlargement to include Ukraine has caused Russia to introduce
new policies. For Russia, which wants to weaken the West or at least prevent it
from dealing with itself by keeping it busy with other things, such a humanitarian
crisis has turned into a tremendous opportunity to distract its rivals in the region
while realizing other political goals in a controlled manner.

CONCLUSION AND POLITICAL REMARKS

The Belarusian-Polish migrant crisis was the culmination of the transnational use
of state-organized migration and the instrumentalization of people, way beyond the
use of immigration as a method of migration diplomacy. This situation initially
manifested itself in the form of the migration crisis, which has been at the centre of
global politics for the last decade, though; in time it has revealed that it is a planned
outcome of the more in-depth policies of the extended actors. In order to better
understand the situation on Belarus-Poland borders today, it is necessary to grasp
how Lukashenko, president of Belarus, has moulded Minsk’s foreign policy since
its independence and it is equally important how the EU has made relentless efforts
to turn Belarus against Russia and how Moscow has always formulated its policy
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in accordance with its interests in the region to counter-balance Western influence
permeating the region in particular Belarus.

Never-ending sanctions imposed by the EU and the USA against Belarus under
the rule of Lukashenko, who has opposed a Western-style economic model since
the first day he came to power in 1994, certainly determined the foundation on
which Belarus’ foreign policy was based. This paved the way for Lukashenko to
establish his close relations with Russia, as he put it: ‘two states one policy’. From
the moment he came to power in 1994, on the one hand, he preferred a balancing
act between Russia and the EU due to its geopolitical and political importance,
which is of great importance for both sides, and has tried to increase its gains.
Although Belarus has tried to stick to that with the objective of making the best of
the two sides, it has soon realised that there are serious qualifications: for one thing
the EU’s sponsorship of democracy gradually turned into a vicious circle, leading
to continual sanctions and isolation of Belarus. For another, Minsk had no practical
policy option other than to lean on Moscow more heavily particularly after the
presidential elections in 2020, for in that election process the EU began to openly
back the opposition.

The geographical location of Belarus, which is almost like a buffer zone
between the EU and Russia, is of critical importance for Russia in a possible EU-
Russia conflict. Russia seeks to regain its former Soviet-era power. It seems that
Russia’s intention to re-establish this power over its previous lands takes place at a
time when Ukraine is fighting against Russian invasion is far from coincidence and
could be evaluated as the product of a specific policy. In this context, the artificial
and designed migration crisis created through Belarus is important for Russia,
which wants to break the power and resistance of Europe in case of a possible
wider conflict in the region involving/against Moscow. Russia, which uses regional
dynamics and global problems to serve its own purposes, has thus transformed the
migration crisis from being an issue between Belarus and Poland into an instrument
in which supranational political concerns are brought to notice. The EU’s constant
sanctions and isolation policy against Belarus appear as a functional argument that
serves Russia’s plans. It seems that there is a new evolution towards the German
experience, which had manifested itself as a result of the policies of the West.
Germany, having collapsed economically after the First World War, paved the way
to the Second World War with nationalist feelings as a conclusion of “aggressive
policies of the West leaving Germany alone without options”.
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Europe with a high level of social welfare is an ideal destination for immigrants,
and its prosperity is both the strong and paradoxically fragile side of Europe.
However, at the point reached today, immigrants, who served as a lever for the
development of countries until 50 years ago, have now turned into one of the
biggest threat perceptions in Europe’s security context. However, Europe who
constantly isolate and punish Belarus for its imperfect democracy, harsh policies
towards immigrants on its own borders, calls into question the unique and universal
values of democracy perception. By turning refugee crisis, the subject of which is
“human”, into a bargaining tool, the EU leads its perception of democracy under
guestion (Karakog¢ Dora, 2020b). Addressing the immigration problem, one of the
biggest crises of the time, from a humanitarian perspective will cause the issue to
remain under the actual importance it deserves of course. Migration is, beyond any
doubt, also an important security issue. However, the current policies pursued
today bring forth scenarios that are not at all heart-warming for the future.

Immigrants, who were seen as symbols of development until recently by the
West, and who would be welcomed as they would be expected to contribute to
western societies greatly, have now been used as a political bargaining chip by
almost all countries, especially the EU, for the last decade in particular. And what
is going on at the Belarusian-Polish border today goes beyond this and shows that
“human” is used as a physical pressure element, almost like a war machine. It is
important that the migration crisis, which have become the human weapons of
modern wars, are sought to be resolved solely from security perspective without
taking its humanitarian dimension into consideration.
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SIBER ALANDA RADIKALLESME VE INTERNETIN PANOPTIK GOZETIiMi
Oz

Siber alamin kullamiminin bireyleri genis bir kitleye hizli bir sekilde kolayca baglamasi ve
etkilesim agi olusturmasi, benzer diisiinen insanlardan olusan bir hareket ve sinerji yaratmaktadir.
Bu durum terorizm kavramlastirmasi bakimindan protesto, propaganda, finansman, eleman temini,
egitim ve eylem planlamasi iizerinde radikallesme baglaminda doniistiiriicii etki yaratmaktadr.
Béylesi bir ortamda anonimlik saglayan uygulamalarin da varligiyla cesitli gruplar hareket serbestisi
kazanmaktadir. Bu c¢ok etkilesimli ortamda kontrol ve gozetim, devlet aktorleri bakimindan da
sorunlu bir alan yaratmaktadwr. 1785 yilinda, Jeremy Bentham'in fikriyatim temel alarak Samuel
Bentham tarafindan mimari tasarimi yapilan panoptikon kavrami, biitiinii gozetlemek anlami
tasimaktadir. Gozetim kavram, fiziksel alan basta olmak iizere pek ¢ok alanda kitlelerin kontrol
edilebilirligi diistincesini etkilemektedir. Bu ¢alisma; siber alanda c¢esitli unsurlar araciligiyla
bireylerin asirilikciliga yonelenebilmesi risk durumuna karsi, siber alanin sug¢ gruplar: ve ozellikle
teror orgiitleri tarafindan istismar edilebilir olmasmin neden ve nasil oldugunu ortaya koymakta ayni
zamanda da bu tehdidin oniine gecmek icin siber alanda alinabilecek tedbirler hakkinda farkindalik
yaratmayr amaglamaktadur.

Anahtar Kelimeler: dlgokrasi, Panoptikon, Radikallesme, Siber, Seffaf Toplum

RADICALIZATION IN CYBERSPACE AND PANOPTIC SURVEILLANCE OF
THE INTERNET

Abstract

The fact that the use of cyberspace, easily connects individuals to a wider audience in a rapid
sense and creates an interaction network, develops a movement and synergy within like-minded
people. In terms of terrorism conceptualization, this creates a transformative effect on protest,
propaganda, financing, recruitment, education and action planning in the context of radicalization. In
such environment, various groups gain freedom of movement through the existence of applications
that provide anonymity. Control and surveillance in this highly interactive environment also creates
an area of concern for state actors. The concept of the panopticon, which was designed by Samuel
Bentham in 1785, based on the idea of Jeremy Bentham. This concept means monitoring the whole.
The notion of surveillance affects the idea of controllability of the masses in many areas, especially in
the physical ones. This study aims to raise awareness in the context of the use of mass surveillance in
cyberspace since individuals can be radicalized there. In this study, the descriptive method will be
used and the state actors use of mass surveillance of the Internet will be discussed in the context of
radicalization in cyberspace.

Keywords: Algocracy, Panopticon, Radicalization, Cyber, Transparency Society.
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GIRIS

Siber alan, siber uzay, siber diinya, siber ortam vb. adlar altinda tanimlanan aglar
iizerinden birbirine bagli sistemlerin ve hizmetlerin elektronik cihazlar ve
bilgisayarlar vasitastyla kullanicilarmin Internet {izerinde kiiresel anlamda
etkilesimleri; s6z konusu kullanicilarin giderek artan sayisina kosut olarak artis
gostermektedir (Bilgig, 2021, s. 33). Yirminci yiizyilin son yarisindan itibaren
giderek artan Internet {izerinden etkilesimin, bu ortamda bilgisayar sistemlerinin ve
kullanicilarinin istismarinin yayginlagmasina da vesile oldugu
degerlendirilmektedir.

Diger bir¢ok faktdriin yani sira, “Soguk Savas” olarak adlandirilan dénemin
sona ermesi, giivenlik algisi ve ortaminin da donisiimiine neden olmustur. Bu
durum, siber alani; diger sug tilirlerinin yaninda, 6zellikle yeni terdrizm tanimlamasi
altinda cesitli gruplar i¢cin sOmiiriiniin de ilgi odagi hiline getirmistir. Diinya
lizerinde artan catisma alanlarina ¢ok sayida “yabanci terorist savage1” olarak tabir
edilebilecek kisiler dahil olmustur. Bu ¢atismalarin, fiziksel ortamda oldugu kadar
siber alanda da var olmasiyla, mesafenin gdrece Onemsizlestigi ve sinirlarin
bulaniklastigi, tehdidin giderek arttigi bir ortam olusmaktadir (Cardak, 2021, s.
320).

Yirminci yiizyilin son yarisinda Internet kullanimmin yayginlasmaya basladigi
donemde, ilk sosyal baglant1 araglarindan birisi olarak e-postalar 6ne ¢ikmaktaydi.
Tek tusun uzaklar1 yakin ettigi bu iletisim devrimi, giiniimiizde bir anlamda
diinyanin nispeten kii¢iilmesine neden olmustur. Stanley Milgram'in ¢ok bilindik
“Kiigiik Diinya Deneyi”nde vurgulanan ayrihigin alti derecesinde! kiigiilen diinya;
Internetteki artan kullanict etkilesimleri ve kullanicilarin cesitli mecralarda
takiplesmeleri nedeniyle bir bakima daha da kiiclilmektedir. Bu kiiciilme; terdr
orgiitlerinin hedef kitlelerine erisimini kolaylastirarak oOrgiitlerin kaynak ve
hedefini bir bagka ifade ile terdr orgiitiiniin hem miizahir hem de diisman olarak
tammmladig1 unsurlar1 olaganiistii bir Olgiide yakinlastrmistir. Bu  ortam
radikallesmeye de yeni bir pencere agmuistir.

Her ne kadar radikallesme yeni ortaya ¢ikan bir olgu olmasa da, Internet ve
Internet araglarinin kullanimi; 6zellikle terérizm kavramlastirmasi bakimindan
protesto, propaganda, finansman, eleman temini, egitim ve eylem planlamasi
lizerinde radikallesme baglaminda doniistiiriicii etki yaratmaktadir. Internet
kullaniminin bireyleri genis bir kitleye hizli bir sekilde kolayca baglamasi ve

1 Diinya iizerinde farkl yerlerdeki iki birey arasinda alt: adimda iliski kurulabilecegine dayali bir sosyal teoridir.
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etkilesim ag1 olusturmasi, benzer diisiinen insanlardan olusan bir hareket ve sinerji
yaratmaktadir. Bu baglamda, Internet araciligiyla gruplarin radikallestirilmesi ve

bunlar arasindaki fikir aligverisi ve birlikte hareket etme durumu giiclii bir grup
dinamigi meydana getirmektedir (Thompson, 2011, s. 175). Kitlesel hareketlerin
basarisint haberlesme araclarinin genislemesine baglayan Cronin’in ifadesiyle;
dergiler, gazeteler, brosiirler ve el ilanlar1 gibi o donemin kitle iletisim araglar
vasitastyla ulasilan halk kitlesi Fransiz ihtilaline katilma y6niinde radikallestirilmis,
egitilmis ve oOrgilitlenmistir. Telefon ve e-posta gibi kisiler arasindaki iletisim
araglart ile televizyon ve gazete gibi kitle iletisim araclarindaki teknolojik
gelismeler, terdr oOrgiitlerinin hem orgilitsel hem de islevsel kapasitelerinin
artmasina katkida bulunmustur (Cronin’den (2010) aktaran Kurum, 2017, s. 97,
98). Giiniimiizde s6z konusu kitlesel iletisimin ve kitlesel iletisim araglarinin tiir,
teknik ve yontem bakimindan artmasinin, radikallestirmenin muhatabi olacak
muhtemel hedefleri ve o hedeflere ulagsmay1 kolaylastiracagini sdylemek yanlig
olmayacaktir.

Zaman ve mekan baglaminda farklilagan bir ¢atisma zemini de barindiran ¢ok
etkilesimli siber ortamda kontrol ve gozetim, devlet aktorleri bakimindan da
sorunlu bir alan yaratmaktadir. Sorun, yalmizca s6z konusu asir1 etkilesim
ortaminda giivenligin saglanmasi degil bazi aktorlerin digerlerinin ve bireysel
Ozgiirliiklerin hilafina asirt gdzetim uygulamasi olarak da ortaya ¢ikabilmektedir.
Kiiresel kamuoyu; Amerika Birlesik Devletleri (ABD)’nde, Edward Snowden ve
Harold Martin vakalar1 neticesinde patlak veren ABD Ulusal Giivenlik Ajansi
(NSA) skandallar1 sonucunda bu yonde bir iddiayla asina olmustur (Pagaci, 2018,
s. 105; Anadolu Ajansi, 2016). Bu durum karsisinda bazi iilkeler, Ornegin
Almanya, ulusal Internet yapilarini olusturma niyetini acik ettifinden esasinda
genele yaygin esitlikci olarak tasvir edilen Internetin; “Internetin balkanizasyonu”
olarak tanimlanan, gesitli faktorlerden dolay1 parcali ve boliinmiis bir karaktere
doniisiimiinii betimleyen bir siirece evrilebilecegi endiseleri de dillendirilmektedir
(Kuner, Cate, Millard, Svantesson, & Lynskey, 2015, s. 2). Ancak halihazirda
Internet ortan kiiresel anlamda bir ortak ¢atisma zemini olarak biitiinlesik yapisim
stirdiirmektedir. Boylesi bir ortamda anonimlik saglayan uygulamalarmm da
varligiyla ¢esitli gruplar hareket serbestikazanmaktadir. Bu baglamda, “netizen”
(net citizen) (agdas) (Hauben, 2019, s. 3) anlayis1 ¢ergcevesinde egemenlik ve milli
kimlik tanimlamalarmin yeniden yorumunun karsisinda, &tekilesen gruplarin
varliginin da olusmasi beklendik bir durumdur.
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1785 yilinda, Jeremy Bentham'in fikriyatin1 temel alarak Samuel Bentham
tarafindan mimari tasarimi yapilan ve genel anlamda halk hareketlerinde ataletin
veya isyanin kurulan sisteme olumsuz etki etmesini Onlemek icin bireylerin
gozetim altinda tutulmasi diigiincesine dayanan bir yapi1 olarak panoptikon kavrama,
Fransiz diisiiniir Michel Foucault'un c¢alismalarinda da yer almaktadir (Elektrik
Miihendisleri Odas1 Istanbul Subesi, 2016, s. 3; Lang, 2004, s. 52). Bu kavram
“biitiinii gdzetlemek” (Ozdel, 2012, s. 23) anlami tasimakta ve 6nemli bir giic
unsuru olarak nitelendirilen gozetim kavrami fiziksel alan basta olmak {izere pek
cok alanda kitlelerin kontrol edilebilirligi diistincesini etkilemektedir. Bu
baglamda, Internet’in gelisimiyle beraber sanal alanda da gozetim nemli bir tema
olarak islenmektedir. Bu ortamdaki g6zetim siireclerinde de yeni teknolojilerin 6n
plana c¢ikmaya baslamasi; agdaslarin hareketlerinin gozetimine yonelik yeni
yaklasimlarin gelistirilmesini tesvik etmektedir (Kaygisiz, 2017, s. 2075). Devletin
kendi vatandaslarmin veri trafigini izlemesi baglaminda, ABD, Avustralya,
Birlesik Krallik ve Yeni Zelanda’da deneyimlenen bir Anglo-Sakson olgusunun
yansimasi olarak ABD’nin Echelon ve Avrupa Birligi’nin Enfopol (Law
Enforcement Police Matters) sistemlerinin kapsamli veri gozetimi i¢in kullanildigi
ileri siiriilmektedir (Bannister, 2005, s. 67).

Bu g¢aligmanin amaci, diger pek ¢ok alanda oldugu gibi siber alanda da teror
orgiitlerince bireylerin radikallestirilebilmesi nedeniyle bu alanda kitlesel
gozetimin radikallesme ile miicadelede kullanimi baglaminda farkindalik
yaratmaktir. Bu aragtirmada; “Siber alanda terdr orgiitlerinin yagsam dongiisiinde
radikallesme boyutuyla Internet’in yeri ve bir ulus devletin bu olguyla miicadelede
kitlesel gozetimi aragsallagtirmasinin etkisi nedir?” sorusuna cevap aranmaktadir.
Calismada;panoptikon kavramsallastirmasi ¢ercevesinde yukarida belirtilen amaca
uygun olacak bicimde Internet’in kitlesel gdzetiminin radikallesmeyle miicadelede
kullanimu iizerine bir tartisma yapilacaktir. Bu galigma; siber alanda ¢esitli unsurlar
aracilifiyla bireylerin asirilikgiliga yonelmesi risk durumuna karsi, siber alanin sug
gruplart ve Ozellikle teror oOrgiitleri tarafindan istismar edilebilir olmasinin
nedenleri ve nasil oldugunu ortaya koymakta ayni zamanda da bu tehdidin 6niine
gecmek icin siber alanda alinabilecek tedbirler hakkinda farkindalik yaratmay1
amaglamaktadir. Ancak siber alan kavrami igerisinde terdr orgiitlerinin ag temelli
iletisim yapilarindan genel kullanima agik Internet iizerinde gergeklestirdigi
faaliyetlerle miicadele konusuna odaklanilacaktir. Bu baglamda, siber alan
kavramsallastirmas: dar anlamda Internet etkilesimi 6zelinde ele alinacagindan
metaverse (sanal evren), web 3.0 (merkeziyetsiz Internet) gibi sosyal medya
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platformlar iizerinden bir tartisma kapsam diginda tutulacaktir, dolayisiyla soz

konusu araglarin radikallesme ve gbzetime etkisinin detay1 bu ¢aligma kapsaminda
ele alinmayacaktir.

Bu c¢alismada, nitel arastirma metotlarindan literatlir taramasi yoluyla,
betimleme yontemi kullanilacak olup siber alanda terdr orgiitlerinin faaliyetleri
baglaminda radikallesme ile miicadelede panoptikon kavrami temelinde Internetin
kitlesel gozetimi yoniinde devlet aktorlerinin eylemselligi ele alinacaktir.
Calismada, karsilasilan en 6dnemli sinirhilik, devlet aktorlerinin uyguladig: kitlesel
gbzetim aracglar1 hakkindaki bilimsel nitelikli ¢aligmalarin gérece azligidir.

Ug boliim halinde aktarilan bu ¢alismada: “Cevrim ici Radikallesme ve Biiyiik
Go6z” baglikli ilk bolimde oOncelikle siber alan, radikallesme ve panoptikon
kavramlar1 agiklanarak bir gerceve g¢izilmis; “Siber Vatan ve Risk Toplumu:
Cevrim i¢i Radikallesmeyle Miicadele” baslikli ikinci boliimde siber alanda artan
etkilesim ve radikallesmeye etkisi ile bu alanda radikallesme ile miicadelenin
Onemi irdelenmistir. Miiteakiben son boliimde; calismada biiyilkk goz olarak
kavramsallagtirilan kitlesel gézetim araglarinin kullanimi hususunda, siber alanda
radikallesmeyle miicadelede devlet aktorlerince alinan 6nleyici tedbirlerin nasil ve
ne sekilde aragsallagtirildigina yonelik varilan sonu¢ hakkinda genel bir
degerlendirmeye yer verilmistir.

1. CEVRIM iCi RADIKALLESME VE BUYUK GOZ
1.1. Siber alan ve Radikallesme

Uluslararasi alanda gesitli sekillerde ifade edilen siber alan kavramini tanimlamaya
yonelik c¢abalar bulunmaktadir. ABD Savunma Bakanligma gore siber alan;
bilgisayar sistemleri, telekomiinikasyon aglar1 ve Interneti kapsayan ve birbirine
ilintili bilgi teknolojileri altyapilarinin oldugu diinya ¢apinda bir alan olarak
tammlanmaktadir (Giirkaynak & Iren, 2011, s. 265). Bu tamimdan hareketle,
giinlimiizde teknoloji kullaniminin ve kapasitesinin geldigi nokta g6z Oniinde
bulunduruldugunda siber alan, bireylerin gercek diinyada gercek etkilesim ve
iletisim alanlarinda yapabilecegi her ¢esit aktiviteyi ve paylasimi, teknoloji ve ag
destekli sistemler iizerinden gergeklestirebildigi bir ortama isaret etmektedir
(Erken, 2021, s. 466). Terdrizm baglaminda radikallesme de bu ortamda zemin ve
olanak bulmaktadir.

Radikallesme, terdrizm literatiirlinde 6nemli kavramlardan bir tanesidir. Tipki
terérizmin tanimlanmasi meselesinde oldugu gibi radikallesme kavrami da
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alanyazinda degisik boyutlariyla tartigilan, ¢esitli tanimlar lizerinden agiklanmaya
calisilan ancak iizerinde herkesin uzlastigi bir tanimi olmayan kavramdir (Cakar,
vd., 2017, s. 10) Literatirde radikallesme kavraminin ortak bir tanmmi
olugsmadigindan pek ¢ok terim onunla birlikte hatta kimi zaman da onun yerine
kullanilmakta; koktencilik, asiricilik, fundamentalizm gibi cesitli kavramlar
araciligryla konu acgiklanmaya c¢alisilmaktadir (Avceil, 2021, s. 3). Alanyazinda
radikallesme kavraminin 6zellikle terdrizm ile daha sik yer almasi 11 Eyliil
saldirilar ile birlikte olmustur. Sonraki donemde de &zellikle Avrupa’da 6nemli
metropollerde gergeklesen teror saldirilarini miiteakip kavram alanyazinda daha
cok yer bulmaya baslamistir (Kurum & Avct, 2018, s. 39).

Genel olarak ifade edilmek istenirse radikallesme; toplumsal yagamin her
boyutunda mevcut diizene yonelik koklii degisimlerin olmasi gerektigini savunan
bir harekettir. McCauley ve Moskalenko’ya (2008) gore radikallesme, bireyin
iginde bulundugu grubu savunma istegi ve grubun istegini ger¢eklestirme agisindan
artan grup siddetini mesrulastiran duygu, davranis ve inanglarda meydana gelen
degisimdir (Derin & Oztiirk, 2019, s. 1127). Radikallesmede sosyal ve siyasal
diizeyde cezrl bir degisimin yolu, etkin siddet kullaniminin mesrulastirilmasi ve
aragsallastirilmasindan ge¢mektedir (Unsal & Olgar, 2015, s. 122; Yasa, 2019, s.
31).

Radikallesme; bireysel yonelimin ya da grup dinamiginin siyasal diizende
degisimini hedefleyen terdr eylemlerine katilma taahhiidiiniin artmasidir (Schmid,
2013, s. 1; Sénmez, 2017, s. 3). Ozellikle 11 Eyliil saldirilar1 sonrasinda
radikallesme ve ter6rizm kavramlari birlikte ele alinir olmus, belirli durumlarda da
i¢ ice gegmistir (Muro, 2016; Unsal & Olgar, 2015, s. 122).

Radikallesme, esas itibariyla siddeti mesrulastiran asir1 uglardaki inang ve
diisiincelerin  bir araya gelmesidir (Borum, 2011, s. 38). Bu dogrultuda,
radikallesme; mevcut siyasal giice karst duyulan rahatsizlik bahanesiyle veya diger
politik, sosyo-ekonomik ve sosyo-kiiltiirel gerekgelerle kendi gruplarindan
olmayan ve hedef olarak tanimlanan her seye karsi siddet eylemleri yoneltme
siirecidir (Gunn & Demirden, 2019, s. 33). Bu baglamda radikallesme, toplumun
genelinde hakim olan politik, sosyal, kiiltlirel, ekonomik araglara ve bu araglar
kullananlara tepki olarak 6nemli bir degisimi 6ngéren siddetli bir miicadele olarak
tamimlanmaktadir (Beck & Schoon, 2018, s. 700). Bir siire¢ olarak radikallesmeyi
etkileyebilecek pek c¢ok faktor bulunmaktadir. Bireylerin iginde bulunduklar
topluma ve onun sundugu kimliklere ve degerlere yabancilagsmasi ve sonrasinda
devletin politikalarma ve sdylemlerine nefret duymaktan dogan reddetme hali
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radikallesme siireclerini etkileyebilecek faktorler arasinda sayilabilir. Bu minvalde,
radikallesmenin tek bir seklinden bahsedebilmek miimkiin degildir ¢iinkii
radikallesme 6zii itibariyla kisiden kisiye degisebilen bir siirectir (Kurum & Avci,
2018, s. 40, 41).

Radikallesme; bireylerin veya gruplarin, kendilerine ait olanlarin digindaki diger
tim degerleri kotili, bozuk, saptirilmis vb. oldugu inancinin asilandigi ve en
nihayetinde tiim karsitliklara “Gteki” etiketini yapistirtp miicadele edilmesi
gerektigine inanilan bir sdylem ve eylem alamidir (Sonmez, 2017, s. 3).
Radikallesme, degisimi isteyen ve bu degisim cer¢evesinde siddet kullanimin
normallestiren gruplarin bir araya gelmesi sonucunda gelismektedir (Kurum &
Avcl, 2018, s. 56). Bireyin yasadigi sorunlar, sikintilar, yakimmalar ve ortak
paydada var olma isteginin sonucu olarak o bireyin iginde yer aldigi grubu koklii
degisim gergeklestirebilme noktasinda savunmasina ve grup siddetini mesru
gormesine zemin hazirlamaktadir (Gunn & Demirden, 2019, s. 15). Cesitli
boyutlarda gergeklesebilen bireysel ve grupsal radikallesme siireglerinde 6nemli bir
yer tutan propaganda; sorun alanlar1 {izerinden dinamikler arasi ¢atigma alani ve
yeni bir grup kimligi yaratarak siyasal katilimin dogasimi sekillendirmektedir
(Unsal & Olgar, 2015, s. 127).

Guniimiizde teknolojik gelismelerin hizli doniisiimii paralelinde sosyal medya
platformlarina erisim kolaylig1, ortamin anonimligi ve dijital alanda smirlarin
kaybolmasi, bireylerin/gruplarin sanal ortamda yogun propagandaya maruz
kalmalarina ve bdylelikle radikallesmelerine ortam hazirlamaktadir (Unsal &
Olgar, 2015, s. 128; Yiiksel, 2020, s. 1091). Bireyler veya gruplar bilgi
teknolojilerindeki hizli gelismeler vasitasiyla radikallesme egilimi igerisinde olan
ve benzer radikal fikirlere sahip, kendisi gibi diisiinen insanlara diinyanin herhangi
bir yerinde kolayca ulasim saglamakta ve bu cercevede hizlica kurulan agbaglar
vasitasiyla oOrgiitlenme kolayca olmaktadir (Kurum & Avcel, 2018, s. 59).
Toplumlarda degisimi hedefleyen hareketler, sonuca ulagmak i¢in kaynak
kullanimina gereksinim duydugundan bilgi teknolojilerinin kullanimi 6nemli bir
kaynak olarak degerlendirilmektedir. Siber alanda kurulan ag tipi iligkiler
oriintlisiinde Ozellikle sosyal medya vasitasiyla sOylemlerin ve savunulan
degerlerin ingasi; kitleleri etkileyebilmekte ve yaratilan algilar, gergeklerin oniine
gecebilmektedir (Cakar, vd., 2017, s. 30).

Alanyazinda Internet’i de kapsayan siber alanin, radikallesme egilimindeki
bireyler i¢in geleneksel engelleri yikmakta etkili, bireyler ve gruplar arasi
etkilesimi gliclendirici veya hizlandirict bir ajan oldugu ifade edilmektedir (Behr,
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Reding, Edwards, & Gribbon, 2013, s. 17). Anonimlestirme yoluyla aralarindaki
farklarin azaltilmasi, kurdugu iletisim kanallartyla benzer diisiincelere sahip
kisilerin baglanmasina yardimci olmasi gibi kolaylastirict faktorleri sayesinde
Internet; cinsiyetleri, gegmisleri veya iilkeleri ne olursa olsun, diinyanin doért bir
yanindan bireyler i¢in iletisim ve koordine kurmanin, itibar kazanmanin en kisa
yolu olarak degerlendirilmektedir (Behr, Reding, Edwards, & Gribbon, 2013, s.
18). Siber alan; bireylerin radikallesmelerine sebep olacak bir odak noktasi
saglamakta ve bireylerin birbiriyle benzer diisiinen bir topluluga dogrudan
erisimini saglamaktadir.

Bu baglamda, “Zapatista hareketi” ile ilgili bilgileri hatirlamak faydali olabilir.
“Zapatistalar” (Zapatista Ulusal Kurtulus Ordusu / Ejército Zapatista de Liberacion
Nacional) iizerinden Meksika’da gergeklestirilen Chiapas vakasi “siirii aglari”nin
ortaya ¢ikmasina bagli olan ag ¢atismasinda, siiriilesmenin dagitik gruplarin en iyi
“kolektif cesitlilik” ve “koordineli anarsi” bi¢ciminde Internet’e baglanmak suretiyle
is birligi yaptig1 yerlerde gerceklestigini gostermektedir (Ronfeldt & Arquilla,
2001, s. 193). Cleaver’a (1995 ve 1998) gore “Zapatista etkisi” olarak tanimlanan
ve bilgi cagi sosyal ag catigmasinda sosyal hareketlenmeyle insa edilen yeni
“elektronik miicadele dokusu” kiiresel anlamda eylemci hareketleri birbirine
baglamaya ve eylemci hareketlere ilham vererek onlarin radikallesmesine yardimci
olmaktadir (Ronfeldt & Arquilla, 2001, s. 192). Zapatista sempatizanlar1 ve hareket
hakkinda bilgi arayan kisilerle Internet’te yaratilan ¢atigma alani; sonrasinda ordu
tarafindan kusatilan Zapatistalar’in harekete disg destek saglamak ve ayrica gatisma
bolgesi icindeki olaylarla ilgili iletisim ve uyarilar yayimlamak icin Interneti arag
olarak kullanmasiyla evrilmistir (Franchi & Vichi, 2019, s. 131). Boylelikle
catismanin karakteri kisa siirede doniisiim gecirmistir (Ronfeldt & Arquilla, 2001,
s. 187).

Teror orgiitleri 6zellikle eleman temininde anlatilar ve gorsel sunular iizerinden
hareket ederek bireylerin radikallesebilmesini saglamaktadir. Bu yolla bireylere
sunulan degerler ve fikirler, hedef kitlenin kisisel ve sosyal gerceklikleriyle
ortiisiiyorsa radikallesme gerceklesebilmektedir. Ornegin, DEAS anlatilarinin
Avrupa’da oOzellikle Miisliiman gencler arasinda karsilik bulmasi ve onlarin
ozellikle yabanci terOrist savasci olarak oOrgiite katilimlari, Avrupa’da anlatilara
muhatap olanlar bakimindan kisisel ve sosyal faktorlerin Ortiismesinden
kaynaklanmaktadir (Cakir, vd., 2017, s. 13). Giiniimiizde 0&zellikle genglerin,
yasadiklar1 iilkelerde artan yabanci Otekilestirmesi ve bunun yansimasi olarak
deneyimledikleri yabancilagsma, siber alanda cesitli teror orgiitlerinin yarattiklari ve
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sunduklari yalanci kimlikler lizerinden radikallesmelerine firsat
saglayabilmektedir. Bu sayede oOtekilestirildigini diisiinen bireyler yeni bir grup

kimligi iizerinden farkli bir doniisiim yasayabilmektedir. Bu baglamda bireyler
sanal ortamda bir gruba ait olma ihtiyacim1 gidermenin yani sira radikalleserek
hayatlarin1 doniistiirmektedirler (Cakar, vd., 2017, s. 13).

1.2. Panoptikon ve Gozetim

Her bir bireyin go6zetlenmesi, toplumun biitiinlinde cereyan eden olaylarin
izlenmesine yonelmek olarak degerlendirilebilir. Bu baglamda, panoptikon
kavraminin tamim faydali olacaktir. “Biitiin” anlamini ifade eden “pan” ve
“gozlemlemek” anlamini veren “optikon” sozciiklerinin birlesiminden tiiretilen
“panoptikon” kavrami “biitiinii gézetlemek” (Ozdel, 2012, s. 23) anlami tasimakta
ve Kkitlelerin kontrol edilebilirligi diisiincesine tesir etmektedir. 1785 yilinda,
Jeremy Bentham'in diisiincesini esas alarak Samuel Bentham tarafindan mimari
tasarimi1 yapilan bu yapida; mahk(Gmlari, onlara goriillmeden, goéren ve her
hareketlerinin gortldiigi algisin1 yerlestiren bir kontrol unsuru bulunmaktadir
(Lang, 2004, s. 52; Elektrik Miihendisleri Odas1 Istanbul Subesi, 2016, s. 3).
Panoptikon kavrami idareyi elinde bulunduran yetkililerin, tele-ekranlar ile
toplumun biitiiniinii gézetim altinda tuttugu bir ortamda, herkesin her an izlendigi
izlenimi yaratan “Big Brother” kavrami ile benzestirilebilir (Simsek, 2021a, s.
394). Bu kavramin da; George Orwell'in “Ninety Eighty Four” (1984) baslikli
kitabinda “Oceania” iilkesinde neredeyse her yerde duvarlara ilistirilmis posterlerle
“Biiyiik Kardes Seni Izliyor” (Big Brother Is Watching You) notuyla verilen
mesajin ve her yerde kurulu tele-ekranlarla olusturulan, ¢ok alcak bir fisilti
seviyesinin iizerinde ¢ikarilan herhangi bir sesin duyulabilir ayrica emredilen goriis
alan1 icinde kalindig1 siirece hareketlerin goriilebilir oldugu ancak herhangi bir
anda izlenip izlenilmedigini kisinin bilmesinin bir yolu olmayan bir gdzetim
sistemini anlatan kurgusal bir ortami tasvir ettigi hatirlanacaktir (Orwell, 1949, s.
2).

Foucault, “norm etrafinda Orgiitlenen seyleri algilamanin bir bigimi” olarak
tamimladigi “tibbi diisiince”nin; normal olanini ve olmayanini ayirip, “tam
anlamiyla cezalandirma araclar1 yerine kisiyi doniistiirme araglari olan hizaya
getirme araglarinin gelistirmenin ve buna bagli olarak insan varliginin davranisiyla
ilgili tiim bir teknolojiye” erismenin c¢abasinda oldugunu ileri siirmektedir
(Foucault, 1994, s. 156). Foucault; bu diisiince dogrultusunda meydana gelen
“tibbilestirmenin” neticesinde, kapitalizmin gelisimine bagli olarak feodal tipteki
toplum diizeni donemindekinden farklilasan iktidarin bireyi ele alig bigiminde
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“igboliimiinde kimilerinin su isi, kimilerinin bu isi yapmasina ihtiya¢ oldugunda,
halkin direnis hareketlerinin, ataletin ya da isyanin, dogmakta olan tiim bu
kapitalist diizeni altiist etmesinden korkuldugunda, o zaman, her bireyin somut ve
kesin gozetlenmesi(nin) gerekli oldu(gunu)” savlamaktadir (Foucault, 1994, s.
157). Foucault’un anlayisina gore, belirli bir deneyime veya kimlige iliskin negatif
bir siniflandirma, diger bir deyisle, o deneyimi veya kimligi toplumsal ¢ergevede
sakincali ve buna bagli olarak arzu edilmez gosteren bir siniflandirma, bu deneyimi
veya kimligi yalitmak, diizeltmek ve ortadan kaldirmak i¢in yapilan uygulamalara
ve bu uygulamalann  gerceklestiren kurumlarin  varligina  mesruiyet
kazandirabilmektedir (Foucault, 1994, s. 14). Bu durum igsellestirmeyle
iliskilendirildiginde, go6zetleyenin gizliliginin esas oldugu panoptikonda
gozetlenenler merkezi bir gozetimin varligimi ve gozetlendigini bilmekte ve bir
deneyim olarak 6znellestirmektedir (Simsek, 2021a, s. 393).

Kiiresellesme ve ulus-devlet arasindaki etkilesim siire gelmektedir (Komiirci,
2009, s. 84). Bauman, kiiresellesen diinyada toplumlar arasinda artan etkilesimin
birbirlerine yabancilagtirilmig bireylerden olusan bir toplum diizenine yol
acabilecegine isaret ederek, endiistri toplumuna 6zgli buldugu “Panopticon”dan
ziyade, dislanma temelinde ‘“Pelican Bay”mn kiiresellesmenin 06ziine uygun
oldugunu ifade etmektedir (Tanriverdi, 2008, s. 122). Bauman ve Lyon’a (2013 ve
2016) gore; gelisen teknoloji sayesinde ‘“akiskan” hale gelen modern toplumlar
dinamizm i¢indedir ancak bu durum onlarin gézetlenmesine mani olmadig1 gibi,
“akigkan gozetim” olarak tanimlanan goézetim bicimiyle de gozetim pratikleri
giinliik yasamin bir¢ok alanina niifuz etmis ve gdzetleyene ulagsmak ise imkansiz
hale gelmistir (Simsek, 2021a, s. 394).

Yerel denetimin ug¢ bir simgesi olarak panoptikon kavraminin evrimlesme
stirecinde, toplumsal yasamin ve teknolojik imkan ve kabiliyetlerin artisina kosut
olarak terime iliskin bircok farkli tanim ve yaklagimlar da gelismistir. Bu
cergevede, Mark Poster’m (1990) gozetlenenin goézetim icin gerekli bilgileri
kendisinin sagladigi “siiperpanoptikon”, Thomas Mathiesen’in (1997) ¢ogunlugu
temsil eden gozetlenenin televizyon orneginde oldugu gibi talepleri yonlendiren
azinlik bir grup olan gozetleyeni izledikleri ¢ift tarafli gézetime dayali “sinoptikon”
ve Jeffrey Rosen’in (2004) ¢ogunlugun ¢ogunlugu diger bir deyisle takipleserek
herkesin birbirini karsilikli ve etkilesimli gozetimine dayali “omnioptikon”
tanimlamalarinin oldugu bilinmektedir (Simsek, 2021a, s. 395, 396). Ayrica, “post-
panoptikon” (Simsek, 2021b, s. 208) kavraminin da tartisildig1 goriilmekle birlikte,
“post” 6n ekinin; bir nevi sonlanmay1 ifade etse de, Alain Touraine’nin (1994)
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“Modernligin Elestirisi” baglikli eserindeki “post-modernlik™ tartismalarindan da
animsanacagi gibi, eklendigi kavramin sonu degil sadece elestirisi veya yeniden
yorumlanmasi olarak da algilanabilecegi ileri siiriilebilir. Sonu¢ olarak gozetim
modellemesinde ve kavramlastirmasinda yasanan bu doniisim bir nevi herkesin
birbirini gozetledigi, gozetleyen ve gozetlenenin bulaniklastigi bir giivenlik
ortaminin tasviridir. Ancak bu durum fertlerin kendi bireysel takiplesmelerinin
Otesinde, tiim ortami ve tiim bireyleri gozetleme istegi tasiyan yapilarin da
isaretcisidir.

Bulaniklagan giivenlik ortaminda kamuoyunun yaratilmasinda etkili bir yontem,
iletisim aygitlarinin kontroliidiir (Akkol, 2019, s. 171). Gozetimin sayisallastig
siber alanda bu durum dijital panoptikon olarak adlandirilabilir (Simsek, 2021a, s.
395). Han’a (2012) gore sosyal medya giderek dijital panoptik bir yapiya
benzemektedir. Dijital panoptikonda 6zgiir oldugunu diisiinen bireyler aktif olarak
is birligi kurduklar1 canli bir iletisimle kendi 6zgiir iradeleriyle kendilerini agiga
vurmaktadirlar ve hal boyleyken “seffaflik toplumu”nda ideolojilestirilen seffaflik
biitiinlestirildiginde radikallesme ve akabinde terdr yaratma potansiyelini
barmndirmaktadir (Han, 2012, s. viii). Byung-Chul Han’a (2017) gore tasvir edilen
bu ortamda;

“Tiiketiciler ihtiyaglarimi yonlendiren ve tatmin eden panoptik gézetime
goniillii olarak teslim ederler kendilerini. Bu noktada artik sosyal medya ile
panoptik makineler arasinda fark yoktur. Iletisim ve ticaret, dzgiirliik ve kontrol
aynmi sey hdline gelir. (...) Kendilerini ozgiirliik alanlart olarak sunan Google ve
sosyal aglar panoptik bigimlere biiriiniiyorlar. Bugiin gozetleme, genelde sanildigi
sekliyle ézgiirliige saldir1  seklinde gerceklesmiyor. Insanlar daha ziyade
kendilerini goniillii olarak teslim ediyorlar panoptik bakisa. Kendilerini soyarak ve
teshir ederek dijital panoptikonun olusuna bilerek katkida bulunuyorlar.” (Unlii,
2018, s. 288, 289)

S6z konusu dijital teshir ortaminda insanlar gozetime kendi kendilerine goniillii
olarak katilmaktadir. Ornegin, herkese acik Facebook profili olusturmak, Internette
kamuya acik kisisel paylagimlar yapmak gibi eylemlerle insanlar; dijital teshir
yoluyla kendi 6zel hayatlarma iliskin kisisel verilerini baska bir ortamda ve sekilde,
kendilerinden istense vermekten imtina edecegi verileri genel toplumun gézetimine
acmaktadir. Bu durumun bireyleri radikallestirmeye iten odaklar i¢in de bulunmaz
firsatlara yataklik edecegi gézden kagirilmamalidir. Nihayetinde, Byung-Chul Han
(2017)’1n da belirttigi gibi s6z konusu topyekin gdzetlemenin, “seffaf toplumu”
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doniistlirdiigii “kontrol toplumu’nda, herkes herkesi kontrol ettigi goriilmektedir
(Unlii, 2018, s. 288, 289).

Joseph S. Nye’a (2014) gore, karmasik bir karakterde tasvir edilebilecek siber
alanda hiikiimetler ve devlet dis1 aktorler gili¢ icin is birligi yapmakta ve
birbirleriyle rekabet etmektedir (Nye, 2014, s. 5). Devletler de siber alan1 kontrol
etme ¢abalarinda siber alanda etkin olma giiciinii ve siber yonetigsimi bir arag olarak
kullanmaktadirlar (Simsek, 2021c, s. 512). Siber alanda elde edilen giic; ag temelli
iletisime dayanan bu alanda tercih edilen sonuglar1 elde etmek icin
kullanilabilecegi gibi, bu sanal ortam disinda da sonug iiretmek i¢in siber araglari
kullanabilir (Nye, 2014, s. 5).

Goriiniirlige dayali panoptik kavrami diginda yonetim iglevini tanimlayan
programlanabilirlige dayali “algokrasi” kavramlagtirmasi da dikkat ¢ekicidir. Bir
yonetim modellemesi olarak ‘“‘algokrat” bir ¢ercevede, orgiitsel yapi igerisinde
bireyin ¢aligirken izlemesi gereken yol alternatifi olmayacak tarzda tasarlanmis ya
da 6nceden verilmis ve programlanmistir bu nedenleotoriteyi gayri mesru kilmak
icin kullanilabilecek kiyaslanabilir bir yol bulunmamaktadir (Aneesh, 2002, s. 9).
Esasinda, orgiitsel yapi igerisinde ¢alisan bireyin orgiitsel gozetimden kacamadigi
“panoptik” yapida gdzetimin yerine alternatif yol birakmayan “algokrat” yapidan
daha fazla Ozgiirliklere miidahale ortami yarattigindan bahsetmek ayr1 bir
tartismanin konusudur (Aneesh, 2002, s. 7). Ancak en nihayetinde algoritmaya
dayali yazilimlar yoluyla gerceklestirilen etkilesimlerin de arka planda gdriilmeden
kullanicr hareketlerini gérmeyi miimkiin kildiginmi g6z ardi etmemek gerekir.

Teknolojinin mevcut kurallart uygulamak igin kullanildigi bir diizenleme seklini
ifade eden Lawrence Lessig’in (1999) “kod yasadir” sOylemi, kayit zinciri
(blockchain) ve makine Ogrenmesi kavramlarmin ortaya c¢ikmasiyla birlikte,
teknolojinin giderek bu kurallarin 6niine gectigi yeni bir egilim yaratmaktadir
(Hassan & deFilippi, 2017, s. 88). Anayasalar, kanunlar, tiiziikler ve benzeri yasal
kodlarla normlar hiyerarsisi icerisinde toplumsal hayatin akisinin devam ettigi
gergek alan diizenlenirken, bilgi toplumunun yasam ortami olarak donanimlar ve
yazilimlarla hayat bulan siber alan da bir nevi bu ortamin yasasi olan yazilimlarla
kodlanarak diizenlenmektedir (Reidenberg, 1998, s. 1). Teknoloji ve iletisim
aglarinin bilgi akislar i¢in zorunlu kildigi kurallar dizisi; politika yapicilarin idrak
ve tesvik etmesi gereken yazilim mimarisi standartlar1 ve yetki alan1 agbaglar olan
bir “Bilgi Hukuku” (“Lex Informatica”) olusturdugu ileri siiriilmektedir
(Reidenberg, 1998, s. 555).
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Iktidar, ilk caglarda kabile reisi ile tasvir edilirken giiniimiizde goriinmeyen
ancak eskiye nazaran daha biiyilik bir giic olarak diinyadaki gelismelerden bilgi
sahibi olan, dahasi anilan gelismelerin yaraticis1 ve gozetleyicisi roliindedir (Ozdel,
2012, s. 23). Frank Bannister’a (2005) gore, bir devlet; kendi vatandaslar1 hakkinda
“casusluk” yapmasinin kendi hukuk diizenine gdre yasa disi oldugu durumlarda,
anlagsmaya vardigi miittefik devletlerle her birinin digerinin vatandaslarin
gozetledigi ve ardindan bilgi aligverisinde bulundugu bir anlagma diizlemi
yaratabilir (Bannister, 2005, s. 67). ABD’nin Echelon ve Avrupa Birligi’nin
Enfopol (Law Enforcement Police Matters) sistemi kapsamli veri gdzetimi
konusunda adi gegen konseptlerdendir (Bannister, 2005, s. 67). Echelon sisteminin
ABD’ye giren ve ¢ikan her bir e-posta trafigini okudugu iddia edilmektedir
(Bannister, 2005, s. 68). Ayni sekilde, Birlesik Krallik istihbarat kurulusunun 2001
yilinda Birlesik Krallik’tan alman ve gonderilen tiim e-posta ve Internet mesajlarimi
izleyebilecek e-posta gozetim sistemi kurulusuna iliskin duyurusunun bulundugu
ve “FreeServe” ile “AOL” gibi Internet servis saglayicilarinin Devlet Teknik
Yardim Merkezine (“Government Technical Assistance Centre” - GTAC) kablo
baglantis1 kurmalarini sart kogsmakta oldugu ileri siiriilmektedir (Todd & Bloch,
2003, s. 63). Bu durum, dijital panoptikon ¢aginda, devlet gdzetiminin otoriter
toplumlarla sinirli olmadigini gostermektedir.

Icinde bulundugumuz yiizyilda, kiiresellesme cercevesinde; merkez ve gevre
iligkisinde, kiiresel anlamda uluslar ve diger ekonomik giicler arasindaki farklilik
hizla artmakta, bu unsurlarin arasindaki bagimlilik zinciri ve esitsiz gelisme asiri
noktalara gelmektedir (BBCNews, 2019). Dijital teknolojilerin yasam alanimizi
hem kavramsal hem de pratik olarak genisletmesinin yarattigi tehlikeler,
panoptikonun "6zgiirliik teknolojileri" ile biitiinlestirilmesi talebini de beraberinde
getirmektedir (Boyle, 1997, s. 204). Diger bir deyisle, devletlerin siber alanda
vatandaglarinin  etkilesimleri {izerinde de gozetim saglama giidiisii panoptik
yaklagimin siber alana yansimasini da beraberinde getirmektedir. Radikallesme ve
terérizmle miicadele, yeni hukuki diizenlemelere anlam kazandirarak Internet’in
denetimine de olanak saglamaktadir (Paye, 2003).

2.SIBER VATAN VE RiSK TOPLUMU: CEVRIM iCi RADIKALLESME
2.1. Potansiyel Risk Kaynagi: Siber Alanda Etkilesimin Artis1

Siber alanda cereyan eden etkilesimin boyutlari1 ve bunun yerel izdiistimiinii
gbziimiizde canlandirabilmek igin kiiresel ve yerel baglamda internet’e erisimi ve
Internet’in kullamm durumunu ortaya koymak faydali olacaktir. 2021 yilmin ilk
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ceyregini igeren déneme iligkin tahminlere gére diinya niifusunun %65,6’s1 Internet
kullanmakta ve bu oran 2000-2021 arasi donem icin Internet Kullaniminda
%1.331,9 ‘lik bir artisa tekabiil etmektedir (Tablo 1).

Tablo 1 internet Kullanimi ve Diinya Niifusu Istatistikleri 2021 Y1l ilk Ceyrek Tahminleri?

Internet Kullanim ve Diinya Niifusu Istatistikleri 2021 Yih ilk Ceyrek Tahminleri
Diinya Diinya
Diinya Niifus Niifusu KL:lr;::c]lel;rl Peng?;ﬁflyon Biiyiime internet
Bolgeleri (2021 Tah.) IQ:)I/'lde 31.03.2021 (% Niifus) 2000-2021 KPl!anlczlarl
b icinde %
Asya 4327333821 | %549 | 2.762.187.516 % 63,8 % 2.316,5 % 53,4
Avrupa 835.817.920 | % 10,6 | 736.995.638 % 88,2 % 601,30 % 14,3
Afrika 1373.486514 | % 17,4 | 594.008.009 % 43,2 % 13.058 % 11,5
Latin Amerika | - goq 743 5o % 8,4 498.437.116 % 75,6 % 2.658,5 % 9,6
/ Karayipler
Kuzey 370.322.393 % 4,7 347.916.627 % 93,9 % 221,9 % 6,7
Amerika
Orta Dogu 265.587.661 %34 198.850.130 % 74,9 % 5.953,6 % 3,9
Okyanusya / 43.473.756 %0,6 30.385.571 % 69,9 % 298,7 %0,6
Avusturalya
0,
TOPLAM 7.875.765.587 10{‘)’ o | 5168780607 % 65,6 % 1.331,9 % 100,0

2021 yil ortas1 istatistiklerine gore Tiirkiye’de Internet kullanicilarinin niifusa
orani %483,3’tlir. Bu sayr Avrupa’daki kullanicilarin %9,5’ini olusturmaktadir

(Tablo 2).

Tablo 2 Avrupa'da Internet Istatistikleri ve Facebook Kullanimi 2021 Y1l Ortast
[statistikler®i

Avrupa'da Internet Istatistikleri ve Facebook Kullanimi 2021 Yil Ortasi Istatistikleri

. Penetrasyon Avrupa’daki
N Niifus (2021 Internet Kullanicilar: Facebook
Ulke Oram (% Kullanicilar
Tah.) 31.12.2020 Niifus) iginde % 31.12.2020
Tiirkiye 82,961,805 69.107.183 % 83,3 % 9,5 44.000.000

Tiirkiye Istatistik Kurumunun (TUIK), gerceklestirdigi “Hane Halki Bilisim
Teknolojileri (BT) Kullanim Arastirmasi” ¢ergevesinde yayimladigi verilere gore,
2011-2021 yillarin1 kapsayan 11 yillik bir dénemde Internet kullanim oraninda 16-
74 yas grubundaki bireylerde %45°ten zaman igerisinde %82,6’ya yiikselen bir
artis gézlemlenmektedir (Tablo 3). Cinsiyete gore incelendiginde bu oranin; bu

2 Kaynak: © Telif Hakki 2021, Miniwatts Marketing Group. www.internetworldstats.com internet sitesinden
terclime edilerek aynen alinmustir. Internet Kullanimi ve Diinya Niifusu Istatistikleri, 31 Mart 2021 i¢in tahmini
degerlerdir. Demografik sayilar (niifus), Birlesmis Milletler Niifus Birimi verilerine dayali olarak hesaplanmustir.

3 Kaynak: © Telif Hakki 2021, Miniwatts Marketing Group. www.internetworldstats.com Internet
sitesinden terciime edilerek aynen alinmustir. Avrupa Internet Istatistikleri, 30 Haziran 2020;
Facebook abone verileri ise 31 Aralik 2020 igin tahmini degerlerdir. Niifus, esas olarak Birlesmis
Milletler Niifus Birimi verilerine dayali olarak 2020 y1l1 ortasi igin hesaplanmustir.
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siire zarfinda erkeklerde %54,9’dan %87,7’ye, kadinlarda ise %35,3’ten %77,5’ye
yiikseldigi goriilmektedir (Tablo 3 ve Sekil 1) *

Tablo 3 Tiirkiye’de Internet Kullanimi Oranlar1, 201 1-2021°
Tilirkiye'de internet K ullanim Oranlari, 2011-2021

(8

)

=
=

Internet

Toplam Erkek K adin

EN N HUIGMZEMN 311, 010 013 2014 2015 206 2017 2018 2019 002021 201 20122013 2014 2015 2016 2017 018 2019 10071 2011 2012 201 204 2015 2016 2017 2018 2019 2000 200

Internetkulenanlar 450 474 489 535 55 612 665 720 753 T90 626 549 581 593 635 658 705 751 804 B16 847 817 33 37,0 387 447 46,1 519 587 655 689 733 775
Sonig o pinde 403477437 45 516 583 64T TI0TAD TITB14 458 530331 B 612 676 728 782 04 633 865 313 316 334 385 421 492 366 639 676 721 To 4
Ugayiletic yiaraanda 26 24 31 26 21 11 11 09 06 06 05 31 28 35 26 24 12 11 10 05 06 05 21 20 26 25 19 10 11 08 06 05 05
Bit yidan inee 1923 27 27 32 17 10 09 08 07 07 30 23 27 27 23 17 12 11 03 08 08 18 14 26 28 21 17 10 08 06 07 05

Higkulanmec B0506 511 462441 BE DI 24T 204 S50 419 407 3542 295 249195 182153 123 647 650 613 559 550 481 413 I 31 267 23

Tiirkiye'de Y1l ve Cinsiyete Gore Internet Kullanim Oranlarinda
Degigim, 2011-2021
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Sekil 1 Tiirkiye'de Y1l ve Cinsiyete Gére Internet Kullanim Oranlarinda Degisim, 2011-
2021

4 Veriler, https://data.tuik.gov.tr/Kategori/GetKategori?p=Bilim,-Teknoloji-ve-Bilgi-Toplumu-102 internet
sitesinden alinmistir.

> TUIK Hane Halki Bilisim Teknolojileri (BT) Kullanim Arastirmasi’nin 2011-2021 yillarina ait verilerinden
derlenmistir. Tablodaki rakamlar yuvarlamadan dolay: toplami vermeyebilir.

456



Siber Alanda Radikallesme ve Internetin Panoptik Gozetimi

TUIK’in s6z konusu arastirma g¢ergevesinde yayimladigi verilere gore, 2011-
2021 yillarim kapsayan 11 yillik bir donemde “Istatistiki Bolge Birimleri
Siiflamas1”nin (IBBS) 1. diizeyine gére hanelerde internet erisim oranlarinda iilke
genelinde bir artig yagsandigi ve bu artisin 2021 yilinda da [Bir dnceki yila kiyasla
TRA - Kuzeydogu Anadolu (Erzurum, Erzincan, Bayburt, Agr, Kars, Igdir,
Ardahan) ve TR3 - Ege (Izmir, Aydin, Denizli, Mugla, Manisa, Afyonkarahisar,
Kiitahya, Usak) bolgelerinde hafif diisme haricinde] devam ettigi
gdzlemlenmektedir (Tablo 4). Ozellikle, TRC - Giineydogu Anadolu (Gaziantep,
Adiyaman, Kilis, Sanlurfa, Diyarbakir, Mardin, Batman, Sirnak, Siirt) bolgesinde
hanelerde nternet erisim orani1 2011 yilinda iilke ortalamasinin neredeyse yarisi
iken 2021 yilinda iilke ortalamasinin iizerine ¢iktigi goriilmektedir (Tablo 4 ve
Sekil 2)°®

Tablo 4 Istatistiki Bélge Birimleri Siniflamasi 1.Diizey'e gére Hanelerde Internet
Erisimi, 2011-2021’
Itk Bolge Birimlei Sinflamas 1.Diiz8/'e Gire Handlerde internet Erigim, 2011-2021

(%)

I tefitiki Belge Birimleri Siniflamas (1BBS) 1. Dilzy a2 M3 4 a5 We 017 A8 W9 AN AN

TR T 29 42 &1 €02 5 763 807 838 3 W7 920

TRy ' B9 B05 633 755 813 831 %08 W1 %6 %4 971
A

TRY. 1t e i, e, s B4 BT BB GG G4 W9 B BA WT B0 B3
E

TR3 |I;!'er|| Ay, Deizl, Wuffa, Maniss Apricratizar, K s, L) 39,4 45,5 46,? 5",4 ‘54,5 894 783 809 &6 %7 39,9

TR4 ?!?ﬂuf:;;r.aleﬂtkcm.Sn,'wuz:e.!olL'f.t:ﬂal 7 606 68 623 7 76> 97 840 |9 w5 937
Bl A

TRS mlu-m:,uknm B0 w5 524 BT 737 W7 B4 w1 98 98 w2
R

TRE m:uy:. it By, A, M Hly, Karamenners Oare) B4 W6 M4 5EOT4  TTY OBIE B6Y B3 W7 913
otz

LT —— 82 40 &8 3 &5 T TI0 WS BT &5 6
Ball Karadeniz

TR {zorpaea, Kara, Bern, ko, Carkon, Sy, S, Toia, o e 29 B/ OBy M4 KBS &1 T2 T4 B2 813 M5
Dofukaradel

LT ——— B N6 UE Q7 K7 04 69 87 BE K9 &3
Kuzeyooqu s

TRA (eranm Erancan Baturt A, s 3, Aretr) A9 45 M7 44 56 T3 T6 TI6 &6 811 Bab
Ottty Araty

TRB {vtays el Bingy,Tree, v, Mg Bl W) B3 BE FT7 4£6 66 75 a8 B34 BT BB 904
e Aney

TRC {5, Attyaren s, Senurts, Diyrasir Masein, Esen, i, S A1 A5 75 S0 661 &5 75 07 B @75 438

& Veriler, https://data.tuik.gov.tr/Kategori/GetKategori?p=Bilim,-Teknoloji-ve-Bilgi-Toplumu-102 internet
sitesinden almmustir.

7 TUIK Hane Halki Bilisim Teknolojileri (BT) Kullanim Aragtirmasi’nin 2011-2021 yillarina ait verilerinden
derlenmigtir.
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Tiirkiye'de Y1l ve IBBS'ye Gére Hanelerde Internet Erisim Oranlarinda
Degisim, 2011-2021
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Sekil 2 Tiirkiye'de Y1l ve IBBS'ye Gore Hanelerde internet Erisim Oranlarinda Degisim,
2011-2021

Siber suglar ve diger kétiiciil kullanimlar bakimindan siber kaynaklarin istismar
potansiyeli de goz 6niinde bulunduruldugunda, Internet’e erisimin artmasi ayni
zamanda, internet ortamini kullanan toplumun biiyiik kesiminin risk altinda olmasi
anlamina da gelmektedir.

2.2. Siber Alanda Radikallesmeyle Miicadelenin Onemi

Siber alanda devlet egemenliginin saglanmasinda, “siber vatan”m® “netizen”leri
&l

(agdaslar1) bakimindan, toplum sézlesmesi teorisine dayali anlatimlar temelinde bir
devletin egemenliginin ve bunun kaynagi olan mesruiyetin yonetilenlerin rizasina
bagli oldugu varsaymminin da esasen bir algiya dayali oldugu ileri siiriilebilir.
Devletlerin, siber alandaki iletisim teknolojileri ve yontemleri {izerindeki
kontroliiniin,  yonetilenlerin  algisinin ~ bu  yonde  olusturulmasinda  ve
yonlendirilmesinde etkili olmas1 bu anlamda beklendik bir durumdur. Tiirkiye’de
Internet’e erisimin ve Internet kullaniminin son yillarda gosterdigi artis ve bu artisa
bagli olarak yogun etkilesimin ortaya g¢ikardigi yeni risk ortamlarinda devletler
basta olmak tlizere genis kitleleri negatif yonde etkileyebilecek tehditlerin ¢ogaldig
da artik asikardir (Akdemir ve Tuncer, 2021, s.1v). Tiim tehditleri igeren kapsayici
bir giivenlik anlayisiyla, devlet yapisinin 6nemli unsurlarindan biri olan insan

8 Bat1 Karadeniz Kalkinma Ajansi (BAKKA) tarafindan iist diizey siber giivenlik uzmanlarinin yetistirilmesi igin
hazirlanan “BAKKA Siber Giivenlik Uzmani Yetistirme Projesi (Siber Vatan)”nde kullanilan bir kavram olarak
ortaya ¢ikmustir.
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toplulugunun fertlerinin siber alanda hem kendi i¢inde hem de kiiresel anlamda
yogun bir etkilesim i¢inde oldugu da goz 6niinde bulundurulmalidir. Bu etkilesimin
gerceklestigi siber alan, nispeten mesafenin Onemsizlestigi ve sinirlarin
bulaniklagtig1 artan bir tehdit ortamina da yataklik etmektedir (Bilgig, 2021, s. 33).
Bu cercevede, sayisallasan (dijitallesen) devlet hizmetlerinin beraberinde,
anonimlik saglayan ve asimetrik olan siber alan (Gokger & Go6zen Ercan, 2020, s.
186) i¢inde devletin hak ve menfaatlerinin gozetilmesi gereken kavramsal bir alan
olarak “siber vatan” kavrami da giivenlik baglaminda 6nem kazanmaktadir (Bilgic,
2021, s. 34).

Son yillarda, teréristler; giderek artan sekilde yeni teknik ve gelismis taktikleri
alman i¢ giivenlik tedbirlerini agsmak ve bireylerin giivenligini, emniyetini ve
refahim tehdit etmek {izere kullanmaktadir (ABD Anayurt Giivenligi Bakanligi,
2019, s. 8). Bu baglamda, giivenlik tedbirleri; devletin toprak unsurunun sinirlar
iginden ve digindan devletin egemenlik haklarini kullanmasina ve o devletin insan
unsurunun yagam tarzi ve diizenine yonelebilecek tehlikelerden korunmus olma
durumunu yaratmaya yonelik olmalidir. Kamu giivenligi, 6zelde kisileri ve genelde
toplumu tehdit eden her tiirlii tehlikenin 6nlenmesiyle saglanir (Bilgig, 2019a, s.
20). Bir tilkenin karsilasabilecegi tehditler ve bunun sonucunda beliren tehlikeler
terorizm dahil, salgin hastaliklardan afetlere kadar uzanan genis bir yelpazede yer
almaktadir. Fiziksel alanda ¢ok aktorlii, karmasik teror saldirilarini tespit etme ve
Onleme g¢abasina ragmen, terdrist unsurlar saldirilarin1 gergeklestirebilmek adina
miimkiin olan her tiirli giivenlik acigini aramaya devam etmektedir. Bu tehdit
ortaminda, merkezl olmayan terdrist gruplarin; iilkedeki bireyleri siddete yonelik
radikallesmeye tesvik ve eleman olarak temin eden terdr propagandasini ve egitim
materyallerini yaymak icin Internet’i ve sosyal medyayr kullandig
degerlendirilmektedir (ABD Anayurt Giivenligi Bakanligi, 2019, s. 11). Bununla
miicadele bir gayret birligi gerektirdiginden, miicadelenin gerektirdigi tasarimi da
icermelidir. Bu tasarim; Ozetle, mevcut veya gelecek giivenlik ihtiyaglarimi
karsilamak iizere uzun vadeli ve stratejik c¢oziimlere odaklanan hizmetleri
tasarlamada kullanilan genel bir ¢erceveyi betimleyen giivenlik mimarlig
kavramini isaret etmekte ve bu yonde strateji gelistirilmesi hususunu
vurgulamaktadir (Yayla, 2020). Bu tasarimda kamu giicliniin, hukuk diizeni
icerisinde kanunlarin agik¢a verdigi bir yetkiye dayanilarak kullanilmasi esastir.
Zira i¢inde bulunulan durum gerektirdiginde bu yetki; mevzuata uygun olarak zor
kullanabilmeye imkan tanir. Kolluk faaliyetlerinde gerceklestirilen eylem ve
islemlerin mesruiyeti, kamu diizeni i¢in gereken hakli bir durumda bu yetkinin
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hukukilik ve olgtliliik temelinde kullanilmasina dayalidir (Bilgig, 2019a, s. 326).
Bu husus, kamu ozgiirliikleri ile giivenlik arasindaki dengenin hangi temelde
kurulmasi gerektiginin gostergesidir.

“Risk toplumu”nda, ® (Beck U., 1992, s. 34) ozellikle bireylerin teknoloji
kullanim seviyesinin artig1 ve beraberinde yasanacak toplumsal degisimlere kosut
olarak gelecekte giivenlik tehditlerinin de artacagi ve gesitlenecegi beklendik bir
durumdur. Teknolojideki gelismeler ve siber alandaki yogun etkilesim suglu
diisiinen beyinler i¢in artirilmis su¢ isleme imkan ve kabiliyeti ile firsatlar
yaratmakta oldugundan terérizm de bir sug tiirli olarak bundan nasibini alacaktir.
Siber giivenlik olaylarinin tespiti ve bunlara yonelik olarak gerceklestirilecek
miidahalelerde bu mecranin gdzetiminde hem O&nleyici hem de adli bakimdan
kapasite insast onemli ihtiyactir (Bilgig, 2021, s. 38). 2020-2023 dénemi i¢in
hazirlanan “Ulusal Siber Giivenlik Stratejisi ve Eylem Plani1” ¢ercevesinde stratejik
amaglar arasinda da yer alan “siber giivenligin milli giivenlige entegrasyonu”
onemlidir (Bilgig, 2021, s. 38).

Teknolojinin gelisimi ve Internet’in artan kullanimu ile beraber giiniimiizde
siber alan Ozellikle terdr orgiitleri ve radikallesen gruplar icin pek ¢ok amag
dogrultusunda kullanilmakta ve stratejik dnemi haiz faktorlerden biridir. Bireyleri
ve gruplari radikallestirme, propaganda yapma, finansal destek, terdr eylemlerine
tesvik, terdr oOrgiitlerine eleman temini, terdr eylemlerine tesvik ve terorist
amaglarla bilginin toplanmasi1 ve yayilmasi gibi hususlarda siber alan aktif olarak
kullanilmaktadir (UNODC, 2012, s. 1).

Bilgi teknolojilerinin geligimi isletmeler, tiiketiciler ve hiikiimetler gibi cesitli
resmi ve gayri resmi gruplarin birbirleriyle iletisim kurmalar1 ve “kiiresel koy”iin
yer aldig1 bir forumun olusturulmasi icin essiz firsatlar sunmakla beraber, agin
biiyiikliigii ve kullanimidaki muazzam biiyiime, internet’in sunmus oldugu iitopik
vizyonlar, pornografik ve siddet icerikli unsurlar ve Internet’in asirihik yanlisi
kisiler tarafindan kullanilmas1 gibi faktorler; ¢ok farkli siyasi hedefleri olan
gruplart bir araya getirmektedir. Radikallesen gruplar; propaganda yapmak,
destekgileriyle iletisim kurmak, kamuoyunu yonlendirmek ve davalarina sempati
duyulmasim saglamak ve eylemlerini planlayip koordine etmek icin siber alani bir
katalizore doniigtiirmiistiir (Weimann, 2004, s. 3). 19901 yillardan itibaren bireyler
ve gruplar, gevrim igi kimlik harciyla Internet’te yeni sosyal gruplar, mekanlar ve

9 Ulrich Beck (1992), “Risk Society: Towards a New Modernity” isimli kitabinda insanligin gelecekte

karsilasacagi belirsizlik baglaminda gelecegin toplumunu bu sekilde tanimlamustir.
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aglar kararak dijitallesme deneyimleri kapsamini genisletmektedirler. Bu nedenle
iletisimin siber alana kaymasi 6zellikle terérizm ve radikallesme iizerine yapilan
kavramsallagtirmalar, klasik radikallesme teorilerinin Otesine gec¢mistir (Topal,
2018, s. 210). Bireylere her tiirlii kimlige biirlinme firsat1 veren siber alandaki
anonimlik; yiiz yiize etkilesimin baskisi olmadan cevrimici iletisim kurmanin
gorece kolayligiyla da ozellikle yalniz, marjinallesmis, iddiali olmayan ve asosyal
bireylerin ¢ok hizli bir sekilde radikallesmesine zemin hazirlamaktadir. Siber
alanda bireyler anonimlik perdesi gerisinde daha diisiik sosyal kaygi, daha fazla
sosyal arzu edilebilirlik ve yiiksek benlik saygis1 yasayarak kendilerininkine benzer
diisiincelerle kolayca tanismakta ve sonrasinda siddet ve asirilik yanlist
faaliyetlerde bulunma egilimi gostermektedirler (Topal, 2018, s. 215).

Siber alanda radikallesme siireci, biinyesinde propaganda kullanimini
icermektedir. Bu ortamda radikallesme ve terdre tesvik; bireysel kosullara ve
iligkilere bagli olarak degiskenlik gostermekle birlikte, oncelikle bireylerin agirilik
yanlis1 ideolojilere dayali siddetle hareket etmeyi i¢sellestirmesine etki eden telkin
stirecini ifade etmektedir (UNODC, 2012, s. 6). Radikallesmeyi yaratan kosullar
baglaminda, radikallesen grup aslinda buz dagi metaforunda yalnizca goriinen
kismin bir ifadesidir. Bu baglamda radikallesmeyle miicadelede kapsamli bir
stratejinin birey, orgiit ve toplum diizeyinde dikkate almasi gerekmektedir (Muro,
2016).

Adina devlet denen aygitin, sosyal sozlesme teorisi anlatimiyla, en bilinen
anlamda, kendisini olusturan insanlarin giivende olma istegiyle giiciine riza
gosterdigi ve kendisinden kamu diizenini saglamasi beklenen bir yapi oldugunu
sOylemek yanlis olmayacaktir (Bilgig, 2021, s. 34). Kamu diizenini saglamak
maksadiyla, bu yapi; halkin biitiinline ve onu meydana getiren bireylere yonelen
her tiirlii tehlikelerden onlar1 korumak i¢in, hukuk diizenini igerisinde kendisine
acikea taninan yetkilere dayanarak, teskilatlar kurup etkinlikler yiiriiterek tedbirler
almakta, kendisine 6zgiilenmis giicle kamu 6zgiirliiklerine sinirlamalar koymakta,
belli kamu makam ve gorevlilerini bununla yetkilendirmekte ve tiim bunlar
denetlemektedir. Burada bahsedilenler, devletin kamu diizenini saglamaya yonelen
bir kamu hizmeti olarak kolluk goérevini tamimlamaktadir (Bilgig, 2019b, s. 19).
Kamu diizeninin unsurlarindan biri olarak kamu giivenligi, “tehlikelerin 6énlenmesi
ile bu yapiy1 meydana getiren unsurlarin devletle ve birbirleri ile iliskilerinin ve
varliklarinin tehlikelerden korunmasi durumu ve bu duruma iliskin toplumda bir
inan¢ olusmasiyla, toplumsal yasayista giivenligin saglanmis olmasi halidir”
(Bilgig, 2019a, s. 20). Bu hal, i¢ ve dis gilivenlik kavramlariyla da iliskilidir.
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Devletin kendi toprak alaninin sinirlari iginde devletin en iistiin otorite olmasini

ifade eden i¢ egemenligin ve uluslararasi hukuk acisindan bagimsiz ve diger
devletlerle kurdugu iliskilerde esit olmasini ifade eden dis egemenligin geregi ve
sonucu olan i¢ ve dig gilivenlik smirlart giinlimiizdeki siber ortamda artik
bulaniklagsmistir (Bilgi¢, 2021, s. 34). Giivenlik kavrami klasik anlamda devletin
toprak unsurunun sinirlariyla iligkilendirilerek tanimlanabilmektedir. Ancak
siirlart asan kiiresel bir fenomen olarak Internet ortaminda gerceklesen etkilesimin
ve bu etkilesimin hizinin yogunlugu sayesinde, bu ortamda radikallesen bireyler ve
davranislari da fiziksel sinirlardan bagimsiz hale gelmistir (Marion & Twede, 2020,
s. xiv, xv). Bu minvalde, terérizmin niteliginin ve yontemlerinin de bu
gelismelerden etkilenmesi dogaldir.

Geleneksel medya ve bugiin biitiin sinirlar1 degistirip kendine yeni ve kontrollii
zor kapilar acan sosyal medya; bireylerin ve toplumlarin hayata doniik algilarini,
diisiincelerini sekillendirme giicii yiiksek bir potansiyele sahiptir. Ozellikle bilgi
teknolojilerindeki gelisime bagli olarak gelisen Internet etkilesimi vasitasiyla
iletisim okuma-yazma boyutundan, sadece okumaya ve bugiin gelinen noktada
okuma ve doniismeye sebep olan bir isleve doniigmiistiir. Siber alanda iletisimde
sinirlarin ortadan kalkmasi sebebiyle denetim ve kontrol bosluklar ortaya ¢ikmakta
ve bu bosluktan da 6zellikle teror orgiitleri faydalanmakta, terdr orgiitleri aktif bir
sekilde destekci ve sempatizan devsirme imkadnina kavugmaktadir (Cakir, vd.,
2017, s. 31, 32).

SONUC

fletisim bakimindan siber alan, gelisen teknolojiler vasitasiyla kiiresel erisimi
kolaylastiran ve diinya capinda siirekli biiyiiyen bir kitleye ulasmaya imkan
taniyan, sinirsiz seyirci ile bilgi ve fikir paylasimina uygun essiz bir ag ormiistiir
(UNODC, 2012, s. 3). Bu oriintii, giiniimiizde insanlarin cevreleriyle iletisim
kurarken edindikleri algilarnn agirlikli olarak teknolojik araglar vasitasiyla
sekillenmektedir (Al, 2022, s. 15). Giliniimiizde siber alanda “gevrim igi
radikallesme”nin (Topal, 2018, s. 19) 6znesi olan gruplar, sosyal medyanin da
kullanimiyla, belirli bir siire igerisinde terér orgiitlerine destek saglayan bir noktaya
evrilmektedir. Bu baglamda siber alanda terér Orgiitlerinin yasam dongiisiinde
habitat ve besin saglayan araglari kontrol altina almak &zellikle kamu giivenligini
koruma noktasinda elzem olarak degerlendirilmektedir (Cakir, vd., 2017, s. 33).

Klasik iletisim araglarinin 6tesinde her gegen giin popiilerligini arttiran yeni
medya, Ozellikle Telegram, Instagram, Facebook, Twitter gibi sosyal medya
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platformlari, kullanicilarmin etkilesimleriyle, bilginin olusumuna, yayimina ve
zamanla tekrar ortaya c¢ikisina hiz kazandirmistir (Albayrak, Topal, & Altintas,
2017, s. 1991). Bu hizli akistan ve teknolojik gelismelerden sadece yerlesik devlet
diizenine ve onun kurallarina uyan vatandaglar degil, oriilmeye calisilan toplumsal
dokunun temellerini sarsan olusumlar da faydalanmaktadir.

Internetteki bilgilere erisimin engellenmesi ve icerigin yayilmasina iliskin yasal
kisitlamalar konmasina bir alternatif yaratmak {izere teknolojik bir ¢6ziim olarak
Internet Icerigi Se¢imi Platformu (The Platform for Internet Content Selection -
PICS), ifade ve haberlesme 6zgiirliigii degerlerinden &diin vermeden Internette
yayimlanan igeriklere yonelik politika sorununu ¢ézmek icin tasarlanmistir
(Reidenberg, 1998, s. 558, 559). Anayasa’ya gore Tiirkiye Cumhuriyeti
Devleti’nde herkes haberlesme, diisiinceyi agiklama ve yayma ile haber alma
hiirriyetine sahiptir. Ancak temel hak ve ozgiirliikkler kapsaminda kisilere taninan
Anayasal giivenceler; milli giivenligi, devletin i¢ ve dis glivenligini, devletin iilkesi
ve milletiyle boliinmez biitlinliigiinii, kamu diizenini ve giivenligini tehdit etmeye,
su¢ islemeye, ayaklanmaya ya da isyana tesvik eder nitelikte yorumlanarak
kullanilamayacak olmakla birlikte (6rnegin; md.22, md.26 ve md.28); bu haklar
Ozlerine dokunulmaksizin yalnizca belirtilen sebeplere bagli olarak ve ancak
kanunla sinirlanabilecektir (md.13) (Tiirkiye Cumhuriyeti Anayasasi, 1982). Bu
dogrultuda, miistehcenlik ile ilgili siirlamalarin ve yaptirimlarin varligi da
hatirlandiginda, yasa yapicinin nazarinda da Internet’in, basta terdr olmak iizere,
su¢ islemek i¢in kullamlmasinin kisisel 6zgiirliik olarak goriilmedigi ortadadir.
Internet iceriklerinin otomatik filtrelenmesini saglayacak, olasi tehdit ve risk
durumlarin1 ortaya c¢ikaracak bir standart kanunen yaratilabilir. Boyle bir
diizenleme yapma ihtiyaci hasil olsa bile, temel hak ve ozgiirliiklerin de aynm
hassasiyetle korunmasi1 demokratik toplum gerekliliklerindendir ancak bunun nasil
yapilacagi  ayrica  incelenmesi  gereken bir konu bashg  olarak
degerlendirilmektedir.
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YAZIM KURALLARI
1. YAYIN iLKELERIi
1.1. Genel ilkeler

Jandarma ve Sahil Giivenlik Akademisi tarafindan 2012 yilinda yayimlanmaya
baglayan Giivenlik Bilimleri Dergisi, “giivenlik” alanindaki kuramsal ve
uygulamali 6zgilin arastirma, inceleme, derleme tiiriindeki yazilar ile kitap
incelemelerinin yayimlandig: ulusal ve uluslararasi veri tabanlarinda taranan ulusal
hakemli ve basili olarak yayimlanan bilimsel bir dergidir. Mayis ve Kasim
aylarinda olmak {izere yilda 2 (iki) kez basili ve online olarak yayimlanmaktadir.

Derginin yayin dili Tiirk¢e olmakla birlikte, Yaym Kurulunun kararina bagh
olarak yabanci dilde yazilan makaleler de derginin genel ilkeleri ¢ergevesinde
yayimlanabilir. Yazi bagligi, anahtar kelimeler ve makalenin 6z kismi, biitiin
makalelerde Tiirkge ve Ingilizce olarak bulunmak zorundadir.

Dergide “giivenlik” konusuna odakli olmak sart1 ile siyasal bilgiler, hukuk,
kamu yoOnetimi, isletme, cografya, tarih, iletisim, ekonomi, bilisim, psikoloji ve
sosyoloji vb. sosyal, beseri, idari bilimler alaninda 6zgiin eserler ve daha dnce
yaymlanmamig veya herhangi bir yayin siirecine girmemis arastirma, inceleme ve
derleme tiirlinde yazilar ile kitap incelemeleri yayimlanir. Ancak, bilimsel
toplantilarda (kongre, sempozyum, seminer vb.) sunulan ve tam metni
yayimlanmamis olan bildiriler, sunuldugu yer ve tarih belirtilmek sartiyla kabul
edilir.

Dergide yayimlanmasi istenen yazilar, Tirk Dil Kurumunun giincel dilbilgisi
kurallarina (imla, noktalama, agiklik, anlasilirlik vs.) uygun olmalidir. Bu nedenle
olusabilecek sorunlardan ve elestirilerden tamamen yazar sorumludur.
Yayimlanmak iizere gonderilen makalelerin, derginin yaym ilkeleri ve yazim
kurallarma uygunlugu Yaym Kurulu tarafindan Oncelik sirasmna gore
degerlendirilir.

Yayin ilkelerine ve yazim kurallarma uygun bi¢cimde hazirlanmayan makaleler
degerlendirmeye alinmaz ve hakeme gonderilmez. Yayin Kurulu yaziyr bilimsel
yonden degerlendirmek {iizere hakeme veya diizeltilmek iizere yazarina geri
gondermek, yazinin sekil ve formatiyla simirli kalmak kaydiyla diizeltme ve
kisaltma yapmak, yaym ve etik kurallara uymayanlar1 yayimlamamak yetkisine
sahiptir.

Kor hakem sisteminin uygulandigi Giivenlik Bilimleri Dergisi’'ne gonderilen
makaleler, hakem degerlendirmesinden ve kitap incelemeleri de editor
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degerlendirmesinden gectikten sonra yayinlanir. Dergiye gonderilecek yazilarin en
az iki hakemden kabul almasi1 gerekmektedir. Hakem degerlendirmeleri olumlu
bulundugu halde, makale sayisinin fazla olmasi nedeniyle yayimlanmayan
makaleler bir sonraki sayida yayimlanmak iizere editor tarafindan degerlendirilir.
Bu sekilde 1 (bir) yildan fazla bekleyen makale gilincelligini yitirdigi igin
yayimlanmaz.

Yayinlanan makalelerin ve kitap incelemelerinin biitiin yaymn haklar1 dergiye,
yayinlanan yazilarin icerik sorumlulugu ise yazara aittir. Makalelerdeki goriisler,
yazarlarinin sahsi goriisleri olup; hi¢bir kurum ve kurulusun resmi goriisii niteligini
tasimaz.

Yayin Kurulu ile hakem ve yazarlardan gelen bilgi, belge ve degerlendirme
sonuglart 5 (bes) yil siireyle saklanmaktadir.

Giivenlik Bilimleri dergisi icretsiz bir dergi olup, yazarlara telif icreti
O6denmemektedir.

1.2. Etik ilkeler

Giivenlik Bilimleri Dergisi, bilimsel bilginin gelisimi agisindan yaym etigine
biiyilk ©6nem atfetmektedir. Bu agidan, Yaym Etigi Komitesi (COPE)
(https://publicationethics.org/) ve Agik Erisim Dergiler Dizini (DOAJ)
(https://doaj.org/publishers#licensing) gibi kuruluslar tarafindan belirlenmis
Akademik Yaymcilikta Seffafik ve Ornek Uygulama Ilkeleri'ne bagh
kalinmaktadir.

Anket, miilakat, odak grup calismasi, gdzlem, deney, goriisme teknikleri
kullanilarak katilimcilardan veri toplanmasini gerektiren nitel ya da nicel
yaklasgimlarla yiriitilen her tirlii arastirmalar, insan ve hayvanlarin
(materyal/veriler dahil) deneysel ya da diger bilimsel amaglarla kullanilmasi ve
kigisel verilerin korunmasi kanunu geregince retrospektif ¢aligsmalar igin etik kurul
izni gerekmektedir. Etik kurul izni gerektiren bu tiir ¢alismalarm izin ile ilgili
bilgilerine makalede yer verilmelidir.

Ayrica, olgu sunumlarinda “Aydmlatilmis Onam Formunun” alindiginin
belirtilmesi, baskalarina ait 6lgek, anket, fotograflarin kullanimi igin sahiplerinden
izin alinmasi ve belirtilmesi, kullanilan fikir ve sanat eserleri i¢in telif haklari
diizenlemelerine uyuldugunun belirtilmesi gereklidir.

Bu dergi acik ve iicretsiz akademik yaymcilik ilkesine bagli oldugundan,
yazarlardan makale isleme ve gonderme iicretleri talep edilmez. Tiim igerige
internet sayfasi lizerinden herhangi bir kisitlama ve gecikme olmaksizin yayin
tarihinden itibaren tam metin olarak erisilebilir.
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2. HAK VE SORUMLULUKLAR
2.1. Yayin Kurulunun Hak ve Sorumluluklari

Gilivenlik Bilimleri Dergisi Yaym Kurulu, dergiye gonderilen makalelerden
hangilerinin yayinlanacagina karar vermekten kolektif olarak sorumludur.
Yaym Kurulu, COPE tarafindan tanimlanmus Iyi Yayin Uygulamasi Kilavuzu’nun
(https://publicationethics.org) uygulanmasini 6nererek akademik diiriistliigii tesvik
etmektedir.

Yayin Kurulu, etik kurallar1 ihlal ettigini degerlendirdigi ve intihal 6nleme
yazilimi taramasinda benzerlik orani yiiksek ¢ikan makaleleri geri ¢gekme hakkini
kendinde sakli tutar. Yaym Kurulu, yayinlanmig makalelere iligkin intihal ve
suistimal iddialarin1 her zaman incelemeye alma hakkina sahiptir.

Yayin Kurulu, dergimize gonderilen bir makalenin bir bagka derginin hakem
stirecine de sokulmamis olmasini zorunlu bir basvuru kosulu olarak degerlendirir.
Makalenin yayin kurulunca hakem siirecine alinmasi bir yayin taahhiidii anlamia
gelmez. Yayin igin hakem siireci olumlu sonuglansa bile mutlaka yayin kurulunun
karar1 gerekir.

2.2. Yazarin Hak ve Sorumluluklar

Yazarlar hazirladiklar1 6zgiin ¢alismalarla dergimize bagvurmalidirlar. Yazarlar,
aynt calismayr ayni zamanda birden ¢ok derginin hakem siirecine
gondermemelidirler. Yazarlar kaynaklarin orijinalliginden ve teyidinden de
sorumludurlar. intihal hangi sekilde yapilirsa yapilsin etik dis bir davranis olusturur
ve kabul edilemez.

Yazarin makalesini, yaym karar1 alinincaya kadar, dergi yayin kuruluna
bildirmek kosuluyla geri ¢ekme hakk1 saklidir.

Ceviri olsa dahi yayimlanan tiim yazilarin dil, tslup, igerik, etik gibi konularda
fikr1, ilmi ve hukuki sorumlulugu eseri yazan ve ¢evirisini yapan yazarlara aittir.

Yazardan diizeltme istenmesi durumunda, diizeltmenin en ge¢ 2 ay igerisinde
yapilarak Yayin Kurulu’na ulastirilmasi gerekmektedir.

Yazarm hakem ve Yaymn Kurulu'nun elestiri, degerlendirme ve
diizeltmelerinden katilmadigi hususlar olmas1 durumunda, yazar bunlar gerekgeleri
ile ayr1 bir sayfada bildirme hakkina sahiptir.

2.3. Hakemlerin Sorumluluklar

Dergide kor hakemlik sistemi uygulanmaktadir. Hakemler kendilerine ulagan
makaleleri gizli tutmak ve hakemlik siirecinden elde ettikleri bilgileri kisisel
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menfaatleri i¢in kullanmamakla yiikiimliidiirler. Hakemlerin degerlendirmelerini
20 giin icinde yapmalar1 beklenmektedir.

Hakemler raporlarmi veya makale hakkindaki bilgileri bagkalariyla
paylasmamali ve editdriin izni olmadan yazarlarla dogrudan iletisim
kurmamalidirlar.

Hakem makaledeki potansiyel etik meseleler konusunda 6zenli olmali ve
bunlar editoriin dikkatine sunmalidir. Hakemlik nesnel bir sekilde yapilmalidir.
Yazar(lar)a dair kisisel elestiriler uygunsuz olarak kabul edilir.

3. YAZIM KURALLARI
3.1. Genel Esaslan

e Yazarlar unvanlarini, gorev yaptiklar1 kurumlari, haberlesme adreslerini,
telefon numaralarini, e-posta adreslerini ve ORCID (Open Researcher ve
Contributor ID) numarasim bildirmelidir (http://orcid.org).

e Bilimsel yaymnlar Tiirkce veya Ingilizce olarak hazirlanabilir. Tiirkge
makalelerin yazim ve noktalamasinda ve kisaltmalarda TDK Imla Kilavuzunun en
son baskisi esas alinir. Gonderilen yazilar dil ve anlatim agisindan bilimsel 6l¢iilere
uygun, agik ve anlagilir olmalidir.

e Dergiye gonderilen makaleler, dipnotlar dahil en az 4000 en fazla 7000
kelime olmalidir. Kitap incelemeleri 1000-1500 kelime olmalidir.

e Yazlar, makalenin baslangic kismima yazilmis, Tiirkce ve Ingilizce olarak
hazirlanmis makale basliklarmi da iceren 150-200 kelimelik Tiirkge “Oz” ile
Ingilizce “Abstract” ve makale bashig: igermelidir. Oz ve Abstract da calismanin
amac1, yontemi, varsayimi ve sonucu kisaca belirtilmelidir. Ingilizce ¢aligmalarda
once Ingilizce “Abstract”, Tiirkce calismalarda ise 6nce Tiirkce “Oz” yazilmalidur.
“Oz” ve “Abstract” tek aralik, 9 punto ve italik olarak yazilmalidir. Ayrica her iki
dilde de tig-yedi adet “anahtar kelime” eklenmelidir.

e Yazarin akademik unvani, gdrevi ve bagli bulundugu kurulus e-posta
adresi ile ORCID numarasi ilk sayfanin altina dipnotta (footnote) (*) isareti ile 9
punto ile yazilmahdir. (Ornek; Dr. Ogr. Uyesi, JSGA, Giivenlik Bilimleri
Enstitiisii, editorgbd@jandarma.gov.tr, ORCID:...)

e Tablo ve sekillere baslik ve sira numarasi verilmeli; basliklar tablolarin
iizerinde, sekillerin ise altinda yer almalidir.

e Denklemlere sira numarasi verilmelidir. Sira numarasi ayra¢ i¢inde ve
sayfanin sag tarafinda yer almalidir.
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e Yazilarda dipnotlara yer vermekten olabildigince kacinilmali ve burada
sOylenecekler metin i¢inde ifade edilmelidir. Zorunlu olarak verilecek dipnotlar ise
numaralandirilarak sayfa sonunda verilmelidir.

e Teknik terimler tirnak iginde yazilmali veya agiklanmalidir. Kavramlar i¢in
kisaltma kullanimindan kagiilmalidir.

3.2. Sayfa Diizenine iliskin Esaslar

e Yazilar, Microsoft Word’de, tek satir araligi, Times New Roman ve 11’lik
punto; marjlar {ist 4,6; sol 4; alt 4,6; sag 4; cilt pay1 0, iist bilgi 4,6, alt bilgi 5, kagit
Olclisii A4 olacak sekilde hazirlanmalidir.

e Yazi “GIRIS” boliimiiyle sayfa basindan baslamali ve uygun boliimlere
ayrilmalidir. Son boliim, “SONUC” bolimii olmali ve bu bolimii takiben
“KAYNAKCA” ile varsa “EKLER” yer almalidir. Ekler bagliklandirilirken;
“EK-A”, “ EK-B” seklinde siralanmali ve ek i¢inde “Basliklar” boliimiinde ifade
edilen bagliklandirma kurallarina uyulmalidir.

e (Qiris, sonu¢ ve kaynakcaya numara vermeden; boliimler, ardisik olarak
numaralandirilmalidir.  3’lincli  seviye bashiktan sonra (*, - vb) imlegler
kullanilmalidir. B6liim basliklart;

1. BIRINCI SEVIYE (Sola yaslanms, kalin, biiyiik harflerle)
1.1. ikinci Seviye (Sola yaslanmus, kalin, ilk harflerleri biiyiik)
1.1.1. Ugiincii Seviye (Sola yaslanmus, italik, ilk harflerleri biiyiik)

e Her tablo ve sekil i¢in sira numarast verilmeli (Tablo-1., Sekil-2. gibi);
tablolarin baglig1 iistte, sekillerin basligi ise altta yer almali, basliklar tablo veya
sekle ortalanmis olarak ilk harfleri biiyiik yazilmalidir.

e Tablo ve sekil igerigi Times New Roman 10 punto olarak
yapilandirilacaktir (Sayfa durumuna gore 9 veya 11 punto da kullanilabilir).
Istatistikler i¢in virgiilden sonra ii¢ haneden fazlasi yazilmamalidir. Tablo, sekil,
grafik ve resim i¢in sayet alint1 yapilmigsa, mutlaka kaynak belirtilmelidir.

e [lk sayfadan sonra, ¢ift numaral sayfalara yazar adi, tek numaral sayfalara
makale ad1 9 punto karakterinde {ist bilgi olarak eklenmelidir.

3.3. Atif ve Gondermelere iliskin Esaslar

e Metin icinde yapilacak atiflar ayrag i¢inde gosterilecektir. Kaynakca da bu
atif sistemine uygun olarak hazirlanacaktir. Asagida farkli nitelikteki kaynaklara
yapilan atif 6rnekleri gosterilmistir:
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- Walsh (1998) aile yilmazligini, ailenin basa ¢ikma ve fonksiyonel bir
birlik olarak aktarmaktadir (s. 108).

- 1liski icerisinde &zgiinliik, diiriistliik, kisinin tam olarak kendisini
acmasidir (Lopez ve Rice, 2006, ss. 13-14).

- Kessler’in 2003°te yaptigi calismaya gore ise ruh saghigimi giivence
altina alan en 6nemli etken sicak bir aile ortamidir (s. 146).

- Orgiitsel nitelikteki dnciiller, orgiitsel adalet algis1 (Brewer ve Kramer,
1986; 45; Cremer, 2005a, ss.33-45; Lipponen, 2001, s. 24) gibi faktorlerden...

- Mael ve Ashforth (1992: 88) tarafindan gelistirilen...

e Ayni yazar veya yazarlarin farkli ¢alismalarinda, caligma tarihi daha eski
olan Once yazilmalidir. Ayni yazarin veya yazarlarin aynmi tarihlerdeki

calismalarinda “a”, “b” seklinde harfler, c¢alismanin yapildigi yilin yanima
yazilmalidir.

e Ug, dort ve bes yazar olan galigmalarda ilk atifta tiim yazarlarin isimleri
verilmeli, miiteakip atiflarda “vd.” seklinde kisaltilarak verilmelidir. Besten fazla
yazar varsa ilk yazarin soyadindan sonra “vd.” seklinde ifade edilebilir.

e Bir yazarin diislincelerinin yeniden ifade edilmesi zorsa veya anlamini
yitirecekse 40 kelimeden daha fazla olmayan atiflarda kaynaktan alinan ifade tirnak
isareti icinde belirtilerek yazilmali ve o ifadenin bulundugu sayfanin numarasi
belirtilmelidir. Ornegin: (Oztiirk, 2003, s. 147). Eger 40 kelimeden daha fazla atif
yapilmasi gerekiyorsa almti yapilan kisim, iki sekme igeriden, tirnak iginde
yazilmali, en sonuna alinti yapildigi yerdeki paragraf (para. 15) veya sayfa
numarasi (s. 25) belirtilmelidir.

e Yazar ismi belirtilmemis bir ¢calismaya atif yapilmasi gerekiyorsa ve bu
caligma siireli bir yayindaysa yaymin ismi, yazar olarak belirtilebilir. Ornegin;
(Wall Street Journal, 2009), (Ticaret Bakanligi, 1999).

e Ayni parantez i¢inde birden fazla calismaya atif yapilacaksa caligmalar
alfabetik siraya gore ve aralarma noktali virgiil konularak yazilmalidir. Ornegin:
(Abrams, 2000; Sullivan ve Hellman, 1999).

e Ikincil kaynaklar, (Blau, 1964’ten akt. Tamer, 2003). Tamer’in (2003),
Blau’dan (1964) aktardigina gore... seklinde ifade edilerek ikincil kaynaklardan atif
yapildig1 belirtilmelidir.

e Elektronik kaynaklara atif yaparken genel atif kurallar1 gegerlidir (Yazar
soyadi, yil). Bu bilgi mevcut degilse, kaynaga ulagilan web adresi parantez iginde
verilmelidir. Yani yazari belli olmayan bir elektronik kaynaga atif yapmak
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gerektiginde web sitesi parantez i¢inde verilmelidir. Sayet profesyonel bir web
sitesine, veri tabanina veya bir projenin web sitesine atif yapmak gerekiyorsa,
elektronik adres parantez iginde verilmeli, kaynakcada da asagida ilgili boliimde
verilen 6rnekte goriildiigii gibi belirtilmelidir. (Ornegin: UNICEF web sitesi diinya
capinda ¢ocuklarin iyiligi igin c¢alisan c¢esitli yararli kaynaklara baglantilar
sunmaktadir (http://www.unicef.org).

e Eger mali destek veya diger yardimlar i¢in tesekkiir etmek istediginiz kisi
veya kurumlar varsa, calismanin sonuna bir not ekleyerek tesekkiirlerinizi
iletebilirsiniz.

3.4. Kaynakc¢a Yaziminda Uygulanacak Esaslar

e Kaynakca 11 punto olarak diizenlenecek ve soyad alfabetik sirasina gore
tasniflenerek verilecektir. Ayrica bir kategori yapilmayacaktir.

e Kitaplarda sayfa numaralar1 belirtilmeyecek, makalelerde derginin ilgili
sayfa aralig1 belirtilecektir.

e Internet kaynaklarinda erisim tarihi belirtilecektir.

o Kaynakea ile ilgili ayrintili hususlar i¢cin APA’nin (American Physchology
Association) bilimsel yazi kriterlerine, Publication Manual of American
Psychological Association (https://www.apastyle.org/manual) veya Dergi Park
Yazim Kurallari’na (http://dergipark.gov.tr/busad/page/2914) bakiniz.

e Kaynakcada yazar soyadinin bas harfi biiyiik, adinin ise ilk harfi olacak
sekilde asagida verilen Orneklerde oldugu sekilde yazilacaktir. DOI numarasi
mevcutsa referansin en son kismina eklenecektir.

Kitaplar
Sar, G. (2013). Ermeni meselesi isiginda Siiryaniler. Ankara: Barig Platin
Yayinevi.

Bloch, S. ve Whiteley, P. (2010). Diiz bir diinyada yéneticilik (2.Basim). (U.
Sensoy, Cev.) Istanbul: Is Bankas1 Yaynlar1.

Avci, E. (2017). Tiirkiye’de terorizmin tarihsel seyri. G.Sar1 ve C.K.Demir. (Ed.),
Giivenlik bilimlerine giris (5S. 287-314). Ankara: Jandarma Basimevi.

Makaleler

Ak, T. (2018, Mayis). Silahli insansiz hava araglarmin kullaniminda karar
mekanizmalart. Giivenlik  Bilimleri  Dergisi, 7(2), 111-130.
doi:10.28956/gbd.422803

Ansiklopedi
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Yayin Ilkeleri ve Yazim Kurallar

Ersoy, O. (1973). Kagit. Tiirk Ansiklopedisi iginde (c. 21, ss.112-115). Ankara:
Milli Egitim Bakanlig1.

Yayimlanmams Calismalar

Aplak, H.S. (2010). Karar verme siirecinde bulanik mantik bazli oyun teorisi.
(Yaymmlanmamus Doktora Tezi). Gazi Universitesi, Ankara.

Kongre Bildirileri

Sari, G. ve Ak, T. (2018). Giivenlik alan yeterlilikleri ve akademik caligmalar.
H.Kahya (Ed.), I.Uluslararasi Egitim ve Sosyal Bilimlerde Yeni Ufuklar
Kongresi  bildiriler kitabi iginde (ss. 130-134). Istanbul: ASOS.
doi:10.21733/ibad.417321

Elektronik Kaynaklar

Shotton, M.A. (1989). Computer addiction? A study of computer dependency.
Erisim tarihi: 18 Agustos 2011, http://www.ebookstore.tandf.co.uk/
html/index

Yazari belli olmayan web sitesi makalesi

New child vaccine gets funding boost. (2001). Erisim tarihi: 21 Subat 2012,
http://news.ninemsn.com.au/health/story_13178.asp.

Blog

Webber, S. (2008, 10 Ekim). Information literacy in work place contexts. Erisim
tarihi: 22 Ekim 2008, http://information-literacy.blogspot.com/.

3.5. Kitap incelemelerinde Uygulanacak Esaslar

Kitap incelemesi bir kitapta yer alan temel iddialar ve konular ¢ercevesinde yapilan
kapsamli ve detayl bir arastirmadir. inceleme akademik bir yaz1 kurgusu igerisinde
giris, tartisma (yontem, kapsam ve icerik) ve sonug gibi hususlari icermelidir. Girig
kisminda kitaptaki tezler ve ana hususlar ile kisa bir 6zete yer verilmelidir.
Tartisma kisminda kitabin ilgili sayfalarina ve gerekiyor ise baska eserlere de atif
vermek suretiyle yontem, kapsam ve igerikte yer alan konular bir biitiinliik
igerisinde irdelenmelidir. Sonug¢ kisminda ise kitaba iligkin temel diisiinceler ve
yazarin alana yaptigi katkilar degerlendirilmeli ve elestirel bir sekilde ortaya
konulmalidir.

Kitap incelemelerinde baslik bilgilerinde inceleme yapilan eserin adi, yazari,
yayimlandig1 kent ve yayinevi, yayim yili ve ISBN numaras1 yazilmalidir. Sayfa
altinda Ozel isarete karsilik olarak inceleme yapan yazarin akademik unvani,
mensup oldugu kurum ve e-posta adresi yazilir.

478



Journal of Security Sciences

GUIDELINES
1. PUBLISHING PRINCIPLES
1.1. General Principles

The Journal of Security Sciences is a biannual journal indexed in both national and
international indexes which offers theoretical and applied research, analysis and
articles on “security” and published by the Gendarmerie and Coast Guard
Academy since 2012. The Journal of Security Sciences is published twice in a year,
May and November, as in print and online accessible journal.

The main publishing languages of the Journal are Turkish and English. The
title, keywords and the abstract of the articles submitted to the journal must be both
in Turkish and English.

The Journal of Security Sciences publishes original articles and book reviews
focused on “security” aspect from different fields including but not limited to
human sciences and public sciences on politics, law, public administration,
management, geography, history, communication, economy, informatics,
psychology, sociology etc. Submitted articles must not be published nor submitted
to any other publications before. Conference/congress/seminar papers are accepted
only if they are not previously published as full text and certain info such as
presentation date and place provided.

Submitted manuscripts must follow the grammar rules. Therefore, the author is
responsible of problems arising from the breaches of grammar rules of their
articles.

Acrticles which fail to follow the Journal principles and guidelines may not be
accepted for reviewing process. Editorial Board has the authority to send articles to
reviewers, to send back articles to authors after reviews, to change articles formats,
to abbreviate it or to decide not to accept articles which fail to follow the academic
integrity and publishing standarts.

The submitted manuscripts undergo a double-blind reviewing process; articles
are reviewed by referees whreas book reviews are reviewed by editorial board. To
be accepted for publication in the Journal of Security Sciences, articles need to be
positively peer reviewed at least by two referees. After articles are accepted for
publishing, if there are more articles than the quota for the immediate volume, the
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articles are automatically shifted for the next volume. If an article is not published
this way within a year, it is withdrawn from publishing list.

The copyright for the published articles and book reviews belongs the Journal
of Security Sciences, however authors remain responsible for the contents of
publications. The Journal of Security Sciences is under no circumstances
responsible for the contents of the articles/book reviews. Feedbacks and all relevant
information about the articles/book reviews are stored by the Journal of Security
Sciences for 5 years.

The Journal of Security Sciences is free of charge, hence no money is paid to
the authors for the copyrights.

1.2. Ethical Principles

Journal of Security Sciences puts great importance on publication ethics regarding
the development of the scientific information. Therefore, such principles like
Transparency and Best Practice in Scholarly Publishing regulated by organizations
like Committee of Publication ethics (COPE) (https://publicationethics.org/) and
Directory of Open Access Journals (DOAJ) (https://doaj.org/publishers#licensing)
are strictly followed.

Any kind of research applying either qualitative or quantitative data collection
approach and using any methods like questionnaire, interview, focus group work,
observation, experiment and discussion methods and involving people or animals
(including materials and the data) for scientific or experimental purposes, and
retrospective studies require research ethics committee approval regarding the law
on the protection of personal data.

Moreover, it is required to note not only that informed consent form was taken
in case reports, and that the permission to use their scales, surveys, photographs
was given by the owners, but also that the regulations on the copyright about ideas
and art pieces were strictly followed.

This academic journal sticks to principles like open-access and free of charge
in scholarly publishing and thus never requires any fee for the admission of articles
from their writers. The complete content is open to access online and full-text at
the exact date declared and without any limitation.

2. RIGHTS AND RESPONSIBILITIES
2.1. Rights and Responsibilities of the Editorial Board
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The Editorial Board of Journal of Security Sciences has the right and

responsibility to decide the publication of articles and book reviews by taken into

accounts feedbacks received from referees. The Editorial Board recommends

publishing guides on (https://publicationethics.org) and promotes academic
integrity.

Editorial Board has the right to decline articles and book reviews which
contain plagiairised metarials or breach principles on academic integrity.

Submitted manuscripts must not be published or scheduled to appear in any
other publications. Accepting a manuscript for peer reviewing process does
necessarily mean a confirmation for publication.

2.2. Rights and Responsibilities of Author

Avrticles and book reviews submitted to the Journal of Security Sciences have to
be original works of the authors. Submitted manuscripts should not be in any kind
of submitting process in any other publishing platforms. The authors are
responsible for the validity and confirmation of the bibliography. Plagiarism is not
tolerated.

Author has the right to withdraw submitted manuscripts at any time before
Editorial Board approves publication. In such cases, authors must inform the Board
as early as possible.

In case of translated manuscripts, authors who write the original work and
translators are both responsible for the contents and any breaches of academic
integrity principles.

In cases where the manuscripts are sent back to authors for corrections after
peer reviewed, the corrected manuscripts need to be submitted within 2 months.

In cases where the authors disagree with the feedbacks given by referees and
Editorial Board they have a right to object. In such cases, authors need to submit
their own thoughts and critics regarding the feedbacks given by referees and
Editorial Board in written for re-consideration..

2.3. Responsibilities of Referees

The Journal ensures that manuscripts are reviewed by using a double-blind
peer-review method. Referees are responsible for keeping the manuscripts
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confidential and not using the knowledge and information they encounter via
manuscripts for personal gain.

All reviews and information on manuscripts are strictly confidential and must
not be shared with others. Referees are not allowed to contact with the authors
unless allowed otherwise by the Editorial Board.

Referee is expected to inform the Journal of Security Sciences immediately in
case of breaches arising from academic integrity during the review process if they
determine any. Referees are expected to be objective and personal criticisms
towards authors are not allowed.

3. GUIDELINE ON WRITING STYLE
3.1. General Principles

e Authors are required to submit the workplace info, contact
addresses/numbers/email addresses and ORCID (Open Researcher and Contributor
ID) number.

e Manuscripts can be Turkish or English. Submitted manuscripts should be clear
and understandable.

¢ Articles should be between 4000 and 7000 words including the footnotes.
Book reviews are required to be between 1000-1500 words.

e Articles must have ‘Oz’ in Turkish and ‘Abstract’ in English at the beginning
and they must be written in between 150-200 words. Both ‘Oz’ in Turkish and
‘Abstract’ in English need to cover the purpose, method, hypothesis and results of
the study briefly. Studies written in English should present the English ‘abstract’
before and those written in Turkish should present the Turkish ‘Oz’ before. Both
Turkish ‘Oz’ and English ‘Abstract’ must be typed in single space, 9 point font and
in italics. Also in both versions of the articles, at least three or at most seven key
words must be added to the abstracts.

e Author’s academic title, position, institutional email address and ORCID
number should be stated in a footnote in the first page starting with a “ * ” 9 points
font size. (Assoc. Prof., Gendarmerie and Coast Guard Academy Security Sciences
Institute, editorgbd@jandarma.gov.tr, ORCID:... i.e.)
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¢ Tables, figures and illustrstions should be numbered consecutively, captioned

and cited in the text in sequential order. Captions should before the table and after
the figures/illustrarions.

e Equations should be numbered consecutively. That number should be in
parenthesis on the right side of the page.

e Authors need to refrain using footnotes and incorporate them with the main
body.

e Technical terms need to be used with quotation marks and authors need to
refrain from using abbreviations without providing the full form of them at first
appearance in the text.

3.2. Principles Regarding Page Layout

¢ Manuscripts should have single line spacing, Times New Roman font, 11 font
size, (Top 4.6 mm, bottom 4.6 mm, left and right indent 4 mm, gutter O, header 4.6
mm, footnote 5 mm, paper size A4.

¢ Manuscripts should start with an introduction section, be separated into proper
sections afterwards and following with a conclusion section. Bibliography needs to
continue with the conclusion section and the last section should be the attachments
section.

¢ Without numbered to introduction, conclusion and bibliography; sections
should be numbered consecutively. Symbols such as (*, -) can be used after the 3rd
level segment. Section headings;

1. FIRST LEVEL SEGMENT (ALIGN LEFT, BOLD, CAPITAL LETTERS)
1.1. Second Level Segment (Align Left, Bold, First Letters are Capital)
2.1.1. Third Level (Align Left, Italic, First Letters are Capital)

e Tables, figures and illustrations should be numbered (Table-1., Chart-2. ie.).
Tables names should be on top of the tables and centered; names of the figures
should be under the figures and centered as well.

¢ Contents of the tables and figures should be Times New Roman and 9 points
font size (can be used as 9 or 11 according to the page layout). Statistical numbers
are expected to have no more than 3 digits after decimal point. Tables, figures and
illustrations should be cited if needed.
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o After the first page, authors name should be in the header in even number
pages and name of the manuscript should be on the odd page headers in 9 points
font size.

3.3. Guideline for Citiations

¢ References in the body of your manuscripts should be in (Author, Date)
format. When directly quoting from a text, you must include a page number in the
citation as well.

e If you are using more than one reference by the same author/authors, the
earlier dated publications should be listed first in the bibliography. If it is published
in the same year, authors need to assign letter suffixes after the year i.e.: "Pala
(1981a) makes similar claims...".

o Citiations for the publications with 3 and more authors should have their full
names written for the first citing and then use “(The first authors surname) et al. for
subsequent entries. If there are more than 5 authors, first author’s name should be
followed with “et al.”

e Ifauthor is directly quoting from a work, then it will need to include the
author, year of publication, and page number for the reference (preceded by "p.").
Introduce the quotation with a signal phrase that includes the author's last name
followed by the date of publication in parentheses.

o |f the author is quoting more than 40 words, it is required to start the quotation
on a new line, indented two tabs from the left margin, i.e. in the same place one
would begin a new paragraph.

¢ In case of citing a periodic publication without a specific author name, the
name of the publication can be used instead of author name. (Wall Street Journal,
2009 i.e).

o In case of parenthetical citation including two or more authors, it is required to
order them alphabetically, separated by a semi-colon. (Abrams, 2000; Sullivan and
Hellman, 1999).

e In case the source quotes or refers to another source, indirect sources should
be cited as (Blau, 1964 cited in Tamer, 2013)

¢ Online articles follow the same guidelines for printed articles. Citiations
should include all information the online host makes available.
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e Authors may add an acknowledgement section at the end of the
manuscripts to express thanks and pay their tribute.

3.4. Guideline for Reference List

¢ Reference list should be 12 points font size and written alphabetically. There
should not be any other kind of categorization in the reference list.

¢ Book references won’t be having page numbers but the articles will show the
pages of the article in where it is published.

¢ Online sources should show the access date.

e This Journal utilizes APA 6™ Reference Style with some minor differences.
Please advise the manual for further info and details.
(https://www.apastyle.org/manual)

¢ Authors surnames first letter should be capitalized and include only the first
letter of the name. If there is any DOI number of the reference, it should be
included in the reference as well. Please find the below examples of common
references.

Books

Sari, G. (2013). Ermeni meselesi isiginda Siiryaniler. Ankara: Barig Platin
Publishing.

Bloch, S. ve Whiteley, P. (2010). Diiz bir diinyada yoneticilik (2nd Edition). (U.
Sensoy, Trans.) Istanbul: Is Bankas1 Publishing.

Avcl, E. (2017). Tirkiye’de terdrizmin tarihsel seyri. G.Sar1 ve C.K.Demir.
(Ed.), Giivenlik bilimlerine giris (pp. 287-314). Ankara: Jandarma Publishing.

Articles

Ak, T. (2018, Mayis). Silahli insansiz hava araglarinin kullaniminda karar
mekanizmalar1. Giivenlik Bilimleri Dergisi, 7(1), 111-130.
doi:10.28956/gbd.422803

Encyclopedia

Ersoy, O. (1973). Kagit. Tiirk Ansiklopedisi iginde (Vol. 21, pp.112-115).
Ankara: Milli Egitim Bakanligi.

Unpublished Papers
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Aplak, H.S. (2010). Karar verme siirecinde bulanitk mantik bazli oyun teorisi.
(Unpublished Doctoral Thesis). Gazi University, Ankara.

Conference Proceedings

Sari, G. ve Ak, T. (2018). Giivenlik alan yeterlilikleri ve akademik ¢aligmalar.
In H.Kahya (Ed.), I.Uluslararasi Egitim ve Sosyal Bilimlerde Yeni Ufuklar
Kongresi bildiriler kitabt (pp. 130-134). Istanbul: ASOS.
doi:10.21733/ibad.417321

Electronic Sources

Shotton, M.A. (1989). Computer addiction? A study of computer dependency.
Retrieved August 18, 2011, from http://www.ebookstore.tandf.co.uk/ html/index

Unknown Authored Online Articles

New child vaccine gets funding boost. (2001). Retrieved February 21, 2012,
from http://news.ninemsn.com.au/health/story_13178.asp.

Blog

Webber, S. (2008, October 10th). Information literacy in work place contexts.
Retrieved October 22, 2018, from http://information-literacy.blogspot.com/.

3.5. Guideline for Book Reviews

Book reviews are detailed reviews of claims and subjects of the books. The
review should include an introduction, discussion (method, scope and contents) and
conclusion. Introduction section is a summary of the claims and main arguments in
the book. In the discussion sections, book reviewers are expected to discuss the
method, scope and contents of the book in a whole. The conclusion section talks
critically about the general impressions of the reviewer on the book and the
contribution the book makes.

Book Review titles should include the name of the book, author, in which city it
is published, publication year and ISBN. At the bottom of the first page the book
reviewers need to include their title, the institution they work and email address
corresponding to an asterisk
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