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ABOUT JOURNAL The International Journal of Politics and Security (1JPS) is an international peer-
reviewed academic journal, that aims to provide a platform for publishing and sharing high-quality and
original works in the field of politics and security issues with the academic community. So, it is purposed
to publish articles that provide original and significant advances in the general area of Political Science
and International Relations (IR) with National and International Security Studies. Authors who have
any questions about the appropriateness of a potential submission are encouraged to contact the journal
Editors.

SCOPE 1JPS will be issued as an e-journal every May and October of the year, which adopts the Open
Access Policy. Submissions will be accepted via the DergiPark platform to which TUBITAK (National
Science Agency of Turkey) gives hosting services. Each essay will have a DOI number provided by our
journal costlessly.

IJPS has been covered by the prominent index of the field. Our ultimate and indispensable principles
in publishing are to have a respected, reliable, independent, and free academic journal that contributes
to the epistemological community. So, we cordially invite and encourage you to take part in the advisory
or referee board of IJPS to contribute to universal scientific development. Please send your requests and
suggestions regarding this topic to Editor fikret.birdisli@inonu.edu.tr with a brief CV (curriculum vitae)
to be evaluated by the Board of Editors.



ONLINE MANUSCRIPT SUBMISSION IJPS uses an electronic submission process that is available
on the DergiPark website. Before submitting your article, first, read the Manuscript Requirements.

SPELLING GUIDELINES Submissions to IJPS should follow the style guidelines described in
the Chicago Manual of Style. Merriam-Webster’s Collegiate Dictionary and “Tirk Dil Kurumu Yazim
Kilavuzu” should be consulted for spelling.

REFERENCES Citations should be numbered sequentially in the text using superscripted digits, under
Chicago Manual of Style (16th ed.) guidelines. The first citation of a reference should include full
bibliographic information. For subsequent citations, a shortened bibliographic form such as the author’s
name, title, and page number should be used. When consecutive citations refer to the same work, “Ibid.”
should replace the bibliographical information in citations after the first, with the page number(s) added
if the cited page(s) differ from those included in the immediately preceding citation. Examples of
common citation types appear below:

a) Book with a Single Author or Editor:
Joseph S. Nye, Soft Power: The Means to Success in World Politics, 1st ed. (New York: Public
Affairs, 2004), 48-49.

b) Book with Multiple Authors:
Timothy Dunne, Milja Kurki ve Steve Smith, International Relations Theories: Discipline and
Diversity, 1st ed. (Oxford: Oxford University Press, 2013), 26.

¢) Book with Author Plus Editor or Translator
Barrington Moore, Diktatorliigiin ve Demokrasinin Toplumsal Kokenleri: Cagdas Diinyanin
Yaratilmasinda Soylunun ve Koyliiniin Rolii, Cev. Sirin Tekeli ve Alaeddin Senel, 1. Baski.
(Ankara: V Publishing, 1989).

d) Chapter in an Edited Book
Wolfgang Kersting, “Politika, Ozgiirliik ve Diizen: Kant’in Politika Felsefesi”, Kant Felsefesinin
Politik Evreni icinde, ed. Hakan Corekgioglu, 1. bs (istanbul: Istanbul Bilgi
Universitesi Yayinlari, 2010), 60.

e) Journal Article
Christopher Layne, “The Unipolar Illusion: Why New Great Powers Will Rise”, International
Security 17, no. 4 (1993): 8-9.

PUBLISHING Views and opinions in posts that are accepted for publishing and whose referee process
is positive belong to their authors, so, oblige neither the journal nor the referees. 1JPS is not a carrier of
any opinion and realizes publishing by neutral publishing rules and scientific ethics. However, all rights
of the manuscripts that are accepted for publication in the journal are deemed to have been transferred
to the journal.

We recommend that you keep a copy of the accepted manuscript when your article is accepted for
publication. For possible uses of your accepted manuscript, please see our page for sharing your work.

DATA SHARING POLICY This journal encourages authors to share the data obtained because of
their research while remaining within the requirements of the universal and legal criteria for the
protection of personal rights with scientific ethics and citation rules.

CROSSREF SIMILARITY CHECK Please note that IJPS uses Turnitin to screen papers for
unoriginal material. By submitting your paper to the journal, you are agreeing to originality checks
during the peer-review and production processes.



OPEN ACCESS POLICY This journal provides immediate open access to its content on the principle
that making research freely available to the public supports a greater global exchange of knowledge.
Copyright notice and type of license: CC BY-NC-ND.

AUTHOR GUIDELINES

IJPS accepts submissions written in one of the languages of English or Turkish. Turkish submissions
should have an English abstract that includes 125-130 words.

IJPS takes four different types of submissions: research articles, reviews, book/report summaries, and
letters to the Editor.

Articles and book summaries that were submitted to the journal to be published should not
exceed 10,000 words including references and a bibliography with tables and figures. Article titles
should be 14 pt. bold and written as flush left per the normal sentence layout. 125-130 word summaries
should follow headings and abstracts in all languages and be written as monospaced, 10 pt., in the Times
New Roman type font, and justified. At least five keywords, that describe the article, should be included
after the abstracts.

The main text should be written with 1,5 line spacing by using 12 pt. Time New Roman type font and
paragraphs should be prepared without any indent but with 6 nk. Paragraph spacing. Footnotes should
be written with 10 pt., Time New Roman font, and single spacing. After the main text, the bibliography,
which was written with 1,5 line spacing and 11 pt.-type font, should be included.

Acrticles submitted to the journal for evaluation should not include the author(s) and contact information.
This information should be included in the manuscript, which is to be prepared additionally.

The cover page should be uploaded to the system in Word format separately from the main text. After
the title of the article is written with 14 pt. Calibri type font in a justified page formation, under the title,
name, and surname of the author(s), ORCID ID(s); under it, institution and department information;
under it, contact information should be written.

The main text should start with the section “Introduction”. In this section, the importance of the research
summarized information about previous research on this subject, the main problem or hypothesis of the
research, and the methodology of the research should be included and mentioned. Main headings after
the introduction should be numbered and written in bold type in the normal sentence layout. Sub-
headings following main headings should be properly numbered and written in bold and italic type.

Book summaries and reviews in the IJPS are short reports of original research focused on important
methodological or empirical contributions. This includes but is not limited to new empirical findings,
methodological advances, theoretical arguments, as well as comments, and extensions of previous
studies, which advance the field.

Letters sent to the IJPS and addressed to the Editor are written in a concise form, like articles, and are
scientific texts and subject to the same standards as the articles. This kind of text should not exceed 2-4
pages and 1500-3000 words.

Letters including comments on the articles published in the journal should focus on contributing to the
scientific field and avoid unnecessary attacks and violations of personal rights.

All posts addressed to the journal should be uploaded in Microsoft Word format (not PDF) and given
the page number in the middle.

The author (s) are responsible for compliance with scientific ethics. Any views expressed in the
publication are the views of the author (s) and they are not to represent the 1JPS.



AMAC: International Journal of Politics and Security (IJPS), uluslararasi politika ve giivenlik
caligmalari alanlarinda yiiksek kaliteli ve 6zgiin bilimsel galigmalari akademik gevreler ile paylasma
amacini tagiyan uluslararasi hakemli, bilimsel bir dergidir. Bu nedenle IJPS’de Siyaset Bilimi,
Uluslararasi Iliskiler genel alami ile Giivenlik galigmalari alaninda yapilan 6zgiin ve alanda &nemli
ilerlemelere katki saglayan makalelerin yayimlanmas1 amaglanmistir.

KAPSAM: 1JPS, yilda iki defa olmak iizere Mayis ve Ekim aylarinda, Ag¢ik Erisim Politikasin
benimsemis bir e-dergi olarak yayimlanmaktadir. Dergi TUBITAK (Tiirkiye Bilimsel ve Teknolojik
Aragtirma Kurumu)'in ev sahipligini yaptig1 DergiPark iizerinden makale kabul etmekte ve tiim siireci
bu platform {izerinden yiiriitmektedir. Dergide yayimlanan her makalenin DOI numarasi dergi
tarafindan iicretsiz saglanmaktadir.

IJPS ilk sayidan itibaren alanin 6nde gelen indeksleri tarafindan taranmaktadir.

Yayincilikta benimsenen nihai ve vazgegilmez ilkeler epistemolojik topluluga katkida bulunacak saygin,
giivenilir, bagimsiz ve 6zgiir bir akademik dergiye sahip olmaktir.

ONLINE MAKALE YUKLEME IJPS’ye gonderilecek makale, kitap 6zeti, rapor ve editore mektuplar
DergiPark sitesinde bulunan elektronik gonderim islemi {izerinden dergiye iletilirler. Makaleler
gonderilmeden Once tanitim sayfasinda yer alan yazim ve atif kurallar dikkatlice incelenmelidir.

YAYIMLANMA Hakem siireci olumlu tamamlanarak yayimlanmasi kabul edilen gonderilerde yer alan
goriis ve diisiinceler yazarlarina ait olup, dergiyi ve editorleri temsil etmemektedir. IJPS herhangi bir
goriigiin tastyicist olmayip, tarafsiz yayimcilik ve bilimsel etik kurallarina gore yayim yapmaktadir.
Fakat dergide yayimlanmak tlizere kabul edilmis yazilarin, kigisel verilerin korunmasina yonelik
diizenlenmis her tiirlii haklar dergiye devredilmis kabul edilir.

VERI PAYLASIM POLITIKASI IJPS, kisilik haklarinin korunmasina yonelik evrensel ve hukuksal
Olciitler ile bilimsel etik ve atif kurallariin gereklilikleri i¢inde kalarak arastirmalarinin sonucunda
ulasilan verilerin paylasiimasi konusunda yazarlar tesvik eder. Bu baglamda IJPS, Budapeste Acik
Erisim Inisiyatifi Bildirisi(2001)'ni benimser (http://acikerisim.ankos.gen.tr/acikerisimsozlugu.htm).

INTIHAL DENETIMI 1JPS orijinal olmayan materyalleri ayirt etmek icin internet tabanli Turnitin
benzerlik tarama programini kullanmaktadir. Yazarlar dergiye makale gondermekle caligsmalari
tizerinde intihal taramasinin yapilmasini kabul etmis sayilirlar.

IJPS'de yayimlanan yazilarda belirtilen diisiince ve goriisler ile bilimsel etik kurallarina
uygunluktan yazar(lar) sorumludur. IJPS’de yayimnlanan yazilarda yer alan goriisler IJPS ya da
yayin kurulunun degil yazarlarimin goriisleridir.
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Editorial

This is the last issue of the fifth volume of IJPS and proudly presents six manuscripts with distinguished
and interesting subjects.

The first manuscript is about the US and China global rivalry. You may find many works about that in
the literature and some of them are related to the politics of China on the South China Sea. It is a very
strategic area because of the deep interest of China and the strategic vision of the USA in this region.
This article focuses on this region by multilayer approaches regarding history, geopolitics, and
militaristic requirements. And includes perspectives of disputes on all sides. Hence this article is
assessed for publication to benefit our readers. Therefore, we think that you may find all the practical
info in this article.

The historical Silk Road has been an interesting and classical subject for all researchers in different
disciplines. Today, the geopolitical and geoeconomic project of China on this region has drawn all the
attention of researchers and politicians to this region one more. But the second article of 1JPS in this
issue carries a really interesting and different perspective about the Belt and Road project. Because you
may find lest articles about the digital side of this project in the literature. Besides, finding out whether
China's technical improvement, which has become evident in many areas thanks to the Digital Belt and
Road initiative project, is a backlash against globalization or a new wave of it done in a Chinese form is
the main challenge of this study.

The third article of this issue is about the joining of Poland to NATO. Membership of Poland is a very
remarkable expansion of NATO after the Cold War because this country was one of the center states of
the Warsaw Pact against NATO. Therefore this subject has been a plentiful area for researchers for all
kinds of speculations to interrogate. Hence a different approach is presented by the author about the
joining process of Poland to NATO in this article by individual level analysis. So, this study investigates
Poland’s viewpoints on NATO by examining President Andrzej Duda’s statements

The fourth article on this issue is about political science, and it focuses on the internal politics of
Bulgaria. However, the population policy of the Bulgaria government has an international dimension
because of the Multiple Citizenship policy. So, the author tries to explain the endeavor of Bulgarian
politicians to overcome an internal issue from an international perspective and stress the critical
importance of population issues in the context of national security.

The fifth article of this issue deals with a very hot subject of social science. Cyber Security. Cyber
security includes many technical dimensions of the problem because of its nature. Hence it expands by
different concepts from different disciplines. Some of the most encaustic titles are blockchain and cyber
war. This article takes together these interesting subjects in an article with the diligent effort of the
authors. The main motivation of this work has been that the emergence of cyber war and cyber security
after the Second World War has made data security a critical aspect of military expenditure for countries.
Hence this work focuses on the potential effect of Blockchain Technology on cybersecurity and military
Applications. The other original side of this work is that the subject has been taken in the case of the
Turkish Military to deal with this problem.

The last article of this issue is about the cult subject of security studies: Terror. However, this article
differs from the bulks of terror writings by providing a general framework for understanding how the
Situational Crime Prevention approach, a crime prevention model, and related literature contribute to
terrorism prevention practices. Besides, in the literature on combating terrorism, studies examining
terrorism from a criminological perspective are very rare. So, we believe that this work will benefit
researchers from different sides and perspectives.

Editor-in-Chief



Editorden,

IJPS'nin besinci cildinin son sayisinda birbirinden segkin ve ilging konulara sahip altt makaleyi sizlere
sunmanin kivanci i¢indeyiz.

Bu sayinin ilk makalesi ABD ve Cin'in kiiresel rekabeti hakkindadir. Literatiirde bununla ilgili pek ¢cok
eser bulabilirsiniz ve bunlarin bir kismi Cin'in Giiney Cin Denizi'ndeki politikalariyla ilgilidir. Bu bolge
Cin'in derin ilgisi ve ABD'nin bu bdlgeye olan stratejik vizyonu nedeniyle oldukga kritik bir bolge. Bu
nedenle bu makale tarih, jeopolitik ve militarist ihtiyaglara iliskin ¢ok katmanli yaklagimlarla bu bolgeye
odaklanmakta ve taraflarin anlasmazliklarinin perspektiflerini igermektedir. Bu nedenle bu makale
okuyucularimiza fayda saglamak amaciyla yayinlanmak iizere degerlendirmeye alinmistir. Dolayisiyla
bu konudaki tiim pratik bilgileri bu yazida bulabileceginizi diisiiniiyoruz.

Tarihi Ipek Yolu farkli disiplinlerdeki tiim arastirmacilar icin ilgi cekici ve klasik bir konu olmustur.
Bugiin Cin'in tarihi ipek yoluna atif yapan jeopolitik ve jeoekonomik projesi, arastirmacilarin ve
politikacilarin tiim dikkatini bir kez daha bu bolgeye ¢ekmistir. Ancak [JPS'nin bu sayidaki ikinci
makalesi Kusak ve Yol projesine dair gercekten ilging ve farkli bir bakis agis1 tagiyor. Ciinkii literatiirde
bu projenin dijital tarafiyla ilgili cok az yazi bulabilirsiniz. Ayrica, Cin'in Dijital Kusak ve Yol girisimi
projesi sayesinde pek ¢ok alanda belirginlesen teknik geligiminin, kiiresellesmeye karsi bir tepki mi,
yoksa bunun Cin bi¢iminde yapilan yeni bir dalgast m1 oldugunu ortaya ¢ikarmak bu ¢alismanin ana
konusunu olusturmaktadir.

Bu sayimizin ii¢lincii makalesi Polonya'nin NATO'ya katilimiyla ilgili. Polonya'nin iiyeligi Soguk Savas
sonrasinda NATO'nun ¢ok dikkat ¢ekici bir genislemesidir. Ciinkii bu iilke NATO'ya kars1 Varsova
Pakti'nin merkez devletlerinden biriydi. Dolayisiyla bu konu aragtirmacilar i¢in her tiirlii spekiilasyonun
sorgulanacagi genis bir alan olusturmustur. Bu makalede de, Polonya'nin NATO'ya katilim siirecine
iliskin bireysel diizeyde analiz yapilarak farkli bir yaklasim sunulmaktadir. Dolayisiyla bu calisma,
Bagkan Andrzej Duda'nin agiklamalarini inceleyerek Polonya'nin NATO'ya bakis agisini arastiriyor.

Bu saymnin dordiincii makalesi siyaset bilimi ile ilgili olup, Bulgaristan'm i¢ politikasina
odaklanmaktadir. Ancak Bulgaristan hiikiimetinin niifus politikast Coklu Vatandaslik politikasi
nedeniyle uluslararas1 bir boyuta sahiptir. Boylece yazar, Bulgar siyaset¢ilerinin bir i¢ sorunu agma
cabalarini uluslararas1 bir perspektiften agiklamaya calisiyor ve niifus sorunlarinin ulusal giivenlik
baglamindaki kritik 6nemini vurguluyor.

Bu sayimizin besinci makalesi sosyal bilimlerin ¢ok giincel bir konusunu ele aliyor. Siber giivenlik.
Siber giivenlik, dogas1 geregi sorunun bir¢ok teknik boyutunu icermektedir. Dolayisiyla farkli
disiplinlerden farkli kavramlarla genisliyor. En sicak basliklardan bazilar1 blockchain ve siber savastir.
Bu makale, yazarlarin titiz ¢abalariyla bu ilgi ¢ekici konular1 bir makalede bir araya getiriyor. Bu
calismanin temel motivasyonu, ikinci Diinya Savasi sonrasinda siber savasin ve siber giivenligin ortaya
cikisiin, veri giivenligini iilkeler i¢in askeri harcamalarin kritik bir unsuru haline getirmesi olmustur.
Dolayisiyla bu ¢alisma Blockchain Teknolojisinin siber giivenlik ve askeri Uygulamalar iizerindeki
potansiyel etkisine odaklanmaktadir. Bu eserin diger 6zgiin yani ise konunun Tiirk Silahli Kuvvetleri
orneginde ele alinarak bu sorunla bas edilmesidir.

Bu sayimizin son makalesi giivenlik ¢aligmalarinin kiilt konusu olan Teror ile ilgili. Ancak bu makale,
Durumsal Sug¢ Onleme yaklasimimin, bir su¢ dnleme modelinin ve ilgili literatiiriin terdrizmi dnleme
uygulamalarina nasil katkida bulundugunu anlamak igin genel bir ger¢eve sunmasi nedeniyle terdrle
ilgili bircok yazidan farklilik gdstermektedir. Ayrica terdrle miicadele literatiiriinde terdrii kriminolojik
agidan inceleyen ¢alismalara oldukga az rastlanmaktadir. Dolayisiyla bu ¢alismanin farkli yonlerden ve
bakis agilarindan arastirmacilara fayda saglayacagina inantyoruz.

Bir sonraki sayida yeni ¢aligsmalarda bulugsmak dilegiyle.
Editor
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‘Historical Mistake’ and the USA - China Global Rivalry: The South China
Sea Dispute

Bugrahan BICAN”
ABSTRACT

China has been facing various border disputes with the neighboring countries in the Far East. Among
them is the “South China Sea Dispute” which has become the leading dispute of the region in recent
years whereby China’s acts with a sovereignty claim on the South China Sea Islands and the borders in
the surrounding area led to the participation of neighboring states into the conflict. It is understood that
the South China Sea dispute is becoming a predominant issue not only on a regional scale but also a
power struggle between the USA and China in that it is a multidimensional problem with its geopolitical-
geostrategic, legal, and military pillars. The aim of this research explain the multilayered features of
the South China Sea dispute with the rivalry between the USA and China in the background.

Keywords: South China Sea, Geostrategy, Power Struggle, China, United States of America.

1. Introduction

The South China Sea is in the south of China and it is a landlocked sea. It is surrounded
by the People's Republic of China, Vietnam, the Philippines, Indonesia, Singapore, Malaysia,
Brunei, and Taiwan. Its natural borders are set by the Malacca Strait in the west, and the Strait
of Taiwan in the east. It is separated from the Indian Ocean by the Malacca Strait.! According
to the Stavridis, like Sicily in the Mediterranean, Taiwan, which has a very strategic location in
the South China Sea, is located directly opposite the sea routes of Korea, Japan, China, and
other countries in the South. According to that; this position might have caused Mahan to
interpret it as a "supply port base".? It is evident that it has a significant position in international
trade, and not only in terms of the regional countries, due to the 5.3 trillion dollar trade volume
in the South China Sea. In addition, according to the USA Energy Association, South China’s
potential does not only stem from trade; with its natural gas reserve of 4 — 5 billion cubic meters
aswell as 11 billion cubic meters of oil, it has an important geo-strategic and economic potential
on behalf of the surrounding countries as well as the global energy market. Nevertheless, China
has become the “highest energy consuming country of the world”, outpacing the USA in 2010.
In a country where production and export are the driving forces behind growth, it is needless to

* PhD., Independent Researcher, Tiirkiye, bbican17@gmail.com, ORCID: 0000-0002-0146-9543
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! Eugene LaFond, “South China Sea”, Britannica.com, https://www.britannica.com/place/South-China-Sea/
(02.11.2022).
ZJames Stavridis, Sea Power: The History and Geopolitics of the World Oceans. New York: Penguin Press, 2017,
259.
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say that the need for required energy to manufacture also increases by extension. As the world

leader in production,® China’s leading position in energy requirements is inevitable.*

The aforementioned significance of the South China Sea has created a conflict in terms
of sharing prosperous energy resources based on the fact that both China and the neighboring
states are looking after their strategic as well as commercial interests. The South China Sea
conflict has a singular meaning and significance as part directly of the global USA — China
competition and of the conflicting states’ being allies of the USA in terms of establishing the
security of the region as an international trade route, and this is beyond the national interests of
the neighboring countries. Thus, the USA could not remain unresponsive to the developments
in the region for so long, and in particular, the navy started to show the flag in the region.> At
this point, Brands and Gaddis highlight the remarkable geographic and geopolitical differences
between the two powers and a remarkable matter that brought them face to face. They state that
even though a “continental shift” would be at stake that would not be realized in the near future.
They lay down the position of the “hybrid hegemon” USA which is a “naval force” enjoying
the advantages of its geography surrounded by oceans on both sides® against the “geo-
strategical security dilemma” of China which is essentially a “land force” surrounded by
“discontented” neighbours.” This “dualist approach” calls up the “naval- land force” dilemma
in geopolitically founded theories that were developed by different opinions and interpretations
by scholars such as Spykman and Dugin® starting with Mackinder.

3 “Leading export countries worldwide in 20207, Statista, https://www.statista.com/statistics/264623/leading-
export-countries-worldwide/ (02.10.2022); Yoshifumi Tanaka, The South China Sea Arbitration: Toward an
International Legal Order in the Oceans. London: Hart Publishing, 2019, 1-3.

4 Kamer Kasim, “Giiney Cin Denizi’nde CHC-ABD Rekabeti”, Tiirk Asya Stratejik Arastirmalar Merkezi
(TASAM), 30 Mayis 2018, https://tasam.org/tr-TR/Icerik/50253/guney_cin_denizinde_chc-abd_rekabeti/
(03.11.2022).

% Sam LaGrone, “7th Fleet CO: Deployed LCS USS Gabrielle Giffords ‘Pretty Much Owned’ South China Sea”,
U.S. Naval Institute (USNI), https://news.usni.org/2021/05/27/7th-fleet-co-deployed-Ics-uss-gabrielle-giffords-
pretty-much-owned-south-china-sea/ (03.10.2022).

® Gerard Dorel, Atlas de I’Empire Américain. Autrement: Atlas/Monde, 2006, 8-17.

7 Hal Brands and John Lewis Gaddis, “America, China and the Echoes of History”, Foreign Affairs 100, No: 6,
(2021): 10, 12.

8Dugin states that the geopolitical structure has changed in the current "multipolar” system and that "Atlanticism"
has come to an end, and that "Heartlands" (North America-Latin America-Europe-Russia-Islam-Arab-Africa-
India-Oceania-China) have emerged to form 10 different blocks. that this is a "mandatory" model resulting from
the existence of a "multipolar” system; He states that the "American Heartland" can exist together in an ecosystem
without the need to be positioned as opposed to other "Hearthearts" in the multipolar system. Alexander Dugin,
“DUGIN: The End Of Atlanticism And The Rise Of The Heartlands”, 14.03.2019, Fort-russ.com,https://fort-
russ.com/2019/03/dugin-the-end-of-atlanticism-and-the-rise-of-the-heartlands/ (10.11.2022).

2



1JPS, 2023: 5(2):1-33

International Journal of Politics and Security, 2023: 5(2):1-33

The “sovereignty rights” claims by China that brought it face to face with the USA after
exhibiting a “hegemonic” position® in the region, and which caused it to have a political-
geographical-legal conflict with its neighbors specific to the South China Sea are, in fact, based
on a historic map consisting of 11 dash lines based on 1947. Following the Communist
administration taking control, China decreased the 11-dash lines to 9-dash lines® and claimed
a “historical” sovereignty right on the South China Sea with a line starting from the western
coasts of the Philippines, Indonesia, and Brunei. Currently, the Beijing administration claims
sovereignty rights on the “semi-circle” formed region that falls in the west of the nine-dash line
that had been drawn. The regions of conflict are primarily Spratly and Paracel Islands, Natuna,
and Pratas Islands as well as Scarborough Shoal.!* The practices of China, unable to settle the
problem with neighboring countries diplomatically in the region, as well the USA’s support to
its ally states in the region that are in dispute with China, and the military agreements between
them carried the conflict that had once been “regional” to a “global level”'? having been evolved
into the USA-China rivalry. In this respect, the South China Sea can be expressed as the boiling

“Asia’s Cauldron”, in Kaplan's interpretation.'3

2. The USA — China Global Competition — A Theoretical Perspective

The increasing global rivalry between the USA and China is explained under this title
with the spectrum of Realists’ theories. In addition, the USA and its competitor China's moves
are examined to demonstrate their policies in the current and historical process.

2.1. From a unipolar system to a multipolar system: China’s Effort to “Stabilize Power”

The world’s history has always faced a recurrent struggle between the “rising power”

and the power that established the present status quo. Historically, it is seen that 11 out of 15

®Kissinger states that starting from the "Open Door" policy of the USA and the Russian-Japanese war mediation
process of the Roosevelt era, American policies are aimed at preventing the formation of hegemony in the Asia-
Pacific region: Henry Kissinger, World Order. Great Britain: Penguin Books, 2015, 233.

Tanaka, ibid., 50; Stavridis, ibid., 261; Kamer Kasim, ibid., p. 1-2.

UKlaus Heinrich Raditio, Understanding China’s Behaviour in the South China Sea. Singapore:
Palgrave&Macmillan, 2019, 1-6; Cemre Pekcan, “Giliney Cin Denizi Sorunu Cercevesinde Cin-
Hindistaniliskileri”, COMU Uluslararast Sosyal Bilimler Dergisi 1, sy. 1 (2016): 20; Kamer Kasim, ibid., p. 2.
12 Henry Kissinger, On China. New York: Penguin Books, 2012, 507, 534.

Robert Kaplan, 4sia’s Cauldron: The South China Sea and the End of a Stable Pacific. New York: Random
House, 2014, 295, 375.
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cases had ended with a war.1* The current global competition between the USA and China that
we have been experiencing during our times, yet, sets a new example to the ones that had been
witnessed in history before. “The balance of power” fostered will determine whether or not it
is possible to evade such a ‘Thucydides Trap’*® which implicates also the possibility of a war
between these two powers. China is not one of the “Great Powers” of the 19" Century, and it
is also not a “Super Power” of the 20" Century, nevertheless, it became the candidate that filled
the “adversary gap” within the soonest — a gap that was formed in the system following, in
particular, the end of the Cold War between the USA and Russia in the 21 Century and
positioning of the USA as the “Global Super Power” unaccompanied. Therefore; with the
passage from a “bipolar” system of the Cold War to a system where the USA is the “single
pole” —a system which is not likely to be kept in equilibrium for a long time — and with Russia
gathering its strength during the 2000s following the dissolution of the USSR at the end of the
aforementioned process, and with China, the rising power of the Far East, entering the stage
with its military and economic competition with the USA, we have now witnessed a world order

which is “multipolar”.

Likewise, upon the USSR’s loss of being a “Super Power” following its dissolution,
Waltz has listed China among the states that might have the possibility to balance the USA’s
power globally and stated that it may be possible to “balance” by forming alliances against the
sole global power remaining in the system.*® However, he also noted that even where there is

a change in the “balance of power”, “anarchy” as the “most basic regularity principle” in the

international system would preserve its position.*’

On the other hand, Kissinger, resembling the USA’s relationship with China to
Bismarck’s Europe, states that whereas the USA’s alliance with Japan, as well as its “legitimate
partnership” with China, is open to enables some “flexibility”, it also constitutes a paradox'®

that involves an increasing possibility of conflict and war. Kissinger states that preserving peace

14Allison Graham, “Obama and Xi Must Think Broadly to Avoid a Classic Trap”, 06.06.2013, The New York

Times, https://www.nytimes.com/2013/06/07/opinion/obama-and-xi-must-think-broadly-to-avoid-a-classic-
trap.html (16.11.2022).
1bid.

16 Kenneth Waltz (a), “The New World Order”, Millenium 2, No. 2 (1993): 187 et al.

17 Kenneth Waltz (b), “The Emerging Structure of International Politics”, International Security 18, No. 2 (1993):
45 et al.

18Kissinger, ibid., 232-233.
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in the Pacific region depends on the concessions that the parties are willing to make from their
goals, and their capacity to maintain their competition at the political and diplomatic level.°
Unfortunately, analyzing the recent developments in the region, it becomes evident that both
parties are inclined to seek military solutions by putting policy and diplomacy on the backburner
where none of the parties are giving concessions from their goals and interests in terms of the
competition between them. This has come to a point where it threatens peace in the Pacific

region.

Robert D. Kaplan foresees that with the falls and dissolutions following the Cold War,
the world is headed to an era that will be more chaotic and full of conflict compared to the
past.?° In addition, John Mearsheimer, opposing the fractions who were highly optimistic about
the era in the aftermath of the Cold War, stated that the Cold War period, that is to say, the bi-
polar system was, in fact, more stable; and added that a more “precarious” climate evolved with
the dissolution of the Soviet Union. Bipolar systems or systems with two major powers are the
most reliable formations in terms of protecting the “balance of power”, and they are more
durable than unipolar systems or systems with one great power. Whereas, in unipolar systems,
potential rivals that would threaten the great power will inevitably arise; and the unipolar system
is, by nature, inclined to collapse. Moreover, Mearsheimer states that it is important to take
measures “that would increase one's power and decrease the power of one’s competitors” to
produce a successful security policy during such periods. On the other hand, Mearsheimer,
being an “offensive realist”, at the beginning of 2000 criticized Waltz’s being a defensive
realist?* who supported the view that the state was in defense of a perpetual “security dilemma”,

and therefore it tries to maximize its power.

In the relatively “short-lived” system where the USA was positioned as the sole “global
power” in the aftermath of the Cold War — just like it had been anticipated by the Realist theories
- China has become a “candidate of global power” along with Russia against the USA. A
thorough assessment of the “China threat” theory against its expansionist and sovereignty

claims in the South China Sea would yield the outcome that it should be anticipated that China,

Bbid.

20 Robert Kaplan, Coming Anarchy: Shattering the Dreams of Post Cold War. New York: Random House, 2000,
154.

21 John Mearsheimer, The Tragedy of Great Power Politics. New York: Norton & Company, 2001, 18-19.
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being dissatisfied with the status quo of the global system led by the USA, would eventually
rise against the “hegemonic” USA as the “rising power”. This anticipation is based both on

9922

Abramo Fimo Kenneth Organski’s “Power Transition”““ theory and Mearsheimer’s “offensive

23 neo-realist explanations. Therefore, we can suffice to say that the “unipolar” system

realism
led by the USA- the East is faced with a global challenge of China and Russia. China?* which
uses its large volume of accumulated capital and the increased wealth converted into military
power to dominate Asia is acting just as predicted by Realism. According to Mearsheimer, the
“direct threat” created by China will inevitably bring competition and conflict. The key aspect
here is the speed and scope of the extraordinary rise of China. The policymakers in the USA,
during the unipolar period, dealt with the issue from the vire of balance of power politics, and
they tried to slow down the growth of China, and aimed at maximizing the difference in power
between Beijing and Washington. Nevertheless, as China enriched, the USA-China cold war
became inevitable. Entering into a commitment/ liability may be the worst “strategic error”
made by any country in recent years. Correspondingly, he states that there is no precedent in
history where a great power actively encouraged the rise of a comparable rival and that it is too
late to do anything about it.2> At this point, it is possible to observe that the USA is carrying out
a kind of "containment" policy both at the regional and global level against the inevitable rise
of China. From this point of view, it is remarkable that "China's stated ambitions and coercive
policies” are interpreted as a “challenger” against the US-led West’s interests, security, and
values in NATO's 2022 strategic document.?® Thus, this approach continues in NATO’s 2023
report. While Russia was interpreted as the “most immediate and direct threat”, China was
classified as a “challenger” under some titles against NATO: technological fields (cyberattacks,
5G/6G infrastructure, Quantum, etc.), investments & economic dependencies (Belt and Road

22 Abramo Fimo Kenneth Organski, World Politics. New York: Alfred and Knopf, 1968, 104 et al.

28 John Mearsheimer, ibid., 18 et al.

24Giovanni Arrighi, Adam Smith in Beijing: Lineages of the Twenty-First Century. London & New York: Verso,
2007, 203-204, 283-284, 287 et al.

25 John Mearsheimer, “The Inevitable Rivalry: America, China and the Tragedy of Great-Power Politics”, Foreign
Affairs 100, No. 6 (2021): 48, 50.

BNATO Strategic Concepts”, 18.07.2022, North Atlantic Treaty Organization,
https://www.nato.int/cps/en/natohg/topics_56626.htm (22.07.2022).
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Initiative [BRI]?"), maritime claims, China-Russia cooperation, Indo-Pacific conflict issue,

China’s nuclear capacity, China’s humanitarian and diplomatic practices.?®

When it is focused on the South China Sea at the regional level, it can be seen clearly
USA and its allies containment policy with new agreements/pacts. One of the most recent of
these is the AUKUS agreement which was announced on 15 September 2021.%° This is a
trilateral agreement between US, UK, and Australia which includes sharing “classified” (Article
5/A) and “unclassified” (Article 5/B) information/know-how (consisting of research,
development, design, manufacture, operation, regulate, and dispose of military reactors,
facilitate communication & exchange) about nuclear powered (propulsion or more accurately;
nuclear-powered but armed with conventional — not nuclear - submarines) submarines (Article

2)% to assist Australia in acquiring them.

Even if the word "China" is nowhere in the text, it is possible to say that the idea behind
the agreement is forming an alliance against the Chinese power in the region. Although the text
refers to the Atomic Energy Agency (IAEA) and the Non-Proliferation of Nuclear Weapons
(NPT) provisions regarding the peaceful means of nuclear activities (Article 4/C), China
opposes the sale of nuclear submarines (information) by saying that it is a clear violation of the

object and purpose of the NPT and they said that this “intensifies the arms race” in the region.%!

27 European Union launched labelled as “Global Gateway” projects which aims at mobilizing up to 300billion €
public and private funds by 2027 to finace EU projects abroad, to compete with China’s Belt and Road initiative:
Stuart Lau and Barbara Moens, “EU to launch Global Gateway projects, challenging China’s Belt and Road”.
(20.12.2022), Politico, https://www.politico.eu/article/global-gateway-european-union-launch-china-belt-and-
road/ (17.08.2023).

2 “Implementing NATO’s  Strategic Concept on China”, 02.02.2023, Atlantic Council,
https://www.atlanticcouncil.org/in-depth-research-reports/report/implementing-natos-strategic-concept-on-
china/#h-iv-implementing-nato-s-china-policy (17.08.2023).

2 “The UK, US and Australia will also seek to collaborate in cyber, quantum technologies and artificial
intelligence as well as other underwater capabilities”: Michael Drummond, “What is the AUKUS submarines pact
between the UK, US and Australia - and why does China think it's 'highly irresponsible'?”” (14.03.2023), Sky News,
https://news.sky.com/story/what-is-the-aukus-submarines-pact-between-the-uk-us-and-australia-and-why-does-
china-think-its-highly-irresponsible-12833464/(17.03.2023); Cybersecurity and Quantum computer technology
areas has already been staged race between to Powers: Charlie Campbell, “The Future Is Already Here: Quantum
computers that work exponentially faster are changing everything, including digital security”, Time 201, No. 5-6
(2023): 48-51; “The AUKUS pact is a model for Western allies”, 16.03.2023, The Economist,
https://www.economist.com/leaders/2023/03/16/the-aukus-pact-is-a-model-for-western-allies/(17.03.2023).

%0 Sam LaGrone, AUKUS Text, DocumentCloud, https://www.documentcloud.org/documents/21116075-2-
aukus-treaty-text (17.03.2023).

31 Ted Snider, “What the AUKUS sub ruckus means for regional security” (17.03.2023), Responsible Statecraft,
https://responsiblestatecraft.org/2023/03/17/what-the-aukus-sub-ruckus-means-for-regional -
security/#:~:text=0ne%20day%20after%20the%20AUKUS,and%20purpose%200f%20the%20NPT.%E2%80%
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Another conflictual issue is the “submarine loophole” (also it can be called the “nuclear
propulsion loophole)3? which was inserted in INFCIRC/153 (IAEA 1972) 1972. It is called
the “Non-Application of Safeguards to Nuclear Material to Be Used in Non-Peaceful
Activities”. According to Frank VVon Hippel, this loophole causes some kind of “escape clause”
for contacting parties; “the loophole allows non-nuclear states to remove nuclear materials
from IAEA monitoring for any military purpose other than the “production of nuclear weapons

or other nuclear explosive devices”.®

Chinese administration under Xi Jinping has recently been pursuing a much more
effective — even offensive — foreign policy on both regional and global scales. The recent
irreconcilable, extra-legal, offensive policies that do not refrain from projecting “hard power”
regionally, if need be, are particularly highlighted in the South China Sea Problem with the
neighboring countries in Southeast Asia, and the Senkaku/Diaoyutai islands dispute where it
confronted Japan.®* Therefore, the recent foreign policies of China which threaten the global
power as well as the Far East and South East Asia countries that it was in an alliance
relationship, draw the USA to the region, and hence the South China Sea is being transformed

into a new “stage” for the USA-China competition.
2.2. Chinese Foreign Policy in General

In its essence, the policy pursued by China in the South China Sea at present seems
ironic to be at variance with the principle of mutual respect for sovereignty and territorial
integrity, mutual “non-aggression”, “noninterference” in each other’s internal affairs, equality,
and mutual benefit, and peaceful coexistence that was adopted in 1954 as a general frame.*
Albeit, even the noninterference policy of China is not preventing it from making demands that

prioritize and accommodates its interests from the countries with which it primarily developed

9D (29.03.2023); Drummond, ““What is the AUKUS submarines pact between the UK, US and Australia - and
why does China think it's 'highly irresponsible'?”.

32 Jeffrey Kaplow, “NPT’S Naval Nuclear Propulsion Loophole” in Nuclear Rules, Not Just Rights: The NPT
Reexamined ed. Henry Sokolski (Arlington: Nonproliferation Policy Education Center, 2017), 124.

33 Frank Von Hippel, “Mitigating the Threat of Nuclear-Weapon Proliferation via Nuclear-Submarine Programs”,
Journal for Peace and Nuclear Disarmament, 2, No: 1 (2019): 133-134.

3 Cagdas Ungor, “Cin ve Ortadogu: Gelecegin Kiiresel Giicii Bolgeye Nasil Bakiyor?” Kiiresel ve Bélgesel
Giiglerin Ortadogu Politikalar: ed. Tartk Oguzlu, et al. (Ankara: Nobel, 2019), 86.

3 James Dorsey, China and the Middle East: Venturing into the Maelstrom. Switzerland: Palgrave & Macmillan,
2018, 2.
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cooperation.® Therefore, as China is inclined to be the “regional hegemon” around the South
China Sea which necessitates it to be more active in the region for its direct and strategic
interests, it would be naive to expect China to pursue a peaceful and diplomatic policy. In
addition; its “sovereignty struggle” against the Philippines, Taiwan, and Malaysia, the countries
that are both allied with the USA, and are in close proximity to each other against China, renders

it inevitable for China to act more “offensively” and actively.

Indeed, the most basic aim of the current Chinese foreign policies is to continue steady
economic growth and political stability to strengthen the place of the Chinese Communist Party
rulership in domestic politics and before the masses. The key to succeeding in this is to avoid,
to the extent that possible, any international developments that may ruin stability that may
support the separatist movements within China and which may threaten the “single party” rule
in China. Therefore, the Chinese government is following policies towards meeting the raw
material and energy needs that are at very extreme levels, primarily depending on its volume of
production, with relatively low quotations and in an economic manner in order to assure
economic stability.3” The Chinese administration has been developing projects in this regard.
One of them is the “Belt and Road Initiative”. The other, particularly within the meaning of
energy oil, is its obligation to cross the oil it purchased from Middle-Eastern countries first
through the (Persian) Gulf, the Indian Ocean, and then through the Strait of Malacca. These are
the waters wherein the US Navy makes its presence felt. Therefore, the Chinese government
assesses this situation as a “geopolitical risk” on its account. That naval trade roads and energy
logistics/security pass through the waters under the control of the USA Navy is perceived as a
threat or risk factor (by the Chinese government) to the economy which is the driving force
behind the “Chinese Dream”® within the meaning of the growth of China, and geopolitical
security within logistical meaning. Two alternatives emerge under these circumstances; it will
either refrain from conflict by finding an “alternative route”* to this problem through projects
such as the “Belt and Road Initiative” (BRI) or it will run the risk of confronting the USA
powers allied to other neighboring South East Asia countries in the region by following more

% Cagdas Ungor, ibid., p. 88.

37 Matto Dian and Silvia Menegazzi, New Regional Initiatives in China’s Foreign Policy: The Incoming Pluralism
of Global Governance. Switzerland: Palgrave & Macmillan, 2018, 74.

%8 Deniz Ulke Aribogan, Duvar. Istanbul: Inkilap, 2017, 115.

% Cagdas Ungor, ibid., s. 88.
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aggressive policies aimed at gaining the control of the South China Sea, first, to maintain the
security and control of the trade-logistical routes as well as sharing the available oil — natural

gas reserves.
3. Dimensions of the South China Sea Problem

South China Sea Dispute includes many layers: claims & legal disputes about islands in
the region, economic dimension, and its geostrategic features. Those three dimensions should
be examined in order to understand better their interconnected nature in this dispute.

3.1. Legal Dimension of the South China Sea Problem

The main legal and political dispute in the South China Sea is in four archipelagos.
Accordingly, the Pratas Islands are located 200 miles south of Hong Kong, and it is disputed
between China and Taiwan. Paracel Islands, on the other hand, are in the north of the South
China Sea. Vietnam, China, and Taiwan claim rights on these islands (China, occupied the
islands belonging to Vietnam in 1974). Scarborough Shoal/Reef is 130 miles from Luzon Island
in the Philippines. This region is the subject of dispute among China, Taiwan, and the
Philippines.*

The claims of China on the South China Sea are based on its historical records.
According to Chinese allegations, the respective islands in the South China Sea came under the
administration of China during the Qing Dynasty, and the islands in the surrounding area of this
region are marked as belonging to China in the historical maps.**

The crux of the dispute in the South China Sea is that with the islands claimed by China
and the “U”-shape it takes (based on the nine-dash line), it shuts down almost the entire South
China Sea to neighboring countries; and it interferes with the “Exclusive Economic Zone”
(EEZ) of the Philippines, Taiwan, Vietnam and Malaysia.*? The Exclusive Economic Zone
regime was established by the United Nations Convention on the Law of the Sea (UNCLOS).
According to Article 57 of the UNCLQOS, the exclusive economic zone means the area is an

area beyond and adjacent to the territorial sea that does not extend beyond 200 nautical miles

40Tanaka, ibid., 1-3; Pekcan, ibid., 23.

41 K. Broderick, Chinese Activities in the South China Sea: Implications for the American

Pivot to Asia. Project 2049 Insitute, 2015, 1; Tanaka, ibid., 48.

42K eyuan Zou and Qiang Ye, “The U-Shaped Line and Its Legal Implications” in Routledge Handbook of the South
China Sea, ed. Keyuan Zou, et al. (New York: Routledge, 2021), 129 et al.
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from the baselines from which the breadth of the territorial sea is measured.*® Even, though an
Exclusive Economic Zone is not a “zone” of the coastal country, the coast states enjoy the right
to benefit from the resources in subsoil and seabed.** The countries have the right to the marine
resources (oil, natural gas, fisheries) up to this zone, and the Exclusive Economic Zone cannot
ve used to create a “security area”; such that the UNCLOS also guarantees the wide-ranging/
“innocent passage” rights of naval vessels and military aircrafts.*® At this point, the US has not
ratified UNCLOS and it can be said that UNCLOS's conditions under transit passage (innocent
and transit passages have some differences; while former, submarines have to navigate the
surface and it does not apply to air transportation in the innocent passage, latter, submarines
can navigate freely through the strait below the surface and it concerns also air transport)to
another nation’s EEZ (Article 37, 38/2) are unclear, ambiguous and is open to different
interpretations. Stavridis interprets this situation as allowing the US to carry out “euphemism
for spying” activities outside its territorial waters but within the EEZ. According to him, this is
the approach that gave rise to incidents involving US spy ships and aircraft in the EEZ, and
such situations will continue in the disputed South China Sea.*°

According to Caceres, as far as the claims of the parties on the archipelagos in the South
China Sea are concerned, there are various parameters and transactive matters related to the
interpretation of history, law, politics, and even the practical acts, particularly the content of
continental shelf. It is seen that the countries in dispute are trying to create “formulae” towards
the enjoyment and control of the resources surrounding the islands in a manner that fits best for
their interests. Whereas Article 76/8 of UNCLOS stipulates that “the claims of the coastal states
regarding their national interests in the area along their continental shelves shall be limited to
200 nautical miles from their baselines”.*” At this point, we shall analyze the differences
between the continental shelf and Exclusive Economic Zone both in legal terms and the rights

vested in the countries to exercise thereof. Accordingly, whereas Article 57 of the UNCLOS

“Tanaka, ibid., 75 et al.; Cihat Yayci, Sorular ve Cevaplar ile Miinhasir Ekonomik Béolge (MEB) Kavramu.
Istanbul: Deniz Basimevi Miidiirliigii, 2019, 9-10.

4 Bill Hayton, The South China Sea: The Struggle for Power in Asia. Great Britain: Yale University Press, 2014,
289.

4% “South China Sea”. Lowy Institute, https://www.lowyinstitute.org/issues/south-china-sea/ (05.11.2022);
Tanaka, ibid., 57.

“Stavridis, p. 275.

47 Sigfrido Burgos Caceres, China’s Strategic Interests in the South China Sea: Power and Resources. New York:
Routledge, 2014, 113.
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states that the EEZ shall not extend beyond 200 nautical miles from the baselines from which
the breadth of the territorial sea is measured; the breath of the continental shelf is 350 nautical
miles depending on the length of the seabed (UNCLOS, Article 76). Another difference
between them is in the exercise of the right. The EEZ covers the continental shelf in terms of
exercising its rights. Accordingly, the continental shelf grants rights to coastal states to extract
process, and explore the non-living resources of the seabed and subsoil. On the other hand, the
EEZ, in addition to the non-living resources in the continental shelf grants sovereign rights to
the coastal state to explore, exploit, control, and protect the living organisms on the continental
shelf (the body of water on the seabed).*®

On 4 November 2002, China and the Association of South East Asian Nations (ASEAN)
signed a “Declaration on the Conduct of Parties in the South China Sea”. The body of the
declaration contains the commitment of the parties to 1982 UNCLOS, the Treaty of Amity and
Cooperation in Southeast Asia, the Five Principles of Peaceful Coexistence, and other
universally recognized norms of international law. Such that, the states party to the dispute
declared that they would settle all sorts of disputes without resorting to power, through
reciprocal amicable settlement ways together with the signatory states of the declaration based
on equity and mutual trust.*® However, since this text is in the nature of a “declaration” in legal
meaning, and since it does not entail any binding provisions, it did not provide any help to the
settlement of the South China Sea problem and thus the dispute remains unsettled.

The dispute on the South China Sea between China, the Philippines, and other Southeast
Asian states gained a de facto legal dimension on 22 January 2013 when the Philippines
appealed to the Permanent Court of Arbitration in the Hague against the claims of China
regarding that the islands claimed by it have the status of “rocks” that do not have human
habitation (thus, it cannot have the status of an island according to A. 121 of the UNCLOS; and
just related to this matter is that the Philippines, arguing that Taiping island, which is one of the
Spratly archipelago, is a rock is in dispute with Taiwan who argues that it is an “island” within

the meaning of article 121). In substance, the motive behind the act of the Philippines is the

“Ba Hamzah, “Malaysia and South China Sea Disputes: Applicability of International Law” in Routledge
Handbook of the South China Sea, ed. Keyuan Zou et al. (New York: Routledge, 2021), 185, 195; Cihat Yayci,
ibid., 11-12.

4Tanaka, ibid., 152; Pekcan, ibid., 24.
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dispute with China in 2012 regarding the legal status of the Mischief Reef, which is rocky, and
located only 80 nautical miles off its shores., despite the efforts, the dispute failed to be settled
through diplomatic ways — a process in which the USA also participated- at the end of 2013,
and that China did not change the way it acted, and continued making explorations in the region

and its maritime vessels kept petrolling, are the reasons that brought the process to this level

In this process, China was objecting against resorting to international jurisdiction on the
matter. The matters examined by the Arbitration were the sovereignty claims of China based
on“historic rights” according to Appendix 7 of the UNCLOS, the source of maritime
entitlements in the South China Sea, the status of certain maritime features, and particularly the
legal status of the disputed islands, and the lawfulness of certain actions by China and the
sharing of the resources in the region. It must be noted that China did not take part in the
Acrbitration process and also it did not accept the jurisdiction of the court. The Arbitration did
not recognize the “nine-dash line” of China and awarded a decision against it. At the outset, we

shall state that out of 15 appeals made by the Philippines, seven were settled in its favor.

In its award of 12 July 2016 the Court found that even though it is stated that China has
historic rights in the waters of the South China Sea, these rights shall not prevail where the
provisions of the UNCLOS are not compatible with the EEZ, and in addition despite the
establishment of the fact that in addition to the historic- traditional entitlements as it appeared
in the navigation records, peoples of the other states have been benefiting from the islands in
the region, no evidence could be found showing that China had historically used a special
control in the region in a “privileged” position than the other states; and correspondingly that
there are no legal grounds in respect of claiming a historic right in the maritime regions that fall
within the “Nine-dash” line.>* However, the Chinese government stated that the final award®?
of 12 July 2016 delivered by the Arbitration was not “binding”3, and that it did not recognize

the award.

%0 Caceres, ibid., 75-76; Tanaka, ibid., 152 et al.

51 “The South China Sea Arbitration (The Republic Of The Philippines V. The People’s Republic Of China)”.
Permanent Court of Arbitration, Press Release: 12 June 2016, pp.1-2, https://pca-cpa.org/wp-
content/uploads/sites/175/2016/07/PH-CN-20160712-Press-Release-No-11-English.pdf (02.11.2022).

52 “The South China Sea Arbitration (The Republic of Philippines v. The People's Republic of China)”. Permanent
Court of Arbitration [PCA], https://pca-cpa.org/en/cases/7/ (02.11.2022).

S3Raditio, ibid., 106; Kamer Kasim, ibid., 2.
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In the aftermath of this process, China, to break its range of action that has become
narrower, as well as the positioning of the Philippines, the UN, and ASEAN against it, and the
legal, political, and strategical “containment” of the USA and other allied states, introduces the
“Four Sha” Claim in 2017 instead of the “Nine-Dash Line” as a “fresh blood” to the problem.
However, it is believed that when compared to the older doctrine, the purpose of this new
doctrine is to find more legal justifications before the UNCLQOS. This new doctrine, rather than
assessing the islands on which China claims sovereignty as a “group of islands”, argues that
they are “archipelagos integrated to the mainland territory of its state” in the framework of
article 47/1,2 of the UNCLOS to claim the EEZ of each island of its own, hence claims that
they constitute as “Four Sha” is part of its extended continental shelf. As a matter of fact,
China’s doctrine is not a new claim, and it is observed to be articulated to provide a legal
justification for its claim of a “nine-dash line” that was without legal basis.> Thus, in 2018
“Continuous Line Map” was brought, and the “Four Sha” doctrine was made more “tangible”.>®
In the following process, China has introduced to begin some activities in April 2020. China
unilaterally named 80 geographical characteristics which include 55 submerged ones, in the
South China Sea to put a legitimate basis for its sovereignty and sovereignty rights from
historical background. According to this, the area emphasized historic waters and was also a
part of China's 200 nautical miles EEZ by the Chinese administration.®® The City of Sansha
which is located in China’s Hainan Province, has set up two new districts to “administer waters
in the Sea” which include Xisha, Zhongsha, and Nansha islands. Xisha ones correspond in
English to the Paracel Islands, Zhongsha ones - definitely more controversially - cover entirely
and permanently submerged Macclesfield Bank and “5-7” coral ridges that are seen only above

high-tide features in Scarborough Reef.%’

%Julian Ku and Chris Mirasola, “The South China Sea and China's "Four Sha" Claim: New Legal Theory, Same
Bad Argument” (25.09.2017). Lawfare, https://www.lawfareblog.com/south-china-sea-and-chinas-four-sha-
claim-new-legal-theory-same-bad-argument (06.11.2022).

% Richard Javad Heydarian, “China’s ‘new’ map aims to extend South China Claims” (29.04.2018). AsiaTimes,
https://asiatimes.com/2018/04/for-weekend-chinas-new-map-aims-to-extend-south-china-sea-claims/
(18.04.2022).

%  Simon Scarr, Wen Foo, Jin Wu, “South China Sea Ruling”. Reuters Graphics,
http://fingfx.thomsonreuters.com/gfx/rngs/SOUTHCHINASEA-RULING/010020QR1SG/index.html
(26.08.2023).

5 Clive Schofield, “Competing Maritime Claims and Enduring Disputes in the South China Sea” in Routledge
Handbook of the South China Sea, ed. Keyuan Zou et al. (New York: Routledge, 2021), 115-116.
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The artificial islands constructed by China in the South China Sea are another subject
matter of subject. Aside from the fact that in legal terms its status is the subject matter of another
dispute, these strategical acts of China are perceived as a “threat” notably by the USA as well
as other coastal states. While the USA is claiming that China will use these “artificial islands”
for military purposes, the Chinese government, despite openly rejecting this allegation, claims
that the islands will be extensively used for scientific marine research, meteorological
observation, and rescue.®® Stavridis makes a remarkable comparison in terms of the possible
impact of artificial islands in the region on the balance of military power between the parties.
As a result of the artificial islands built accordingly, an area of approximately 12 km2
(considering that the upper surface area of the US aircraft carriers corresponds to 0.03 km2) in
terms of military bases has been created.®® It is clear that this situation will give China a
logistical superiority in terms of military-material capacity in the region. It shall be noted that
these artificial islands are, according to articles 60/8 and 80 of the UNCLOS, such artificial
islands and similar installations that do not have the status of an island; they do not have their
territorial waters, and their existence and territorial waters shall not be the subject of limitation

to exclusive economic zone or continental shelf.5°
3.2. Economic Dimension of the South China Sea Problem

The estimated amount of crude oil in the South China Sea points to a fairly large reserve
ranging from 1.1 billion tons to 17.7 billion cubic meters; As for natural gas reserves, valuations
are made ranging from 4 billion cubic meters to 25 to 55 billion cubic meters®® — and even 190
trillion cubic meters of possible natural gas reserves are given as a possible natural gas reserve,

according to 2013 data.5? In addition, the South China Sea includes approximately 10% of the

8 B. S. Glaser, “The Growing Militarisation of the South China Sea” (29.07.2015). The

Interpreter, http://www.lowyinterpreter.org/post/2015/07/29/The-growingmilitarisation-of-the-South-China-
Sea.aspx/ (05.11.2022).

9Stavridis, p. 263. Today, these artificial islands continue to grow and have approached approximately 13 km2:
“China Island Tracker”, Asia Maritime Transparency Initiative, https://amti.csis.org/island-tracker/china/
(28.08.2022).

8Mary George, “Maritime Security and Demilitarisation of the South China Sea” in Routledge Handbook of the
South China Sea, ed. Keyuan Zou et al. (New York: Routledge, 2021), 73, 77; Tanaka, ibid., 147-148, 163.
17enel Garcia, China’s Military Modernization, Japan’s Normalization and the South China Sea Territorial
Disputes. Switzerland: Palgrave Pivot, 2019, 3; Caceres, ibid., Viii.

62 Jim Huang and Andrew Billo, Territorial Disputes in the South China Sea: Navigating Rough Waters. New
York: Palgrave & Macmillan, 2015, 5-23.
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fishing activities, which are very important for the countries of the region® (1/10 of the total
amount of fish caught in the world, which shows how vital it is for the multi-billion dollar
fishing industry).®*

In terms of international trade, it must be highlighted that the South China Sea has a
highly strategic location and is a busy navigation route. According to the data of the United
States of America Energy Works Department, annually, the majority of more than half of the
global commerecial fleet’s shipping passes through the Straits of Malacca, Sunda, and Lombok.
Moreover, the South China Sea harbors the routes through which half of the Liquid Natural Gas
[LNG] trade and approximately 1/3 of the global crude oil trade passes, and this makes it by far
one of the most important trade routes in the world.®® In other words, the South China Sea,
with the volume and significance of the trade routes it harbors, has become the “Marine Silk

Road of the 21% Century”®® operating on the sea.
3.3. South China Sea Problem in its Strategical Aspect

Chinese administration’s policy in the South China Sea region (islands and waters) since
the end of 2012, in particular, carries symbolic and strong messages. Although some of them
are indirect; some of them contain direct messages for the neighboring countries and powers of
interest. Chinese sovereignty being shown in the passports issued in the regions comprising the
South China Sea (including Taiwan) is exemplary of this situation. Apart from these, except for
indirect attempts such as enabling the dispatch of the Chinese fishermen to piscary or bunkering
in the regions of the South China Sea (through BeiDou Navigation Satellite System), there are
also direct de facto attempts whereby China has opened the conflicted islands/ islets in the
region to civil and/or military settlement. According to Enrico Fels and Truong-Minh Vu; the
underlying reason for these active and even aggressive policies pursued by the Beijing
administration while holding its ground in the South China Sea might be the desire of China to

convert into a “naval force” from a “land force” as the region is the most important and

8 Garcia, ibid., 4-6; “South China Sea Dispute: UPSC International Relations Notes”, Byju’s,
https://byjus.com/free-ias-prep/south-china-sea-dispute/ (05.11.2022).

8 Jim Huang and Andrew Billo, ibid., 5.

8 Garcia, ibid., 2; Jim Huang and Andrew Billo, ibid., 5; Tanaka, ibid., 3.

% Giovanni Arrighi et al., “Historical capitalism, East and West” in The Resurgence of East Asia: 500, 150 and 50
year perspectives, ed. Giovanni Arrighi et al. (London: Routledge & Curzon, 2003), 270; Keyuan Zou, Routledge
Handbook of the South China Sea. New York: Routledge, 2021, 1; Raditio, ibid., 161-162.
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strategical water area for China.®” In addition, the South China Sea problem also has significant
importance for the USA which is the rival to the People’s Republic of China. There is
particularly a difference of opinion between the administrations in Beijing and Washington in
terms of the ambiguous basis of the alliance that was established officially after 1979
(unofficially before it) between them,®8 as well as in terms of the freedom of navigation® which
is continuously being highlighted and dwelled on by the USA. Albeit the USA has no
sovereignty claims on the islands/islets and the body of water in the South China Sea, the USA
frequently highlights freedom of navigation’ due to its global importance in terms of the trade
ways in the region, thereby leading to the increasing show of flag’* by the USA marines in the
region vis-a-vis the Chinese moves.’? In the direction that shows this; the US Fleet has made a
growing number”® of Freedom of Navigation Operations “FONOPs” in South China Sea’s

disputed areas since October 2015. According to Eleanor Freund:

®71n this increasing trend, Admiral Liu Huaging, who adapted Mahan's "Sea Sovereignty Theory" to China in the
1980s, for the Beijing Administration, which wanted to establish sovereignty over the resources of the South China
Sea and the important trade routes it had been influential: Raditio, ibid., 77-78.

8 Enrico Fels and Truong-Minh Vu, Power Politics in Asia’s Contested Waters: Territorial Disputes in the South
China Sea. Switzerland: Springer, 2016, 5.

®In today's South China Sea between the USA and China, the USA's defense of "freedom of navigation" in
response to China's "sovereignty" objection comes to mind - perhaps ironically as a requirement of the modern
conjuncture - while working as a lawyer in the Netherlands-based East India Company in the 17th century. The
"father of international law", which led to great changes in international maritime law and international trade, with
the introduction of the principle of "freedom of the seas" against the Spanish and Portuguese who claimed
sovereignty over the whole sea, under the 12th chapter of his work "De Jure Praedae Commentarius” named
"Mare Liberum". ” brings the theses of Hugo Grotius, which is counted: Hedley Bull, Benedict Kingsbury, Adam
Roberts, Hugo Grotius and International Relations, (New York: Oxford University Press, 1990), 45, 71, 74, 106,
209-213.

0 The USA persists that freedom of navigation of military vessels is a universally accepted practice arising from
international law — in other words, states do not have the right to limit navigation or exercise any control for
security purposes in EEZs. Australia stands same basis with USA but not all countries accept this interpretation.
Brazil, Argentina, Iran, Oman, India, Indonesia, Malaysia, the Maldives and Vietnam agree with China that
warships cannot have automatically right of innocent passage in their territorial seas. Twenty other developing
countries (Brazil, India, Malaysia and Vietnam) emphasize that “military activities such as close-in surveillance
and reconnaissance by a country in another country’s EEZ infringe on coastal states’ security interests and
therefore are not protected under freedom of navigation™: Oriana Skylar Mastro, “How China is bending the
rules in the South China Sea”, 17.02.2021, The Interpreter | Lowy Institute, https://www.lowyinstitute.org/the-
interpreter/how-china-bending-rules-south-china-sea (26.08.2023).

1 Sam LaGrone, “7th Fleet CO: Deployed LCS USS Gabrielle Giffords ‘Pretty Much Owned’ South China Sea”,
27.05.2021, U.S. Naval Institute (USNI), https://news.usni.org/2021/05/27/7th-fleet-co-deployed-lcs-uss-
gabrielle-giffords-pretty-much-owned-south-china-sea/ (03.11.2022).

72 Jim Huang and Andrew Billo, ibid., 8.

8 Jeff Smith, “Biden Must Keep Challenging China on Freedom of Navigation”, 16.02.2021, Foreign Policy,
https://foreignpolicy.com/2021/02/16/biden-south-china-sea-
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%20reported (19.08.2023).
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“Freedom of Navigation Operations (FONOPs) is one of the principal tools by which
the United States challenges maritime claims deemed excessive under international law.
Although the U.S. Navy has conducted FONOPs all over the world for nearly 40 years,
recent operations began garnering unprecedented publicity as a point of friction with
China in the contentious South China Sea disputes™.”

Especially in the Paracel Islands, China drew straight baselines around them and
claimed sovereign waters surrounding it as within 12 nautical miles of the territorial sea all
enclosed area.” US fleets challenged those claims; they have made some “innocent passages”
(UNCLOS, Article 18) without permission or notification to the claimants' China, Taiwan, and
Vietnam (like the Paracel Islands)’® but also some of them did not intend solely to transit
passage (Article 38 of UNCLOS) (continuous & expeditious) and they included “zig-zag”
maneuvers or some intentional drills. Although some kinds of FONOPs had violated innocent
passage in territorial waters, those might have been done intentionally to challenge with de facto
means China’s illegal territorial sea claims around some parts of the area (Mischief Reef,
Paracel Islands, etc.). In China side protests and objects to those operations. They accused US
military acts violate seriously their sovereignty & security in the region. They declare and
interpret in general those acts make “severely breached international laws” & “ironclad

evidence of the US pursuing navigation hegemony and militarizing the South China Sea”.”’

4. The USA and China “Power Struggle” Stage: The South China Sea

Under this part, the USA and China’s struggle is explained over economic and military
means with current data. In addition, the close connection between these two issues is revealed.

4 Eleanor Freund, “Freedom of Navigation in the South China Sea: A Practical Guide”, 10.08.2017, Asian
Maritime  Transparency Initiative [AMTI], https://amti.csis.org/freedom-of-navigation-practical-guide/
(20.08.2023).

75 Straight baselines drawing is pivotal point issue here because when they established legally first, they become
the main point from which a state can measure the breadth of its territorial sea, the contiguous zone and other
maritime zones (UNCLOS Atrticle 3, 7, 33). China claims to all enclosed area as part of its sovereign waters by
drawing straighnt baselines around Paracel Islands. US rejects those China’s claims over Paracels because it finds
illegal (UNCLOS allows only Archipelagic states to draw straight baselines around island groups (Article 47/1))
because of being China’s continental state, not an Archipelagic state.

76 Heather Mongilio, “China Protests U.S. South China Sea Freedom of Navigation Operation”, 24.03.2023, U.S.
Naval Institute  (USNI), https://news.usni.org/2023/03/24/china-protests-u-s-south-china-sea-freedom-of-
navigation-operation (20.08.2023).
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navigation-operation (20.08.2023).
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4.1. The Rising Power with Increased Economic Capacity: China

China has become a global leader not only due to the “unprecedented” economic success in
modern history but also due to the long-standing stupendous economic growth and increased human
capital; however, at this point, the shift in the economic center of gravity from East to West has become
the source of significant political and economic changes and conflicts.”® Indeed, years ago commenting
on this matter Hugh White stated that “The competition of China with the American Power in Asia is
not a future probability but the pure truth of our present”.”® The real prudential concern was that the
economic growth, which is steadily increasing, would accelerate its military “armament”, and this would
be reflected in the form of a “power struggle” on a global scale. As such, the following is one of the
projections made regarding the extent of probable capacity that would be presented by China with the

support of its economic power:

“It may be helpful to think of China as a rather large octopus, which uses its ink to blind
and confuse its opponents, and whose diplomacy, relations with Iran and North Korea
and other nations, unfair trading practices, foreign investments, industrial and military
espionage, cyber warfare, and buildup of modern arms and ballistic missiles present a
threatening aspect to the world, including the United States.”

In order to understand the dynamics lying under the current military armament of China,
we shall first assess the “unprecedented” economic growth it has achieved, and by extension,
the increase in incomes and accumulation of capital. As of the end of the 1970s China has
attained an annual Gross Domestic Product (GDP) growth rate of approximately 10%;8! the
steadily continuing positive economic growth has led China to surpass the USA in purchasing
power parity in total GDP by the end of 2014. This development has, for the first time in a
period longer than a century, prevented the USA from maintaining its rank as the “world’s
biggest economy”. It is beyond question that this was due to the success of China in
consummately integrating itself into the capitalist-global economic system led by the USA. By
this means, it has become a country with a significant economic size and weight in the Pacific-
Asia region. China, which has 37% of Asia’s population, used to produce 14% of the total GDP
in Asia in 2000. When it came to 2012, China with 35% of Asia’s population, had 37% of the

8 Enrico Fels and Truong-Minh Vu, ibid., 7; Arrighi, ibid., 203 et al.

" Hugh White, “Power Shift. Australia’s future between Washington and Beijing”, Quarterly Essay, 2010, Vol.
39, No. 2, www.quarterlyessay.com/issue/power-shift-australia%E2%80%99s-future-between-washington-and-
beijing/ (03.11.2022).

8 J. H. Hughes, “China’s Place in Today’s World”. The Journal of Social, Political, and Economic Studies 35,
No. 2, 2010, p. 167.

8 Deniz Ulke Aribogan, ibid., 116.
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total GDP in Asia. Between 2000 and 2012, China’s share in Asia export markets tripled and
reached 36%; and manufacturing sector goods [% 41], as well as its production based on cheap
labor force — worker [% 52], played a significant role in this achievement.®? The size of the
Chinese manufacturing sector totaled $4 trillion which corresponded to about 30% of the
country's total input in 2018. In the same year, China's share in the total production of the global
manufacturing sector had reached 28%.% China, following the 2010s, has become the world’s
“biggest exporter”, “second biggest importer”, “one of the countries that attract the most foreign
capital” and “the country with the largest foreign exchange reserves”.®* This was enabled by
the fact that China had doubled its economic size every 7 years. This was explained, in short,
as the “Chinese Miracle” and indicates an “economic capacity that attained a 25-fold growth in
35 years”.8% Naturally, there were expenses on which this accumulated large capital and income
should be spent. Even though global investments in China have increased significantly,® the
accumulated income and capital were not spent only on the respective expenditures. One of the
primary spending items was the military armament and projects in the context of the “regional

power” and “power projection” exhibited by China, particularly in the South China Sea.

4.2. Increased Power Projection of China in the South China Sea: China’s Military

Power

Referring to the statistical data of China on military spending, development, export and
import, and GDP proportions, it is plausible to say that the related data is compatible with the
steadily growing economy of China, and as far as the proportions are concerned, it may even
be said that the volume of the growing economy of China has a more positive effect on its
military expenditure and growth compared to the USA and Russia. According to the data of
the Stockholm International Peace Research Institute [SIPRI], as of 2018 China [Although
Chinese statistics are not based on official data, research containing robust and close indicators
have been used] has become the second country [250 billion dollars] with the highest military
spending behind the USA [648.8 billion dollars], and Saudi Arabia was in the third rank [67.6]

8 Enrico Fels and Truong-Minh Vu, ibid., 8.

8 Felix Richter, “These are the top 10 manufacturing countries in the World”, World Economic Forum [WEF],
https://www.weforum.org/agenda/2020/02/countries-manufacturing-trade-exports-economics/(04.11.2022).

8 Fatih Oktay, Cin: Yeni Biiyiik Gii¢ ve Degisen Diinya Dengeleri. Istanbul: Tiirkiye Is Bankas1 Kiiltiir Yayinlari,
2017, 1.

®lbid., p. 9.

8 Deniz Ulke Aribogan, ibid., 117-119.
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whereas Russia was in the sixth rank [61.4]among the list of the countries with the highest
military spending.®” In 2019 it is noted that both the USA [731 billion dollars] and China [266

billion dollars] increased military spending.®®

In the meaning of military spending, the major aspect of China differentiating it from
other major powers that have increased their military spending within the context of a “power
struggle” is that despite China's lagging in terms of technology and quality, and even though its
military spending is constantly increasing, its effect on China’s budget is not much due to its
growing economy. This situation is also reflected in the statistics. Between 2002 and 2019,
China’s proportion of military expenditure has steadily decreased among public spending. That
is, proportionally, the 11.87% rate in 2002 decreased to 5.4% in 2019.8° Moreover, according
to the data where the global average of the military expenditure to the GDP was 2.2%, Russia
is listed at  3.9% and the USA at 3.4%. China, on the other hand, is ranked below the world
average with a proportion of 1.9%.% Based on the data relating to military expenditures; even
though China is lagging behind the USA and China in terms of military supplies, equipment,
and technology, considering that China is the second country with the highest amount of
military spending, which has also been steadily increasing, and considering that when compared
to China’s rivals, this expenditure is not overpressuring its budget, it is plausible to say that in
time, it seems highly possible that China would confront the super powers as a critical military
power that “should be paid regard to”. Thus, the patrolling of the military forces of the USA
and China in the South China Sea, their participation in drills as well and the periodically
escalating tensions constitute concrete evidence of the “power struggle” backed by the South
China Sea.

China is not abandoning its sovereignty claims on the South China Sea, and is not
recognizing the decisions of international law, instead, it is trying to “manipulate” international

law according to its interests. While, in addition, it does not refrain from showcasing its power

8’STATISTA: The Countries with the Biggest Military Budgets, https://www.statista.com/chart/9100/the-top-15-
countries-for-military-expenditure-in-2016/ (05.11.2022).

8 Stockholm International Peace Research Institute (SIPRI) Military Expenditure Database: Data for All
Countries 1949 — 2019, (Excel Spreadsheet), https://www.sipri.org/databases/milex/ (06.11.2022).

8 Stockholm International Peace Research Institute (SIPRI) Military Expenditure Database: Data for All
Countries 1949 — 2019, (Excel Spreadsheet), https://www.sipri.org/databases/milex/ (06.11.2022).

% STATISTA: Military expenditure as percentage of gross domestic product (GDP) in highest spending countries
2019, https://www.statista.com/statistics/266892/military-expenditure-as-percentage-of-gdp-in-highest-spending-
countries/ (06.11.2022).
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and sending messages to other “powers” by continuously increasing its military existence in the
South China Sea. In recent years, it has been noted that the Chinese armada has significantly
developed both in terms of quantity and quality within this framework. “Aircraft carrier”
projects launched primarily at the end of the 1970s epitomize this development. The history of
the first aircraft carrier of China can be traced back to “Varyag” the construction of which had
begun during the Soviet period. Accordingly; Varyag, the construction of which had begun
during the Soviet Union period as the second ship of “Admiral Kuznetsov” class, but which
was not completed, having been sold by Russia to Ukraine, was purchased in 1998 from
Ukraine by the Russian government as “a hull without engine and wheel (rudder)”. In
November 2001 it passed through the Straits of Bosphorus and Dardanelles®® and reached the
Dalian Port of China in March 2002. The repair, maintenance, and installation/modification
works were completed in 2012. Thus, “Varyag” which was almost reproduced and renewed at
the shipyard in Dalian got on stream as the first aircraft carrier of China in its new name Type
001 “Liaoning” (CV-16) in its brand new form.%2

The Shandong “Type-002” with a capacity of 24 J-15 fighter jets (or It can carry up to
a combination of 36-44 fighters, helicopters, and drones) is 315 meters long, 75 meters wide,
and weighs 70.000 tonnes. The statements made by China’s state-run broadcasting agency
about “the need for at least six more aircraft carriers” vis-a-vis 11 active USA carriers are highly
remarkable®® (Nevertheless, information and footage are available regarding the construction
of the third “Type-003” aircraft carrier named “Fujian” that is known to be smaller than the

USA carriers weighing 100.000 tonnes and bigger than “Charles De Gaulle” of 42.500 tonnes

%James R. Holmes, “The Long, Strange Trip of China’s First Aircraft Carrier”, 03.02.2015, Foreign Policy,
https://foreignpolicy.com/2015/02/03/the-long-strange-trip-of-chinas-first-aircraft-carrier-liaoning/(02.11.2022);
“Varyag artik ucak gemisi”, NTV, 25.09.2012, https://www.ntv.com.tr/galeri/dunya/varyag-artik-ucak-
gemisi,jdZKOhVzs0605wthLKD7kw/OTtVi6JaLEuFdzXKs_63RA/ (02.11.2022).

92“China's first aircraft carrier enters service”, BBC News, 25.09.2012, https://www.bbc.com/news/world-asia-
china-19710040 (02.11.2022).

9 «“Chinese Navy Type 002 Shandong aircraft carrier continues to strengthen the research of tactics and training
methods”, Navy Recognition, 29.10.2020, https://www.navyrecognition.com/index.php/naval-news/naval-news-
archive/2020/october/9206-chinese-navy-type-002-shandong-aircraft-carrier-continues-to-strengthen-the-
research-of-tactics-and-training-methods.html (02.11.2022); Gerry Shih, “China’s third aircraft carrier takes
shape, with ambitions to challenge U.S. naval dominance”, The Washington Post, 16.09.2020,
https://www.washingtonpost.com/world/asia_pacific/chinas-third-aircraft-carrier-takes-shape-with-ambitions-to-
challenge-us-naval-dominance/2020/09/16/d1068f8c-f674-11ea-85f7-5941188a98cd_story.html (02.11.2022).
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so it is being built at 80.000 tonnes interval but also it is bigger than Type-002 Shandong®). In
addition, with Type-055 “Nanchang” destroyer is referred to as being the “strongest warship of
China” during the marine parade on 23 April 2019 on the occasion of the “70" establishment
anniversary” of the People’s Liberation Army Navy (PLA) as well as one submarine, and a
number of small destroyers and frigates,® the reason underlying the importance attached by
Chinese administration to the strengthening of its naval capacity becomes clear with the
analysis made towards the use of this capacity as “deterrence” to primarily to its neighboring
countries as well as to their allies, namely the USA forces, who are continuously participating
in joint drills/patrols, in the South China Sea which is the most significant strategic region for

China’s sovereignity claims.

Explaining the reason underlying the huge investments in naval power by China basing
it solely on the geographical structure would be an underestimation; apart from this, its new
effective and long-range destroyers, frigates and cruisers, and in particular, its Yuan class
submarines with Kilo and “Air Independent Propulsion (AIP)” systems, make them ‘“an
effective anti-access and area denial (A2/AD) tool that blocks, limits and deters enemy

access”.%®

When it is compared at the figures for 2022-2023: the USA owns 68 submarines (all of
them are nuclear; 14 of them are ballistic missile (SSBNs) and 54 of them consist of attack
(SSNss) variants), shows that China has become the leader in the total number of submarines
((78) 11 of which are nuclear submarines)®” accordingly. At this point, it should be noted that
nuclear propulsion/powered and conventional diesel-electric submarines have some advantages
and disadvantages. According to this, while nuclear submarines have unlimited range because
of no refueling requiring a nuclear reactor during their lifespan, conventional ones have to

recharge their batteries so they must often make snorkeling but powered by Li-ion batteries and

% Liu Xuanzun, “China’s 3rd aircraft carrier Fujian ‘makes smooth progress’ in mooring trials ahead of expected
maiden voyage”, Global Times, 13.03.2023, https://www.globaltimes.cn/page/202303/1287212.shtml
(21.04.2023).

% Franz-Stefan Gady, “China’s Navy Showcases New Type 055 Guided Missile Destroyer in Naval Parade:

A naval parade to honor the 70th anniversary of the creation of the Chinese Navy included the service’s latest
destroyer class.”, The Diplomat, 25.04.2019, https://thediplomat.com/2019/04/chinas-navy-showcases-new-type-
055-guided-missile-destroyer-in-naval-parade/ (02.11.2022).

% Garcia, ibid., pp. 48-50.

% “Top 10 Countries With Most Submarines (2023)°, The Maritime Post, 04.01.2023,
https://themaritimepost.com/2023/01/top-10-countries-with-most-submarines-2023/(10.01.2023).
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equipped AIP propulsion submarines can operate at patrol-quiet state or sit on the seabed for
several weeks without surfacing (German Type 212 AIP submarines can stay underwater up to
three weeks). Nevertheless, nuclear submarines come with a high cost of nuclear technology so
this is a serious burden of defence budgets. In brief, “superior speed, range, stealth, and
endurance make the nuclear submarine a very effective offensive weapon, capable of projecting
power and taking the fight to the enemy.®® Still, on several accounts, the nuclear advantage is
limited and Li-on battery powered & AIP equipped conventional submarines turn into almost

silent, stealth and also they fit the best cost/effective solutions for littoral, coastal waters.%

According to Michael Walker and Austin Krusz from the U.S. Navy; “In the littorals,
such as the South China Sea, diesel submarines could be a versatile asset. With naval
bases in Okinawa, Singapore, Subic Bay, and Guam, range and endurance become less
of a concern. For naval combat within the first island chain, fighting with a purely
nuclear-powered fleet is a waste of assets. Conventional submarines would be of benefit
in littoral waters that offset their limited operating”.1%°

Considering the advantages of conventional submarines in terms of production speed
(approximately four submarines per year)'' and capacity (expanding and increasing the
capacity of the Bohai shipyard in Huludao),? it is clear that China, which is a coastal state,
will use both its strategic and numerical advantage of its submarines in the South China Sea.
On the other hand, China invests in developing the quantity and quality of its SSBNs & SSNs.
Even if US nuclear submarines have no range limitation and also higher capacity qualitatively,
the US may have to act together with other coastal states to take countermeasures against
China’s bigger and more deterrent existence in the region. Conventional (Li-on Battery

powered & AIP propulsion new classes) submarine investments may be another cost/effective

% Michael Walker and Austin Krusz, “There's a Case for Diesels”, U.S. Naval Institute [USNI], June 2018,
https://www.usni.org/magazines/proceedings/2018/june/theres-case-
diesels#:~:text=The%20nuclear%?20reactor%200n%20board,few%20hours%20at%20top%20speed
(10.01.2023).

% Hans Ohff, “Nuclear versus diesel-electric: the case for conventional submarines for the RAN”, “The Strategist”
from Australian Strategic Policy Institute [ASPI], 11.07.2017, https://www.aspistrategist.org.au/nuclear-versus-
diesel-electric-case-conventional-submarines-ran/(15.11.2022).

100 walker & Krusz, ibid.

101 David Axe, “Can China Build 76 Submarines in 10 Years?”, National Interest, 23.10.2020,
https://nationalinterest.org/blog/reboot/can-china-build-76-submarines-10-years-171291(20.11.2022).

102 {, 1. Sutton, “Chinese Increasing Nuclear Submarine Shipyard Capacity”, USNI News, U.S. Naval Institute
[USNI], 12.10.2020, https://news.usni.org/2020/10/12/chinese-increasing-nuclear-submarine-shipyard-capacity
(20.11.2022).
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option for US Naval efficiency if it can be evaluated within US naval bases which are in the

region.

lan Storey of the Yusof Ishak Institute, with its headquarters in Singapore, states that
with the completion of the third aircraft carrier, China will have a fleet surpassing the battleships
of the Far East and Southeast Asian states, including India and Japan, and that “This will be
another indicator that China has emerged as the biggest naval might in Asia”. The power
projection of China, planning to own “the biggest naval force in Asia” is — without a doubt- not
directed towards and limited to only the coastal Asian states in the region. The control and
security of international trade routes are imperative for the interests of the USA; on the other
hand, through developing cooperation with Southeast Asian countries, Japan and South Korea,
forming military alliances and performing joint drills'®® , and to an extent, by assuming the
responsibility of their security, it is understood that the aim of this power accumulation by
China is not “regional” in a sense and that it is projected against the USA as a “global”

competitor vis-a-vis the continuous presence of the USA navy in the region.

However, at this point, it should be borne in mind that the USA-China relations have a
peculiar side. The concept of “cool war” raised by Noah Feldman explains this situation in
depth. According to the author, on the one hand, we witness a power struggle between two
states in its classical/ realpolitics meaning, and on the other hand, we witness a process whereby
the relations of economic cooperation and interdependence are deepening through which both
states are becoming more “dependent” on each other. That is to say that the USA needs a loan
from China, and China needs its primary customer, the USA, for its manufactured goods.
Therefore, their growth-indexed destinies are interdependent.%* The most open indicator of this
is as of 2017 the USA’s debt to China reached 1.1 trillion dollars corresponding to 1/3 of its
total debt.1%

103 Julian Ryan, “Japan and Britain send ‘symbolic message’ to China with joint naval drills near disputed islands”,
26.08.2021, https://www.scmp.com/week-asia/politics/article/3146466/japan-and-britain-send-symbolic-
message-china-joint-naval-drills (15.11.2022); “US, UK aircraft carriers lead show of naval might around South
China Sea”, 07.10.2021, Radio Free Asia. https://www.rfa.org/english/news/china/usa-uk-southchinasea-
10072021172517.html(06.11.2022).

104 Noah Feldman, Cool War: The United States, China and the Future of Global Competition. New York: Random
House, 2015, xii.

105 «“US debt to china how much does it own”, The Balance, https://www.thebalance.com/u-s-debt-to-china-how-
much-does-it-own-3306355/(06.11.2022).
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5. Conclusion

As a result of the growth in the material capacity by reason of the accumulation of
income and capital stemming from the Chinese economic growth, the first signs heralding that
China would be projecting its “hard” power globally rather than “soft” in the years ahead
through its actions in the South China Sea which is seen as its “historical sphere of influence”.
In these territories, China aims to control the most significant trade routes on a global scale, and
the continuous and increasing presence of the US Navy in those territories by way of patrolling,
FONORPs, and joint drills is perceived as a threat to its sovereignty claims due to the fact that
the USA is an ally to both other coastal states as well as states such as Japan and South Korea.
Eventually, facing the USA hegemony that China would engage in competition and struggle to
start within its own sphere of influence and subsequently on a global scale was among the
expected possible results as predicted by the Realists, and it is evident that the process has
already started. However, the realists shall not disregard one particular issue beyond their
classical conceptualizations, and that is the increasing economic interdependence between the
USA and China throughout this deep and historical process. This is the distinguishing
characteristic of the USA-China relations from the USA-USSR Cold War relations.
Accordingly, it will be more plausible to expect a “cool” relationship equilibrium would be
expected that rather than a “cold” one. Of course, at this point, it may well be expected that the
probable “cool” relations with the USA might get “warmer” due to China’s continuous
strengthening of its military power capacity, in particular its naval elements, in a manner that
marks a purpose beyond matching with the powers of regional states, as well as continuing its
sovereignty claims (that it has not managed to base it on a legal substructure) in the South China
Sea through its increasingly aggressive policies both by direct military elements and by the

construction of artificial islands.

The course of affairs will certainly be determined by the insistence of the USA’s and
China’s power projection moves in the South China Sea as well as their pursuit of prospective
“manufacturer & client” markets that would obviate their economic interdependence insofar as
these moves are concerned. As a matter of fact, when we look at the developments in the region;
It is seen that the USA and its Western Allies are looking for new producer markets in order to
replace China's manufacturing power to a certain extent, and investments are shifted to

alternative places. Those are not only about civil or military industry products but also high
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technology issues like artificial intelligence, quantum computing, etc. This requires a serious
technological infrastructure and human resources. When viewed from this aspect, India looks
like one of the preeminent candidates and may even come to mind first for this place.’®® The
vital issue here is that the investments should not be concentrated in a single present ally/future
potential competitor in a way that will turn into threatening military power in the future. For
this reason, the re-distribution of capital, critical systems, and technological investments to
more than one country seems to be a more “balanced” way. Thus, if it is not too late, it prevents
to accumulation of capital and technological infrastructure in one state which shows hegemonic
power projection and it can build a more stable structure in the region for the future. Therefore,
the extent to which the USA will compensate for its “historic strategic mistake” will be one of
the decisive factors in competition. Another factor would be the deterrence cards of the parties
and the establishment of “reminder” control mechanisms about it. It is observed that
international law and arbitration decisions are insufficient and dysfunctional to solve the South
China Sea dispute between the parties to a certain extent. Diplomacy and policy remain other
options to find a solution or temporize for this dispute. However, the confrontation of two
powers in the region seems to be inevitable and is suitable under the overlooked Realist views.
At this point, even if this is not called an “arms race” by the USA frankly, China emphasizes
that this is triggering an “arms race” between the two powers. Furthermore, this process has a
“tunnel vision” effect!®” on the two powers and also it pushes them irreversibly because of
mutual mistrust. The way out of the ‘Thucydides Trap’ volute, prolonging the process and
bringing it under control at a certain “balance” and/or establishing a brake device depends
clearly on the parties’ choice of using diplomacy and policy as effective “tools” in addition to

their military options.

106 Nandita Bose, Jeff Mason, Steve Holland, “India's Modi starts Washington visit to build Biden, US ties”,
22.06.2023, Reuters, https://www.reuters.com/world/biden-will-not-lecture-modi-human-rights-white-house-
says-2023-06-21/ (23.08.2023).

197 borrowed this term which is about scarcity effects like “tunneling” or “tunnel vision” on behaviour, willpower
and psychology from Sendhil Mullainathan & Eldar Shafir’s book of “Scarcity: Why Having Too Little Means So
Much”: Sendhil Mullainathan and Eldar Shafir, Scarcity: Why Having Too Little Means So Much. New York:
Times Books, 2013, 59 et al. This term can be used metaphorical reference to explain irreversible or intractable
behaviours for arms race conditions (struggle for scarce resources in similar conditions specially) in international
relations too.
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Digital Silk Road; Is it an Anti-Globalization Backlash? Is it Chinese-style
Globalization?

Necmettin MUTLU"
Abstract

Digital activities of the Belt and Road initiative called the "digital Silk Road" in the post-COVID-19
outbreak era and initially introduced in 2015 as the "information Silk Road," have come under fire.
Finding out whether China's technical improvement, which has become evident in many areas thanks
to the Digital Belt and Road initiative project, is a backlash against globalization or a new wave of it
done in a Chinese form is the main challenge of this study. Data centers—the backbone of the Belt and
Road Initiative—undersea fiber optic cables, 5-G cellular data networks, and Turkish investments in
these sectors have all been essential in this regard. This method explores China's technological
development from the four modernization periods to the present through a chronological descriptive
description. This study should be viewed as significantly contributing to the literature because it
provides a system-level examination of the digital Belt and Road endeavor.

Keywords: Anti-globalization, Belt and Road, China, Digital Silk Road, Globalisation

1. Introduction

China's Techno-nationalist, internet balkanization (Splinternet), or the great internet
firewall as it is called in the West, has its origins in the Chinese Economic Reform and Four
Modernization projects initiated in 1978 under the leadership of Deng Xiaoping. The
foundations of the internet world which resembles a parallel universe that has become the
Golden Shield project as it is called by China were laid in this period. In the field of technology
competition, which is defined as techno-nationalism; It has been described as a war of tech
titans. The phenomenon that put 8 large companies from China in the top 20 in the World
Economic Forum ranking is not only the result of the Belt and Road initiative but also the
policies initiated by China half a century ago. More specifically, it can be claimed that China's
tech behemoths and social media platforms aren't alternatives; rather, they're part of a ground-
breaking sequence that was started under the banners of agriculture, industry, national defense,
science, and technology, also known as Deng Xiaoping theory. China's first project of the
Internet in the West in the 1970s; The state strategy, the foundations of which were laid with
the breakthrough move initiated in the years when the Arpanet was developed, is the breaking

point. The free market economy has blended with socialism. Ancient teachings such as
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Confucianism have been reformatted by the Internet. With this integration, China has become
a strong side of technology competition in the 21st century. China's protectionist projects are
named by the West the Great Wall of China, with the Great Wall of China reminiscent of it.
Behind the scenes, American politicians explain the internetworking project with information
highways that dissolved the Soviets, in other words, Cold War metaphors. The Great Firewall,
which is likened to the Great Wall of China, is a term first used in a network security magazine
in the West. What is more important than the text in which the digital Silk Road was used for

the first time is how it came to be.

China's chronological technical breakthrough adventure begins with the cultural
revolution between 1966 and 1976, which Mao initiated against the social class he called the
bureaucratic oligarchy. In fact, it is a result of the grand breakthrough plan that he initiated in
the 1950s. In the grand breakthrough plan, the farmers were turned into collective cooperatives
for the Soviet model of heavy industry development and steel production. As a result of the
heavy and dramatic famine after the failure of this plan, Mao liquidated the new bureaucratic
hierarchy including Soviet agronomists. Technical experts in the so-called Great Breakthrough
Period were dismissed. The promotion and remuneration system, in which the subordinate-
superior relationship prevails, has also been stopped. 15 million young intellectuals were sent
back to their villages! For example, disciplines such as Social Psychology, which had
previously been banned under the nationalized doctrine, have also been included in the
modernization process to treat the spiritual damage brought about by the crime, famine, and

chaos of the cultural revolution.?

The four modernizations of Deng Xiaoping are not only a mechanical development but
also a comprehensive plan that will treat the years of destruction of communism in the particular
case of Stalinism. Xiaoping calls the period before him obsessed left. This plan wanted to turn
China into an industrial giant by the 21st century. Bureaucrats, managers, and technical experts
aimed at restructuring the industrial classes, the intellectuals, the peasants, and the army. The
primary goal is to reshape the central role of bureaucrats, technical experts, and managers,

especially those who had become centralized before and during the Cultural Revolution.

! Richard Baum, “A Political Perspective on China’s Four Modernizations”, Columbia Journal of World
Business 14, no.2 (1979):33.

2 C.C.Ching,“Psychology And The Four Modernizations in China”, International Journal of Psychology 19,
no.1-2 (1984):61.
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Another goal is to spread the progress of technology and economy in the fields of science-
technology, industry, agriculture, and defense. It is also the beginning of a difficult experiment
in combining socialism with Chinese values and the market economy.? The riskiest aspect of
this interesting experiment is the preservation of the long-standing traditions of the Politburo
of the Communist Party of China with the transition to a market economy.

Because the internet is a project of development and advancement that is consistent with
the values held in the four modernizations. In order to achieve this, China has developed a
system regime for the Internet that will allow it to manage content producers, service providers,
and the Chinese populace. Accordingly, the Golden Shield system, which has capabilities
including keyword screening, content moderation, and website banning, was built in 2002 and
1.2 billion people from China were registered in it through the Ministry of Public Security in
2006. In China, where there are up to 800 million internet users and the use of VPNs is
prohibited, the use of WhatsApp, Twitter, Google, and Facebook is also prohibited.
Microblogging application Weibo, Messaging application WeChat, one of the oldest social
networks, QQ Zone, such as the use of networks with similar features to popular Western social
networks are common. China has successfully adapted its Confucianist traditions and other
ancient cultural metaphors to the Internet. What all research on China and internet use have in

common is the changes caused by China's adapted, idiosyncratic teachings at the system level.
Method

The main problem of this research is whether the Chinese technology progress, which
has become visible in many different geographies with the digital Belt and Road initiative
project, is an anti-globalization backlash or a new wave of globalization in the Chinese style. A
descriptive research method was used in this study. In descriptive research, the data obtained
through observation are classified and interpreted in a certain order and presented to the reader.
A cause-and-effect relationship is established between facts and findings.* This method is used

3 Victor Nee, “The Political and Social Bases of Chinea’s Four Modernizations”, Columbia Journal of World
Business, no.14 (1979):28.

4 Zeki Karatas, “Qualitative research methods in social sciences”, Journal of spiritual-based social service
research, no.1/1 (2015):70.
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when phenomena are to be described directly. It combines data collection, analysis, and re-

presentation techniques in an eclectic but plausible way.®

In this research, within this framework, the digital Silk Road phenomenon is
reinterpreted in an eclectic way by analyzing the data. In this respect, the components of data
centers, which form the backbone of the Belt and Road initiative, under-ocean fiber optic
cables, and 5-G cellular data network investments carried out in many different continents and
Turkey have been critical. In this direction, China's technological progress from the four
modernization periods to the present day is examined through chronological descriptive
depiction. This research should be considered an important contribution to the literature with

its system-level examination of the digital Belt and Road initiative.
2. Chinese Style Globalization
2.1. Blending Technology and Local Culture

The five Confucian relationships—ruler-subject, father-son, brother-brother, husband-
wife, and friend-friend—are known as Wu-Lun in China's economic, cultural, and interpersonal
relationships, and they influence society. In China's economic, cultural, and individual
relations, the five Confucian relations are known as Wu-Lun (ruler-subject, father-son, brother-
brother, husband-wife, friend-friend) and shape society. Another element of the concept of
guanxi is the concept of Mianzi (face-to-face). The concept of guanxi is based on reciprocity in
interpersonal relationships. This concept, which reflects the understanding that the individual
is for society, is the collective making of reciprocity. Miami, on the other hand, is the personal
image that the individual has to protect to gain prestige in society. As we contribute to the
collective spirit, mianzi (facial reputation, self-esteem) is gained. As Mianzi is gained, Guanxis,
that is, social ties, are strengthened. In summary, Mianzi is one of the key concepts for the
acquisition of roles in the social ties of the Chinese in terms of social status and fame. For

example, having a girlfriend with more income than himself can reduce a man's Mianzi.

When viewed in the framework of Confucianism, the social credit system in China

presents an image that is easily adaptable to digital networks in comparison to other faiths and

°> Margarete Sandelowski, "Whatever happened to qualitative description?." Research in nursing & health 23,
no.4 (2000): 335.
® Liang-Hung Lin, “Cultural and Organizational Antecedents of Guanxi: The Chinese Cases”, Journal of

Business Ethics 99, no.3 (2011):442.
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forms of belief. There is no Confucianist barrier to the Chinese Communist Party being able to
monitor labor interactions and familial ties in a digitally based network due to collectivism,
networking, and collectivism. The relational infrastructure of Chinese society, protected by a
golden shield since the introduction of the Internet into China, depicts a new value system in
the form of digital guanxi and digital mianzi. These social practices have become concepts that
shape every aspect of social life in China, albeit in almost different forms in every geography.
It even reaches the dimensions where preliminary research is carried out as the issues to be

considered when doing business in China in exports and the business world.

The Confucian Guanxi and Mianzi principles, which explain reputation and social trust,
are the foundation of the Chinese social credit system. In order to adapt honest behavior to the
economy, and especially to detect and prevent dishonest behavior that will harm the debt
economyj, it is the subject of applications; In 2007, it was first mentioned in the opinion of the
Chinese Council of State. In the statement titled the opinion of the Council of State on the social
credit system; It is recommended to urgently introduce the system to detect and prevent
behaviors that will harm the collective economic structure by taking advantage of tax loopholes.
Identifying practices that harm the socialist market economy, such as tax evasion, malicious
loan borrowing, illegal fundraising, and commercial fraud, is a vital issue, according to China'’s
Council of State. Because these are actually social problems, not financial ones, that damaged
the foundations of the new era started with Deng Xiaoping, which instilled confidence and
peace in society. While the social credit system is being built, its priorities should be determined
in line with the four modernization theories. In the 2007 opinion of the Chinese Council of
State, how to integrate credit scoring centers and credit records into the socialist market
economy is explained concerning the role of communism in determining the social structure of
the production and exchange of commodities. Accordingly; in the international financial
system; social problems and economic paradoxes are arising from borrowing and gratuitous
defaults. Credit and tax payments, contracts, product quality, and SME loans will be recorded.
How to use the gold customs and gold finance systems, which are sub-components of the system

that started with the Gold Shield project, are conveyed.

Chinese social credit system; An interesting historical threshold is not digitalization
alone but essentially designed to control the banking credit system and the knowledge economy

based on financial debt, who borrows how much, and how much they can pay. This; a kind of
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mixture of communism and Confucianism that seeks to control the credit industry, the credit
industry, the credit economy that is the social danger of commodity exchange; is digital
Leninism. For this, real-time, identification number-based, information infrastructures should
be established to detect dishonest economic behavior. These infrastructures must operate in
partnership with credit institutions, collect corporate and personal information, and share it with
all government agencies.’” The social credit system, which was launched in China within this
historical and economic framework, was put into effect in 2014 by a document of the State
Council titled "Outlines of Planning for the Construction of the Social Credit System". The
social credit system project will be fully implemented by 2025, according to Xi Jinping's
declaration. The project's initial model includes red lists and black lists for reward and
punishment systems. Every Chinese person's electronic ID card will display a score. A system
will be implemented where the score can be raised, rewarded, dropped, and punished in
accordance with the reward and punishment. The initial system, also known as sesame credit
(Zhima Credit), was put into place by Alibaba Group in a shared data pool with Tencent and
Baidou. It has been introduced as a system for calculating financial credit ratings, similar to
the USA's FICO and Germany's Schufa. Shave has been transformed into a monitoring

application that tracks social media activity.

Another implemented social credit system project is the Honest Shanghai practice,
which is a practice published by the Shanghai government during Chinese Honesty Week.
(Shanghai Honesty Application) It was implemented in Rongcheng, a district similar to the
county status of Shandong Province. There are scoring statuses between 599-849-1050 points
and scoring statuses coded with the letters A, B, C, and D. In another application; There are
penalties such as job positions and loss of executive status. The practice in the Dengfeng district
of Henan Province, where people who do not pay their debts are exposed on the city's LED
screens and large signs, and penalties such as not being able to board an airplane or high-speed
train are the most severe. The application of pedestrian crossing and facial recognition systems

implemented in Shenzhen can also be shown as an example.® The Chinese government is also

7 Official Website of the State Council of the People's Republic of China, State Council Opinions on Social
Credit System, 2007, http://www.gov.cn/zwgk/2007-04/02/content_569314.htm, (08.04.2022).

8 Larry Cata Backer, “Next Generation Law: Data Driven Governance and Account Ability Based Regualtory
Systems in The West and Social Credit Regimes In China”, Southern California Interdisciplinary Law Journal,
(2018): 143.
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actively using biometric facial recognition systems, which it has introduced with pedestrian
crossing systems. China, where the number of nationwide cameras is the highest in the world;
According to Compareitech's 2019 data, it is the country with the most CCTV Cameras with
168 cameras per 1,000 people. By the end of 2023, one out of every two people is targeted to
have a CCTV camera.®
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Figure 1 A street sign in Rongcheng displaying exemplary citizens'?

The social credit system, which China initially announced that it would implement to
prevent malicious loan borrowings, has turned into a 'social credit system laboratory' where
each province tests different practices. The basic Marxist dynamics in which the commodity
exchange inherited from Mao's failed breakthrough determined the social structure shaped the
view that financial misuse adversely affected collective functioning. The legacy of the Four
Modernization Periods initiated by Deng Xiaoping in Science and Technology has made 'digital
social life surveillance' a case in China, although it may seem like financial pursuit blended
with Technology. China, which holds the leadership in adapting its industrial and financial
infrastructures to Blockchain technology, has also launched a Blockchain-based unsecured loan
application for SMEs in 2020. With over 800 million users, it has the world's heaviest internet
user base. Because China has built a unique internet network with web networks it has built

according to its own social and economic practices.!

% Paul Bizchoff, Surveillance camera statistics: which cities have the most CCTV cameras?, 2022,
https://www.comparitech.com/vpn-privacy/the-worlds-most-surveilled-cities/, (09.04.2022)

10 Symina Mistrenau, “Life Inside China’s Social Credit Laboratory”, 2018,
https://foreignpolicy.com/2018/04/03/life-inside-chinas-social-credit-laboratory/, (09.04.2022).

11 Xinyuan Wang, Social Media in Industrial China, (University College London: UCL Press, 2016), 25.
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The general opinion is that social networks and internet-based applications started and
continue with applications that are heavily used in the West. But the fact that QQ, China's most
used social network, launched 5 years before Facebook proves that the Chinese tech giants are
not an alternative or another version of the West, but a parallel internet universe similar to
balkanization. China, which started with four modernizations, has successfully applied its
breakthrough strategy to social networks. Together with the great firewall (Golden Shield
Project), it has tested the information technologies that will provide a data pool to the social
credit system by combining it with Chinese culture. According to data from the China Internet
Connection Information Center, there are 846 million mobile internet users in China as of
2019.%3 China has used the Internet as a tool in line with the goals of Four Modernizations and

then Made China 2025, and has become the hub of fintech firms and new technology trends.*

China's national borders are carried out in Europe and other continents; surveillance and
supervision activities based on the social network-based social credit system have led to
accusations of technological fascism. With 5G technology, which requires higher bandwidth in
shorter transmitter ranges than the US, China, and Huawei aim to listen to the world by placing
a transmitter on almost every phone pole. The war of tech titans has taken on a new dimension
that has led to the ban on Huawei and the TikTok app in the US. In this process, China
performed brain surgery remotely. With the speed it offers, it presents 5G technology as a new
communication ideology. 5G (Generation) technology, which is reported to be used in
hologram technologies and hologram video calls, is a harbinger of new social habits. The 0G
technology was used in 1946 when the first mobile radio was invented, as can be seen in the
years when 3G was used in analog mobile phones in the 1990s; With new technology, new
sociological and psychological habits emerged. China has reported that it is also working on
6G while 5G is still a topic of discussion. Steve Bannon, who adapted the Cambridge Analytics
case to Trump's election campaign described China's technology moves as the biggest security
threat and existential problem ever encountered. The release of the film "Claws of the Red

Dragon” in 2019 reveals the latest dimension of technology competition.

13 China Internet Connection Information Center Official Website, “Statistical Report on Internet Development
in China”, 2019,
https://cnnic.com.cn/IDR/ReportDownloads/201911/P020191112539794960687.pdf,(09.04.2022).

14 Wang, Social Media, 34-35.
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2.2. From the Four Modernizations to Techno-Nationalism

The globalization style exported by China described up to this chapter, is based on four
modernization periods. This narrative inherited from this period will appear in another form in
the next chapter.

The intensive internal migration due to the industrialization of the cities during the four
modernization periods led to the formation of urban villages (ghettos). China's family
registration system, hukou, and Xiaoping's one-child policy, which was particularly sensitive
during the breakthrough period, limited the state's ability to monitor. The strategy of closing
the gap in the level of development in the inner regions through the Internet will be conveyed
in the second part and will emerge as state-supported private enterprise companies in Chinese
globalization. The activities to close the development gap through the Internet have prepared
the ground for trade wars outside China's borders. The most severe of the trade wars between
the US and China was experienced by Tencent after Huawei and WeChat. In the era of Donald
Trump, no practice with ties to Chinese companies has been given room to act. Information on
common data and security protocols from companies associated with Tencent was collected

during this period.*®

Although it does not yet have a company that produces surveillance technologies such
as "Hikvision™ and a network that plans artificial intelligence and social credit systems such as
"Senstime”, it has managed to develop a global positioning system in Russia with the navigation
system Glonass as an alternative to the GPS systems of Europe Galileo and America. China's
Move in the Global Positioning System Unlike Russia's Glonass, the BeiDou navigation system
occupies space in digital Silk Road writing. This is because BeiDou has become the second
working system in the world after GPS. Forbes has announced Yandex as Russia's most
valuable technology company. Alphabet (Google), Yandex, and Baidu are fighting the ongoing
titans, as the World Economic Forum calls it; It is an issue related to China's techno-nationalist

practices, which will be touched upon in the following section.

Data on the 20 most valuable technology companies, in particular, demonstrate how

Techno-Nationalism, which has gained popularity in China, particularly in the Huawei-US

15 Jorge Malena, “The Extension of the Digital Silk Road to Latin America: Advantages and Potential
Risks.” Brazilian Center for International Relations, (2021): 5.
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trade wars, manifests itself not only in the field of digital communication technologies and the
dominance of telecommunication networks, but also in many industries such as energy,
transportation, tourism and lodging, and e-commerce. The biggest difference between China
from Japan, which inspired the newly industrialized countries of the 1990s, is that it carries out
its strategy in technological competition within the framework of a larger plan with a budget of
65 trillion dollars covering 55 countries; The "Made in China 2025" strategy, of which the New
Silk Road project is a component, aims to be a leader in many sectors, including the
pharmaceutical and automotive industry, robotics, IT, information technology, agricultural
machinery. While countries in the world are moving to 5G at the speed of telecommunications
as of 2020, China's announcement of 6G proves that its strategy in the Technology plan is much
more aggressive. In the technology political literature, the concept of Techno-Nationalism is
associated with China's aggressive policies in a technology competition. The U.S. response to
China's shattering of the United States' decisive position in the world economy by successfully
blending the four modernizations with digitalization must also be identified with techno-
nationalism. Techno-nationalism was conceptually used by Robert Reich in 1987 to describe
Japan's post-war breakthrough in consumer technology products. Richard Nelson, in his study
of Japan, described this phenomenon in 1993 with the sentence "There is a soul of something

called techno-nationalism in the air."

In the wake of this techno-nationalist adventure, more than a billion people have
connected to the internet in China by June 2022. It is one-fifth of the total number of internet
consumers in this world.!® At this point, the critical point to be evaluated is that at least one-
fifth of the internet users in the world are connected to the internet in a parallel network within

the balkanization.

One of the important stages that China has reached in technology competition is
undoubtedly the Belt and Road Initiative announced in 2013. The One Belt, One Road Initiative
aims to connect Asia, Europe, and Africa along five routes. The Silk Road Economic Belt
focuses on the following topics; (1) Connecting China to Europe via Central Asia and Russia;
(2) Connecting China to the Middle East via Central Asia; and (3) bringing together China and
Southeast Asia, South Asia, and the Indian Ocean. The Maritime Silk Road focuses on using

16 Number of internet users in China from 2012 to June 2022, 2022,
https://www.statista.com/statistics/265140/number-of-internet-users-in-china/,(20.12.2022)
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Chinese coastal ports to (4) connect China to Europe via the South China Sea and the Indian
Ocean, and (5) connect China to the South Pacific Ocean via the South China Sea. Focusing on
the five routes above, One Belt One Road will take advantage of international transport routes,
as well as major cities and major ports, to further strengthen cooperation and build six
international economic cooperation corridors. These are the New Eurasian Land Bridge, China-
Mongolia-Russia, China-Central Asia-West Asia, China-Indochina Peninsula, China-Pakistan,
and Bangladesh-China-India-Myanmar. *’In the past period, 195 management agreements have
been signed between China and more than one hundred and sixty countries and international
organizations, and the United Nations, the G20, and the Asia Pacific Economic Cooperation
(APEC) have been included in the Belt and Road Initiative. In addition to this stage reached in
the Land and Sea Silk Road, the Digital Silk Road Initiative announced in 2015 has taken on a
new shape in the Belt and Road literature. This new situation; information and communication
technologies are changing the digital economy in China and its connection with it in the world.
State-sponsored technology startups such as WeChat, JD.com, Taobao, and Alibaba have
changed the way business is done in China. This phenomenon has changed the gap between
rural and urban development within China and has allowed China to try this social and
technological experiment with a new concept in undeveloped regions and geographies beyond

borders. 8
3. Digital Silk Road; Anti-Globalization Backlash

The digital Silk Road was first introduced as the 'Information Silk Road' in the 2015
official draft of the Belt and Road Initiative. '° The Digital Silk Roads project, which was
launched in 2001, and is an unusual UNESCO research project, was also carried out under the
title of the ontology of caravanserais in Central Asia.?° The question of what happened in the
history of the Silk Road at the stage of commercialization is of interest to researchers. Because
a similar Silk Road project of the USA was brought to the agenda during the Hillary Clinton

period.

17 European One Belt One Road Institute for Economic and Cultural Cooperation and Development, 2019,
http://www.euobor.org/index.php?app=OBOR , (20.12.2022)

18 Gong Sen et al., The Digital Silk Road,31.

19 Chih Yuan Woon, "‘Provincialising’the Belt and Road Initiative: Theorising with Chinese narratives of the
‘Digital Silk Road’ (¥ #2224 = #%)." Asia Pacific Viewpoint 62, no.3 (2021):288.

20 Kinji Ono, et al. "Progress of the digital silk roads project." Progress in Informatics, (2005):94.
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The economic and technological nationalism that emerged in technical breakthrough
moves in different geographies of the world focused on digitalization, which became visible
through the digital Silk Road after the Kovid 19 pandemic, brought along the anti-globalization
backlash discussions. The uncontrolled growth of globalization has been cited as the reason for
this new anti-globalization wave discussed at the World Economic Forum. It was stated that

dependency should be increased to prevent the said technology nationalism. 2

The research addressed on this axis employs numerous novel methodologies.
Illiberalism is often used because it contains a critique of socialist modernization. However, the
realpolitik of the digital belt and road enterprise cannot be explained by the conceptual
boundaries of netpolitik. because realpolitik is opposed to conceptual explanations for
netpolitik. As a result, unlike traditional politics, net politics, a new type of diplomacy, places
more of an emphasis on unconventional topics like culture, identity, legitimacy, norms, and
values. 22 It examines the consequences of digitization of the clear political Belt and Road
initiative from a liberalization perspective. Before criticizing this perspective, it is important to
determine whether the digital Silk Road is an anti-globalization rebound or a new wave of
Chinese-style globalization. Because if globalization comes to an end, netpolitik or liberalism

will no longer have a function.

In the fall of 2013, after Chinese President Xi Jinping announced the "Belt and Road"
initiative together with the relevant countries, the initiative has been continuously enriched. In
May 2017, Xi Jinping officially proposed the Digital Silk Road initiative at the first "Belt and
Road" International Cooperation Summit Forum. The Digital Silk Road focuses on promoting
the construction of big data, cloud computing, and smart cities by strengthening the cooperation
of partner countries in leading fields such as digital economy, artificial intelligence,
nanotechnology, and quantum computers and jointly building a "community". It combines this

goal with the following mission. “Build a shared destiny in cyberspace”.?® China in cyberspace;

ZIWorld Economic Forum, Annual Meeting of New Champions, 2019,
https://www.weforum.org/agenda/2019/07/the-rise-of-techno-nationalism-and-the-paradox-at-its-core/,
(14.12.2022)

22Bora Ly "Challenge and perspective for digital Silk road." Cogent Business & Management, no.18 (2020):3.
23 Embracing the Future with the Digital Silk Road, 2022.
http://www.chinatoday.com.cn/zw2018/ss/202209/t20220930_800308148.html, (17.12.2022)
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Itis involved in digital Silk Road initiative projects in 80 countries. It has invested a total of 79

billion dollars all over the world.?*

With the emergence of the digital Silk Road initiative, China Made China revised its
2025 strategy with the aim of setting international standards, especially in technology products
as well as internet governance and revealed a vision for 2035. Xi Jinping highlighted that with
15 more years of work, socialist modernization will be built on the foundation of a robust,
wealthy middle class at the Chinese Communist Party Congress in 2017. Xi Jinping has

demonstrated the goal of a digital China and a smart society to build on this foundation.?

3.1. The standards of the 4th industrial revolution; Surveillance and Inspection

Practices

By referring to China's 4th industrial revolution, the ambition to set the standards of the
new era has become visible. Digitalization-themed investments in developing or
underdeveloped countries form the backbone of these ambitions. Because establishing the
infrastructure will set the standards. China's lobbying activities in global standards
organizations to achieve this goal have an important place in the literature.?It is normal for
China to encounter many obstacles such as trade wars in its activities to set new standards for
the 4th industrial revolution. China; It was re-elected in 2022 as one of the 48 members of the
International Telecommunication Union (ITU). China is emphasizing 5G standards in
digitalization at every opportunity. The general secretary of ITU is Houlin Zhao, a Chinese
citizen. Huawei will join the P2C digital coalition by 2022. 2’ China is leading the efforts of
developing countries to conduct net politics-based internet diplomacy by influencing and
changing standards. He is the coordinator of the World Internet Conference held annually by

the China Cyberspace Administration and Zhejiang Province. Chinese architecture Efforts to

24 Cheney,China’s Digital Silk Road,7.

5 Full text of Xi Jinping's report at 19th CPC National Congress, 2017,
https://www.chinadaily.com.cn/china/19thcpcnationalcongress/2017-11/04/content_34115212.htm,(11.12.2022)
% Henry Tugendhat and Julia Voo. “China's Digital Silk Road in Africa and the Future of Internet Governance”,
Working Paper, No. 2021/50, China Africa Research Initiative (CARI), School of Advanced International
Studies (SAIS), Johns Hopkins University, Washington DC, (2021):7.

27 Malena, The Extension of,6.
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build the World Wide Web are in full swing. 28 All these are activities in line with the goal of

internationalization of Chinese ICT companies on the information Silk Road.?

With China's digital Silk Road investments, new metaphors in the international order
have not been delayed. Submarine fiber optic cables; submarine has been defined as the Great
Wall of China. The satellite internet move has been described as the sky of the Great Wall of
China. Even the digital cold war has been attributed. 3> Among these definitions, the most
popular one was internet balkanization (splinternet). Accordingly, China's aggressive moves in
the International Telecommunication Union, especially in setting international standards, may
lead to parallel internet worlds or divided internet. 3! When the effects of technology on the
security policies of countries described so far are evaluated, the first phenomenon to emerge
will be the divided internet worlds caused by economic wars caused by technology products.
The technological cold war is laying the groundwork for technological ecosystems, one driven
by the Atlantic and the other by the Pacific. 32 After the Belt and Road initiative, in which
Beijing built the infrastructure of international trade, the digital Silk Road moves to build the
superstructure of trade; is read as the political intention to export its governance model. With
this feature, the digital Silk Road is the soft power-based extension of the Belt and Road
initiative. The fact that they were referred to as information highways in early policy documents

justifies this view.>

The transmission of China's governance model to authoritarian regimes is the main
worry voiced at the normative level. It will result in the emergence of a digitally-based,
authoritarian new regime. This methodology forms the foundation of research looking at the
digital Silk Road under the rubric of illiberalism. The concept of digital authoritarianism
describes the use of surveillance technologies for social control. Chinese; It has successfully

used the technological legacy it has acquired from the Golden Shield Project and four

28 Cheney,China’s Digital Silk Road,10.

29 Grzegorz Stec. "The Invisible Silk Road: Enter the Digital Dragon." European Institute for Asian Studies,
(2018):1630.

30 World Strategic Insights, Opinion; The Rise of the Digital Cold War, 2022, https://wgi.world/the-rise-of-the-
digital-cold-war/, (22.12.2022)

31 Christiane Heidbrink and Conrad Becker. "Framing the Digital Silk Road's (De) Securitisation." Journal of
Current Chinese Affairs, (2022): 5.

32 Cheney,China’s Digital Silk Road,6.

33 Rebecca Arcesati, The Digital Silk Road is a development issue, Mercator Institute of Chinese Studies,2020,
https://merics.org/en/short-analysis/digital-silk-road-development-issue, (14.12.2022)
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modernization periods before that, in surveillance technologies. According to some views, there
is no other way for China to control its 1.4 billion population. Whichever way one looks at it,
the use of the emerging model in 3rd world countries via the digital Silk Road is the first step
in an illiberal world. **It is now known all over the world how digital surveillance technologies
deepen the asymmetric domination between the rulers and the ruled.®® For example, the
provisions of the national intelligence law that China put into effect in 2017, have caused
discussions that state-sponsored technology companies have defined intelligence-gathering
powers in transnational geographies. The accusations that Alibaba was involved in espionage
activities occupied the agenda for a long time. %

For this reason, skeptical approaches have pointed out that the digital Silk Road may be
the most functional intelligence-gathering network in history.®” The influence of Chinese
intelligence agencies on state-sponsored technology companies and executives is clear. For
example; Claims that Alibaba CEO Jack MA may step down is an example of this situation.
The allegations that the network of data centers established in Ethiopia transferred the data that
should remain confidential on the network to China were also reported in the media. China's
ZTE company has data center investments at strategic points in Africa.®® At this point, what
needs to be understood and analyzed is the question of whether China is testing the order it has
established within its borders in the geopolitical power centers in the international system. It is
critical to understand whether there is a parallel wave of globalization, not an alternative to the
West, but a new style of globalization, which is illiberal, aims at surveillance and control and
uses digital tools without being dependent on Western domination. One of the most obvious
examples of the post-modern globalization style parallel to the West has been experienced in
the International Telecommunication Union. China; proposed to change the TCP/IP protocol,

that is, the protocol for connecting to the Internet starting with "www". If the resolution of the

34 Cheney,China’s Digital Silk Road,20.

3% Gong Sen vd., "The Belt and Road Initiative and the SDGs: Towards Equitable, Sustainable Development 50,
no.4 (2019): 29.

3 China Embassy Official Website, Statement by the Spokesperson of the Embassy of China in Belgium on
"Suspected Alibaba Project Involvement in Espionage, 2021, http://be.china-
embassy.gov.cn/eng/sghd/202105/t20210508_8977600.htm , (24.12.2022)

3" Ngeow Chow-Bing, “China-ASEAN information Harbor: The Digital Silk Road From Guangxi to Southeast
Asia”, Report, Published Research ( Friedrich Ebert Stiftung, 2021).

3 Cheney,China’s Digital Silk Road, 15.

39 Malena, The Extension of,8.
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disputes on the authority to change the TCP/IP protocol is decided at the ITU, it does not seem

difficult to predict the new situations that the new internet protocol will bring.*°

These other aspects justify doubts about the digital Silk Road. Considering the chain of
events discussed for years as a data scandal with the use of the data of approximately 50 million
people in the Cambridge Analytica data scandal that shook the West and the whole world
deeply; It can be said that Chinese practices use and contain this many times over. Who will
shape this large-scale data pool and data sharing policies and according to what standards will
be the main discussion topic in the coming years? The digital Silk Road carries great risks with
great opportunities.*! It is an empirical matter of how these post-digitalization practices, which
China is testing at its national borders for control over its population, will be welcomed and
shaped by the rest of the world.*? In the digital belt and itinerary program carried out with 19
countries and 7 international organizations in 2016, the goal of "forming climate and security
policies by using big data in world observations” was determined. Accordingly, centers of
excellence are planned to be established in order to increase agricultural productivity in
developing countries, to share the regional effects of climate change through sustainable
governance, and to reduce technical differences. ** In addition, in the digital Silk Road program;
working groups named “DBAR big world data (DBAR-DATA), Agriculture and Food Security
(DBAR-AGRI), Coastal Region (DBAR-COAST), Environmental Change (DBAR-ENVI),
Natural and Cultural Heritage” have been established.** In international e-commerce, the
transnational transfer of Chinese capital surplus is the main activity. China Minmetals
Corporation and Alibaba announced their joint e-commerce platform project for this purpose,

in 2015, for the surplus steel supply in China. 4

40 Henry Tugendhat vd.,China's Digital Silk Road in Africa and the Future of Internet Governance, China Africa
Research Initiative (CARI), (2021): 6.

41 Grzegorz Stec. "The Invisible Silk Road: Enter the Digital Dragon." European Institute for Asian

Studies (2018):5.

42 Cheney,"China’s Digital Silk Road”,5.

4 Guo Huadong, "Steps to the digital Silk Road." 30.01.2018, https://www.nature.com/articles/d41586-018-
01303-y, (25.12.2022)

4 Guo Huadong vd., DBAR-An international science program for the digital belt and road. Bulletin of the
Chinese Academy of Sciences, (2018):175.

“Minmetals Development is investigated for ‘concentration of business undertakings, Global Times, 2021,
https://www.globaltimes.cn/page/202104/1221480.shtml_, (14.12.2022)
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3.2. Borrowing a Boat Out to Sea

The phrase “borrowing the boat while sailing” is used to describe Chinese state-
sponsored private equity enterprises. While companies grow with government loans, it helps to
absorb industrial surplus capacity in the international arena.*® The Internet Plus plan is one of
the strategies put forward with this mission. Internet + is a reform strategy with clear objectives
and incentives for the growth of widespread innovation and entrepreneurship in China. The plan
places a particular emphasis on e-commerce. E-commerce is actual commerce in the current
world, not only virtual commerce. One of these specific objectives is the growth of new sectors
inside the e-commerce ecosystem. Accordingly, streamlining e-commerce management,
combining supervision and delegation, optimizing services, promoting commercial initiatives,
and mass innovation is the ultimate goal. New industrial modes will be integrated, including
mass entrepreneurship and innovation, manufacturing, agriculture, energy, finance, and
utilities, in the logistics, e-commerce, traffic, biology, and artificial intelligence sectors. *’
Alibaba data centers' cloud product regions and network nodes appear to be quite similar to the
theoretical organizational structure described in the Internet Plus action plan. 8 Ali Baba's data
storage centers in the Middle East, Indonesia, Asia, and Europe aim to serve different
infrastructures for the digital Silk Road. China has made legal arrangements to localize data on
the digital Silk Road and store it within the borders it belongs to. China's data localization
strategy facilitates lobbying on privacy and surveillance debates at the borders where data

belongs. In addition, it also provides know-how to identify critical technologies.*°

The traditional strategy of Chinese companies, inherited from the Belt and Road
initiative, is to enter the target market through local partnerships and gradually settle down after
the transfer of technical knowledge. Alibaba's cross-border partnerships are the most successful
example of Chinese state-backed private businesses opening up to the world through such
flexible partnerships. The model applied by Chinese-style globalization at this point is the

export of the Chinese internet to the target market with the unique dynamics of each market.

46Nathan Beauchamp-Mustafaga ve Michael S. Chase, Borrowing a Boat Out to Sea

The Chinese Military's Use of Social Media for Influence Operations, 2019,
https://www.rand.org/pubs/external_publications/EP68633.html , (14.12.2022)

47 The State Council The Peoples Republic Of China, Internet Plus: A driving force of China’s, 2015, Economy,
https://english.www.gov.cn/premier/news/2015/08/08/content_281475163721541.htm, (14.12.2022)

4 Alibaba Cloud's Global Infrastructure, https://www.alibabacloud.com/tr/global-locations , (10.12.2022)

4% Cheney, “China’s Digital Silk Road”, 22.
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China builds partnerships with different strategies according to the region and then shapes local
investments. How local dynamics will assimilate and shape this technology export will be the

subject of future research.*

The opposition to Huawei-based Chinese technologies, which started with harsh
sanctions on China in the Donald Trump era and increased in severity with the Covid 19
pandemic period, has made visible the outlines of technological clustering and opposition
between the West and the countries influenced by China. The investments initiated by the
European Union in Africa with the Global Gateway project, similar to the Belt and Road
initiative, seem to have increased the EU-China competition in Africa. It can be understood
from the Build Back Better project of the G-20 countries brought up under the Joe Biden
administration that the US wants the power centers to project their Belt and Road initiatives.
Through this, it wants new areas of competition to emerge in parallel with the Belt and Road
initiative. In particular, the digital investments of the Global Gateway project are reminiscent
of the digital Silk Road. Alibaba, Tencent, Baidu, Huawei, China Mobile, China Telecom, and
China Unicom'’s utilization of state subsidies within the scope of the digital Silk Road will be

shaped by this axis.>

This viewpoint is supported, for instance, by what transpired between the UK and
Huawei following the US sanctions. A center in the UK determines if Huawei technology
presents a security concern. °> The UK-Huawei relations, which have been quite volatile, have
also been the subject of a parliamentary investigation. The British parliament has ruled that
Huawei has covert relations with China. In addition, two Chinese CCTV companies, Hikvision

and Dahua, have banned the sale of their camera equipment in the UK in 2022.

In Malaysia, duty-free goods exports are being tested in the digital trade-free zone
established in partnership with Alibaba. In this project, Alibaba serves as a laboratory where
the logistics processes of the electronic world trade platform established under the leadership
of Alibaba are tested. **Tiirk Telekom is also included in the consortium of the SeaMeWe-5

subsea fiber optic cable project connecting Southeast Asia and Western Europe. This route

50 Nargis Kassenova and Brendan Duprey, "Digital Silk Road in Central Asia: Present and future." Davis: Davis
Center for Russian and Eurasian Studies, (2021):7.

51 Paul Triolo vd., "The Digital Silk Road: Expanding China’s Digital Footprint." Eurasia Group, no.8 (2020):1.
52 Cheney,"China’s Digital Silk Road”3.

53 Stec, "The Invisible Silk Road”, 5.
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starts from Singapore and proceeds to the Arabian Peninsula, from where it extends through the
Red Sea and the Mediterranean to the western coast of Turkey and Marseille. **1t is stated that
the undersea fiber optic investments are preliminary for the BeiDou-2 global navigation system,
which aims to have more than 30 satellites. >°In China, state-backed private equity enterprises
have begun to position themselves as suppliers of the fiber optic cable industry. Along with
large-scale investments, SMEs have developed that are looking for opportunities for special
financing conditions. In other words, in accordance with China's long-standing strategy, foreign
investment has triggered domestic investment. *® Perhaps the most important in foreign
investments is the Beidou navigation network, which was developed as an alternative to the
global positioning system (GPS).>” Beidou's involvement in the construction of smart cities
such as Smart Dubai and NEOM also provides an important know-how transfer to Chinese
companies.®® As a result of these digitalization investments, optimistic opinions express that
the era of globalization 3.0 has begun. According to this idea, the historical Silk Road is the
first version of globalization. The Western world started globalization 2.0 with what it learned
from the historical Silk Road. The globalization 3.0 period will be initiated by the digital Silk
Road initiative carried out by the Belt and Road initiative with internet technologies.

Alibaba’s global e-commerce platforms initiative appears to have taken action to achieve
its globalization 3.0 goal. E-WTP has 10 cooperation partnerships in 7 countries, including
Belgium, China, Ethiopia, Malaysia, Rwanda, Mexico, and Thailand. Capacity building and
technology cooperation activities are carried out with a global trade network, global logistics
network, global financial services network, and global public services platform. *°

Huawei's open data lab in Thailand is among the key strategic investments.®® Huawei
also has investments in Myanmar. It is noteworthy that Huawei's regional investments are in

countries where China has border problems. Considering that the digital Silk Road includes

4 SEA-ME-WE 5 Project, https://seamewe5.com/ , (20.11.2022)

%5 Gong Sen, vd.,"The Belt and Road Initiative and the SDGs: Towards Equitable, Sustainable Development."
(2019): 11.

% Cheney,"China’s Digital Silk Road” ,7.

57 Beidou Navigation Sattelite System, http://en.beidou.gov.cn/, (08.12.2022)

% Sen, vd.,"The Belt and Road Initiative,11.

% Electronic World Trade Platforum, https://www.ewtp.org/ , (07.12.2022)

60 Huawei’s Open Lab Bangkok inaugurated to support digital transformation and the “Thailand 4.0” scheme
Launched with more than 40 international and local partners , 2017,
https://www.huawei.com/en/news/2017/6/OpenLab-Bangkok-Thailand4 , (08.12.2022)
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information and communication technology infrastructure, it can be stated that Huawei's
investments in regions with regional risks carry surveillance risks. Huawei has investments in
strategic regions not only in Asia but also in Africa. ®* One of these strategic activities is the
World Internet Conference. The World Internet conference, which started in Wuzhen and has
become traditional, is carried out with the theme of Developing an Economy and Building a
Joint Future Community in Cyberspace. At the meeting held in 2017, Turkey, Serbia, and
Thailand were given special importance in e-commerce. ®2 In this meeting, many countries,
including Egypt and Saudi Arabia, approved the Digital Silk Road concept and accepted the
cooperation. % This meeting was shaped by the emphasis on the digital economy and China's
data policies. Politburo standing committee member Wang Huning's speech emphasizes China's
commitment to common data sharing (the importance of data in the digital economy) and its
willingness to set international standards through governance. % Data is seen as the breaking
point of the digital Silk Road. In addition to paper, printing, gunpowder, and the compass,
known as the four great inventions in China's innovation history, the emphasis that the great
invention of the modern Silk Road is "data" is the most critical of all the determinations made
about digital silk. The production of policies that will extract the great discoveries of the 21st
century from Data is China's most remarkable strategy.%®

China's name for this strategy is state-centered internet governance. China is the country
that uses internet data most successfully in surveillance applications. Only in this way can
China's willingness to set international standards at the International Telecommunication Union
(ITU) and the Internet Corporation for Assigned Names and Numbers (ICANN) be understood.
% The test and improvement site of surveillance technologies in Central Asia has emerged in
safe city production projects. The command center for facial recognition technologies opened
in Kyrgyzstan is one of them. The Bishkek Safe City Project and the Uzbekistan traffic cameras
monitoring system project are the main projects. Hikvision, which offers the ability to

61 Stec, "The Invisible Silk Road”,4.

62 World Internet Conference, 4th World Internet Conference, 2017, https://www.wuzhenwic.org/2017-
11/09/c_106973.htm , 14.12.2022.

83 Kwok-Chiu Fung,vd., "Digital silk road, Silicon Valley and connectivity." Journal of Chinese Economic and
Business Studies 16, no.3 (2018): 313.

64 Graham Webster vd., Wang Huning’s Speech at the 4th World Internet Conference in Wuzhen, 2017,
https://digichina.stanford.edu/work/wang-hunings-speech-at-the-4th-world-internet-conference-in-wuzhen/ ,
(14.12.2022)

% Fung vd., "Digital silk road”,314.
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distinguish the faces of Uyghur Turks as a technological capability in the international arena,
also provides a camera supply to Kazakhstan.®” One of the pilot programs for the export of
surveillance technologies to the 3rd world is the Ecuador project. ®® In the Ecu 911 integrated
security service project, unmanned aerial vehicles, night and day vision cameras, and
changeable cameras were used to establish a public security surveillance network. The
discourse that the digital Silk Road affects authoritarian governments with the export of

surveillance technologies is clarified by these projects. %

Because, as demonstrated by Zambia, China encourages both direct investments and
investment finance.”°Through investment financing, China successfully fills the gap in the
telecommunications sector in infrastructure equipment in developing countries with 5-G
networks. " Dijital ipek yolu biiyiik veri platformunda salgin ve afet yonetiminin mekansal veri
analiziyle yonetimi amaclanir. Bu hedef ancak 5-G yatirimlariyla miimkiin olabilir. Birlesmis
Milletler Siirdiiriilebilir kalkinma hedeflerine ulagsmak i¢in verinin paylagimi yalnizca
zenginligin paylasimi i¢in kullanilmayacaktir. Veriyi elinde bulunduran bununla niifuz ve
hegemonyanin yollarini arayacaktir.’> As a matter of fact, according to the submarine cable
map project, which tracks 530 active underwater fiber optic cables as of 2022, more than 1.3
million km of fiber optic cables have been laid on the ocean floors. The largest investors in
networks funded by consortiums of telecom operators are Google, Amazon, Facebook and

Microsoft.”

China has more than 20 fiber cable connection projects. The fiber optic connection
project that will provide the connection between Pakistan and Djibouti is ongoing. In addition,
agreements are being executed by China for fiber connectivity in Guinea, Belize, and the

Solomon Islands on the African continent. ™

67 Bradley Jardine, China’s Surveillance State Has Eyes on Central Asia, 2019,
https://foreignpolicy.com/2019/11/15/huawei-xinjiang-kazakhstan-uzbekistan-china-surveillance-state-eyes-
central-asia/ , (14.12.2022)

% Drones ECU 911, https://www.ecu911.gob.ec/drones-ecu-911/, (14.12.2022)
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China-owned IT companies that build fiber optic cable networks have the power to
control data traffic. This is the main reason for the US-China technology products tension.
China protects this data in its centers across the border with the discourse of protecting it from
intelligence interference through projects such as Alibaba data centers. Data centers are
important 3rd components in addition to fiber optic cable and 5-G. China, which handles the
installation and production of fiber optic cable networks, can route data traffic as desired. The
information, data, or intelligence gathering activities of the digital silk road, which is formulated
under 3 important headings: cell network, data centers, and fiber optic cable network, will
occupy the agenda of security policies to a significant extent.

4. Conclusion and Discussion

China has expressed at every opportunity that the ultimate destination it wants to reach
is not to change the existing global order in a way that leads to a new hegemony. However,
China implies the opposite, with activities that export its model of governance. Data control
through the Digital Silk Road is one of the most important factors that will affect the results of
this policy. Three main components; data centers, fiber optic cables, and the 5-G network are
carriers of this policy The importance of information-gathering technologies in military
superiority is increasing. The BeiDou satellite navigation system will enhance China's military
and intelligence capabilities. As a matter of fact, China has shown resistance to Elon Musk in
the use of satellite internet, which has come to the agenda due to the Russia-Ukraine war. The
Starlink satellite internet, which was actively used in Iranian demonstrations, could not be used
in China. The introduction of satellite systems, artificial intelligence, and quantum technologies

into the focus of the digital Silk Road is the basis of China's claim to become a world leader.

The same collaboration approach that China has been using with its Belt and Road
initiative projects is being used in digital commerce. Local businesses are partnered for this
reason, and advanced collaborations are created when the local culture is observed. This is
demonstrated by the fact that the biggest technology firms in China are digital trading firms.
The postal telegraph organization in Turkey should be restructured with this model as an old
and deep-rooted institution. E-commerce will be at the center of data-centric power struggles.
China puts e-commerce at the center of practices that encourage innovation. Because e-
commerce facilitates the discovery of new markets in new regions. The desire to expand e-

commerce-free zones and mobile payment systems to developing countries should be evaluated
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in this context. In addition, this strategy ensures the expansion of the Chinese national currency.
The most important development trap of the digital Silk Road is the risk of using digital
technologies, that is, data, for surveillance and supervision purposes. How the experiences
experienced during the zero COVID policy in China will be shaped in the remaining countries
will directly affect human development. Unlike income, digital applications that reinforce
social and political inequalities carry risks. However, fiber optic ocean cables and 5-G networks
can be a serious opportunity for developing countries to connect to the Internet and close the
physical infrastructure gap. However, at this point, the potential effects of debt trap diplomacy
should be considered by countries. In addition, internet balkanization will be one of the main
discussions of the future. It is also important to how the historical Silk Road will be carried to
the rope. In the digital Silk Road, it is important how the data will be transported and in whose
hands it will be stored. Whoever holds the data, as well as stores and processes it, will be more
important than the transporter.

China's interest in storing data, which is expressed as the fifth great invention after the
paper printing press gunpowder, and the compass, stems from this. Confucianism in social
values The practices based on digital Leninism in the financial order are the main elements of
socialist modernization. With this viewpoint, a new process is emerging in which China
transforms the advantages of globalization and digitalization into globalization in the Chinese
way. Economic nationalism, vaccine nationalism, and food nationalism emerging in the post-
COVID-19 era after technological nationalism show that the anti-globalization backlash will
gradually increase. Chinese-style globalization gives important clues for progress at this point.
The most important lesson to be learned from this process is not to follow China-style
globalization but to turn the anti-globalization backlash into an opportunity by examining
China's consistent practices within itself. This opportunity will be for each country to build its
globalization with its model.
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Poland’s Perspectives on NATO through the Speeches of
President Andrzej Duda®

Yusuf AVAR™
Abstract

This study investigates Poland’s viewpoints on NATO by examining President Andrzej Duda’s
statements. 41 of Duda’s speeches have been subjected to critical discourse analysis. As a result, 7
discursive arguments are identified. (1) Duda concentrates on the idea of the geopolitical situation to
discuss security and (2) focuses on transatlantic relations. (3) Duda considers NATO cooperation
essential for Poland’s security and (4) argues that NATO has been established on the tenets of freedom
and security. (5) Duda states that Poland’s membership in NATO is a way for it to demonstrate its
sovereignty. (6) Duda thinks that NATO's infrastructure must be increased to offer more collective
security and (7) NATO's new strategic concept must take into consideration the changes that have been
brought about by Russia’s assault on Ukraine.

Keywords: Andrzej Duda, Foreign Policy of Poland, NATO, Poland

1. Introduction

A few European countries have experienced a history as turbulent and tragic as Poland.
Poland’s incredibly volatile modern history has been characterized by its 123-year period of
loss of independence (1795 to 1918), as well as by serious threats to its existence during the
Second World War and, in a different way, during the communist era.! As a result of the
importance of its security issue, which is impacted by its geographic placement between two
more powerful neighbors in Germany and Russia, a particularly strong national identity has

been established.?

Contemporary Polish foreign policy has faced a number of revolutionary difficulties
following the collapse of the Berlin Wall, the disintegration of the Soviet Union, and other
changes in the global environment.® Polish foreign policy’s major aims since 1989 have been

fostering alliances to prevent Poland from reentering the Soviet sphere of influence and

* This article is a derived from the author’s ongoing thesis entitled “The EU’s Normative Paradox: The Cases of
Hungary and Poland.”
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enhancing relations with the West.* The two cornerstones of the “return to Europe” idea -
belonging to the EU and NATO- include accepting and institutionalizing “Western” norms in
the social, political, and economic framework.® Due to its economic and political independence,
Poland is one of the few post-socialist success stories that, together with other Central and
Eastern European countries (CEECs), transitioned to a capitalist democracy around the end of
the 1990s. Like other CEECs, Poland succeeded in obtaining its objective of entering NATO
and the EU.

This study aims to examine the importance of NATO for Poland and to assess the
speeches and statements of Polish President Andrzej Duda on NATO and transatlantic relations.
It is determined that Duda regularly discusses issues like peace, security and law, transatlantic
cooperation, and the importance of NATO. Further, the study uses critical discourse analysis to
present Poland’s viewpoints on NATO through President Duda’s speeches. The primary source
material for the critical discourse analysis is primarily derived from the speeches offered by the
President on subjects related to NATO and transatlantic relations which are accessible on the
official website of the President. In this context, 41 Duda’s statements on NATO and
transatlantic relations from the official website of the President of the Republic of Poland
between 6 August 2015 and 29 March 2023 are obtained and 7 discursive arguments are
identified: (1) Duda thinks that the security of Central and Eastern Europe region is challenging,
thus while referring NATO and the US, he focuses on the concept of “geopolitical situation” to
refers both the security of Poland and the security of Central and Eastern European Countries.
(2) Duda mostly highlights the importance of NATO to explain the need for good relations
between Europe and the USA, putting it differently to emphasize transatlantic bonds/relations.
(3) Duda supports the idea of increasing NATO’s infrastructures for collective security. (4)
Duda desires to increase the power of the Polish army and he also supports the idea that Polish
security needs to cooperate with NATO. (5) Duda claims that NATO’s establishment is based
on the principles of freedom and security, and it is a common good for each of its members. (6)
According to Duda, the existence of NATO is a way for Poland to express her sovereignty. (7)

NATO must consider Russian aggression actions towards Ukraine in its new strategic concept.

4 Piotr Kory$, Poland from Partitions to EU Accession: A Modern Economic History, 1772-2004 (Springer, 2018),
322.

% Franklin Steves, “Poland and the International System: External Influences on Democratic Consolidation,”
Communist and Post-Communist Studies 34, no. 3 (2001): 340.
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2. Poland’s Path to the NATO

Poland is believed to have been founded by the Prince of Polanie (the Plain Dwellers),
who turned to Christianity in 966.% By the end of the eighteenth century, the first Polish kingdom
had played a substantial and occasionally crucial role in European politics before vanishing off
the political map of Europe.’ Since the dissolution of the Polish-Lithuanian Commonwealth in
the seventeenth century, Poland’s main security problem has been the country’s geostrategic
placement between Prussia/Germany and Russia, the two great European powers. Poland was
divided among Prussia, Russia, and Austria in 1795; the Polish state didn’t reemerge as an
independent nation until 1918.8 Thus, despite several uprisings and other more peaceful
attempts to establish national independence in the nineteenth century, the Polish state was not

restored until 1918.°

The Republic of Poland was established as a parliamentary democracy following the
First World War. But in 1939, Germany and the Soviet Union once more partitioned and
occupied Poland. Following World War II, Poland regained its freedom. Its expanded borders
included once-German land. Poland, which had a Communist constitution and government, was
influenced and ruled by the Soviet Union.!° Poland has a strong security culture as a result of

its location between Germany and Russia.'*

Poland’s invasions from both the East and the West, as well as the fact that the Soviet
Union abandoned it after the Second World War because its national interests were not taken
into account, served as a historical lesson. This historical memory can also help explain the
roots of Poland’s Atlanticist worldview. Poland’s place in the global political system is
improved by its support for the US (ibid.). The origins of Poland’s Atlanticist ideology can also

be explained by this historical memory.!?> As a result, a majority of Polish foreign policy

® European Commission, “Commission Opinion on Poland’s Application for Membership of the European Union,”
Website, Publications Office of the EU (Publications Office of the European Union, 1997), 3,
https://op.europa.eu/en/publication-detail/-/publication/90956152-57ee-491b-86e3-135f0e2 f4ft6.

" Karl Cordell and Andrzej Antoszewski, Poland and the European Union (Routledge London, 2000), 1.

8 Andrew Cottey, East-Central Europe after the Cold War: Poland, the Czech Republic, Slovakia and Hungary in
Search of Security (Springer, 1995), 27.
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decision-makers traditionally preferred an Atlanticism “without attributes.”™® The PiS party,
which presently governs Poland, originally entered politics in 2001 with the hope of developing
strong connections with the US and NATO. Between 2005 and 2010, the PiS party’s leaders
made care to be in frequent contact with the US. The main argument for this is that Poland’s
security is guaranteed by the US and that Poland will firmly establish its position inside the EU

on the security axis.'*

Poland sought NATO membership for two separate reasons, each of which was
motivated by a different set of domestic and international political goals. Firstly, involvement
in NATO would ensure Poland’s independence and security between Germany and Russia from
a geopolitical perspective. Poland might avoid being the ‘weak partner’ in the Berlin-Warsaw-
Moscow triangle if it joined NATO by using the United States’ presence in the area as leverage
against its powerful neighbors.!®> Secondly, there was a notable normative return to European

symbols connected to NATO participation.!®

When the North Atlantic Cooperation Council invited nine countries from Central and
Eastern Europe, including Poland membership in NATO officially began in December 1991.
Eleven states participated in the Partnership for Peace (PfP) project from January 1994 through
the end of 1995.1" NATO Secretary-General Manfred Wérner visited Poland in March 1992 and
declared that “NATO’s door is open.”.® In September 1994, the US Congress passed a
resolution offering Poland, Hungary, and the Czech Republic preferential conditions for
acquiring US armaments. Poland, the Czech Republic, and Hungary were formally invited by
NATO to apply for full membership during the Madrid Summit in July 1997.1° After the
Alliance’s decisions at the Madrid summit in July 1997, the prospect of complete NATO
membership at last appeared. Madrid opened the way for Poland, the Czech Republic, and
Hungary to join the North Atlantic Alliance. The ratification process officially began at that

13 Kai-Olaf Lang, “The German-Polish Security Partnership within the Transatlantic Context-Convergence or
Divergence?,” Defence Studies 2, no. 2 (2002): 107.

14 Ozkaya, “Gii¢ Baglaminda Polonya’nin Avrupa Birligi ve NATO Uyeligi,” 61.

15 Steves, “Poland and the International System,” 343.

16 Steves, 343.

17 Steves, 344.

18 Agnieszka Veronika Inan, “Member State Foreign Policy versus EU Foreign Policy: The Case of Polish
Foreign Policy on Ukraine,” Doktora Tezi, Ulusal Tez Merkezi, 2022, 118.

19 Steves, “Poland and the International System,” 344.
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point and was completed in December 1998. Poland joined NATO on March 12, 1999.%° As a
conclusion, Poland changed from being a crucial component of the Soviet Bloc to being a

trustworthy NATO member and an important EU member.?
3. Examining the Speeches of President Andrzej Duda on NATO

The study utilizes critical discourse analysis as a method to reach its goals. In this
context, the study benefited from the techniques of argumentation in critical discourse analysis.
An introduction to analyzing, assessing, and delivering oral and written argumentation is
referred to as argumentation. Argumentation is a speech act,?? and its main objective is to

support a point of view.?3

Discursive Arguments

1. Argument: Duda believes that the security of the Central and Eastern region is difficult,
thus he concentrates on the idea of “geopolitical situation” to refer to both Poland’s

security and the security of the Central and Eastern European countries while referring

to NATO and the US.

Central and Eastern European countries have had a hazardous path to becoming EU and
NATO members. After the collapse of the Soviet Union, only if they could turn their path to the
West. Due to their geostrategic position, the security of their region is fragile and challenging.
As a result, while referring to NATO, Duda focuses on the concept of “geopolitical situation”
to express both the security of Poland and the security of Central and Eastern European
Countries. It is observed that Duda mostly based his statements and speeches on the geopolitical
situation of Central and Eastern Europe. Duda prioritizes the position of Poland and other
Central and Eastern European countries as challenging. Thus, he defends the notion of stronger
guarantees from NATO and greater NATO presence in their region.?* Furthermore, Duda argues

that the presence of NATO is a safeguard for their countries since imperial impulses are

2 Elzbieta Stadtmiiller, “Polish Perceptions of the European Union in the 1990s,” in Poland and the European
Union (Routledge, 2002), 25.

2L Kaminska, Poland and EU Enlargement, 1.

22 Frans H. Van Eemeren et al., “Argumentation,” Reasonableness and Effectiveness in Argumentative Discourse:
Fifty Contributions to the Development of Pragma-Dialectics, 2015, 53.

23 Van Eemeren et al., 38.

24 Andrzej Duda, “Address by the President of the Republic of Poland Mr Andrzej Duda before the National
Assembly,” Oficjalna strona Prezydenta Rzeczypospolitej Polskiej, 2015, https://www.president.pl/news/address-
by-the-president-of-the-republic-of-poland-mr-andrzej-duda-before-the-national-assembly,35979.
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resurging 2°. The context of how Duda insists on their region’s fragility and the necessity for an

increased NATO presence in their region can be observed in excerpts 1 through 9.

Excerpt 1 | “We need stronger guarantees from NATO. Not we as Poland but the whole of Central and Eastern
Europe whose current geopolitical situation is challenging, as you well know, Ladies and
Gentlemen. We need greater NATO presence in this part of Europe and our own country”.?®
Excerpt2 | “In today’s geopolitical situation, the presence of the Alliance, which collectively, together, with
certainty is the world’s largest military power, is very important not only for Poland but for all
the countries of Central and Eastern Europe”.?’

Excerpt3 | “Everyone knows the situation: imperial tendencies are resurging and the presence of NATO
forces is a guarantee for our countries”.?®

Excerpt4 | “We share a firm opinion with the president of Romania that NATO’s presence in our part of
Europe should be increased, that this is something natural. It is a matter of NATO’s balanced
development”.?°

Excerpt5 | “We need a strengthened NATO military presence in our part of Europe, to show that it is not
worth confronting or attacking NATO countries, that any military operations aggressive towards
NATO member countries will meet with a firm and efficient response from all the member
states”.%

Excerpt 6 | “I believe that NATO should strengthen its defensive potential in this part of Europe to such a
degree as to make it clear that it does not pay off to launch an attack against any member state.
Only the increased presence of NATO in Central and Eastern Europe can ensure real
deterrence”. %

Excerpt7 | “Finally, due to our geographic location, European policy’s Eastern dimension is of priority
importance to our security. The wars in Georgia and Afghanistan and the annexation of Crimea,
but also the frozen conflicts of Transnistria have all reminded us how fragile peace can be”.%
Excerpt 8 | “We are committed to the continued military presence of allied troops in the Eastern flank as a
real and tangible increase in our deterrence and defense potential. Here, I wish to stress with
satisfaction that last year we welcomed Poland's allied troops as part of the bilateral cooperation

and as a result of the decisions taken at the Warsaw NATO Summit”.3®

% Andrzej Duda, “World Peace Impossible without Respect for International Law,” Oficjalna strona Prezydenta
Rzeczypospolitej Polskiej, 2015, https://www.president.pl/news/world-peace-impossible-without-respect-for-
international-law,35990.

% Duda, “Address by the President of the Republic of Poland Mr Andrzej Duda before the National Assembly.”
2" Andrzej Duda, “President to Strive for Larger Presence of NATO Forces in Poland,” Oficjalna strona Prezydenta
Rzeczypospolitej Polskiej, August 13, 2015, https://www.president.pl/news/president-to-strive-for-larger-
presence-of-nato-forces-in-poland,35983.

28 Duda, “World Peace Impossible without Respect for International Law.”

2 Andrzej Duda, “Polish President Favours Bigger NATO Presence in CEE,” Oficjalna strona Prezydenta
Rzeczypospolitej Polskiej, 2015, https://www.president.pl/news/polish-president-favours-bigger-nato-presence-
in-cee,36028.

% Andrzej Duda, “NATO Decisions Should Make Attack Not Worthwhile,” Oficjalna strona Prezydenta
Rzeczypospolitej Polskiej, March 2, 2016, https://www.president.pl/news/nato-decisions-should-make-attack-not-
worthwhile,36086.

31 Andrzej Duda, “President Duda for Greater US Military Presence in Poland,” Oficjalna strona Prezydenta
Rzeczypospolitej Polskiej, 2016, https://www.president.pl/news/president-duda-for-greater-us-military-presence-
in-poland,36106.

32 Andrzej Duda, “President: True Unification of Europe Still before Us,” Oficjalna strona Prezydenta
Rzeczypospolitej Polskiej, 2017, https://www.president.pl/news/presidenttrue-unification-of-europe-still-before-
us,36554.

33 Andrzej Duda, “Address by the President of the Republic of Poland on the Occasion of the New Year’s Meeting
with the Diplomatic Corps,” Oficjalna strona Prezydenta Rzeczypospolitej Polskiej, 2018,
https://www.president.pl/news/address-by-the-president-of-the-republic-of-poland-on-the-occasion-of-the-new-
years-meeting-with-the-diplomatic-corps,36608.
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Excerpt 9 | “Inresponse to Russia’s aggression, NATO demonstrated that its commitment to Article 5 of the
Washington Treaty is ironclad and that unity, solidarity, and cohesion remain fundamental Allied
values. In this spirit, NATO activated defense plans, reinforced its deterrence and defense posture
on land, air, and at sea, including by increasing its presence across the entire Eastern Flank, from
the Baltic to the Black Sea, established four new battlegroups in Bulgaria, Hungary, Romania,
and Slovakia, and strengthened NATO’s existing battlegroups in Estonia, Latvia, Lithuania, and
Poland”.%

2. Argument: To emphasize transatlantic relations, Duda primarily emphasizes the
significance of NATO to convey the necessity of strong relations between Europe and

the USA. Poland is an active supporting player to increase the transatlantic bond.

The European Coal and Steel Community was founded with aid from the USA. This
implies that both the ECSC and the current European Union have been established with
significant assistance from the USA. No other region in the globe has the strong ties that the
EU and the US have in terms of economy, politics, and security.®® These two Western powers
have the world’s largest economies and the strongest militaries. In light of this, they can be
viewed as two types of Western modernity.*® They were both Western actors in the Cold War’s
divisive struggle with the Soviet Union. Between 1945 and 1990, the USA needed the assistance
of the European nations to counter the Soviet Union’s threats. They still exist as two blocs
today, dependent on one another for the sake of regional stability and their greatest shared
interests. Poland is one of the countries in Europe which strictly support the good relations
between the EU and the USA. Therefore, secondly, Duda mostly highlights the importance of
NATO to explain the need for good relations between Europe and the USA and he mostly
emphasizes transatlantic bonds/relations in his statements and speeches. According to Duda,
Poland benefits from a stronger transatlantic relationship with the US.%” According to Duda, the
world needs robust American leadership in the face of danger. We are aware of the significance

of American involvement and presence in Europe. America must play a larger role in

% Andrzej Duda, “Declaration of the Heads of State Bucharest 9 Meeting,” Oficjalna strona Prezydenta
Rzeczypospolitej Polskiej, 2022, https://www.president.pl/news/declaration-of-the-heads-of-state-bucharest-9-
meeting-,55290.

35 Marianne Riddervold and Akasemi Newsome, “Transatlantic Relations in Times of Uncertainty: Crises and EU-
US Relations,” Journal of European Integration (Taylor & Francis, 2018), 505.

36 Alberto Martinelli, Transatlantic Divide: Comparing American and European Society (Oxford University Press,
USA, 2007), 1.

87 Andrzej Duda, “We Want a Union of Free Nations and Equal States,” Oficjalna strona Prezydenta
Rzeczypospolitej Polskiej, 2016, https://www.president.pl/news/we-want-a-union-of-free-nations-and-equal-
states,36061.
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maintaining the security of Poland and the rest of Europe, both militarily and economically.®®
The underpinnings for the study’s second argument -about the necessity of transatlantic bonds-

are presented in excerpts 10 through 16.

Excerpt 10 | “This is an enormous task. So far it has not been possible to fully perform it. I think that in the
future we need new solutions and these solutions will need to be discussed within the European
Union but also within NATO”.%

Excerpt 11 “It is in Poland’s interest to strengthen the transatlantic bond between Europe and the United
States, which remains to be our most important ally”.%°

Excerpt 12 | “We will do our utmost to make relations between Poland and the US, as well as transatlantic
relations between the US and the EU the best possible”.*!

Excerpt 13 | “Poland wants to co-build the Euro-Atlantic community through the regional community. For

Poland, Central Europe is a natural political environment. Thus we want it to be secure,
coherent, and economically dynamic. At the same time, Poland strongly wants NATO as well
as the EU to remain a unity...Poland also wants the Euro-Atlantic community to remain, thanks
to our region’s contribution, a community open to new countries. Being an advocate of the EU’s
and NATO’s ,,open door” policy is a very important task for Central Europe”.*?

Excerpt 14 | “Moreover, we wish to strengthen solid transatlantic bonds. Now that foreign policies of some
countries feature imperial undertones, articulated more confidently than ever, we appreciate that
security of the Western world and the persistence of an order founded on international law call
for solidarity on both sides of the Atlantic. That is why we advocate close partners-like
cooperation, and an open dialogue, should there be any differences of opinions. Whenever we
can preserve unity, we win, we lose when we get divided. That is why strong and dynamic
transatlantic cooperation is our great achievement nowadays, something that cannot be
squandered”.*?

Excerpt 15 | “Poland is and will remain to be an advocate and champion of the transatlantic unity as our
strength stems from the unity of our policies and civilizations... We will continue to treat
Europe and the Euro-Atlantic Western world as our natural, closest political environment. We
share common European values and the Euro-Atlantic vision of security for Western
civilization. Therefore, as I have said, we want to be active participants in the discussions about
the future of Europe and the trans-Atlantic world. We will act for the sake of their cohesion. At
the same time, I believe that this should not exhaust the horizons of our policy”.*

Excerpt 16 | “We will continue to support all activities which promote the security of our part of Europe and

promote transatlantic security”.*

% Andrzej Duda, “Message by the President of the Republic of Poland,” Oficjalna strona Prezydenta
Rzeczypospolitej Polskiej, 2022, https://www.president.pl/news/message-by-the-president-of-the-republic-of-
poland,51064.

% Duda, “World Peace Impossible without Respect for International Law.”

40 Duda, “We Want a Union of Free Nations and Equal States.”

41 Andrzej Duda, “President: Poland Stronger in Region and EU,” Oficjalna strona Prezydenta Rzeczypospolitej
Polskiej, 2017, https://www.president.pl/news/president-poland-stronger-in-region-and-eu,36320.

42 Andrzej Duda, “President Andrzej Duda: CE in Favour of EU, NATO Open-Door Policy,” Oficjalna strona
Prezydenta Rzeczypospolitej Polskiej, 2017, https://www.president.pl/news/president-andrzej-duda-ce-in-favour-
of-eu-nato-open-door-policy,36415.

43 Duda, “President,” 2017.

4 Andrzej Duda, “Address by the President at the New Year's Meeting with Heads of Diplomatic Missions,”
Oficjalna strona Prezydenta Rzeczypospolitej Polskiej, 2020, https://www.president.pl/news/address-by-the-
president-at-the-new-years-meeting-with-heads-of-diplomatic-missions,37096.

45 Andrzej Duda, “Address by the President at Meeting with the Diplomatic Corps,” Oficjalna strona Prezydenta
Rzeczypospolitej Polskiej, 2023, https://www.president.pl/news/address-by-the-president-at-meeting-with-the-
diplomatic-corps,63257.
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3. Argument: Duda favors strengthening the Polish army and believes that NATO
cooperation is necessary for the security of Poland. Duda has emphasized the function

that Poland plays in NATO.

It is understood that Duda desires to increase the power of the Polish army and he also
supports the idea that Poland's security needs to cooperate with NATO. The historical context
of the country has been used to support this perspective. To put it another way, the notion of
building a stronger Polish army and closer alliances was inspired by the loss of sovereignty in
the past. Duda claims that working with NATO allies and expanding the Alliance’s presence in
our region of Europe will make Poles more secure today, especially given the current
geopolitical environment, he also believes that it is also necessary in Poland to boost the
potential of the Polish army . Excerpts between 17 and 20 focus on the need for bigger Polish

military power and how NATO and American presence increase Poland’s security.

Excerpt 17 | “Within NATO structures we must take care of our security, to make sure it is guaranteed more
strongly to our nations. The path to this is marked out, but we need to continue working all the
time, consolidating the solutions that have been approved and are being implemented”.*’
Excerpt 18 | “Poland’s security guarantees must be strengthened, allied ties must grow stronger. We must be
striving for these goals together with other nations that lost their independence at the beginning
of WW2. This is a great challenge for the future - and I am convinced that we will succeed”.*®
Excerpt 19 | “There is no doubt that the enduring and enhanced presence of US troops in Poland is going to
strengthen the security of not just my country but that it also constitutes an important step
towards increasing NATO defense potential”.*

Excerpt 20 | “T also thank the United States and our Allies for strengthening our security - NATO’s eastern
flank - so that nobody would even think of attacking our land. Thanks to the presence of the
American army, thanks to the presence of the Allied armies, thanks to the wise policy of
strengthening the Polish army in recent years, we are becoming increasingly secure, and we are
becoming increasingly confident about our security. And we are making potential aggressors

less and less confident”.%°

4. Argument: Duda states that NATO has been established on the tenets of freedom and

security and serves the interests of all of its members.

% Andrzej Duda, “President Andrzej Duda on EU and NATO,” Oficjalna strona Prezydenta Rzeczypospolitej
Polskiej, 2016, https://www.president.pl/news/president-andrzej-duda-on-eu-and-nato,36122.

47 Duda, “World Peace Impossible without Respect for International Law.”

% Andrzej Duda, “Poland Always Supported the Free World,” Oficjalna strona Prezydenta Rzeczypospolitej
Polskiej, 2015, https://www.president.pl/news/poland-always-supported-the-free-world,35993.

49 Duda, “Address by the President at the New Year's Meeting with Heads of Diplomatic Missions.”

%0 Andrzej Duda, “There Is No Freedom without Solidarity Says President,” Oficjalna strona Prezydenta
Rzeczypospolitej Polskiej, February 21, 2023, https://www.president.pl/news/there-is-no-freedom-without-
solidarity-says-president,65022.
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After the collapse of the Soviet Union, being a member of the EU and NATO is
considered the most important success for Poland. Duda describes this situation as Poland’s
greatest international success of the last years.>® Duda claims that NATO’s establishment is
based on the principles of freedom and security, and it is a common good for each of its
members. Protecting the independence and security of each member state via political and
military action is NATO’s core and ongoing mission. A sense of tandem and solidarity among
the members of the Alliance is fostered by the principle of collective defense.®? Excerpts
between 21 and 24 sign out that the establishment of NATO is based on the principles of peace,

freedom, and democracy.

Excerpt 21 | “This is how the idea of collective security emerged. In 1949 it led to the founding of NATO,
the alliance of the free world for peace by collective security. And only after the Iron Curtain
fell, could the nations of Central Europe freely express their will to join the democratic
community of the Alliance. Thus they subscribed to its oldest motto coined by Lord Ismay, the
first Secretary General of NATO: Peace first, peace last, peace all the time”.%

Excerpt 22 | “The North Atlantic Alliance was established and founded on the principle of respect for
freedom and democracy. Facing the challenges of the present time, this alliance should be
strengthened to deter and defend us more effectively. In the light of dramatic changes in the
security environment unfolding right now, all members of NATO should contribute to the
common good, which is collective security”.%*

Excerpt 23 | “A free and sovereign Poland, which is an EU and NATO member, “will and continue as the
defender not only of its freedom and borders, 19 but also of peace and the stable architecture of
security in Europe and all over the world”.>®

Excerpt 24 | “Vladimir Putin wants to enslave Ukraine, he wants to expand his regime across the Ukrainian
territory, [to] take away Ukrainians’ freedom. Why? Because Ukrainians decided they wanted
to be part of the community of free nations. They want to be part of the European Union, they
want to be part of NATO” 5

51 Andrzej Duda, “Andrzej Duda Sworn in as President,” Oficjalna strona Prezydenta Rzeczypospolitej Polskiej,
2015, https://www.president.pl/news/andrzej-duda-sworn-in-as-president,35973.
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5. Argument: According to Duda, Poland’s participation in NATO is a means of

expressing its sovereignty.

It should be noted that the concept of sovereignty plays a crucial role in Poland’s
international policy. Therefore, being a member of the EU and NATO presents a free and
sovereign Poland and increases its importance in world policy. Influenced by these thoughts,
fifthly, Duda asserts that Poland’s membership in NATO is a means of expressing its national
sovereignty. According to Duda, their participation in the Euro-Atlantic institutions is a means
of exercising their sovereignty and a chance to advance their interests within a larger
community.®’ Excerpts 25, 26, and 27 outline the years of lost sovereignty and show how the

US and NATO are crucial for Poland's sovereignty, particularly in its struggle with Russia.

Excerpt 25 “I would like to make it very clear: today’s Poland is 17 completely different from that in
1790-1791 - it is a free, sovereign, and democratic Poland where the nation elects its
authorities in general elections. It is a Poland that has its own army, it is a Poland that
belongs to NATQ” %

Excerpt 26 “After 123 years of partitions, thanks to the courage of Polish soldiers, but also thanks to
the prudence and far-sightedness of politicians and diplomats, having strong support from
the nation united around one single goal - that of regaining independence, with allies of
our cause both in Europe and over the Atlantic, a convenient historic moment was
successfully used and Poland was free and sovereign again”.>®

Excerpt 27 “We have a clear conviction on that count, also derived from our historical experience -
for more than 123 years we were occupied by Russia, back then Tsarist Russia. Then we
found ourselves for more than 40 years behind the Iron Curtain, in Soviet Russia’s sphere
of influence. We absolutely defy any approval of Russia’s superpower ambitions in the
world, to any extent, anything that would involve enslaving other nations. We want to
decide for ourselves. And we decide for ourselves also thanks to the alliance with the
United States”.5

6. Argument: Duda believes that NATO's infrastructure should be expanded for more

collective security.

Duda supports the idea of increasing NATO’s infrastructures to secure the growth of

their collective allied defense capabilities. By doing this, the capacity of NATO’s deterrence

5" Andrzej Duda, “The Future of Europe: The Foundations of Unity of the States of Europe \ News \ Oficjalna
Strona Prezydenta Rzeczypospolitej Polskiej,” 2018, https://www.president.pl/news/he-future-of-europe-the-
foundations-of-unity--of-the-states-of-europe,36829.

% Andrzej Duda, “President: Citizens Should Be Proud of Free Poland,” Oficjalna strona Prezydenta
Rzeczypospolitej Polskiej, 2017, https://www.president.pl/news/president-citizens-should-be-proud-of-free-
poland,36387.

% Duda, “Address by the President of the Republic of Poland on the Occasion of the New Year’s Meeting with
the Diplomatic Corps.”

60 Andrzej Duda, “President’s Interview with News Hour PBS,” Oficjalna strona Prezydenta Rzeczypospolitej
Polskiej, 2022, https://www.president.pl/news/presidents-interview-with-news-hour-pbs,59115.
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will be increased, and NATO’s eastern flank will be much more reinforced. Excerpts 28, 29,

and 30 present bases for the need to increase NATO’s infrastructures.

Excerpt 28 | “Poland and other states in the region count on the Warsaw Summit to go beyond the
Newport decisions by increasing NATO’s defense capabilities and ensuring their even
distribution. Since the security of NATO allies is indivisible: this is a crucially
important principle”.5!

Excerpt 29 | “NATO’s eastern flank should be reinforced. The alliance has to rebuild its deterrent
capabilities. Defence expenditures must be increased”.5?

Excerpt 30 | “We subscribe to the principle that everyone should make a relevant contribution to

NATO to ensure the development of our common allied defense capabilities” %

7. Argument: Duda argues that NATO's new strategic concept must account for changes

caused by Russia’s assault against Ukraine.

Poland has strongly backed the independence, territorial integrity, and sovereignty of
Ukraine. Thus, last but not least, Duda argues that the Russian invasion of Ukraine will need
adjustments to NATO’s new strategic concept. Because, according to Duda, Russia’s aggression
against Ukraine poses the most danger to European and Atlantic security in decades.®* Duda

states that

Russia’s war against Ukraine has shattered peace in Europe and is causing
enormous human suffering and destruction. We reiterated our strong
condemnation of Russia’s unprovoked and unjustified aggression against
Ukraine, with the complicity of Belarus and using the Black Sea as a launch pad,
which is a brutal assault on therules—based international order, that caused one
of the most serious security crisis in Europe in decades... NATO should draw the
necessary conclusions regarding its relations with Russia. We reiterated our
unwavering commitment to Ukraine’s independence, sovereignty, and territorial
integrity within its internationally recognized borders, its democratically elected
President, parliament and government, and its people, in their brave fight to
defend their homes, their country, and their sovereign right to choose Ukraine’s
security arrangements and foreign policy, free from outside interference
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The Russian attack against Ukraine and NATO’s involvement in the conflict are mentioned in
excerpts 31 to 35. They place a strong emphasis on Ukraine’s independence and the necessity

of viewing Russia as the greatest danger to the Euro-Atlantic region.

Excerpt 31 | “Poland takes an unequivocal stance here: we do believe that the new strategic concept of NATO
must take into account the changes resulting from the Russian aggression on Ukraine”.%®
Excerpt 32 | “We expressed our confidence that the next Strategic Concept will reflect, among other

developments, the new security reality created by Russia’s war on Ukraine, highlight the
Russian Federation as the most significant and direct threat to the Euro-Atlantic security, and
renew focus on the key purpose and greatest responsibility of the Alliance - collective defense
- while underscoring that NATO will continue to fulfill all three core tasks”.%’

Excerpt 33 | “Today Russia is the biggest threat to NATO countries, most of all for those on the alliance’s
eastern flank”.%

Excerpt 34 | “We firmly stand behind the 2008 Bucharest NATO Summit decision concerning Ukraine’s
future membership. We support Ukraine in its defense against Russia’s invasion, demand Russia
to immediately withdraw from all the occupied territories, and encourage all Allies to
substantially increase their military aid to Ukraine. All those who commit crimes of aggression
must be held accountable and brought to justice”.®®

Excerpt 35 | “I thank the authorities of the United States, the Congress for all the donations to Ukraine, for
the great support for Ukraine. For the fact that thanks to this immense military aid from the
United States, Ukraine is fighting, and others are supporting it. Because that is the role of NATO
- to defend the free world, to support the free world. We are and will stand in solidarity with
Ukraine. Without solidarity, there is no freedom! Long live a free Ukraine! Long live the
Alliance of the Republic of Poland with the United States of America! Long live NATO! Long
live the free world! Long live Poland! There is no freedom without solidarity!”.”

Lastly, the aforementioned seven discursive arguments are interconnected. Each
argument explains how Poland views NATO. These arguments also emphasize the importance
of NATO in order to demonstrate the necessity of having close relations between Europe and
the US and the creation of NATO is associated with the ideas of peace, freedom, democracy,

and sovereignty, all of which are very important to Poland.
4. Conclusion

Poland regularly and strongly supports transatlantic relations and the origins of Poland’s
Atlanticist perspective come from the historical memory of the country which is that Poland’s

123-year period of losing its independence has been a defining feature of the country’s

% Duda, “Message by the President of the Republic of Poland.”

67 Duda, “Declaration of the Heads of State Bucharest 9 Meeting.”

% Andrzej Duda, “President: Russia Biggest Threat to Nato States,” Oficjalna strona Prezydenta Rzeczypospolitej
Polskiej, 2022, https://www.president.pl/news/president-russia-biggest-threat-to-nato-states,56117.

% Andrzej Duda, “Joint Statement of Presidents of Central and Eastern Europe,” Oficjalna strona Prezydenta
Rzeczypospolitej Polskiej, 2022, https://www.president.pl/news/joint-statement-of-presidents-of-central-and-
eastern-europe,59400.
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extremely turbulent contemporary history.”* This study intends to evaluate Polish President
Andrzej Duda’s speeches and statements on NATO and transatlantic ties as well as the
significance of NATO for Poland. 41 Duda’s statements on NATO and transatlantic relations
were subjected to critical discourse analysis to understand Poland’s perspectives on NATO.
Duda frequently speaks on themes such as world peace, security, and law, transatlantic

cooperation, the significance of NATO, and the idea of sovereignty.

As a result of analyzing Duda’s speeches and statements, 7 discursive arguments were
deduced. Firstly, due to geopolitical reasons, the security of the Central and European region
gained importance in Duda’s speeches. The region is considered fragile and challenging
especially due to the Russian threat. Therefore, Duda mostly emphasized the importance of
NATO for the region. Secondly, Duda regularly mentions the importance of transatlantic
relations and the lead of the US in world policy. He strongly supports the increase of the
transatlantic bond while referring to the US’s assistance to European countries. Thirdly, Duda
underlines the important position of Poland in NATO and supports the notion of increasing
Polish military power and the necessity of it with NATO. Fourthly, Duda stresses that NATO
was established for collective security and its foundation principles are freedom, security,
peace, and democracy. Fifthly, Duda strongly mentions the sovereignty of Poland, and he argues
that Poland’s membership in NATO is a demonstration of the country’s sovereignty. Sixthly,
Duda claims that NATO’s infrastructure should be increased for collective security and peace.
Lastly, Duda recently alleges that NATO’s new strategic concept must account for changes

caused by Russia’s assault against Ukraine.
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Bulgaristan’da “Demografik Kriz” Soylemi ve Coklu Vatandashk Siyaseti
Ozcan SERT"

Ozet

Bulgaristan kuruldugu 1878 yilindan itibaren niifusu artan bir ilke olmustur. Ancak bu egilim iilkenin
siyasi ve iktisadi sisteminin degistigi 1989 yilindan sonra tersine donmiistiir. Zorla ismi degistirilen on
binlerce Tiirkiin yani sira binlerce Bulgar da iilkeyi terk ederek yabanci iilkelere gé¢ etmistir. Bulgar
siyasetciler iilke niifusundaki siiregen azalmamin demografik yapiyr bozdugu iddiasiyla durumu
“demografik kriz” olarak tamimlamis ve bu egilimin devami halinde Bulgaristan’da Bulgarlarin
azinliga diisecegi sdylemini dolagima sokmustur. Bulgaristan idareleri demografik krizi asmak amaciyla
yeni bir vatandasiik siyasetihayata gecirmistir. Siyasilerin amaci, ¢oklu vatandaslhiga izin veren bu
siyaset sayesinde gog¢ etmis olan Bulgaristan vatandaglarint niifusunda tutmak ve onlarla bagin
korumaktir. Aynmi siyaset yabanci iilke vatandasi Bulgar kokenli kisilere de ayricalikly yoldan pasaport
vererek yeni vatandag kazanmayr ongérmektedir. Bu ¢alisma, séz konusu ¢oklu vatandaghk siyasetinin
beklenen sonucu verip vermedigini sorgulamaktadir.

Anahtar Kelimeler: Bulgaristan, Cokiu vatandagsiik. Demografik kriz, Niifus planlamast, Niifus
siyaseti

“Demographic crisis” Discourse and Multiple Citizenship Policy in
Bulgaria

Abstract

The population of Bulgaria increased since it was founded in 1878. When the politicalstructure of
Bulgaria changed in 1989, this trend was reversed. After thousands of Turks who had their names
forcibly changed, thousands of Bulgarians immigrated abroad. Bulgarian politicians named this
phenomenon the "demographic crisis". The "demographic crisis" rhetoric claimed that the stagnant
population disturbed the demographic structure of Bulgaria.They warned that this crisis would end with
Bulgarians becoming the minority. The Bulgarian authorities created a new citizenship policy to surpass
the demographic crisis. Bulgarian authorities wanted to retain immigrated Bulgarian citizens through
the use of a multiple citizenship policy. The same policy provided a privileged path to multiple
citizenship to ethnically Bulgarian citizens of other countries. This study investigates if this citizenship
policyproduced the expected outcomes.

Keywords: Bulgaria, Demographic crisis, Multiple citizenship, Population planning, Population
policy

1. Giris
Bulgaristan Prensligi 1878 yilinda kurulduktan sonra, yasanan savaslara ragmen iilkenin
niifusunda siirekli bir artis goriilmiistiir. Ancak kurulusundan 111 yil sonra iilke niifusunda

azalma baslamis ve bu durum siiregen hale gelmistir. Bulgaristan niifusu gilintimiizde de

" Istanbul Universitesi Sosyal Bilimler Enstitiisii, Istanbul/Tiirkiye, ozcan.sert66@gmail.com, ORCID: 0000-
0002-3137-7076
Gelis Tarihi: 23.03.2023 — Kabul edilis Tarihi: 17.04.2023

78



IJPS, 2023: 5(2):78-100

International Journal of Politics and Security, 2023: 5(2):78-100

azalmaya devam etmektedir. Bir {ilkenin en 6nemli sosyal sermayesi olarak goriilen genc,
egitimli ve saglikli niifus olgusu Bulgaristan’da azalmaya devam ettigi i¢in bilim insanlar1 konu
lizerine ¢aligmalar yapmustir. Siyasetgiler ise sorunu “demografik kriz” olarak adlandirmis ve
¢Oziim arayislarin1 bu yaklasim cergevesinde yiiriitmiislerdir. Dolayisiyla iki kesim arasinda

sorunun tanimlanmasinda oldugu kadar ¢6ziimii konusunda da ayrigsmalar mevcuttur.

Ampirik verilere dayanan bazi uzmanlar, demografik sorunun sadece Bulgaristan’a ait
bir olgu olmadigini, gelismis iilkelerin ¢ogunda goriilen bu durumun gelismekte olan bazi
iilkelerde de giindeme geldigini belirtmektedir.! Oysa 6zellikle asir1 sagc1 siyasetgiler ve medya
nifus sorununu “demografik kriz” hatta “Bulgaristan’in demografik felaketi” olarak
nitelemektedir. Demografik sorunu tanimlamadaki ayrisma konuya ¢oziim gelistirme
konusunda da farklilasmaya yol agmaktadir. Konuyu arastiran sosyologlar sorunun temelinde
Bulgaristan’in verdigi dis gogiin yattigin1 belirtmektedir. Uzmanlar, ¢oziim i¢in dis gdgiin
tersine ¢evrilmesini saglayacak politikalarin yani sira Bulgaristan’da kalan niifus i¢in saglik,
egitim ve istthdam alanlarinda iyilestirmeler yapilmasini tavsiye etmektedir. Oysa siyasetgiler,
gelistirdikleri “demografik kriz” sdylemiyle dis gocii tersine ¢evirmek i¢in reformlar yapmak

yerine Bulgar etnik kdkenli yabancilara vatandaslik vermeyi ¢6ziim olarak sunmaktadir.

Bu calismanin birinci boliimiinde Bulgar siyasetgilerin “demografik kriz” sdylemini
tiretmelerine yol agan siirecin tarihsel kokenleri ortaya konulacaktir. Calismanin ikinci
bolimiinde, Bulgaristan’da demografi politikalarin  1960’lara dayanan kaynaklari
aktarilacaktir. Ayn1 boliimde 1990 yilindan sonra Bulgaristan’da baslayan ve siiregen hale
gelen niifus azalmasinin nedenleri de irdelenecektir. Demografi uzmanlarinin objektif verileri
kullanarak vardiklar1 sonuglarla 6nerdikleri ¢ikis yollarina karsilik siyaset¢ilerin demografik
soruna ¢oziim olarak gelistirdikleri ¢oklu vatandaslik siyaseti ¢alismanin ti¢lincii bolimiinii
olusturacaktir. Makalenin sonu¢ bdliimiinde ise “demografik kriz” sdylemiyle yola ¢ikan
siyasetgilerin  gelistirdikleri ¢oklu vatandaslik siyasetinin amacma ulasip ulasmadigi
degerlendirilecektir. Calismada agirlikli olarak Bulgaristan Ulusal Istatistik Enstitiisii niin
iilkenin niifus ve demografik durumuyla ilgili istatistik verileri kullanilacaktir. Makalede

Bulgar siyasetgilerin “demografik kriz” sdylemini gelistirme siireci tarihsel perspektiften

! Marta Sugareva and Marianna Murgova, “Bulgaristan’daki Demografik Siirecler ve AB Uyesi Ulkeler,
Bulgaristan Cumhuriyeti Cumhurbaskanligia Sunulan Yayimlanmamuns Rapor,” Istatistik Dergisi (Ulusal
Istatistik  Enstitiisii), 2020,  https://www.nsi.bg/spisaniestatistika/page/bg/details.php?article_id=278
(23.12.2022).
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aktarilacaktir. Calismada Bulgaristan idarelerinin demografik sorunu agmak i¢in gelistirdikleri

¢oziim siyasetine temel olusturan stratejiler de resmi belgeler tizerinden irdelenecektir.

2. Tarihce

Tirk tarih yaziminda “93 Harbi” olarak da adlandirilan 1877-1878 Osmanli-Rus
Savasi’nin sonunda Rus tarafi Osmanli’ya “Biiyiik Bulgaristan’t” kurmayir amaglayan
Ayastefanos Antlagmasi’ni imzalatmistir. Ancak dénemin Avrupali bityiik giicleri Balkanlarda
Rus etkisi altinda bu biiyiikliikte bir Bulgaristan’a kars1 ¢ikmig 1878 Haziran ayinda toplanan
Berlin Kongresi’'nde “kii¢iik” Bulgar Prensligi’nin kurulmasina karar verilmistir. Berlin
Antlagmasi’yla kurulan Bulgaristan Prensligi 62 bin 776 kilometrekare toprak iizerinde
yaklagik ti¢ milyon niifusa sahip olmustur. Ancak Ayastefanos Antlagsmasi ile kurulmasi
amaglanan “Biliylik Bulgaristan” hayali Bulgar idarelerinin stirekli irredentist politikalar
izlemesine yol agmugtir. Bulgaristan Prensliginin idaresini iistlenen siyaset¢iler anayasada
devlet sinirlariyla etnik sinirlar1 birlestirmenin yollarini aramislardir. Bulgaristan Prensligi’nin
ilk anayasasini hazirlayan kurucu meclisinde, Bulgaristan Prensligi topraklarininyani sira, 1870
yilinda Rum Ortodoks Patrikhanesi’nden ayrilarak bagimsiz hale gelen Bulgar Kilisesi’nin
yetki alan1 i¢inde bulunan Makedonya ve Dogu Rumeli vilayetinde yasayan Bulgarlardan da
temsilciler yer almistir. Bulgar kurucu meclisi agikga ilan edilmese de Osmanliegemenliginden
kurtulmayr ve aymt zamanda gegmisteki “altin ¢ag1” diriltmeyi Ongoren ‘“Balkan
milliyet¢iliginin”, Yunanistan ve Sirbistan’da goriilen projelerine benzer bir amag glitmiistiir.
Bu ti¢ Balkan iilkesinin “biiylik devletlerini” kurma ideali, Yunanistan’da megali idea,
Sirbistan’da nacertaniye olarak ortaya c¢ikarken Bulgaristan Prensligi’nin yaklasik ii¢ kati
biiyiikliigiinde bir cografyayr dngoren Ayastefanos Bulgaristan’t da Bulgar idaresinin ideali

haline gelmistir.?

1885 yilinda Osmanli idaresindeki Dogu Rumeli vilayetini ilhak eden Bulgaristan
Prensligi 1908’de bagimsizligini ilan ettiginde topraklart 96 bin kilometrekareye, niifusu da 4
milyon 342 bine ulasmistir.®> Komsulariyla ittifak yaparak 1912°de Osmanli Imparatorlugu’na
kars1 baslatilan Balkan Savasi’na katilan Bulgar ordusu Istanbul’u isgal etmeyi denemis ve

Catalca’ya kadar gelmistir. Ancak Makedonya topraklarinin paylasilmast konusunda

2 Fikret Adanir, “Ethnonationalism, Irredentism and Empire,” in The Balkan Wars from Contemporary Perception
to Historic Memory, ed. Katrin Boeckh and Sabine Rutar (Cham: Palgrave Macmillan, 2016), 23-24.

3 Nikola Stanev, “Istoriya Na Nova Bilgariya (Yeni Bulgaristan Tarihi),” Elektronna Biblioteka Po Arhivitika i
Dokumentalistika (4rsiv ve Doékiimantasyon lle llgili Elektronik Kiitiiphane), 2020, 11, https://electronic-
library.org/books/Book _0098.html. (15.06.2022).
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miittefikler arasinda ¢ikan anlasmazlik Bulgaristan’in Sirbistan, Yunanistan, Karadag ve
Romanya ile savasmasma Yol agmustir. 1l. Balkan Savasi Bulgaristan’in aleyhine

sonuc¢lanmistir.*

Ozellikle Rus-Osmanli Savasi ve Balkan Savaslari sirasinda 6ldiiriilen veya gog ettirilen
Miisliiman niifustaki kayip nedeniyle Bulgaristan’da ikamet eden kisi sayis1 azalirken, eski
Osmanli topraklari, Yunanistan ve Makedonya’dan gelen Bulgar go¢menler sayesinde iilke
niifusu artis egilimini korumustur. Cogunlugu kirsal kesimde yerlesik olan niifus kiiciik ¢iftgilik
ve hayvancilikla istigal ettigi i¢in ailelerin ¢ocuk sayisi yiiksek olmustur. Yasam sartlarinda
goriilen genel iyilesme, saglik hizmetlerine ulagsma olanaginin artmasi bu dénemde Bulgaristan
niifusunun artisina yol agan etmenler arasindadir. Dolayisiyla dogum oraninin artmasi kadar

dogal 6liim oranlarinin azalmasi iilke niifusunun artiginda etkili olmustur.

1914’te baslayan Diinya Savasi'na bu kez Ittifak devletlerinin yaninda katilan
Bulgaristan savas sonunda kaybeden tarafta yer almigtir. Savaslardan sonra 1928 yilinda
Bulgaristan’in toprak biiyiikliigi 103 bin kilometrekareyi ve niifusu 5 milyon 653 bin 600’
bulmustur.® Bulgaristan I1. Diinya Savasi’na da Bulgarlarin yasadig topraklari iilkesine katmak
amaciyla Nazi Almanya’sinin yaninda katilmistir. Savasin ilk asamasinda Almanya’nin
araciligi sayesinde Romanya’nin elinde bulunan Giiney Dobruca Krayova Antlasmasi ile
Bulgaristan’a katilmig bunun sonucunda da tilke 300 bin kisiyi niifusuna eklemistir. Bulgaristan
Savas sirasinda Makedonya topraklar1 ve Bat1 Trakya’da da isgalci gii¢ olarak bulunmustur.
Isgal sirasinda Bulgaristan’in mevcut niifusuna 1 milyon 900 bin kisi eklenmis ve iilkenin
niifusu kisa bir siire icin 8 milyon 600 bine yiikselmistir.? Savas siirecinde isgal ettigi bolgelerle

birlikte Bulgaristan’in toprag: yaklasik 154 bin kilometrekareye ¢ikmustir.’

4 Cevdet Kiigiik, “Balkan Savas1,” in TDV Islam Ansiklopedisi (Tiirkiye Diyanet Vakfi, 1992), 23-25.

% Stanev, “Istoriya Na Nova Bilgariya (Yeni Bulgaristan Tarihi)”, 538.

® Anton Ivanov, “Bilgarskata Demografska Politika Prez 40°te Godini Na XX. Vek (Bulgaristan’in, XX. Yiizyilin
40°li Yillarindaki Demografi Politikas1),” Jeopolitika, 2008, https://geopolitica.eu/spisanie-geopolitika/96-
2008/broi3-2008?limit=7&start=7. (04.07.2022).

" Dimitir Arkadiev, “Opredelyane Na Etnigeski Sistav Crez Prebroyavaniyata Na Naslenieto v Bilgariya (Niifus
Sayimlar1 Sonucunda Ortaya Cikan Bulgaristan’in Etnik Yapisi),” Sotsialno-ZTkonomigeski Analizi (Sosyal-
Ekonomik Analizler Dergisi) 3, no. 1 (2010): 57.
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Harita 1. Bulgaristan’in dért ayr1 dénemde teritoryal smirlarii gosteren haritalar®

Ayastefanos Bulgaristan’1 1878 Bulgaristan Prensligi 1878 - 1885

Bulgaristan Krallig1 1913 - 1919 Giiniimiiz Bulgaristan’1

Bulgaristan II. Diinya Savas1 sirasinda etnik Bulgarlarin bulundugu topraklarin biiytik
bolimiini fiili olarak idaresi altina almistir. Bulgaristan yonetimi yeni topraklardaki
demografik durumu degistirmek igin Nazi Almanya’sinin uyguladigi bazi yasalari kendi
meclisinde kabul ederek yiiriirliige sokmustur.® Fasist idare, isgal ettigi topraklarda Bulgar etnik
unsurunu artirmak igin dogum tesviki ve cocuk yardimi vermek gibi sosyal politikalar
uygulamaya baslamustir.’% 1941 yilinda ¢ikarilan dogum tesviki yasasi sadece kamuda gorevli

Bulgar kokenli memurlar1 kapsamistir. S6z konusu gruba giren ailelere her ¢ocuk i¢in ilave

8 Istoria, “Bulgaristan Haritalar1”, Istoria, https://istoria.bg/maps. (12.01.2023).

9 Anton J. lvanov, “Bilgarskata Demografska Nerazboriya (Bulgaristan’in Demografik Kafa Karisikligi)”
Jeopolitika 2011 (2011): 16.

10 Fransa ve Almanya’da savas dncesi baslatilan, ailelere gocuk yardim politikalarindan esinlenen plan 6zellikle
kentlerde yasayan Bulgarlari daha ¢ok ¢cocuk yapmasini tegvik etmek igin uygulamaya konmustur
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O6deme ve yardim yapilmasi ongoriilmiistiir. Uygulama 1942°de devlet memurlarinin yani sira,
belediye ve diger kamu isletmelerinde ¢alisan Bulgar kokenli aileleri de igerecek sekilde
genisletilmistir. Ertesi yil ise ¢ocuk dogumlarini tesvik eden ve ¢ok ¢ocuklu ailelere yardimi
diizenleyen bir yasa ¢ikarilmis ve adi da “Cok Cocuklu Bulgar Aileleri Yasasi” olmustur.
Yasayla ilgili yonetmelikte yer alan diizenlemelere gore, cocuk yardimindan sadece aile reisi
Bulgar kokenli olan ciftler yararlanabilecektir. Istisnai durumlarda ise kadin eger Bulgar
kokenli degilse mutlaka aryan irkindan ve Bulgar etnisitesine yakin kisi olmas1 gerekecektir.
Ayrica anne-babanin mutlaka Hiristiyan inancindan olmast da ¢ocuk yardimindan

yararlanabilme sartlar1 arasinda yer almustir.*!

Bulgaristan’in II. Diinya Savas: siirerken uygulamaya konulan ayrimci yasalar, Fagist
yonetimin ulusal ideale ulagsmak igin girdigi savasta genel niifus i¢inde Bulgar kokenli
vatandaslarinin oranmi “demografik sorun” olarak tanimladiktan sonra bu unsuru artirma
amaciyla ¢ikarilmistir. Ancak bu durum kisa siirmiis ve Nazi Almanya’sinin yenilgisiyle
birlikte Bulgaristan bugiinkii sinirlarina geri ¢ekilmis ve iilkenin yeni sinirlari 111 bin
Kilometrekarelik bir alani belirlemistir. 1946 yilinda Bulgaristan Komiinist Partisi’nin
iktidarinda yapilan ilk sayimda ise iilkenin niifusu 7 milyon 29 bin 349 olarak tespit edilmistir.*2
Bulgaristan vatandaslarinin etnik kékenine bakildiginda, 1880 yilinda genel niifus i¢inde %68,8
olan Bulgar kékenlilerin oraninin 1946 yilinda %84,7ye yiikseldigi goriilmektedir.*3

3. 10 Milyonluk Bulgaristan Hedefi

Savas sonrasinda siyasi, ekonomik ve toplumsal sistemi tamamen degisen
Bulgaristan’da dogumlari tesvik ve ¢ok ¢ocuklu ailelere yardim diizenlemesi devam etmistir.
Sosyalist Bulgaristan yonetimi bu kez ayrimciligr kaldirarak, etnik kdkenine bakilmaksizin
biitlin vatandaglarini ¢ok ¢ocuk yapmaya tesvik emistir. Savas sonrasi girisilen ekonomik ve
insani kalkinma hamleleri sonucunda Bulgaristan niifusu artmaya devam etmistir. lyilesen
saglik hizmetleri, ¢ocuk bakimi ve egitim konularinda genisletilen uygulamalar, altyapi
alaninda yapilan yatirimlar yeni dogan oliimlerini azalttig1 gibi genel olarak Sliimlerin de

azalmasini saglamistir.

1 lvanov, “Bilgarskata Demografska Nerazboriya (Bulgaristan’in Demografik Kafa Karigikligi)”

2 Yavor Aleksiev, “Naselenieto Na Bilgariya (Bulgaristan’m Niifusu)(1946-2011)” Infograf, 2022,
https://www.infograf.bg/article/1496042439000. (23.11.2022).

13 Rumen Daskalov, Bilgarskoto Obstestvo 1878-1939, Naselenie, Obstestvo, Kultura (Bulgar Toplumu 1878-
1939, Niifus, Toplum, Kiiltiir) (Sofya: Gutenberg, 2005).
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Bulgaristan Komiinist Partisi (BKP) yonetimi, tarimda ve sanayide atilim yaparken
egitim, kiiltiir ve saglik alanlarinda da ¢agdas Avrupa iilkeleri seviyesine ulasma hedefiyle
hareket etmistir. Uygulanmaya baslanan politikalar sonucunda Bulgaristan halki da diger
Avrupa iilkeleri gibi kiiltiirel ve toplumsal doniigiim siirecine girmistir. BKP iktidarindan 6nce
yaklasik %80’1 kdylerde ve kiigiik kasabalarda yasayan halkin tarim ve hayvancilikla idame
ettirdigi ekonomik faaliyetleri kooperatiflesme ve sanayi isletmelerinin devletlestirilmesiyle
degismeye baslamustir. Sosyalist sistemin uygulamaya girmesiyle toprak miilkiyetini kaybeden
kirsal niifustan 6zellikle Bulgar kokenliler istihdam agigi bulunan kentlere gbog etmeye
baslamistir. Kentlilesen Kitle kirsal niifus gibi ¢ok sayida ¢ocuk yapma itiyadinda olmadigi igin
bu kesimin dogum oranlarinda diisiis baslamustir.* Dogum oranlar1 Bulgar kokenli niifus
arasinda diiserken, genellikle kdylerde yasayan Tiirkler ve Romanlar arasinda ise artmuistir.
BKP kadinlarin dogurganligini artirmak ve ¢ok ¢ocuklu aileleri destekleme planlar1 devreye
sokmustur. Ozellikle kente yerlesen geng niifusun dogurganlik oranini artirmaya yénelik is ve
barmma alanlariyla ilgili tesvikler iceren kararlar alinmasina ragmen beklenen sonug elde

edilememis, Bulgar niifusun artis oran1 Tiirklerin ve Romanlarin gerisinde kalmistir.

Tesvik programlarindan Bulgar kokenlilerden ¢ok azinlik gruplari yararlandig i¢in bu
gruplarin sayisi goreceli olarak artarken siyasiler bu siireci yonetmek istemistir. BKP yonetimi,
1950 ve 1968-78 gogleriyle 300 bine yakin Tiirkii go¢ ettirerek tilkedeki Tiirklerin sayisini
diistirmeyi denemistir. Ancak azinlik toplumu kisa siirede artarak yine genel niifusun %10’una
yaklasmistir. 1960’11 yillardan itibaren BKP vyetkilileri hem azmlik niifusundaki artigin
Bulgarlarin artis oranini gectigini hem de Misliman Pomaklarla Romanlarin giderek

Tiirklestikleri tespitinde bulunmustur.

1967 yilinda yapilan BKP’nin 6zel oturumunda “Bulgaristan’da dogal niifus artisinin
saglanmasi1” konusu ele alinmistir. Toplantida sunulan raporu hazirlayan ve Tiirk azinlikla ilgili
yaklasimlar1 Bulgaristan lideri Todor Jivkov tarafindan dikkate alinan Pen¢o Kubadinski
Bulgar niifusun dogum oranlarinin ciddi sekilde diistiigiinii belirtmistir. Toplantida alinan karari
Jivkov soyle aciklamistir: “Bir ailede iigiincii ¢ocuk, sorunun temel ¢oziimii bu yolla
bulunacaktir. Ugiincii ¢ocugu yapan ailelerin bu cocukla ilgili biitiin masraflar: gerekirse

devlet tarafindan karsilanacak sekilde énlemler almay: degerlendirelim.”*® BKP lideri hedefin

14 Anton Ivanov, “Krizata Na Demografskiya Model Na ‘Sotsialisticeska’ Bilgariya (‘Sosyalist’ Bulgaristan’in
Demografik Modelinin Krizi),” Jeopolitika 2011 (2011): 7-8.
15 Evgeniya Kalinova and Iskra Baeva, Bilgarskite Prehodi 1939-2010 (Bulgar Gegis Dénemleri 1939-2010).
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Bulgaristan niifusunun 10 milyona ulasmasi oldugunu da belirtmistir.'® Ayn1 y1l dogum oranini
artiracak tedbirleri iceren bir kararname ¢ikarilarak ¢ok ¢ocuklu ailelere tesvikler verilmistir.
BKP’nin ¢ikardigi kararname de Bulgar kokenli niifusta dogurganlik oranini artirmada istenen

sonucu vermemistir.

1970 yilinda tilke genelinde kadinlarin dogurganlik oran1 %16 iken Tiirkler arasinda bu
oran %27 olarak tespit edilmistir.}” Genel dogum orani icinde Miisliimanlarin niifus artis1 da
oldugu i¢in Bulgar kokenli niifus arasindaki dogum oraninin genel orandan daha diisiik oldugu
sonucu cikarilabilir. Bu veriler, 1972 yilinda BKP Merkez Komitesi iiyelerinden birinin
“Bulgaristan 20 yul i¢inde Tiirk-Cingene devletine doniisecek” iddiasini ortaya atmasina yol
acmstir.'® Bulgar niifusta istedigi artis1 saglayamayan yonetim 1980°li yillarda gocuksuz
ailelere yardimi kisitlamak, bekarlara vergi koymak, saglik gerekgesi disinda kiirtaji
yasaklamak ve bosanma masraflarini artirmak gibi cesitli yaptirimlar devreye sokmustur.®
Jivkov iilke gezilerinde Bulgar niifustan ¢ok ¢ocuk yapmalarini istemis, aksi halde iilkedeki

Miisliimanlarin oranin artacagini belirtmistir.

Alinan 6nlemlerin Bulgar etnik unsurun ¢ogalmasindan ¢ok Tiirk ve Roman niifusunda
artisa yol agtig1 tespiti BKP yonetimini yeni kararlar almaya sevk etmistir. Jivkov azinliklar
hedef alan Bulgarlastirma kampanyasi baglatmigtir. Sirasiyla Pomak, Roman ve Tiirk azinligin
kimligini yok ederek “birlesik modern Bulgar ulusu” i¢inde eritme politikalar1 uygulamaya
konmustur. Sert asimilasyon uygulamasina gerekce olarak, milli giivenlik kaygilarindan,
sosyalist yoneticilerin kamuoyu nezdinde asinan mesruiyetini “milliyet¢ilik” araciligiyla
takviye etmeye kadar bircok etmen siralanmistir. Ancak kamuoyunda en ¢ok tartigilan konu,
azinliklarin niifusundaki artigin goriinen gelecekte Bulgaristan’da Bulgar etnisitesinin azinlik
durumuna diisecegi yoniindeki sdylem olmustur. 1960’larda baglayan ve bugiin de devam eden
bu sOylem Bulgaristan siyaset¢ileri tarafindan “demografik kriz” hatta “demografik felaket”
olarak kavramlastirlmistir. Ozellikle asir1 milliyetci siyaset¢i ve entelektiiellerin giindemde
tuttugu demografik kriz sdylemi basin yayimn araglariyla kamuoyunu manipiile etmek icin

biylitiilmiistir. Bu sdylem Bulgarlarin kendi iilkelerinde azinliga diisecegi korkusunu

(Sofya: Paradigma, 2010), 221.

18 Tvanov, “Bilgarskata Demografska Nerazboriya (Bulgaristan’in Demografik Kafa Karigiklig1), 16.

7a. e, 19.

18 Ivanov, “Bilgarskata Demografska Politika Prez 40°te Godini Na XX. Vek (Bulgaristan’in, XX. Yiizyiln 40’1
Yillarindaki Demografi Politikas1),” 27.

19 Kalinova and Baeva, Bilgarskite Prehodi 1939-2010 (Bulgar Ge¢is Dénemlieri 1939-2010)., 221.
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beslemistir.
4. Bulgaristan’da “Demografik Kriz” Soylemi

Grafik 1°de de goriilecegi lizere 1985 yilinda yapilan niifus sayiminda Bulgaristan
niifusu 8 milyon 948 bin 649 olarak kayda gegerken 1989°da niifus iilke tarihinin en yiiksek
sayisi olan 8 milyon 992 bine ulasmistir.2Ancak dokuz milyonuncu vatandasinin dogumuna
tanik olamayan Bulgaristan bu tarihten itibaren niifusunda azalma siirecine girmistir. 1989 yili
sonunda BKP yonetimi devlet idaresindeki kontroliinii kaybederken, “Yeniden Dogus” adi
verilen sert asimilasyon siirecini yagamis olan Tiirkler iilkeyi terk ederek Tirkiye’ye goc
etmeye baslamistir. Bu siirecte 400 binden fazla Tiirk kdkenli Bulgaristan vatandas iilkeden
ayrilmistir.?! Sosyalist sistemden serbest pazar ekonomisine gecen iilkede pes pese yasanan
ekonomik krizler de servetin belli gruplarin elinde toplanmasia yol agmistir. Ulkede gelecek
goremeyen Ozellikle egitimli ve geng niifus Serbest seyahat olanagindan da yararlanarak
Bulgaristan’1 terk etmeye baslamistir. 1990 yilindan sonra 10 yil iginde 530 bin Bulgar iilkesini

terk ederek ABD, Kanada, Avustralya ve Bat1 Avrupa iilkelerine go¢ etmistir.??

Grafik 1. Bulgaristan niifusunun sayim yillarina gore degisimi?®

15800 1910 1920 1934 1946 1956 1965 1975 1985 1992 2001 2011 2021

Ozellikle 1990’larin ikinci yarisinda yasanan derin ekonomik krizler, 6zellestirmelerde

yapilan yolsuzluklar kotii yonetimle birlesmis sonugta iilkeden bir kagis baglamistir. Daha iyi

20 Natsionalen Statigeski Institut, “Preboyavane 2011 (Okongatelni Danni), (Sayim 2011, Son Veriler)”
Natsionalen Staticeski Institut (Ulusal Istatistik Enstitiisii), 2011.

2L Nurcan Ozgiir Baklacioglu, “Tiirkiye-Bulgaristan Siyasetinde Simirtesi Vatandaslhik ve Gog,” 89 Gogii, 1984-
89 Azinlik Politikalart ve Tiirkiye’ye Gog icerisinde, ed. Neriman Ersoy Hacisalihoglu (Istanbul: BALKAR &
BALMED, 2012), 463.

22 Kalinova and Baeva, Bilgarskite Prehodi 1939-2010 (Bulgar Gegis Dénemlieri 1939-2010), 323.

28 Bulgaristan Ulusal Istatistik Enstitiisii, “Niifus Sayimi- Bulgaristan Tarihi,” Ulusal Istatistik Enstitiisii, 2021,
https://nsi.bg/bg/content/18998/ucropusira-Ha-npedposiBanusTa-UcTOpUsTa-Ha-OBITapHst. (23.08.2022).
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yasam kosullar arayisiyla gencler lilkeyi terk ederken iilkede kalanlar ise Sosyalist donemde
kurulan ancak krizlerden sonra ¢oken saglik sistemiyle bas basa kalmistir. Bu siiregte

Bulgaristan’da 6liim oranlar1 dogumlar1 gegmis ve dogal niifus artis hiz1 negatif olmustur.?*

2007 yilinda AB iiyesi olan Bulgaristan 2014 yilinda da AB bolgesinde serbest ¢aligma
agina dahil olmustur. Bu gelismeler Bulgaristan’in disa gd¢ vermesini hizlandirmis ve gog
ederek yabanci iilkelere yerlesen vatandaslarin sayisi bir milyonu gegmistir.?® 2021 yilinda
yapilan son sayimda Bulgaristan niifusunun azalma egilimini korudugu ve iilkede siirekli
ikameti olan vatandas sayismin 6 milyon 520 bin 314’¢ indigi tespit edilmistir.?® 10 y1l dnceki
sayima gore lilke niifusu 844 bin kisi azalmistir. Azalan sayiya yurt disinda yasadigi halde
ikametini degistirmeyen 318 bin 623 kisi de dahildir.?” Sonug olarak 1985 yilindan 2021 yilina
kadar gegcen 36 yilda Bulgaristan niifusu 2 milyon 109 bin 712 kisi azalmistir. Birlesmis
Milletler’in 2017 Diinya Niifus Gorlinlimii Raporunda Bulgaristan Avrupa’da niifusu en hizl
azalan llke olarak belirtilmigtir. BM raporu mevcut egilimin devami halinde Bulgaristan
niifusunun 2050 yilinda 5 milyon 454 bine, 2100 yilinda ise 3 milyon 850 bine diisecegini

ongodrmiistiir.?8

24 Sugareva and Murgova, “Bulgaristan’daki Demografik Siirecler ve AB Uyesi Ulkeler, Bulgaristan Cumhuriyeti
Cumhurbagkanligina Sunulan Yayimlanmamus Rapor.”

% Zvezda Vankova, “Diaspora Policies, Consular Services and Social Protection for Bulgarian Citizens
Abroad,”in Migration and Social Protection in Europe and Beyond, Compering Consular Services and
Diaspora Policies,ed. Jean-Michel Lafleur and Daniela Vintila, IMISCOE Research Series (Cham: Springer
International Publishing, 2020), 71.

26 Natsionalen Statigeski Institut (Ulusal Istatistik Enstitiisii), “Naselenie i Demografski Protsesi Prez 2021 Godina
(Ulusal Istatistik Enstitiisii, 2021 Yilinda Niifus ve Demografik Siiregler),” Natsionalen Staticeski Institut (Ulusal
Istatistik  Enstitiisii), 2022,  https:/nsi.bg/bg/content/19506/mpecchobdienne/nacenenue-1-ieMorpadcku-
npouecu-npe3-2021-roxuna . (23.08.2022).

21 UIE 24Casa, “Naselenieto Na Bilgariya e Namalyalo s Blizo 80 000 Za Godina (Bulgaristan Niifusu Bir Yilda
Yaklagik 80 Bin Kisi Azalmig),” 2022.

BUN, “UN  World Population Prospects,” UN, 2017,
https://www.un.org/development/desa/pd/sites/www.un.org.development.desa.pd/files/files/documents/2020/Jan/
un_2017_world_population_prospects-2017_revision_databooklet.pdf. (23.08.2022).
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Tablo 1: Bulgaristan’da etnik gruplarm sayis1 ve genel niifusa oranlar?®

1992 2001 2011
Etnik Grup Say1 % Say1 % Say %
Bulgarlar 7271185 85.7 6 655 210 83.9 5 664 624 76.9
Tiirkler 800 052 9.4 746 664 9.4 588 318 8
Romanlar 313 396 3.7 370908 4.7 325 343 4.4
Digerleri 102 684 0.2 69 204 0.9 49 304 0.7
Yamt Vermeyen -- 86 915 1.1 736 981 10
Toplam Niifus 8487 317 7928 901 7 364 570

Niifusun siirekli azalmas1 konusu Bulgaristan’da siyaset ve akademi giindemini siklikla
mesgul etmektedir. Yapilan calismalar niifustaki net azalmanin en 6nemli nedenini dig go¢
olarak tespit etmistir. Go¢ nedeniyle 6zellikle geng ve dogurma yasindaki niifusta meydana
gelen azalma Bulgaristan’in niifusu hizla yaslanan ve azalan tlkeler arasinda iist siralarda yer
almasina yol agmustir.>® Ozellikle yiiksek egitimli ve isgiiciine katilacak yastaki genglerin daha
iyi gelir ve yasam kosullar1 elde etmek amaciyla Bulgaristan’dan ayrilmasi iilkenin demografik
durumunu dontistirmektedir. Gengler iilkeden ayrildigi igin aile kuranlarin ve dogum
yapanlarin sayis1 azalmaktadir. Genglerin go¢ii ayn1 zamanda tilkede kalan niifustaki yaglilarin
oranin1 otomatik olarak artirmaktadir. Ekonomik kosullarin elverisli olmamasi nedeniyle
Bulgaristan niifusunun saglikli yasam sartlar1 da iyesi oldugu AB’nin ortalamasina
erisememektedir. Saglik sisteminin yetersiz yapis1 da Bulgaristan vatandaslarinin daha erken

dlmelerine yol agmaktadir.3!

Tablo 1°de Bulgaristan’da yapilan ii¢ sayimda etnik gruplarin sayisi ve genel niifusa
oranlar verilmistir. Ulusal Istatistik Enstitiisii’niin Bulgaristan’da ikameti olan kisileri kayda

aldig1 verilere gore ilk iki sayimda Bulgar ve Tiirklerin sayilar1 diismesine ragmen niifus

2 Tlona Tomova, Lubomir Stoytchev, and Mihail Ivanov, “Bulgaristan’daki Baslica Etnik Gruplar Arasindaki
Demografik Dengesizlikler ve Sosyal Esitsizlikler,” Bulgarian Academy of Social Sciences- Institute for
Population and Human Studies, 2020, https://www.academia.edu/44888892. (18.08.2022).

%0 Sugareva and Murgova, “Bulgaristan’daki Demografik Siiregler ve AB Uyesi Ulkeler, Bulgaristan Cumhuriyeti
Cumhurbagkanligina Sunulan Yayimlanmamus Rapor.”

31 Sugareva and Murgova, “Bulgaristan’daki Demografik Siiregler ve AB Uyesi Ulkeler, Bulgaristan Cumhuriyeti
Cumhurbagkanligina Sunulan Yayimlanmamus Rapor.”
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icindeki oranlarin1 korudugu goriilmektedir. 2001 sayiminda sadece Roman niifusta artis
goriilmiistiir.  Ancak veriler o6zellikle 2011°deki sayimda etnik kokenini agiklamak
istemeyenlerin sayisindaki biiyiik artisa isaret etmektedir. Yaklasik 737 bin kisi kokeniyle ilgili
soruyu yanitlamak istememistir. Toplam niifusun %10’una tekabiil eden bu grubun, kendilerini

Bulgar, Tiirk veya Roman olarak tanimlayan gruplarin hepsinden pay aldigi tespiti yapilabilir.

Bulgaristan’in demografik durumunun 1990’dan sonra AB’ye yonelen eski Dogu Bloku
iiyesi iilkelerden ¢ok farkli olmadigini belirten bilim insanlarinin ortaya koydugu objektif
verilere ragmen siyasetgilerin ¢ogu “demografik felaket” sdylemini {iretmeye devam
etmektedir. Basta asir1 sagci siyaseteiler Bulgaristan’da Bulgarlarin azinlik haline diisecegini
iddia ederek 1970’lerde iiretilen “Bulgaristan diinyanin ilk Cingene devleti olacak™ sdylemini
tekrar dolagima sokmustur. Bulgar Bilimler Akademisi {iyesi bazi isimler tarafindan da
desteklenen bu sdylem medya tarafindan tekrar iiretilerek kamuoyunun manipiile edilmesinde
kullanilmigtir. Sosyologlarin dis gog¢, saglik, egitim ve ekonomik alanlarindaki sorunlari
¢ozmek i¢in politikalar liretmesini istedigi siyasetciler, medyay1 da kullanarak “Bulgaristan
demografik felakete gidiyor.” sdylemiyle siyasi kazanim pesinde kosmay1 tercih etmistir.
Ozellikle asir1 sagda yer alan siyasetgiler Tiirk ve Roman azinliklarin niifus artis hiziyla ilgili
carpitilmis veriler iireterek segmeni kendi sdylemlerine ikna etmeye ¢alismaktadir. Bu konuda

simdiye kadar da belli bir basar: elde ettiklerini sdylemek gerekir.

Bulgaristan niifusundaki erozyonu durdurmak i¢in Oneri getirenlerden biri tarih¢i ve
siyasetci Bojidar Dimitrov olmustur. 2010 yilinda D1s Bulgarlardan Sorumlu Devlet Bakanlig:
gorevine getirilen Dimitrov en pratik ¢6ziimiin Bulgar etnik kokenli yabancilara kisa yoldan ve
kolayca vatandaglik verilmesi olacagini belirtmistir. Benzer politikalar1 Almanya, Ukrayna,
Romanya gibi iilkelerin de uyguladigini savunan bakan Dimitrov, Bulgaristan’in yilda en az
100 bin Bulgar kokenliye vatandaglik vermesi durumunda demografik krizin asilacagini ifade
etmistir. Bakan Dimitrov Bulgar kokenli yabanci iilke vatandaglarinin sayisinin en az 2 milyon

500 bin oldugunu da savunmustur.®?

32 Mediapool, “Vnos Na Bilgari i in Vitro Ste Preboryat Demografskata Kriza (Bulgar Ithali ve Yapay Ortamda
Bulgar Uretimi Demografik Krizin Asilmasini Saglar),” Mediapool, 2010, https://www.mediapool.bg/vnos-na-
balgari-i-in-vitro-shte-preboryat-demografskata-kriza-news163833.html. (18.08.2022).
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Bojidar Dimitrov gibi baska bazi ¢evreler da demografik krizin Bulgaristan’in ulusal
giivenligiyle yakindan ilgili oldugunu iddia etmistir. Bu kisilere gore, iilke i¢inde var olan etnik
topluluklar arasindaki niifus dengesi Bulgarlarin aleyhine bozulmaktadir, bu durum da milli
kimlikten, ulusal gilivenlige kadar bir¢ok alanda tehlikeli sonuglara yol agacaktir. Ortodoks
Hristiyan inancina sahip, Slav dili ve kiiltiirii ile yetismis niifustaki gerilemenin durdurulmasi
icin geng ailelere cesitli sosyal ve maddi yardimlar yapilmasini oneren s6z konusu cevreler
bunun disinda Dis Bulgarlara vatandaslik verilerek iilkeye yerlesmelerini tesvik etmeyi
onermislerdir. Ayn1 Oneriler i¢inde, Bulgar kdkenli yabancilarin yeterli olmamasi durumunda
ise Slav kokenli baska iilke vatandaslarma Bulgaristan vatandasligi verilerek iilkedeki

demografik dengenin ¢ogunluk lehine diizeltilebilecegi goriisleri de yer almugtir.33

Bulgaristan’in niifusundaki azalmay1 yabanci gogmen ve miilteci kabuliiyle asabilecegi
yoniindeki oneriler ise lilkedeki etnik yapinin dengesini bozacagi gerekgesiyle reddedilmistir.
Ayni gevreler, dogudan gelen gé¢men ve miiltecilerin ¢ogunun Hristiyan olmamast ya da
Afrika’dan gelecek olanlarin Avrupa degerlerine yabanci olmasi nedeniyle Bulgaristan’in niifus

krizini bu tiir 5nlemlerle asilamayacagini savunmustur.3
5. Demografik Krize Care Olarak “Coklu Vatandashk” Siyaseti

Demografik veriler halen Bulgaristan’mm 6nemli giindem maddelerinden birini
olustururken bilim insanlar1 gibi siyasetciler de soruna gare aramaktadirlar. Ulkenin demografik
durumunun degistirilmesi ve gelistirilmesi i¢in sosyologlarin dnerileri; ilk olarak, iilkede kalan
niifusun egitim, saglik ve ekonomik kosullarini iyilestirecek politikalarin hayata gegirilmesi,

ikinci olarak, dis gocii geri gevirecek tesviklerin verilmesi seklinde siralamislardir.®®

Bulgaristan idareleri ise once, go¢ etmis olan Bulgaristan vatandaslarinin iilkeye
donmesini tesvik edici diizenlemeler yapmayi, sonra da Bulgar etnik kokenli yabanci iilke
vatandaglarina Bulgaristan pasaportu vererek onlar1 niifusuna katmay1 segmistir. Bulgaristan bu

iki hedefe ulasmak i¢in ¢oklu vatandaslik siyasetini uygulamaya koymustur. Coklu vatandaslik

3 Boris Manov, “Demografskata Kriza i Natsionalnata Sigurnost Na Bilgariya (Demografik Kriz ve Bulgaristan’m
Ulusal Giivenligi),” Jeopolitika, 2015, https://geopolitica.eu/139-broy-5-2015/2321-demografskata-kriza-i-
natsionalnata-sigurnost-na-balgariya. (18.08.2022).

3 lvan Angelov, “Demografskata Kriza v Bilgariya i Evropa (Bulgaristan ve Avrupa’daki Demografik Kriz)”
POGLED, 2016, https://pogled.info/avtorski/Prof-d-i-n-lvan-Angelov/demografskata-kriza-v-balgariya-i-
evropa.75816. (23.08.2022).

% Sugareva and Murgova, “Bulgaristan’daki Demografik Siirecler ve AB Uyesi Ulkeler, BulgaristanCumhuriyeti
Cumhurbagkanligina Sunulan Yayimlanmamus Rapor.”
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siyaseti, yabanci iilkelere yerlesmis ve yasadiklar1 iilkenin vatandashigini alan kisilerin
Bulgaristan vatandaglhigin1 kaybetmelerini engellemeyi amaglamaktadir. Ayni siyaset, zaten
yabanci iilke vatandasi olan tarihi Bulgar topluluklari {iyesi kisileri mevcut vatandasliklarini
kaybetmeden Bulgaristan pasaportu sahibi yapmay1 da 6ngérmektedir. Siyasetin nihai amaci

her iki grubun da kalic1 olarak Bulgaristan’a yerlesmelerini tesvik etmektir.

Bulgaristan’da demografik sorunla ilgili hazirlanan ilk strateji belgesi 2006 tarihlidir ve
2020 yilina kadar varilmak istenen hedefleri belirlemistir. “Bulgaristan Cumhuriyeti’nin
Demografik Gelisimi Ulusal Stratejisi” adini tasiyan belgede iilkedeki niifus kaybi; diisen
dogum oranlari, artan 6lim sayilari, azalan evlilikler, artan bosanmalar ve disa verilen goce
baglanmistir. Bu siirecin durdurulmasi ve geri dondiiriilmesi igin alinmasi 6ngdriilen 6nlemler,
mevcut niifusun niteligini artiracak sekilde gelir, saglik ve egitim alanlarinda atilacak adimlari
icermektedir. Bu sayede geng ciftlerin daha ¢ok ¢ocuk yapmasinin saglanmasi ongoriiliirken
yasam siiresinin uzatilmasi i¢in de onlemler siralanmistir. Ikinci oncelik, disa gocii azaltacak
ve daha 6nce go¢ etmis olanlar1 Bulgaristan’a donmelerini tesvik edecek mali, siyasi ve sosyal

Onlemlere verilmistir.

Ilk strateji belgesinde iizerinde durulan gd¢ politikasiyla ilgili maddeler iginde Bulgar
diasporasi tyelerinin vatandashiga kabul edilmesiyle ilgili siireclerin kolaylastirilmas: da
onemle vurgulanmigtir. Tarihi Bulgar topluluklari iiyesi genglerden Bulgaristan’da egitim
almak isteyenlere kontenjan ayrilmasi ve burslar verilmesi de s6z konusu belgede belirtilmistir.
Strateji belgesinin uygulanmasi, koordinasyonu ve tavsiyeler vermesi amaciyla Bakanlar
Kurulu’na bagl “Etnik ve Demografik Sorunlar Konusunda Isbirligi Ulusal Konseyi” kurulmus

ve ilgili bakanliklar da kendi alanlariyla ilgili politikalar yiiriitmekle gérevlendirilmistir.3®

Bulgaristan devam eden siirecte niifusunda siiregen bir azalma tespit ettigi i¢in tekrar
bir demografik strateji belgesi hazirlamis ve bunu hayata geg¢irmistir. 2012’de uygulamaya
konulan ve 2030 yilina kadar yapilacaklarin yol haritasini belirleyen belgedeki tespitlere gore;
Bulgaristan i¢inde kirsaldan kente go¢ devam etmis, dis gogte de 2001-2011 arasindaki 10 y1l
icinde 175 bin 244 kisi iilkeyi terk etmistir. D1 go¢ olgusunun devam edecegi ongdriilen

belgede niifus kaybina kars1 alinacak dnlemler ise 6nceki belgede oldugu gibi ekonomi, saglik,

% Miniterski Sivet (Bakanlar Kurulu), “Natsionalna Strategiya Za Demografsko Razvitie Na Republika Bilgariya
(2006-2020) (Bakanlar Kurulu, Bulgaristan Cumbhuriyeti’nin Demografik Gelisimi I¢in Ulusal Strateji 2006-
2020),” Bakanlar Kurulu, 2006, https://www.strategy.bg/StrategicDocuments/View.aspx?lang=bg-BG&Id=444.
(23.08.2022).
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egitim ve sosyal alanda yapilacak iyilestirmelerle genglerin iilkede kalmasini ve dogum oranini

artirmalarini saglayacak tedbirler olarak siralanmustir.

Calisma ve Sosyal Politikalar Bakanlig1 tarafindan hazirlanan 2012 tarihli “Demografik
Durum Strateji Belgesi”’nde niifusun azalmasini durdurmaya yonelik diger dnlemlerin yani sira
islevsel bir go¢ politikasinin da benimsenmesi hedeflenmistir. S6z konusu go¢ politikasinin
disariya verilen gogiin Oniline gececek Onlemlerin yani sira hélihazirda go¢ etmis olanlari
Bulgaristan’a donmeye tesvik edecek unsurlari da icerecek sekilde olusturulmasi gerektigi
vurgulanmigtir. Bunun otesinde gog politikasinin yabanci tilke vatandasi etnik Bulgarlarin
kolaylastirilmis yoldan vatandaslik verilerek Bulgaristan’a yerlesmelerini  6zendirecek

uygulamalar icermesi gerektigi onemle belirtilmistir.%’

Bulgaristan yonetimleri belirlenen strateji gergevesinde gerekli kurumlari hayata
gecirdigi gibi izlenecek siyasetin normatif alt yapisin1 da hazirlamistir. 2014 yilinda Bakanlar
Kurulu, Bulgar Vatandaslari ve Diinyadaki Tarihi Bulgar Topluluklart Ulusal Strateji
Belgesi’ni kabul etmistir. Belgede once Bulgaristan sinirlari disinda yasayan Bulgar
diasporasinin tanim ve tasnifi yapilmigtir. 20’inci yiizy1l basindan baglayarak Sosyalist
Bulgaristan’a kadar gesitli donemlerde iilkeden ayrilan ve vatandasligini koruyan Bulgarlar
“eski goemenler”, 1990°dan sonra iilkeden ayrilanlar “yeni gogmenler” olarak adlandirilmistir.
Bunlar disinda kalan ve etnik koken olarak Bulgar kabul edilen ancak Bulgaristan’la

vatandaglik bagi olmayan topluluklar ise “tarihi Bulgar topluluklari” olarak tanimlanmustir.

Demografik krizin agilmasinda go¢ politikasinin 6nemine vurgu yapilan belgede, yeni
ve eski gogmen topluluklarinin yani sira tarihi Bulgar topluluklarinin da Bulgar halkinin
ayrilmaz bir pargast oldugu vurgulanmigtir. Strateji belgesinin amaci, dis Bulgarlarla ilgili
olusturulacak devlet politikasinin siyasi ¢ercevesini ¢izmek olarak aciklanmistir. Belgede yeni
ve eski gogmenler disinda tarihi Bulgar topluluklarinin bulundugu iilkeler; Kuzey Makedonya,
Moldova, Ukrayna, Rusya, Romanya, Tiirkiye, Sirbistan ve Bati Balkan iilkeleri olarak
siralanmigtir. Bulgaristan idarelerinin strateji belgelerine bakildiginda amacin iilke i¢indeki

istihdam ve is piyasast kosullarinin iyilestirilmesinden ¢ok milliyet¢i ve etnik ideallere

37 Miniterski Sivet (Bakanlar Kurulu), “Aktualizirana Natsionalna Strategiya Za Demografsko Razvitie Na
Naselenieto v Republika Bilgariya (2012-2030)(Bulgaristan Cumhuriyeti Halkinin Demografik Gelisimi igin
Uygulamaya Konulan Ulusal Strateji, 2012-2030),” Bakanlar Kurulu, 2012,
https://www.strategy.bg/StrategicDocuments/View.aspx?lang=bg-BG&1d=778. (23.08.2022).
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ulasmay1 hedefledigi sonucu cikarilabilir.®

Yabanci iilke vatandasi etnik Bulgar topluluklarinin toplam sayisinin 3 ila 3 milyon 500
bin arasinda oldugu belirtilen strateji belgesinde bunlar arasinda Bulgaristan vatandaslig alan
Makedonyalilarin da bulundugu ifade edilmistir. Amaglar1 arasinda yabanci tilkelerde yasayan
Bulgarlarin asimile olmalarmi 6nlemek, Bulgar dil, kiiltiir ve inancinin korumak ve Bulgar
bilincinin muhafazasinin bulundugu vurgulanan belgede, tarihi Bulgar topluluk iiyelerine
Bulgaristan vatandasliginin  kolaylastirilmis yoldan verilmesinin oncelikli oldugu da
belirtilmistir. Bulgaristan vatandasligi verilen Bulgar kokenlilerin iilkeye yerlesmesi ve uyumu
icin kolaylastiric1 ekonomik, sosyal ve idari tedbirlerin alinmasi1 da strateji belgesinde alti

cizilen unsurlardan biri olmustur.*

Bulgar kokenli yabancilarin Bulgaristan pasaportu igin yaptigi basvurularda 2010
yilindan sonra artig goriilmiistiir. Bu ivmelenmede ilk kez dis Bulgarlarla ilgili bir bakanlik
kurulmasinin da etkisi vardir. GERB partisinin asir1 sagc1 ve milliyet¢i partilerle kurdugu
koalisyon hiikiimeti, tarih¢i Bojidar Dimitrov’u Dis Bulgarlardan Sorumlu Devlet Bakam
olarak gorevlendirmistir. Dimitrov’un temel tezi de tarihi Bulgar topluluklarina iiye kisileri
vatandaslik yoluyla iilkeye go¢ etmelerini saglamak, boylece ekonomik ve demografik
sorunlara care bulmaktir. Dimitrov’'un gorev yaptigi kisa siire i¢inde Bulgar kokenli
diasporadan vatandaslia basvuranlarin sayisi onceki yillarin iki katina ¢ikmustir. Bojidar
Dimitrov 1990°dan itibaren 20 yil i¢inde 75 bin kisiye Bulgaristan vatandasligi verildigini,
bunlarin en az 50 bininin Kuzey Makedonya, 15 bininin de Moldova vatandasi1 Bulgar kokenli

kisiler oldugunu belirtmistir.*°

% Evelina Staykova, “Return Migration in Bulgaria: A Policy Context of Missed Opportunities,” Osterreichische
Gesellschaft Fiir Europapolitik, 2022, https://www.oegfe.at/policy-briefs/return-migration-in-bulgaria-a-policy-
context-of-missed-opportunities/. (12.09.2022).

% Miniterski Stvet (Bakanlar Kurulu), “Natsionalna Srtategiya Za Bilgarskite Grajdani i Istorigeskite
BilgarskiObstnosti Po Sveta (Diinyadaki Bulgaristan Vatandaslari ve Tarihi Bulgar Topluluklar igin Ulusal
Strateji),” Bakanlar Kurulu, 2014, https://www.strategy.bg/StrategicDocuments/View.aspx?1d=938.
(23.08.2022).

40 Focus News, “Bilgarskoto Maltsinstvo v Makedoniya Se Uveligava Vsyaka Sedmitsa s Po Okolo 500 Dusi
(Bojidar Dimitrov: Makedonya’daki Bulgar Azinligi Her Hafta Yaklasik 500 Kisi Artiyor),” Focus News, 2010,
http://www.focus-news.net/opinion/0000/00/00/14673/. (12.01.2023).
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Tablo 2: Yillara gére Bulgaristan vatandashig: icin bagvuran ve vatandaslik alan kisiler*!

Yillar Verilen Dilek¢e Kabul Edilen Dilekce Bulgar Kokenli
veyaEbeveyni
Bulgar

1990-2001 36 574 Veri yok Veri yok
2002-2006 88 905 25772 25181
2007-2011 43 383 55571 54 840
2012-2016 Veri yok 56 798 52 973
2017-2021 Veri yok 57 289 52 509
1990-2021 168 862 195 430 185 503

Tablo 2°de de goriilecegi lizere 1990-2001 yillar1 arasinda vatandagliga kabul edilmek
icin Bulgaristan Adalet Bakanlii’na verilen dilekg¢e sayis1 36 bin 754 olmustur. Bulgaristan
Cumhurbagkanlhigimin bu donemle ilgili raporunda dilekgelerden ne kadarinin kabul edilerek
vatandashik verildigi ve hangi iilke vatandaslarinin Bulgaristan pasaportu aldigi konusunda
ayrint1 mevcut degildir.*? Ancak cesitli kaynaklardan anlasildig: kadariyla Bulgaristan’da siyasi
doniistimiin basladigr 1990 yilindan 2001 yilina kadar gegen 10 yillik siirede, Bulgaristan
pasaportu alan yabanci iilke vatandaslarinin sayisinin yillik ¢ bin dolayinda oldugu
sOylenebilir. Bu kisilerin ¢ogunlugunun Bulgar kdkenli veya Bulgar ebeveyne sahip olma sarti

sayesinde vatandaglik aldig: tespiti de yapilabilir.
6. Sonuc¢

Bulgaristan bulundugu jeopolitik bolgede bagimsizligmi aldigi Osmanli Imparatorlugu
aleyhine biiyilirken komsulariyla da rekabet etmek durumunda kalmistir. Bulgaristan idareleri
tilkenin kuruldugu giinden itibaren en 6nemli sosyal sermayesi olan niifusla ilgili demografik
politikalar istikrarli bir ¢izgi izlemistir. Bulgar etnik unsurlarin yasadigi topraklar gii¢ yoluyla

siirlarma katma girisimlerinde istedigi basariya ulasamayan Bulgaristan idareleri 1990’lardan

4l Tablo 2’deki sayilar ve hesaplamalar Bulgaristan Cumhurbagkanligi Vatandaslik Komisyonu’nun yillik ve
birlestirilmig raporlarindan elde edilen verilerle hesaplanmustir. https://www.president.bg/cat107/Godishni-
dokladi-grajdanstvo/ (12.01.2023).

42 Prezident na Republika Bilgariya (Bulgaristan Cumhurbaskani), “Godisni Dokladi Na Komisiya Po Bilgarsko
Grajdanstvo (Bulgaristan Vatandasligit Komisyonu’nun Yillik Raporlart),” Prezident Na Republika Bilgariya
(Bulgaristan Cumhurbaskant), https://m.president.bg/bg/cat107/Godishni-dokladi-grajdanstvo. (12.01.2023).
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sonra hizla niifus kaybetmeye baslamistir. Ulkenin demografik yapisindaki degisimleri
“demografik kriz” olarak tanimlayan siyasetgilerin tirettigi sdylem egitim siiregleri ve medya

araciligiyla tekrar iiretilerek kamusal alanin en énemli sorunlarindan biri haline getirilmistir.

Bulgaristan idareleri demografik durum da dahil olmak iizere tilkenin ekonomik, sosyal
ve kiiltiirel alanlardaki sorunlarmin iistesinden gelmek igin go¢ etmis Bulgarlari ve tarihi Bulgar
topluluklarinin iilkeye yerlesmelerini saglayacak politika tiretmektedir. Ancak yabanci iilkelere
yerlesmis ve orada ikinci neslini yetistirmis olan Bulgar vatandaslarindan geri donenenlerin
sayis1 her seye ragmen sinirli kalmaktadir. Tarihi Bulgar topluluklarindan vatandaslik alanlarin
¢ogunlugu Bulgaristan’a yerlesmeleri i¢in sunulan kosullar yeterli bulmamakta bunun yerine
daha kolay is bulduklar1 Bat1 Avrupa tilkelerine gitmeyi tercih etmektedir. Bulgaristan’in tarihi
Bulgar topluluklarindan vatandaslik verdigi kisilerin mevcut ailevi ve miilkiyet baglarindan
dolay1 da Bulgaristan’a yerlesme konusunda isteksiz olduklar1 belirtilmelidir. Ustelik Bulgar

idareleri tilkede istihdam yaratacak yatirimlari gekmekte de yetersiz kalmaktadir.

Bulgaristan’in etnik kokene dayali akraba azinliklara ayricalikli vatandaglik yolu 6neren
coklu vatandaglik siyasetinin mevcut sonuglara bakildiginda hedeflerine ulasmaktan uzak
oldugu tespitini yapilabilir. Bazi uzmanlar tarihi Bulgar topluluklarina yonelik ¢oklu
vatandaslik siyasetiyle elde edilen sonuglarin sembolik kaldigini vurgulamislardir. Akraba
azinlik iiyelerine vatandaslig1 kolaylastirilmis yoldan verme siyasetinin, komsu iilkelerle tarihi
bazi hesaplarin goriilmesi siirecinde elde edilen sembolik kazanimlar olmaktan &teye
gidemedigi degerlendirmesi yapilmistir.**** En cok Bulgaristan pasaportu alan Kuzey
Makedonya vatandaslar1 oldugu halde Bulgaristan’in ¢oklu vatandaslik politikasi bu iilke ile
siyasi kriz yagsamasina yol agmistir. Bulgaristan resmi tarih yazimimda Makedonya topraklari
Bulgaristan topragi, orada yasayanlar da etnik koken olarak Bulgar sayilmaktadir. Ayr bir
millet kimligine sahip olduklar1 kars1 iddiasini giiclii bir sekilde savunan Kuzey Makedonya
idareleri ise Bulgaristan’1 topraklarinda gozii olmakla ve tarihini c¢almaya calismakla
suglamistir. Glinimiizde AB iiyeligi i¢in ¢aba gosteren Kuzey Makedonya ile Bulgaristan

kimlik ve tarih iizerinden bir ¢ekisme halindedir.**

43 Daniel Smilov and Elena Jileva, “Country Report: Bulgaria”, 2013.

44 Makedonya 1991 yilinda Yugoslavya Federasyonu’ndan kansiz bir sekilde ayrildiktan sonra bagimsiz olmustur.
Makedonya’nin bagimsizligini ilk tanryan tilke olan Bulgaristan, Makedonya’y1 devlet olarak tanimis ancak ayr1
bir Makedon milleti ve Makedon dili konusunda ayni1 anlayis1 gdstermemistir. Iki iilke 2017 y1linda “Iyi Komguluk
ve Dostluk Antlagmasi” imzalamasina ragmen, ortak tarih konusundaki karsit tutumlar, iki iilkedeyasayan Bulgar
ve Makedonlarin azinlik olarak taninmasi gibi konularda anlasamamaktadirlar. Ulkenin Makedonya olan ismine

95



IJPS, 2023: 5(2):78-100

International Journal of Politics and Security, 2023: 5(2):78-100

Kendi azinlik gruplarin1 diglayan ve diismanlastiran Bulgar idareleri, gé¢men ve
miiltecilere karst da en sert onlemleri uygulayan, onlarin Bulgaristan toplumuna ve
ekonomisine entegrasyonu konusunda en az ¢abay1 gosteren iilkeler arasinda yer almaktadir.
Bu politikalarin sonucu ise “Bulgaristan’da Bulgarlar azinliga diisecek” sdylemiyle se¢gmenin

onayni talep eden siyaset yapmay1 miimkiin kilmaktadir.

Extended Summary

As Bulgaria grew in its geopolitical region at the expense of the Ottoman Empire, the
state from which it gained its independence, it also had to compete with its neighbors. The
demographic policies of the Bulgarian administrations regarding the country's most important
social capital, the population, have followed a consistent line. Both during its transformation
from Principality to Kingdom and from Kingdom to Republic, Bulgaria aimed to increase its
population of Bulgarian ethnic origin. From its establishment in 1878 until World War I,
Bulgarian administrations attempted to annex the territories inhabited by ethnic Bulgarians by
force. Having partially succeeded in this policy, Bulgaria failed in its efforts to annex the
Bulgarians in Macedonia, Western, and Eastern Thrace together with the lands where they
lived. Bulgaria annexed the ethnic Bulgarian communities in these territories through
population exchange agreements.

When Bulgaria adopted the socialist system in 1945, 80% of the population used to live
in rural areas, and subsisted on agriculture, animal husbandry, and craftsmanship. In addition
to industrialization policies, socialist Bulgarian administrations introduced cooperatives in
agriculture, restricted private property, and nationalized the means of production. Political and
economic transformation also triggered social transformation. The rural population, especially
those of Bulgarian origin, who lost their land ownership, started to migrate to the cities where
there was a shortage of employment. Since the urbanized population did not have the habit of
having as many children as the rural population, the birth rates of this group started to decline.
While birth rates declined among the population of Bulgarian origin, they increased among
Turks and Roma, who generally lived in villages. The Bulgarian Communist Party (CPB)

introduced plans to increase female fertility and support families with many children. Although

Yunanistan’in itirazi tizerine “Kuzey Makedonya” adi lizerinde mutabik kalinirken, Makedonya ile Bulgaristan
arasinda, kimlik, aidiyet, tarih, dil ve Kilise konularindaki anlagsmazliklar halen siirmektedir. Bu siirecgte
NATO’nun 30’uncu iiyesi olan Kuzey Makedonya AB iiyeligi i¢cin Bulgaristan’la sorunlarini ¢dzme siirecini
ylirtitmektedir.
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decisions were taken to increase the fertility rate of the young population, especially those who
settled in urban areas, with incentives for employment and housing, the expected results were
not achieved, and the growth rate of the Bulgarian population lagged behind that of the Turks
and Roma.

The CPB administration, which could not achieve the desired result, tried to reduce the
number of Turks in the country by migrating nearly 300 thousand Turks with the 1950 and 1968
78 migrations. However, the minority community multiplied in a short time and again
approached 10% of the general population. Having failed to achieve the intended increase in
the Bulgarian-origin population, the CPB administration began to pursue a policy of
Bulgarianization through forced assimilation of Muslim Pomaks and Roma, whom it defined
as ethnic Bulgarians, from the 1960s onwards. The practice of forcibly changing the names of
the Pomak and Roma populations to Slavic names through various administrative measures was
extended to the Turkish population in 1984. The campaign to forcibly Bulgarize minority
communities through armed repression was disrupted by the dissolution of the Eastern Bloc
that began in 1990.

From 1990 onwards, as Bulgaria became politically democratic and economically free-
market, it also began to experience social disintegration. In addition to tens of thousands of
Turks who were forcibly renamed, thousands of Bulgarians left their country and migrated to
foreign countries. After 1990, the country experienced a general decline, with natural
population growth declining and deaths increasing. Bulgarian politicians described the situation
as a "demographic crisis", claiming that the continuous decline in the country's population was
disrupting the demographic structure, and circulated the discourse that if this trend continued,
Bulgarians would become a minority in Bulgaria. The "demographic crisis™ discourse, which
was also supported by some intellectuals, was disseminated through the media and used to
manipulate public opinion. The discourse produced by politicians who defined the changes in
the demographic structure of the country as a "demographic crisis" was reproduced through
educational processes and the media, making it one of the most important problems of the public
sphere.

To overcome the demographic crisis, the Bulgarian authorities have introduced a new
citizenship policy. Through this policy, which allows for multiple citizenship, the politicians
aim to retain Bulgarian citizens who have emigrated. The same policy envisages the preferential

issuance of passports to foreign nationals of Bulgarian origin to gain new citizens. However,
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the number of returning Bulgarian citizens who have settled in foreign countries and raised their
second generation there is nonetheless limited. The majority of those who have received
citizenship from historical Bulgarian communities do not find the conditions offered for them
to settle in Bulgaria adequate, preferring instead to move to Western European countries where
they can find work more easily. It can be concluded that Bulgaria's policy of multiple
citizenship, which offers a privileged path to citizenship for ethnically related minorities, is far
from achieving its goals. The Bulgarian authorities, which exclude and antagonize minority
groups in their country, are among the countries that apply the harshest measures against
migrants and refugees and make the least effort to integrate them into Bulgarian society and
economy. The result of these policies is a politics that demands the approval of the electorate

with the rhetoric that "Bulgarians will become a minority in Bulgaria™.

Kaynak¢a

Adanuir, Fikret. “Ethnonationalism, Irredentism and Empire.” In The Balkan Wars from Contemporary
Perception to Historic Memory, edited by Katrin Boeckh and SabineRutar, 13-56. Cham:
Palgrave Macmillan, 2016.

Aleksiev, Yavor. “Naselenieto Na Bilgariya (Bulgaristan’in Nifusu)(1946-2011).” Infograf, 2022.
https://www.infograf.bg/article/1496042439000. (23.11.2022).

Angelov, Ivan. “Demografskata Kriza v Bilgariya i Evropa (Bulgaristan ve Avrupa’dakiDemografik
Kriz).” POGLED, 2016. https://pogled.info/avtorski/Prof-d-i-n-lvan- Angelov/demografskata-
kriza-v-balgariya-i-evropa.75816. (23.08.2022).

Arkadiev, Dimitir. “Opredelyane Na Etnigeski Sistav Crez Prebroyavaniyata Na Naslenieto v Bilgariya
(Nifus Sayimlart Sonucunda Ortaya Cikan Bulgaristan’in Etnik Yapisi).” Sotsialno-
Tkonomigeski Analizi (Sosyal-Ekonomik Analizler Dergisi) 3, no. 1 (2010): 43-77.

Baklacioglu, Nurcan Ozgiir. “Tiirkiye-Bulgaristan Siyasetinde Sinirdtesi Vatandaslik ve Gog.” 89 Gécii,
1984-89 Azinlik Politikalar: ve Tiirkiye’ye Gég icerisinde, ed. NerimanErsoy Hacisalihoglu,
459-93. istanbul: BALKAR & BALMED, 2012.

Bulgaristan Ulusal Istatistik Enstitiisii. “Niifus Sayimi- Bulgaristan Tarihi.” Ulusal IstatistikEnstitiisii,
2021. https://nsi.bg/bg/content/18998/ucropusita-Ha-npeOPoOsIBAHUATA-UCTOPHUATA-HA-
onarapus. (23.08.2022).

Casa, UIE. “Naselenieto Na Bilgariya e Namalyalo s Blizo 80 000 Za Godina (BulgaristanNiifusu Bir
Yilda Yaklagik 80 Bin Kisi Azalmis),” 2022.

Daskalov, Rumen. Bilgarskoto Obstestvo 1878-1939, Naselenie, Obstestvo, Kultura (BulgarToplumu
1878-1939, Niifus, Toplum, Kiiltiir). Sofya: Gutenberg, 2005.

Focus News. “Bilgarskoto Maltsinstvo v Makedoniya Se Uveligava Vsyaka Sedmitsa s Po Okolo 500
Dusi (Bojidar Dimitrov: Makedonya’daki Bulgar Aznligt Her Hafta Yaklagik 500 Kisi
Artiyor).” Focus News, 2010. http://www.focus- news.net/opinion/0000/00/00/14673/.
(12.01.2023).

Istoria. “Bulgaristan Haritalar1.” Istoria, https://istoria.bg/maps. (12.01.2023).

98


http://www.infograf.bg/article/1496042439000
http://www.infograf.bg/article/1496042439000

IJPS, 2023: 5(2):78-100

International Journal of Politics and Security, 2023: 5(2):78-100

Ivanov, Anton. “Bilgarskata Demografska Politika Prez 40°te Godini Na XX. Vek (Bulgaristan’in, XX.
Yiizyilin 40’1 Yillarindaki Demografi Politikast).” Jeopolitika, 2008.
https://geopolitica.eu/spisanie-geopolitika/96-2008/broi3-2008?limit=7&start=7. (04.07.2022).

——— “Krizata Na Demografskiya Model Na ‘Sotsialistigeska’ Bilgariya (‘Sosyalist’Bulgaristan’in
Demografik Modelinin Krizi).” Jeopolitika 2011 (2011): 1-37.

Ivanov, Anton J. “Bilgarskata Demografska Nerazboriya (Bulgaristan’in Demografik KafaKarisikligi).”
Jeopolitika 2011 (2011): 1-49.

Kalinova, Evgeniya, and Iskra Baeva. Bilgarskite Prehodi 1939-2010 (Bulgar GegisDdnemleri 1939-
2010). Sofya: Paradigma, 2010.

Kiiciik, Cevdet. “Balkan Savas1.” In TDV Islam Ansiklopedisi, 23-25. Tiirkiye Diyanet Vakfi,1992.

Manov, Boris. “Demografskata Kriza i Natsionalnata Sigurnost Na Bilgariya (Demografik Kriz ve
Bulgaristan’in Ulusal Giivenligi).” Jeopolitika, 2015. https://geopolitica.eu/139- broy-5-
2015/2321-demografskata-kriza-i-natsionalnata-sigurnost-na-balgariya. (18.08.2022).

Mediapool. “Vnos Na Bilgari i in Vitro Ste Preboryat Demografskata Kriza (Bulgar Ithali veYapay
Ortamda Bulgar Uretimi Demografik Krizin Asilmasmi Saglar).” Mediapool, 2010.
https://www.mediapool.bg/vnos-na-balgari-i-in-vitro-shte-preboryat-demografskata-kriza-
news163833.html. (18.08.2022).

Miniterski Sivet (Bakanlar Kurulu). “Aktualizirana Natsionalna Strategiya Za Demografsko Razvitie Na
Naselenieto v Republika Bilgariya (2012-2030)(Bulgaristan Cumhuriyeti Halkinin Demografik
Gelisimi I¢in Uygulamaya Konulan Ulusal Strateji, 2012-2030).” Bakanlar Kurulu, 2012.
https://www.strategy.bg/StrategicDocuments/View.aspx?lang=bg-BG&Id=778. (23.08.2022).

— “Natsionalna Srtategiya Za Bilgarskite Grajdani i Istorigeskite Bilgarski Obstnosti PoSveta
(Diinyadaki Bulgaristan Vatandaslar1 ve Tarihi Bulgar Topluluklar1 igin Ulusal Strateji).”
Bakanlar Kurulu, 2014. https://www.strategy.bg/StrategicDocuments/View.aspx?1d=938.
(23.08.2022).

——— “Natsionalna Strategiya Za Demografsko Razvitie Na Republika Bilgariya (2006- 2020)
(Bakanlar Kurulu, Bulgaristan Cumhuriyeti’nin Demografik Gelisimi icin UlusalStrateji 2006-
2020).” Bakanlar Kurulu, 2006.
https://www.strategy.bg/StrategicDocuments/View.aspx?lang=bg-BG&Id=444. (23.08.2022).

Natsionalen Statigeski Institut. “Preboyavane 2011 (Okongatelni Danni), (Sayim 2011, SonVeriler).”
Natsionalen Staticeski Institut (Ulusal Istatistik Enstitiisii), 2011.

Natsionalen Statigeski Institut (Ulusal Istatistik Enstitiisii). “Naselenie i Demografski ProtsesiPrez 2021
Godina (Ulusal Istatistik Enstitiisii, 2021 Yilinda Niifus ve Demografik Siiregler).” Natsionalen
Staticeski Institut (Ulusal Istatistik Enstitiisii), 2022.
https://nsi.bg/bg/content/19506/npeccrobuieHre/HaceTeHNE-NU-1eMOrpadCKU-TIPOLIeCH-  Mpe3-
2021-roauna . (23.08.2022).

Prezident na Republika Bilgariya (Bulgaristan Cumhurbaskani). “Godigni Dokladi Na Komisiya Po
Bilgarsko Grajdanstvo (Bulgaristan Vatandasligi Komisyonu’nun YillikRaporlari).” Prezident
Na Republika Bilgariya (Bulgaristan Cumhurbagskant).
https://m.president.bg/bg/cat107/Godishni-dokladi-grajdanstvo. (12.01.2023).

Smilov, Daniel, and Elena Jileva. “Country Report: Bulgaria,” 2013.

Stanev, Nikola. “Istoriya Na Nova Bilgariya (Yeni Bulgaristan Tarihi).” ElektronnaBiblioteka Po
Arhivitika i Dokumentalistika (4rsiv ve Dékiimantasyon |le 11gili Elektronik Kiitiiphane), 2020.
https://electronic-library.org/books/Book_0098.html.(15.06.2022).

99


http://www.mediapool.bg/vnos-na-balgari-i-in-vitro-shte-preboryat-
http://www.mediapool.bg/vnos-na-balgari-i-in-vitro-shte-preboryat-
http://www.strategy.bg/StrategicDocuments/View.aspx?lang=bg-BG&Id=778
http://www.strategy.bg/StrategicDocuments/View.aspx?lang=bg-BG&Id=778
http://www.strategy.bg/StrategicDocuments/View.aspx?Id=938
http://www.strategy.bg/StrategicDocuments/View.aspx?Id=938
http://www.strategy.bg/StrategicDocuments/View.aspx?Id=938
http://www.strategy.bg/StrategicDocuments/View.aspx?lang=bg-BG&Id=444
http://www.strategy.bg/StrategicDocuments/View.aspx?lang=bg-BG&Id=444

IJPS, 2023: 5(2):78-100
International Journal of Politics and Security, 2023: 5(2):78-100

Staykova, Evelina. “Return Migration in Bulgaria: A Policy Context of Missed Opportunities.”
Osterreichische ~Gesellschaft  Fiir Europapolitik, 2022. https://www.oegfe.at/policy-
briefs/return-migration-in-bulgaria-a-policy-context-of- missed-opportunities/.(12.09.2022).

Sugareva, Marta, and Marianna Murgova. “Bulgaristan’daki Demografik Siirecler ve Ab Uyesi Ulkeler,
Bulgaristan Cumhuriyeti Cumhurbaskanligina Sunulan Yayimlanmamns Rapor.” Istatistik
Dergisi (Ulusal Istatistik Enstitiisii), 2020.
https://www.nsi.bg/spisaniestatistika/page/bg/details.php?article_id=278 . (23.12.2022).

Tomova, Ilona, Lubomir Stoytchev, and Mihail Ivanov. “Bulgaristan’daki Baslica Etnik Gruplar
Arasidaki Demografik Dengesizlikler ve Sosyal Esitsizlikler.” BulgarianAcademy of Social

Sciences- Institute for Population and Human Studies, 2020.
https://www.academia.edu/44888892. (18.08.2022).

UN. “UN World Population Prospects.” UN, 2017.
https://www.un.org/development/desa/pd/sites/www.un.org.development.desa.pd/files/files/doc
uments/2020/Jan/un_2017_world_population_prospects 2017_revision_databooklet.pdf.
(23.08.2022).

Vankova, Zvezda. “Diaspora Policies, Consular Services and Social Protection for Bulgarian Citizens
Abroad.” In Migration and Social Protection in Europe and Beyond, ComperingConsular
Services and Diaspora Policies, edited by Jean-Michel Lafleur and Daniela Vintila. IMISCOE
Research Series. Cham: Springer International Publishing, 2020.

100


http://www.oegfe.at/policy-briefs/return-migration-in-bulgaria-a-policy-context-of-
http://www.oegfe.at/policy-briefs/return-migration-in-bulgaria-a-policy-context-of-
http://www.oegfe.at/policy-briefs/return-migration-in-bulgaria-a-policy-context-of-
http://www.nsi.bg/spisaniestatistika/page/bg/details.php?article_id=278
http://www.nsi.bg/spisaniestatistika/page/bg/details.php?article_id=278
http://www.academia.edu/44888892
http://www.academia.edu/44888892
http://www.un.org/development/desa/pd/sites/www.un.org.development.desa.pd/files/fil
http://www.un.org/development/desa/pd/sites/www.un.org.development.desa.pd/files/fil

IJPS, 2023: 5(2):101-126
International Journal of Politics and Security, 2023: 5(2):101-126

Siber Giivenlik ve Askeri Alanda Blok Zinciri Teknolojisinin Potansiyel
Etkileri: Tiirk Silahli Kuvvetleri Ornegi

Elif EFE”
Kerim Eser AFSAR™

Ozet

Teknolojide Ikinci Diinya Savasi sonrast yasanan ivme ile ortaya ¢ikan siber savas ve siber giivenlik
olmasina neden olmustur. Verilerin giivenligini arttirmak amaciyla gelistirilen teknolojilerden biri blok
zinciri teknolojisidir. Bu ¢alismada, Tiirk Silahlt Kuvvetleri 'nin (TSK) kullandigi “intranet” kapali ag
sistemi yerine blok zinciri temelli bir ag yapisumin kullaniimaswnin siber giivenlik ve savunma ekonomisi
baglaminda bir incelemesi yapimaktadwr. Calismanin amaci, askeri alanda blok zinciri temelli ag
yvapisun TSK ozelinde giiclii ve zayif yanlarini tespit etmek, firsat ve tehditleri belirlemektir. Blok zinciri
teknolojisinin verilere yonelik sagladigi degistirilemezlik, tahrip ve tahrif edilemezlik, silinemezlik
ozellikleri neticesinde potansiyel ekonomik maliyetleri azaltabilecegi sonucu elde edilmistir. Bu nedenle
makalede, literatiirle uyumlu olarak, askeri alanda blok zinciri teknolojisine gecilmesine yonelik ar-ge
calismalarina hiz verilmesi gerekliligi savunulmaktadir.

Anahtar Kelimeler: Askeri Blok Zinciri, Hyperledger Fabric, Savunma Ekonomisi, Siber Giivenlik,
Siber Savunma

Potential Effect of Blockchain Technology in Cyber Security and Military
Applications: The Case of Turkish Armed Forces

Abstract

The emergence of cyber war and cyber security after the Second World War has made data security a
critical aspect of military expenditure for countries. One of the technologies developed to increase the
security of data is blockchain technology. This study discusses the use of a blockchain-based network
system instead of the “intranet” utilized by the Turkis Armed Forces (TAF) as part of cyber security
and defense economics. The study aims to evaluate the use of blockchain technology in military
applications, specifically for the TAF through a SWOT analysis. Blockchain technology can reduce
potential economic costs using unrevisability, indestructibility, and indelibility. Therefore, in the article,
coherent with the literature, the necessity of accelerating R&D efforts for the transition to blockchain
technology in military applications is advocated.

Key Words: Cyber Security, Cyber Defense, Defense Economics, Hyperledger Fabric, Military
Blockchain

1. Giris

Diinya ortalamasmna gore 2020 yilinda savunma harcamalari, kamu
harcamalarinin ~ %5,5’ini  olusturmaktadir. Tiirkiye’deki kamu harcamalarinin 2000

yilinda %9,2’si savunma harcamalarina ayrilmigken, bu kalem 2016 yilina kadar diinya
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ortalamasina paralel olarak azalig gostermis, 2017 yilinda diinyadaki egilimden farklilasarak
artmaya baglamigtir. 2020 yilinda Tiirkiye’nin kamu harcamalarinin %7,5’1 savunma

harcamalarina ayrilmistir.

Sekil 1°deki Diinya Bankasi verilerine gore kiiresel ¢apta 1981 yilinda 404 milyar dolar
olan askeri harcamalar, 2020 yilinda 1,928 trilyon dolara ulasarak yaklasik 5 kat artarken,
savunma harcamalarinin diinya gelirine oran1 %4 diislis gostermistir. Savunma harcamalarinin
diinya geliri igerisindeki pay, Ikinci Diinya Savasi sonrasi diigmesine ragmen, Soguk Savas
donemindeki silahlanma yaris1 nedeniyle yeniden yiikselmeye baglamistir. SSCB’nin (Sovyet
Sosyalist Cumhuriyetler Birligi) dagilmasiyla birlikte Soguk Savasin bitmesi, diinya genelinde

savunma harcamalariin payini giderek azaltmstir.

Tiirkiye’de de benzer bir durum yasanarak 1961 yilinda 468 milyon dolar olan askeri
harcamalar 2020 yilinda 17,2 milyar dolara ulasarak 37 misli artarken, milli gelire oran1 %3,8
den, %2,8’e diismiistiir. 1962°de %3,7 olan askeri harcamalarin milli gelir i¢indeki pay1, Kibris
Barig Harekati nedeniyle 1975 yilinda %5,1’e ulagsmistir. Soguk Savas doneminin bitmesi,
miittefiklerle iliskilerin yumusamasi ve ekonomik engellerin kaldirilmasi ile 1986 yilinda

savunma harcamalarmin milli gelire oran1 1961 yilindaki seviyeye geri donmiistiir.

Global Firepower 2022 raporuna goére Tiirkiye, diinyanin en giiclii ordular
siralamasinda 13. siradadir.2 NATO iiyesi iilkeler arasinda ise 5. siradaki en giiclii ordu Tiirk
Silahli Kuvvetleri (TSK)’ndedir.®> Tiirkiye’de 2015 yilinda milli gelir icerisindeki en diisiik
seviyesine (%]1,8) ulasan savunma harcamalari, 2016 yilindan itibaren maruz kalinan i¢ ve dis
tehditler sonucunda diinya ivmesinin aksine artmaya baslamistir. Tehditlerin boyutu,
Tiirkiye’nin s6z konusu giiclinii korumasi i¢in askeri harcamalarini devam ettirmesini ve
teknolojik gelismeleri takip etmesini bir zorunluluk haline getirmistir. 1980 yilinda diinya
capindaki askerl harcamalarda %0,72 paya sahip olan Tiirkiye, 2020 yilinda 9%0,91°lik bir paya
sahip olmustur. 2020 yilinda 17,72 milyar dolarlik savunma harcamasi ile diinya siralamasinda

ilk yirmi i¢inde yer almaktadir.

!Kullanilan tiim veriler Diinya Bankasindan alinmistir. Bu konuda bkz. The World Bank, World Development
Indicator, Military Expenditure.

Zhttps://www.globalfirepower.com/countries-listing.php, erisim 23.07.2022.
3https://www.globalfirepower.com/countries-listing-nato-members.php, erisim 23.07.2022.

“Deniz Istikbal, “Tiirkiye nin Savunma Harcamalar1”, Kriter Dergi 6, n0.66, (2022): 54-55.
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Sekil 1: Diinya ve Tiirkiye Savunma Harcamalarmin Milli Gelir Igindeki Yiizdelik Pay1
(1960-2020)°

1960 1965 1970 1975 1980 1985 1990 1995 2000 2005 2010 2015 2020
e TJRKIYE SAVUNMA HARCAMALARI/MILLI GELIR e DUNYA SAVUNMA HARCAMALARI/MILLI GELIR

Ikinci Diinya Savasi’ndan sonra teknolojinin hizlanarak bugiin geldigi diizeyle
geleneksel savaslar ve savunma harcamalar1 diginda siber alana yonelik savaslar ve siber
savaslara yonelik savunma harcamalar1 kavramlari ortaya ¢ikmistir. Bu degisim sanayi toplumu
kavraminin yerini bilgi toplumuna birakmasiyla baglantilidir.® Dijital aglarin yogunlasmasi,
hemen her alandaki degisimi dijitallesmeyle iliskili hale getirmistir. Teknolojik gelismelerin
yol agtig1 doniisiim ile askeri alan kiiresel diizeyde siber savaslara evrilmis ve bu yeni durum

nedeniyle savunma harcamalari iginde yeni harcama kalemleri ortaya ¢ikmustir.

Siber gilivenlik igin en kritik faktor verilerin giivenligi ve dogrulugudur. Veri
giivenliginin saglanmasi amaciyla verilerin kaydedilis bicimi ve saklanmasi icin siirekli yeni
teknolojiler gelistirilmektedir. Nakamoto’nun (2008) oncii ¢alismasi ile sifreleme temelli ve
merkeziyetsiz bir ag yapisi ortaya ¢ikmustir.” Blok zinciri teknolojisi olarak adlandirilan bu yaps,
dagitik defter teknolojisini (Distributed Ledger Technology[DLT]) de barindirdigi igin giivene
dayali olmayan, kriptolojik kanita dayali bir veri aktarim ve kayit sistemi olanagi sunmustur.
2008 yilindan giliniimiize kadar birgok alanda kullanilan blok zinciri teknolojisinin askeri alanda

da kullanilmasi i¢in 6ncii ¢calismalar yapilmaktadir.

5The World Bank, World Development Indicator, Military Expenditure.

®Nurcan Térenli, Enformasyon toplumu ve kiiresellesme siirecinde Tiirkiye, Bilim ve Sanat Yayinlari, Ankara,
2004, 5.10-11.

"Satoshi Nakamoto, ‘A peer-to-peer electronic cash system’’, 4: 2, 2008.
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Gelisen teknolojiyle siber giivenlik ihtiyacinin milli giivenlik kavrami ile eslestigini
ifade eden Tiirk Silahli Kuvvetlerinin ’de birincil derecede 6nem verdigi dncelikli amaci, veri
giivenliginin en yiiksek seviyede saglanmasidir.® 15 Temmuz darbe girisimine hazirlik
siirecinde yapilan merkezi sistemler {izerindeki veri degisiklikleri, verilerin ¢alinmasi veya
Kozmik Oda® Sorusturmasinda incelenen belgelerle ilgili veri giivenligi problemleri ortaya
cikmistir. Onerilen 6zel izinli blok zinciri teknolojisinde sadece ilgili kisimlara erisim izni
taninabilecegi, tiim verilere erisiminin engellenebilecegi gibi i¢sel saldirilarin (veri ¢alinmasi,
tahrif edilmesi, silinmesi gibi) yani sira blok zinciri teknolojisi dissal bir saldiriya karsi da
(bilisim sistemlerine baska devletlerin ulagsmasi gibi) sistemde kayith verilerin giivenligini ve
tamligin1 merkezi sunucular tizerinden olusturulan DNS yapisina (intranet) gore en yiiksek
seviyede muhafaza edebilecek dagitik yapida DNS sistemine sahiptir. S6z konusu olasi
saldirilara kars1 askeri alanda bilgi akist ve giivenliginin verimliligi kritik bir role sahip
oldugundan ytiiksek giivenlik katmanli, esnek ve kullanigh bir sistem olan Hyperledger Fabric
“gergek anlamda” yiiksek giivenlikli ve giivenilir bir bilgi akisi saglayabilmektedir. MSB(TSK)
ici tiim kapali ag sisteminin blok zinciri teknolojisine gecilmesi ile sadece “veri saklama”
amaciyla kullanimi dahi siber gilivenlik alaninda birgok siber saldirinin dniine gegebilmektedir.
Geleneksel ag yapisina yapilan DoS, DDoS vb. saldirilar 6nlenebilmekte, verilerin degismezligi
ve deftere kaydedilen bilgilerin silinemezligi, 6zellikle i¢eriden yapilan saldirilarin tamamen
izlenebilir olmasini saglamaktadir. Askeri verilerin giivenliginin alternatif maliyeti s6z konusu
oldugunda, veri giivenliginin hayati dneme sahip oldugu sdylenebilir. Literatiirde, 6zellikle
ABD-Iran arasindaki siber savasta, ‘“gizli’’ ar-ge sonuclarinin calinmasi ve ¢alinan teknolojinin

gelistirilerek pazardaki yerinin isgal edilmesi konunun 6nemini gosteren iktisadi 6rneklerdendir.

Calismanin geri kalan1 dort bolim olarak kurgulanmistir. Birinci boliimde literatiir
taramasi ve arastirmanin dnemine deginilmistir. Ikinci béliimde askeri alanda siber giivenligin
onemi anlatilmistir. Ugiincii béliimde, blok zinciri teknolojisi tanitilmis ve askeri alanda

kullanimi tartisitlmistir.  Dordiinci  boliimde, blok zinciri teknolojisinin askeri alanda

8 https://www.msb.gov.tr/SlaytHaber/milli-savunma-bakani-sn-fikri-isik-ulastirma-denizcilik-ve-haberlesme-
bakani-sn-ahmet-arslan-ile-siber-guvenlik-isbirligi-protokolunu-imzaladi, erigim 24.10.22

®Kozmik Oda: Genelkurmay Bagkanligi'na bagh Seferberlik Tetkik Kurulu'ndaki (STK) miihiirlii kozmik odalarin
kapis1 yiiz ve parmak izi tantyan, 17 haneli sifrelerle acilmaktadir. Cok sinirli sayida personelin girmek icin yetkili
oldugu odalarda, olasi bir savasta devlet biiyliklerinden is adamlarina kadar iilke i¢in 6nemli olan isimlerin nasil
ve nerede korunacagmma dair detayli planlar yer almaktadir. https://www.ntv.com.tr/turkiye/kozmik-oda-
nedir,lqaMw53CdEQ8SIGV-ASz_A, erigim 28.10.22
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uygulanabilirligi ile giiglii/zayif yonleri incelenerek Tiirk Silahli Kuvvetleri acisindan siber
giivenlik ve iktisadi anlamda bu teknolojiye gecilmesi gerekliligine yonelik Oneriler ortaya

konulmustur.
2. Literatiir Taramasi

Uluslararasi literatiirde McAbee, Tummala & McEachen (2019) askeri istihbarat
sistemlerine blok zinciri teknolojisinin dahil edilmesinin potansiyel kullanim alanlarini
arastirmustir. 1 Lilly & Lilly (2021), ABD, Cin ve Rus ordularinin savasta blok zinciri
teknolojilerine yonelik uygulamalari ele almis ve diinyadaki askeri blok zinciri projelerine
odaklanmistir. ! Taylor ve digerleri (2020) calismasinda siber giivenlik igin blok zinciri
uygulamalarmi sistematik olarak gézden gecirmistir.}? Lee & Kim (2021) siber savunmanin
blok zincirinde ortaya koydugu firsatlari, uygulamalari ve zorluklari ele almistir.*3 Polcumpally
(2022), blok zincirinin askeri uygulamalarda kullanimmin 6nemine vurgu yaparak Hindistan
icin heniiz bir pilot ¢alismanin s6z konusu olmadigini, Hindistan ordusunun diger ordularin bu
teknolojiyi benimsemesini beklemeden bir an Once yapisal degisikliklere baslayarak, blok
zinciri teknolojisinin etkisini anlamak i¢in ordu i¢inde sanal alanlar olusturmasi gerektigini
iddia etmistir.!* Zhu ve digerleri (2020) blok zinciri teknolojisini, askeri alanda gelecek vaat

eden uygulamalar baglaminda ele almigtir.'®

Ulusal literatiirde, askeri alana yonelik blok zinciri ile ilgili az sayida ¢alisma vardir.
Konacakli (2019) ¢alismasinda ‘‘Hyperledger Fabric’” ile modeli olusturulan hava
operasyonlarmnin “‘iz verisinin®> emniyetini saglamaya yonelik bir uygulama gelistirerek ulusal
iletisim sistemi ve yazilimlarla donatilmis ag yapilarinin Tiirkiye’de veri giivenligini korumada
cok onemli gorevler iistlenebilecegini gdstermistir.'® Angin (2020), askeri otonom sistemlerde

veri giivenligi saglanmasina yonelik blok zinciri mimarisi onererek giivenilir iletisim sagladigi

OMcAbee, Ashley, Murali Tummala, and John McEachen. "Military intelligence applications for blockchain
technology.", Proceedings of the 52nd Hawaii International Conference on System Sciences, 2019, 5.6031-6040.
1Bilyana Lilly and Sale Lilly. ‘‘Weaponising Blockchain: Military Applications of Blockchain Technology in the
US, China and Russia.’” The RUSI Journal 166:3, 2021, s.46-56.

12paul J Taylor, et al. ‘A systematic literature review of blockchain cyber security.”” Digital Communications and
Networks 6:2, 2020, 5.147-156.

13 Suhyeon Lee and Kim Seungjoo, ‘‘Blockchain as a Cyber Defense: Opportunities, Applications, and
Challenges.”’, IEEE Access 10, 2021, 5.2602-2618.

14Arun Teja Polcumpally, ‘‘Blockchain technology and its importance in the military applications.”, CSS, 2022.
15Ying Zhu., et al. “‘A study of blockchain technology development and military application prospects.”’, Journal
of Physics: Conference Series. Vol. 1507. No. 5. IOP Publishing, 2020.

%Enis Konacakli, Ulusal giivenlik i¢in blokzinciri tabanl siber giivenlik modeli, Yiiksek Lisans Tezi, Eskisehir
Teknik Universitesi, 2019.
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ve igerik manipiilasyonuna yonelik siber saldirilara karsi gilivenilirligi arttirdigi sonucuna
ulasmustir.” Karaarslan ve Konacakli (2021), ‘‘Hyperledger Fabric’* mimarili blok zinciri ile
hava kuvvetlerinin sahip oldugu lojistik yonetiminin kayitlarinin ve takibinin gilivenliginin

arttirilmasia yonelik bir model olusturmustur.®

Bu ¢aligmanin amaci, askeri alanda ‘‘Blok Zinciri Temelli Ag Yapisinin’’ TSK 6zelinde
gliclii ve zayif yanlarini tespit etmek, firsat ve tehditleri belirlemektir. Literatiirde blok zinciri
teknolojisinin askeri alandaki kullaniminin zayif yonleri/dezavantajlar1 ve iktisadi baglami
¢ogunlukla ihmal edilmistir.’® Bu makalede ‘“‘SWOT analizi>> yontemiyle askeri alanda blok

zinciri teknolojisi kullaniminin ihmal edilen unsurlarina odaklanilmistir.
3. Siber Giivenlik

Giliniimiizde kiiresel diizeyde neredeyse tiim tilkeler dijital sistemlere entegre olmustur.
Dijitallesen verilerin giivenli hale getirilmesi ise “siber giivenlik” kavraminin énemini ortaya
koymaktadir. Ozellikle teknolojinin ¢ikis noktasi kabul edilen silahli kuvvetler teknolojik
gelismelere Oncliliik etmektedir. Siber savaslarin ortaya ¢ikmasi ile s6z konusu oldugu askeri
ve istihbarat faaliyetlerine yonelik gilivenlik agiklari bunun yaninda ekonomik maliyetleri
nedeniyle hem savunma harcamalart hem de ar-ge ¢alismalar diinya genelinde bu yone evrim
gecirmek zorunda kalmistir. Mckinsey sirketi 10 Mart 2022 tarihinde yayimladig:
““Cybersecurity trends: Looking over the horizon’” isimli ¢aligmada, 2025 yilina kadar veri

giivenligi alaninda yapilacak harcamalarin 101,5 milyar dolar olacagim belirtmektedir.?°

Pelin Angin, "Blockchain-Based Data Security in Military Autonomous Systems." Avrupa Bilim ve Teknoloji
Derqgisi, 2020, 362-368.

18Enis Konacakli ve Enis Karaarslan, Blokzincirinin Askeri Lojistik Takip Sistemlerinde Kullanmilmasi, Siber
Giivenlik ve Savunma: Blokzinciri ve Kriptografi, Ankara, Nobel Yayimevi, 2021.

¥Kamu yoénetiminde blok zinciri teknolojisinin potansiyel etkiler igin Sat (2019), Karahan ve Tiifekgi (2019a),
Karahan ve Tiifek¢i (2019b) ¢alismalart 6rnek gosterilebilir. Ancak bahsi gecen g¢aligmalar SWOT analizi
kapsaminda degildir. Bu ¢aligmada oldugu gibi heniiz hayata gegmemis bir blok zinciri uygulamasinin SWOT
analizi i¢in bkz. Kiigtikkirali ve Afsar (2022).

20 https://www.mckinsey.com/business-functions/risk-and-resilience/our-insights/cybersecurity/cybersecurity-
trends-looking-over-the-horizon, erisim 24.07.2022.
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3.1. Enigma ve Siber Savaslarin Kékeni

Savaslarin siber alana déniismesindeki baslangi¢ noktas1 Ikinci Diinya Savasi’nda
sifreleme makinelerinin atasi kabul edilen, Almanya’nin, ‘‘Enigma’’ adi verilen sistem ile
iletisim kurmay1 basarmasi olmustur. Bu iletisim diismanin mesajlar1 ¢ozmesini engellemek
icin bir sifreleme yontemi ile gergeklesmistir. Siirekli algoritmalarin giincellenmesi islemi
uygulanarak, sifrelemenin ¢oziilmesinin de 6niine gegilmeye calisilmustir. flk siber saldiri
olarak kabul edilebilecek hamle, Enigma’ya yonelik olarak Ingiltere nin, Turing 6nderliginde
bir grup ile Enigma’nin sifrelerini ¢6zmeye calismasidir. Ingiltere’deki ekip, siirekli yenilenen
algoritmalar ic¢in bir makine tasarlama gereksinimi ile ‘‘Clossus’ isimli makineyi
gelistirmislerdir. Siber saldirilarin atasi olarak kabul edilebilecek bu makine ile savasin erken
bitmesi saglanmistir. Clossus iletilen bir mesajdaki 25000 karakteri tarayip anlamli kisimlarimi
tespit edebilen bir makinedir. 2! Makinelerin gelisimi bilgisayar teknolojisine bir temel
hazirlamigtir. Internetin gelisimi ise ABD Savunma Bakanhiginin kurdugu *‘Arpanet’ ile
baslamistir; bu ag diinyanm ilk internet ag1 olarak kabul edilmektedir. Universiteler arasi
kurulan bilgisayar baglantisi ile ilk iletilmek istenilen ‘‘login’’ kelimesinin sadece ilk iki harfi
iletilebilmis, diger harfleri ise saatler sonrasinda iletilmistir.?? Bu atilim sonrasinda internetin
giintimiizdeki gelisimine yonelik ag baglantis1 genisletmeleri siiratli bicimde gerceklesmistir.
Giliniimiizdeki birgok askeri faaliyetin ag tizerinden iletilmesi siber savaslari, muharebe

cesitlerinin 6nemli bir pargas: haline getirmistir.
3.2. Siber Saldir1 ve Savunmalarin Kiiresel Ornekleri

Kiiresel capta gerceklesmis olan ¢cok sayida siber saldirt bulunmaktadir. ABD tarafindan
gerceklestirilen siber saldirilara yonelik ilk hamle Birinci Korfez Savasi’nda, Irak’in tiim askeri
donanmalar1 arasindaki koordinasyonu kesmesiyle gerc¢eklesmistir. Bunun yaninda ABD
tarafindan sifreli telsizlerin frekanslarina sizilmasi, askeri birimlerin aralarinda yanlis koordine
olmalarina neden olmustur. Ikinci Kérfez Savasi’nda ise ABD sistemlerini daha da gelistirerek
sadece telsizlere degil tiim iletisim araglarina siber saldirida bulunarak, personelin teslim
olmasmna yénelik propagandalarda bulunmustur.?® ABD, kendi yaptig1 saldirilar ve 2001 de

yasadigi saldirilar nedeniyle, 2009 yilinda resmi olarak Siber Komutanligini

2Jack B. Copeland (ed.), The essential Turing, Clarendon Press, 2004, 5.232.

22Stephen Lukasik, ‘“Why the Arpanet was built?”’, IEEE Annals of the History of Computing, 33:3, 2010, s.12.
B Ali Burak Daricily, Amerika Birlesik Devletleri ve Rusya Federasyonu'nun Siber Giivenlik Stratejilerinin
Karsilastirmali Analizi, Doktora Tezi, Uludag Universitesi, Bursa, 2017, s. 63.
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“USCYBERCOM’’ adiyla kurmustur. iran’a kars1 2015 yilinda yapilan “*Stuxnet’” isimli bir
viris ile niikkleer santrallerine yonelik bir saldiri yapilmistir. Bu saldirt santrallerdeki
makinelerin parcalanmasina neden olmus ve Iran’t milyonlarca dolar zarara ugratmistir.
Internet baglantis1 dahi bulunmayan santrale, reaktér mithendisinin evrensel seri veriyolu (USB)
ile sisteme bu zararli yazilimi entegre ettigi diisiiniilmektedir.?* Eski ulusal giivenlik ajansi
calisan1 Snowden’in agiklamasima gore bu viriis ABD ve Israil tarafindan programlanarak,

fran’1n niikleer enerji iiretimine zarar vermek i¢in ortaya ¢ikarilmistir.?

2016 yilinda ABD’ ye ait insansiz hava aract (IHA) Iran tarafindan diisiiriilmiis,
teknolojisinin taklit edilmesinin yani sira silah aparatlar1 da eklenerek gelismis bir modeli
iiretilmistir. 2019 yilinda ise ABD’ye ait bir IHA, Iran tarafindan ‘‘siber saldirilar’> sonucu
diisiiriilmiistiir. Donemin en gelismis teknolojisine sahip olan bu IHA larm degeri 120 Milyon
dolardir. ?® Diisiiriilen IHA’nm maliyeti disinda teknoloji taklidi ile de ar-ge harcamalar
yiikiinden kurtulan Iran, ABD’nin, IHA s ihrac ederek elde edecegi gelire de diinya iizerinde
sahip olabilme firsatin1 ele gecirmistir. Bu baglamda siber saldir1 sonucu maruz kalinan

ekonomik zararlarin ¢esitleri de farklilagmaktadir.

Rusya ise 2000 yilinda yayinladigi ““6greti’’ ile siber glic olma maksadiyla ilk belgesini
olusturmustur. 2009 yilinda yayimladig: bir diger belge ile teknolojinin gelismesiyle ortaya
cikacak risklerin 6nemine vurgu yapmistir. Resmi bir komutanliga sahip olmamasina karsin
Rusya, orduda ve istihbarat servislerinde pek ¢ok siber yapilanma olusturmustur. 2014 yilinda
ise Rusya, biitceden 500 milyon dolar ayrildigint belirterek yazilim uzmanlart ve yabanci dil
bilen personel istihdam edilecegini, siber tehditlere yonelik olarak bagimsiz olmanin 6énemini
resmi olarak ifade etmistir.?’” Sonraki yillarda ise orduda faaliyet gdstermeleri igin siber
uzmanlara askeri zorunluluklara karsilik imtiyaz sahibi olacaklari tekliflerde bulunulmustur.
Siber alanda ¢aligmalarini test etmek isteyen Rusya 2019 yilinda tiim kiiresel internet ag1 ile

baglantisin1 keserek, internet altyapisinin diinya agina bagli olmadan calisip ¢aligmadigini

24Marie Baezner and Patrice Robin, ‘‘Stuxnet’’, Center for Security Studies (CSS), ETH Zurich, 4, 2017, s.4-5.
% Edward Snowden Interview, “The NSA and Its Willing Helpers™’,
https://www.spiegel.de/international/world/interview-with-whistleblower-edward-snowden-on-global-spying-a-
910006.html erigim 22.05.2022.

% Hakan Kilig, ‘““ABD’nin dev casus ucagi Iran tarafindan diisiiriildii: Peki simdi ne olacak?”’,
https://www.yenisafak.com/gundem/iranin-abd-ucagini-dusurmesi-nasil-sonuclar-doguracak-3495626,  erisim
23.05.2022.

27 Ali Burak Daricili ve Baris Ozdal, ‘“Rusya Federasyonu’nun Siber Giivenlik Kapasitesini Olusturan
Enstriimanlarin Analizi’’, Bilig, 83, 2017, s.131.
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kontrol etmistir.?® Rusya bu testle olas1 bir saldir1 s6z konusu oldugunda agin1 bir nevi intranete

doniistiirerek siber saldirilarin zararini en aza indirmeyi amaglamaktadir.
3.3. Tiirkiye’de Siber Giivenlik ve Saldirilar

Tiirkiye’deki duruma baktigimizda ise resmi olarak bir ‘‘siber komutanlik’’
olmamasinin yaninda 2012 yilinda TSK Siber Savunma Merkezi Bagkanligi kurulmus ve bu
yapt 2013 yilinda TSK Siber Komutanligina doniistiiriilmiistiir. Bu komutanlik muharebeden
ote savunma amacli TSK’ya ait internet sitelerini korumak ve olasi saldirilart1 6nlemek tlizerine
islev gérmektedir. Niikleer tehditlerden sonra TSK siber saldirilarin kiiresel olarak var olan en
biiyiik ikinci tehdit olusturdugunu ifade etmistir.?® Cumhurbaskanligia bagl olarak 2017 yili
icerisinde “Siber Savunma Harekat Merkezi” kurulumu tamamlanarak TSK’nin hizmetine
sunulmustur.®® Tiirkiye’ye yonelik sivil siber saldirilardan biri Garanti Bankasi’na 2019 yilinda
gerceklesmistir.  Kurum yoneticileri internet servisleri tabanli bir yogunluk oldugu
aciklamasinda bulunmus, miisterilere ait bilgilerin ¢alinmadigini iddia etmistir. Yine 2019
yilinda Tirkiye’nin aligveris sitelerinden nll.com bazi miisterilerin e-posta adreslerinin

calindigini1 agiklamistir.

Basinda yer bulan siber saldirilar ve kiiresel capta yasanmis saldirilar goz oniine
alindiginda olast saldirilara karsi, Tirkiye’nin kritik altyapilar (elektrik santralleri,
telekomiinikasyon, ekonomi, saglik, askeri alanlar) baglaminda siber giivenligine yonelik
onlemleri arttirmasi bir zorunluluk halindedir. Kritik alanlarda internete baglilik durumu s6z
konusu oldugu i¢in olast bir siber saldirtya karsi alinabilecek dnlemlerin maliyeti, herhangi bir
siber saldir1 sonucu olusacak ekonomik ve giivenlik agisindan ortaya ¢gikacak maliyetin yaninda
oldukea diistik diizeydedir. Tiirkiye agisindan e-devlet uygulamasi degerlendirildiginde, 2021
yili Ekim ay1 itibariyle 624 kurumun sagladigi 6001 hizmet sayisi siber saldirilarin olasi etki

alanlarini niceliksel olarak ifade etmektedir.®!

80zan Baki, ‘‘Rusya, Kiiresel Internet Agiyla Baglantisim1 Basariyla Kesti>’, https://www.webtekno.com/rusya-
kuresel-internet-agiyla-baglantisini-kesti-h82374.html, erisim 25.05.2022.

2Sinan Uslu, ‘‘Tiirk ordusunun yeni "kuvveti" siber savunma’’, https://www.aa.com.tr/tr/turkiye/turk-ordusunun-
yeni-kuvveti-siber-savunma/584061, erisim 01.06.2022.

30T.C. Savunma Sanayii Baskanlig1, https://www.ssb.gov.tr/WebSite/contentlist.aspx?PageID=1083&LangID=1,
erisim 03.06.2022.

81 T.C. Strateji ve Biitge Bagkanhg, ‘2022 Yilhk Programi’, s.371, https://www.sbb.gov.tr/wp-
content/uploads/2021/10/2022-Y ili-Cumhurbaskanligi-Yillik-Programi-26102021.pdf , erisim 07.06.2022.
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19 Aralik 2019°da donemin Basbakan Yardimcisina yonelik suikast iddiasi ile agilan
sorusturma kapsamida FETO iiyesinin, devletin en gizli belgelerini Kozmik Oda’dan 1,5
terabaytlik hardiske kopyalayarak yurt disina kagirmasi, bu kisinin i¢ giivenlik ve siber giivenlik
uzmani olmasi, TSK’ya iceriden erisim ile merkezi sunucularda saklanan bilgilerin ele

gecirilmesine ydnelik bir saldiriyr gergeklestirdigini gostermektedir. 32

2016 yilinda TSK’ya yonelik yapilmis olan 15 Temmuz Darbe Girisimi’nin arka plani
veya Ukrayna-Rusya ornegindeki gibi fiziksel bir askeri saldirt sonucunda, TSK’nin biligim
sistemlerine ulasim elde edilmis olmasinin yaratacagi maliyetler yiiksek diizeye ulasabilir.
Kamuoyunda da yer bulan 15 Temmuz Darbe girisiminin arka plaminda Izmir Cumhuriyet
Bagsavciligi tarafindan hazirlanan, izmir’deki askeri casusluk sorusturmasinda FETO’niin
cesitli usulsiizliikler yaparak sahte delil iiretildigi iddialariyla ilgili Izmir Askeri Casusluk
Iddianamesinde, TSK igindeki érgiite ait personelin; TSK’nin giivenligine ait gizlilik igeren
belgeleri s6z konusu Orgiitiin havuzuna ulastirdiklari, kurum disina ¢ikarabildikleri ¢esitli
gizlilik derecelerine sahip belgeleri, bu havuza aktardiklar1 hatta belgeleri tahrif edip
degistirdikleri ve bu sekilde ilgili kurumlara gonderdiklerinin anlasildigina yer verilmektedir.*
Fiziksel saldirilara gerek olmadan igeride ortaya ¢ikabilecek bir yapinin yine var olan bilgileri

degistirmesi, elde etmesi, silmesi gibi durumlar sistemin gilivenligini tehdit edebilmektedir.

Baska devletlerin TSK birimlerine ulagsmalari sonucunda elde edebilecekleri istihbarat
faaliyetleri kapsaminda gizlilik iceren bilgiler, bu bilgilerin degistirilmesi veya silinmesinin
maliyeti Tiirkiye i¢in oldukga yliksek olacaktir. 2017 yilinda diinya ¢apinda yapilan siber
saldirilarin sadece ekonomik zarari 600 milyar dolar olmustur. Diinya Ekonomik Forumu,
Kiiresel Risk Raporu’nda siber saldirilarin, 2021 yil1 igerisinde kiiresel ekonomiye maliyetinin
6 trilyon dolar oldugunu tahmin etmektedir.>* Kiiresel dlgekte gerceklesmis saldirilar gz niine
alindiginda, Tiirkiye’de askeri teknoloji ve enerji alanlarinda bagimliligi azaltmaya yonelik

yapilan harcamalar ve yatirnmlar (Bayraktar, Niikleer Santraller vb.) sonucunda bu alanlara

32 https://www.trthaber.com/haber/gundem/kozmik-oda-casusu-bilgileri-harddiskle-feto-elebasina-goturmus-
530949 .html, erisim 26.10.22

3 https://www.aa.com.tr/tr/15-temmuz-darbe-girisimi/izmirdeki-askeri-casusluk-sorusturmasinda-kumpas-
davasinda-karar/1904912, erisim 26.10.22

34<Global Risks Report’’, https://www.weforum.org/reports/global-risks-report-2022/, erisim 07.06.2022.
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yonelik ar-ge verilerini ele gegirmek, kendi ¢ikarlari igin kullanmak veya degistirmeye yonelik

saldir1 riskleri s6z konusu olabilecektir.3®

Tiim bu siber saldir1 riskleri goz 6niine alindiginda, en kritik kurum olan Milli Savunma
Bakanligi’na bagli birimlerin kullandigi teknolojiyi ‘‘millilestirmek’’, var olan sistemin daha
da giivenli hale getirilmesine yonelik ar-ge harcamalarina yatirim yapmak, stratejik olarak olasi
durumlara kars:1 aliabilecek en 6nemli tedbirler arasindadir. Ilk niikleer santrale sahip olma
hazirliklari igerisinde olan Tiirkiye’ nin reaktor sistemini etkileyerek bir niikleer patlamaya yol
acmak, milli muharip ugaginin yiiksek giivenlik altinda tutulan kaynak kodlarini ele gegirmek,
hatta bu saldirilardan siyasi edinimler elde ederek ¢esitli milli zararlar ortaya ¢ikarmay1

hedefleyecek olasi siber saldirilar s6z konusu olabilecektir. 3
4. Blok Zinciri Teknolojisi ve Askeri Alanda Siber Giivenlik Uygulamalari

Basitce blok zinciri teknolojisi, silinemez, yok edilemez, tahrif edilemez veri tabani ve
kayit sistemi olarak tamimlanabilir. Diinya genelinde devletler blok zinciri teknolojisini
uygulamak i¢gin yarismaktadir. ABD, DARPA’nin (Savunma Ileri Arastirma Projeleri Ajansi)
‘‘Sanal Ortamlarda Veri Korumasi’” (DPRIVE) ile tedarik zinciri saldirilariyla miicadele etmek,
askeri lojistigi yonetmek ve savas alaninda giivenli iletisim kanallar1 olusturmak icin blok
zinciri teknolojisi sistemleri gelistirmeyi amaclamaktadir. Avrupa Birligi, blok zinciri
teknolojisinin gesitli sektorleri etkileyebilecegini ve dijital AB igin temel olusturmanin 6nemli
olabilecegini ifade etmektedir. Dijital ““Tek Pazar’’ girisimi, iletisim ve Teknoloji Genel
Midiirliigii (DG-CONNECT), Avrupa Blok Zinciri Ortakligi (EBP), Avrupa Blok Zinciri
Hizmetleri Altyapisi (EBSI) gibi girisimler, sivil-askeri blok zinciri teknolojisinin gelistirilmesi
icin yeni atilimlar olarak gériilmektedir.” Sadece batili devletler degil, Cin Halk Cumhuriyeti
de blok zinciri teknolojisine énemli yatirimlar yapmaktadir. Halk Kurtulug Ordusu (PLA),
istihbarat operasyonlar1 i¢in fon dagitimini yonetmek, savunma personelinin verilerini korumak,
silah yasam dongiisii, askeri lojistigi slirdiirmek ve operasyonlar1 daha giivenli hale getirmek

icin blok zinciri teknolojisini kullanmay1 planlamaktadir.®®

%¢¢5th Generation Cyber Attacks Are Here And MostBusinesses Are Behind- A New Model For Assessing and
Planning Security’’, http://www.infosecurityeurope.com, erisim 07.06.2022.

% Enis Konacakli, Age, s.16.

S7Arun Teja Polcumpally, Age, s.2.
Bhttps://www.crowell.com/files/Potential-Uses-of-Blockchain-Technology-In-DoD.pdf , erisim 23.06.2022.
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4.1. Blok Zinciri Yapisi

2008 kiiresel krizinden sonra takma bir isimle Satoshi Nakamoto tarafindan Bitcoin:
Esten Ese Elektronik Nakit Odeme Sistemi ¢alismasinda, geleneksel finans sitemine alternatif
olarak; finansal aracilarin olmadigi, devlet tarafindan kontrol edilmeyen ve kisilerin aralarinda
para aligverisine imkan saglayan dijital paranin bir pargasi olan blok zinciri bir defter olarak
tasarlanmustir. ¥ Cikist nedeniyle finansal islemlerde kullanilabilen bir sistem olarak
algilanmasina ragmen blok zinciri teknolojisi, tiim degerli kayitlar1 saklama araci olarak
kullanilmaktadir. Sifreleme bilimi (kriptoloji) ile verilerin saklandigi blok zinciri yapisi
merkezi bir yap1 iizerinden eslere bilgi aktarmak yerine, esler aras1 dagitik yapisi ile bilgi akist
saglayan tamamen giivenilir bloklardan olusan bir dijital kayit sistemidir. Sekil 2’de verilen
dagitik mimariye sahip zincir yapisi, blok zinciri teknolojisinin dagitik esler arasi bagi
sayesinde verilerin tek bir merkezde toplanmasi yerine aga dahil olan tiim diigiimlerde
kayitlarin var olmasini saglayarak gilinlimiizde kullanilan merkezi yapilardan daha giivenli bir

sistem olusturmaktadir.

Sekil 2: Geleneksel Ag ve Blok Zinciri Teknolojisi®

Merkezi Yapi Dagitik Yapi

57 li— LU=

N A Ly

_/;;;z.l._s\gg il @ 1/

Dagitik yapi sisteminde aga dahil olan tiim diigiimlerin en az %51°i ele gegirilene dek

verilerin timi giivenli bir sekilde kayith kalmaya devam edebilmektedir. Fiziki bir savas

39Satoshi Nakamoto, Age.
“Ohttps://blokzincir.bilgem.tubitak.gov.tr/blok-zincir.html diyagram tarafimizca revize edilmistir.
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sirasinda merkezin ele gegirilmesi ile s6z konusu olabilecek bir erisim vasitasiyla verilerin hepsi
silinebilirken, blok zinciri sisteminde sistemin igerisinde olan tiim diigiimlerin ancak tek tek

yok edilmesi sonucunda verilerin silinebilmesi miimkiin olmaktadir.

Blok zincire kaydedilen veriler belirli bir biiyiiklige ulastiktan sonra (Tasarim
yapilirken ne kadar biiyiikliikkte bir bloklagsmasi gerektigi kistas (uzlasma protokolii) olarak
belirlenmektedir), islenerek zaman damgasi ve sifreleme bilimi yardimiyla kalict kayitli bloklar
olusturulmaktadir.*! Tasarimda olusturulan ilk blok ‘‘baslangi¢ blogu’’ (genesis block) olarak

isimlendirilmektedir.

Bloklar birbirlerine kendilerinden 6nceki blokun 6zet fonksiyonu ile baglanarak blok
zincirlerini olusturur. Ozet fonksiyonlar1 (hash kodu) bir énceki blogun i¢indeki verilerin tek
yonlii fonksiyonlaridir. Blokta yapilacak en kiiclik bir degisikligin Gzetin tamaminin
degismesine sebep olmasi blok zincirinin degistirilemez yapisinin temelini olusturmaktadir.
Sekil 3’te goriildiigii tizere, her blok kendinden dnceki blogun 6zet sifrelemesini tagiyarak
kendinden sonraki bloga kendi Ozet sifrelemesini vererek baglandigi icin biitiin bloklar
kendinden 6nceki tiim bloklara ait verileri igerisinde barmdirmaktadir.*? Zaman damgasi ile
kapatilmis bir bloktaki veriler degistirilmeye ¢alisildiginda (hacklenmeye) komsu bloklarindaki
kodlar zaman uyumlu olmaktan ¢ikacagi igin “sanal alarmlar” yetkilendirilmemis bir giris

oldugunu kolaylikla tespit edebilecektir.

Sekil 3: Bloklarin Zincirlesme Teknolojisi*

F A &

Ozet Fonksiyonu Ozet Fonksiyonu (zet Fonksiyonu
42516657aa5787c41a 7603e0f2d761e5966d3 1691749c061cad00a267e6b
9863d7cd478a6175feded0 ef660c8c8ataBbiec2145¢ 18b1703b133610102{806070
786218656ad61bfh45be7ae0 Do 6161656379686276420a18 00 8ta6Bdalaaaef8633

Onceki Blok Ozet Fonksiyonu Onceki Blok Ozet Fonksiyonu Onceki Blok Ozet Fonksiyonu
000000000000000000000000 42516e57aa5787c41a 7603e0f2d761e5966d3
000000000000000000000000 9863d7cd478a6175e3ed0 ef660cBcBalaBbiec?145¢
(000000000000000 ) 78628656ad61bfb45be7ae0 | =61 61656379686276420a18

41¢‘Blokzincir”’, https://blokzincir.bilgem.tubitak.gov.tr/blok-zincir.html, erigsim 08.06.2022.

42<‘Blokzincir”’, Age, erisim 08.06.2022.

43 https://www.ig.com/en/trading-strategies/what-is-blockchain-technology--200710,
https://emn178.github.io/online-tools/sha256.html verileri kullanilarak tarafimizca diizenlenmistir, erisim
09.06.2022.
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Finansal islemlerde kullanilan blok zinciri mimarisi, kayitlart okuma ve diigiim olma
hakkini her katilimciya saglayarak herhangi bir kullanict aga dahil olmak istediginde bir
kisitlamaya tabi tutulmamaktadir. Bitcoin yapisindaki teknolojilerde ‘‘Is Kaniti Konsensus
Mekanizmas1’’ (PoW) nedeniyle enerji harcamasi oldukca fazladir. Mahremiyet veya gizlilik
ihtiyaglar1 s6z konusu ise daha ¢ok kamusal (a¢ik) blok zincirleri yerine izinli veya hibrit yapilar
tercih edilmektedir. Izinli yapilar olusturularak ag igerisindeki diigiimlerin (Eslerin, MSB
calisanlarinin) belirli bir bilgiyi tam giiven icerisinde paylasmasi saglanmaktadir. Esler ancak
belirlenmis olan otoritenin (MSB) izni ile aga dahil olmaktadir. Hyperledger Fabric,
Hyperledger Burrow, R3 Corda bu teknolojilere drnek teskil etmektedir. Ozel izinli zincirlerde

gizlilik artarken maliyetler diiser.**
4.2. Tiirk Silahli Kuvvetleri Siber Altyapisi icin Onerilen Blok Zinciri Mimarisi

TSK ve Milli Savunma Bakanlig1 baglaminda degerlendirildiginde kullanilan altyapi
intranet odakli kapali ag internet altyapisidir. TSKNET olarak var olan bu altyapi, kuvvetler
naminda ¢esitli isimlerle (Kara Kuvvetleri KARANET vb.) amlmaktadir.*® Gergeklestirilen
siber saldirilardan yola ¢ikilarak internet ile iligkisi s6z konusu olmayan bir reaktor bilgi
sisteminin (fran, Stuxnet Saldiris1) bile kontrolii ele gegirilebilmektedir.*® Geleneksel aglara
yonelik giivenlik endisesi olusturan hizmet reddi ‘‘DoS’’ (Denial of service) saldirist ve
kaynagin isleme kapasitesine yonelik sinirli miktarda zaman gerektiren hizmet istekleriyle
doldurulmasi vasitasiyla gergeklesen <‘DDoS’’ (Distributed denial of service) saldiris1 soz
konusu olmaktadir.*” Bu nedenle var olan merkezi sunucular iizerinden olusturulan Alan Adi
Sistemi (Domain Name System [DNS])yapist TSKNET te (intranet) saklanan verilerin olasi
saldirilara kars1 6nlem alabilmek adina ¢alismamizda dagitik yapida blok zinciri tabanli DNS
yapisind gecirilmesi  Onerilmektedir. Bu yapi sayesinde giivenli DNS dagitimi
olusturulabilecektir. DNS zehirlenmesi gibi saldirilar veya sunucularin siber saldirilar (DDoS,

DoS vb.) sonucunda servisten diisme sorunu yasamasinin 6niine gegilebilecektir.*®

4Enis Konacakli ve Enis Karaarslan, Age, s.223.

*Cem Cerkezoglu, Kara kuvvetleri komutanhginda uzaktan egitim uygulamalar, Yiiksek Lisans Tezi, Sakarya
Universitesi, Sakarya, 2006, 5.102.

46 Enis Konacakli, Age, s.11.

47Brij B Gupta and Omkar P. Badve, ‘‘Taxonomy of DoS and DDoS attacks and desirable defense mechanism in
a cloud computing environment’’, Neural Computing and Applications, 28:12, 2017, s.1-2.

“8Enis Konacakli, Age, s.30.
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Oncelikli olarak Bitcoin agiyla hayata gecen blok zinciri aglar1 agik blok zinciri aglari
olarak siniflandirilmaktadir. Bu tip aglarin askeri alanda kullanimi islevsizdir. Yukarida bahsi
gecen kapali aglarin siber glivenlik sorunlarimin ¢oziimii i¢in Hyperledger Fabric, R3 Corda
gibi konsorsiyum blok zinciri aglar1 gelistirilmistir. 2015 yilinda Linux vakfi tarafindan agik
kaynak kodlu ve topluluk odakl: altyapilar saglayan bir platform olarak tanitilan Hyperledger
Fabric bir sirket veya firma degildir. Kurumlarm talepleri ile veri gizliligini korurken uygun
dlcekte performans saglamaya yonelik bir blok zinciri teknolojisi yaklasimi sunmaktadir.*
Kuzey Atlantik Antlasmasi Orgiitii (North Atlantic Treaty Organization [NATO]) niin, iyesi
olmayan iilkelerin sistemlerine entegre olma ihtimalini istemedigi i¢in yasanan S-400 krizi g6z
ontine alindiginda, Tirkiye’nin iiye olmayan iilkelere karst veri paylasimma izin
verilmeyecegini goz ardi etmemesi gerekmektedir.® izin derecelerinde esneklige miisaade
eden Hyperledger Fabric platformunun TSK adina 6nerilmesinin nedenleri, ‘‘bilmesi gereken

prensibine’’>!

uygun bilesenlere sahip olmasi, izinli 6zel bir zincir yapisina sahip olmasinin
yaninda izinli agik zincirlerin eklenmesine olanak tanimasi, konsensiis protokolleri agisindan
madencilik iglemine ihtiya¢c duyulmadigi i¢in daha az enerji harcayacagindan ¢evreye zararinin
daha az olmasi ve diisikk islemcili cihazlarda calistirilabilir olmasidir. %2 Hyperledger’m
sundugu blok zinciri tabanli dagitik defter teknolojisi agik kaynak kodlu oldugundan esnek,
modiiler ve gelistirilebilir bir yapiya sahiptir. Bunun yaninda Hyperledger’in sundugu dagitik
defter teknolojisi iki farkli kategoriden toplam on adet teknoloji sunmaktadir.>® Bunlardan ilk
bes tanesi “frameworks” olarak kategorilestirilen; Hyperledger Burrow, Fabric, Indy, Iroha ve
Sawtooth olarak karsimiza ¢ikmaktadir. Ikincisi “tools” olarak belirlenen; Hyperledger Callper,
Cello, Composer, Explorer ve Quilt’dir. Buna gére Hyperledger blok zinciri farkli “frameworks”
ve “tools” olarak belirlenen dagitik defter teknolojileriyle kullanicilar arasinda is birligi

saglayarak verilerin iletimi ve saklanmasinda araci olmaktadir. Ayn1 zamanda yeni is ve

uzlasma modellerinde de yeniligi ve verimliligi arttiracak altyapi olanagi saglamaktadir.

“Shttps://www.ibm.com/tr-tr/topics/hyperledger, erisim 21.07.2022.

%9Sami Yildirim, ‘“Yabanci Askeri Usler ve ithal Silah Sistemleri Ozelinde Tiirkiye’nin ittifak Sorgulamalar1®,
2019, 5.322-323.

51 Savunma Sanayii Giivenligi Yonetmeligi, https://www.resmigazete.gov.tr/eskiler/2010/06/20100604-2.htm,
Madde 4/¢, erisim 20.07.2022.

52Sharon Cocco and Gari Singh, ““Top 6 technical advantages of Hyperledger Fabric for blockchain networks”’,
2018, https://developer.ibm.com/articles/top-technical-advantages-of-hyperledger-fabric-for-blockchain-
networks/, erisim 09.06.2022.

5 https://www.hyperledger.org/wp-content/uploads/2018/07/HL_Whitepaper_IntroductiontoHyperledger.pdf,
erisim 10.06.22.

115



IJPS, 2023: 5(2):101-126
International Journal of Politics and Security, 2023: 5(2):101-126

Bununla birlikte kimlik bilgilerinin dijitallesmesinde ve dijital giivenligin saglanmasinda teknik

imkanlar tanimas1 Hyperledger’n tercih edilmesindeki gerekcelerdendir.

Bu calismada ise yiiksek derecede gizlilik, esneklik ve dayanaklilik sagladigindan
Hyperledger Fabric onerilmektedir. Farkli kurum ve kuruluslarin oldugu bir ag yapisinda
gercek zamanl bilgi paylagimi geleneksel sistemde verimsiz ve agir islemekle beraber bilgi
giivenligi de tehlike altindadir. Askeri alanda bilgi akisi ve giivenliginin verimliligi kritik bir
role sahip oldugundan yiiksek giivenlik katmanli, esnek ve kullaniglh bir sistemin olusturulmasi
gerekmektedir. Bu baglamda Hyperledger Fabric kullanildigi durumda; birden fazla kurum
veya kurulus arasinda saglanan altyapi sayesinde “gerg¢ek anlamda” yiiksek giivenlikli ve
giivenilir bir bilgi akis1 saglanabilecektir.>* Hyperledger Fabric’de kurumlar, bir ag icerisinde
farkl1 iletisim kanallarinda bulunarak bilgi akisini saglamaktadir.>® Hyperledger Fabric’in bilgi
akig1 ve giivenligi saglama konusunda “Ozel Veri Koleksiyonlar1” (Private Date Collections)
kritik bir role sahiptir. Cogunlukla bir kurum veya kurulus farkli bir kanaldan gelen bilginin
gizliligini saglamak igin ayri1 bir iletisim kanali olusturmasi gerekmektedir. Hyperledger
Fabric’de ise bir kanaldaki belirli bir kurulusun alt kiimesine ayr1 bir kanal yaratmak zorunda
kalmadan Ozel verileri onaylama, taahhiit etme veya sorgulama imkéani veren 0Ozel veri

koleksiyonlari olusturma olanag: sunulmaktadir.%®
5. Onerilen Ozel Zincir Yapisinin SWOT Analizi

SWOT analizi stratejik yapilarin belirlenmesi i¢in kullanilmaktadir. Giiglii ve zayif
yonler, TSK i¢in onerilen blok zinciri yapisinda igsel faktorlerin belirleyecegi unsurlari ifade
etmektedir. Firsatlar ve tehditler ise ¢evresel (digsal) etkilerin ortaya c¢ikarabilecegi
faktorlerdir.>” Bu ¢alismada SWOT analizine temel olan faktorler ilk olarak yazarlarin literatiire
dayali argiimanlarindan tiiretilmistir. Elde edilen argiimanlar konu hakkinda uzman olan {i¢
TSK personelinin ve dort akademisyenin goriislerine sunulmus ve argiimanlar bu goriisler
dogrultusunda giincellenerek bulgu haline getirilmistir. Tablo 1, giiglii ve zayif yonler ile firsat

ve tehdit unsurlarini 6zetlemektedir.

%Dongcheng Li, W. Eric Wong and Jincui Guo, ‘A survey on blockchain for enterprise using hyperledger fabric
and composer.’’2019 6th International Conference on Dependable Systems and Their Applications (DSA). IEEE,
2020, s.71-80.

SShttps://hyperledger-fabric.readthedocs.io/en/release-2.2/network/network.html, erisim 11.06.22.
S6https://HyperLedger-fabric.readthedocs.io/en/release-2.2/private-data/private-data.html, erisim 11.06.22

S"Emet Gurl, ‘‘SWOT analysis: A theoretical review’’. Procedia Computer Science, 2017, 5.145-1154.
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Tablo 1. TSK Blok Zinciri Teknolojisi Swot Analizi®®

Giiclii Yonler

Zayif Yonler

Firsatlar

Tehditler

MSB mahremiyeti

Verilerde degistirilemez ve
silinemezlik

Verilerin giivenligi ve
tamlig

Afet ve fiziksel saldirilara
kars1 giivenlik artist

Merkezi sunucu
sistemlerine gore daha
giivenli olmast

Kurum i¢inden gelebilecek
saldirilara karg1 sistem

giivenliginin saglanmasi

Acik zincir yapisina gore
diisiik enerji maliyeti

Kagit ve belge yiikiinden
kurtulma

Kurum i¢i kimlik denetimi
ve teyidi

Kanitlanabilirlik-inkar
edilemezlik

Mali denetlenebilirlik

Enerji maliyeti

%100 gilivenlik
saglanmas1 miimkiin
olmadigi i¢in gesitli
siber saldirilarin
gerceklestirilme
ihtimali

Zincir altyapisiin
kurulus maliyeti

Verilerin artigi
sonucu olusabilecek
performans sorunlari

Islem dogrulama
mekanizmasinin
gecikebilmesi

Fabric’de geg iptal
edilen islemlerin
performansi olumsuz
etkilemesi

Zincir kodunun
(Chaincode) giivenlik
ac181 olusturabilme
ihtimali

Uzman Eksikligi

S6z1li Emir Tespiti

Tespit hatasi (insan hatasi)
azalma

Veri giriglerinde ve
diizeltmelerde yetkili birim
izni

Hatali kimlik tespiti
Denetleme kolaylig1

Siber giivenlik
maliyetlerinde azalma

Kalic1 ve dogrulanabilir
Muhasebe Kayitlar

Bilmesi gereken
prensibine sadik
kalinabilmesi

Hukuki problemlerde inkar
edilemez deliller

Kamusal zincirlerin
eklenebilmesi

Nesnelerin interneti
koordinasyonu ile IHA-
SIHA pilotaj
maliyetlerinin azalmasi

Fiziksel saldir1 ile THA-
SIHA teknolojisinin
calinamayacak hale
gelmesi

Goldfinger veya %51
saldirisi

Ozel Anahtar
Saldiris1

Sybil Saldirisi

DAO (Decentralized
Autonomous
Organization)
Saldiris1

Solucan Deligi
Saldirist
(Wormhole attack)

Bilgi akisinda gizlilik
saglandig icin dig
tehditlerle kars1
karstya kalma
potansiyeli

Kurum katilimcilari
anonim
olamadigindan
sorumluluk
algilarmin degisimi
nedeniyle adaptasyon
problemleri

5.1. Giiclii Yonler

Blok zinciri teknolojisine gecilmesi ile silahli kuvvetlerin en hayati ilkelerinden biri olan

mahremiyet/gizlilik ihtiyac1 TSK i¢i ‘‘bilmesi gereken prensibine’” sadik kalinarak, verilerin

giivenligi ve tamlig1 en st seviyede saklanabilir. Bir baska deyisle blok zinciri teknolojisi

58 Tablo 1. yazarlar tarafindan olusturulmustur.
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sayesinde merkezi sunucu sistemlerine gore siber saldirilara kars1 daha giivenli halde veriler

saklanabilecektir.

Dogal afet ve fiziksel saldirilara karsi giivenlik blok zinciri teknolojisinin 6nemli
avantajlarindan biridir. 12 Ocak 2010 tarihinde Haiti’de meydana gelen Richter dlgegine gore
yedi siddetindeki yiiz binlerce kisinin 6liimiine yol agan deprem esnasinda kamu binalarinin
hasar gormesi nedeniyle devlet arsivlerinin biiyiik bir kismi1 yok olmustur. Devlet arsivleri
icinde tapu kayitlarmin da olmasi, deprem sonrasi ciddi karisikliklar yaratmustir.%® Benzer
bicimde kamusal veri sisteminin ciddi hasar gormesi, deprem sonrasi1 gonderilen uluslararasi
yardimlarin ihtiya¢ sahiplerine ulasmasini engellemistir. Haiti depremi sonrasinda dogal afetler
durumunda blok zinciri teknolojisinin faydalari konusunda yeni bir literatiir olugsmaya
baslamistir. ®© Benzer bir durum potansiyel bir savas durumunda da olusabilmektedir.
Suriye’deki savas sirasinda belirli bir bolgeyi ele gegiren her orgiit/grup tapu kayitlarini ve
devlet arsivlerini tahrif etmistir. Afganistan’da Taliban yonetiminin arsiv belgelerini tahrif
ettigine doniik ciddi ithamlar vardir.®* Blok zinciri teknolojisi, dogal afet ya da savas hallerinde

arsiv kayitlarinin yok olmasi ve tahrif edilmesi konusunda giivenli bir alternatif sunmaktadir.

Siber saldirilara kars1 mevcut merkezi sunucu sistemi icerisinde giivenlik 6nlemi alma
cabasi azalacaktir. Bu sayede siber giivenlik onlemlerinin maliyetlerinde kayda deger azalislar
s0z konusu olacaktir. Zincir teknolojisinin en onemli 6zelligi, verilerin degistirilemez ve
silinemez olmasidir. Kurum i¢inden gelebilecek saldirilara kars1 da sistem kendini koruyabilir
niteliktedir. Hukuki problemler olustugunda kanitlar yok edilemez, degistirilemez halde kayith
oldugu i¢in inkar edilemez olduklarindan problemlerin dogru ¢oziilmesi saglanabilir. Kalici ve
dogrulanabilir ‘‘muhasebe kayitlar1’’ sayesinde tedarik zinciri ile veya kurum iginde ortaya
cikabilecek kayip/kacagin 6nlenmesi ve mali denetlenebilirlik artis1 saglanabilecektir. Ispat
yikiimliiliigli veya denetlemeler i¢in saklanmasi gereken belgelerin sistem i¢indeki kalicilig

nedeniyle kagit ve dokiiman maliyetlerinin ortadan kalkmas1 miimkiin hale gelebilir.

%9¢‘Haiti Gov't Says 150K Bodies Recovered In Capital”’, https://www.wbur.org/news/2010/01/24/bc-cb-haiti-
earthquake, erigim 22.07.22.

60 Haiti depremi sonrasinda dogal afetler durumunda blok zinciri teknolojisinin faydalari konusunda yeni bir
literatliir olusmaya baglamigtir. Literatiir hakkinda bilgi i¢in bkz., Okan Arabaci, ‘‘Blockchain consensus
mechanisms: the case of natural disasters.”’, UPTEC STS, ISSN 1650-8319; 18028, 2018.

61 <‘Afghanistan’s Film Archives Were Saved from the Taliban Once Before. What Now?”’,
https://www.indiewire.com/2021/10/afghan-film-archives-taliban-1234660410/, erisim 22.07.22.
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5.2. Firsatlar

Ozel zincir yapisi ile sisteme yanlis bir veri girisi s6z konusu olsa dahi bu yanlis verinin
kim tarafindan girildigi belirli oldugu i¢in degistirilip diizeltilmesi amaciyla yetkili diigiim
(TSK 6zelinde bu diigiim yetkili birim komutani olacaktir) onay vermektedir. Boylece kurum
ici kimlik teyidi ve denetimi de saglanabilir halde kalmaktadir. Girilen bilgiler onay verilmeden
degistirilemediginden s6z konusu hatanin hangi kimlik tarafindan yapildiginin veya
diizeltildiginin tespiti acik bir sekilde sistemde kayith kaldigi i¢in denetlemelerde ortaya

cikabilecek tespit hatas: (insan hatasi) en aza indirilebilir.

Ozel blok zinciri yapisina ‘‘kamusal blok zinciri yapis®” da eklenerek *‘konsorsiyum
blok zinciri’’ ile TSK igerisindeki tedarik zinciri altyapisi ve ihale sistemleri de dahil edilebilir.
Nesnelerin interneti (10T) ile blok zinciri teknolojisinin koordinasyonu (biitiinlesik teknoloji)
sayesinde IHA-SIHA kullanimlarinda yer pilotlarina ihtiyacin ortadan kalkmasi, “hacklenerek”
diistiriilmelerinin zor hale gelmesinin yaninda olast bir fiziksel saldir1 aracilifiyla
distiriildiigiinde teknolojisinin ¢alinamayacak olmasi ile s6z konusu ekonomik kayiplar ciddi
diizeyde azaltilabilir. Ac¢ik zincir yapisindaki onay i¢in yapilan madencilik islemi 6zel zincir
yapisinda yetkili diigiim tarafindan yapilarak enerji maliyeti bu yapida daha disiik
gerceklesmektedir.

5.3. Zayif Yonler

Merkezi sunucu sistemlerinden 6zel zincir yapisina gegilirken altyapinin kurulus
maliyeti ortaya c¢ikacaktir. Verilerin saklanmasinin ortaya c¢ikardigi bir enerji maliyeti
olusacaktir. Sisteme entegre edilen verilerin artis1 ile performans sorunlar1 ortaya
cikabilecektir. %100 giivenligi kapali ag yapilarinin (Intranet) da saglayamadig: gibi blok
zinciri yapisinda da gesitli siber saldirilarin  gergeklestirilme ihtimali s6z konusudur.
Hyperledger Fabric’de es diigiimlerin defterleri elinde tutmasindan dolay1 sisteme yapilacak bir
saldirt onemli bilgilerin sizmasina yol agabilecektir. Bunun yaninda islem dogrulama
mekanizmasinin belirli asamalar ve es tiplerinden ge¢mesinden dolayr bu mekanizma
gecikebilmektedir. Ayni zamanda islem emiri verildikten sonra iptal siirecinin bazi durumlarda

gec gergeklesmesi, sistem performansini olumsuz etkileyebilmektedir.

Fabric kapali blok zinciri agi, katilimcilar1 anonim kilmadigindan askeri alandaki

kurumlarin bir kismi, bu teknolojiyi tercih etme noktasinda g¢ekingen davranabilecektir.
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Bununla birlikte askeri teknoloji altyapilarinda kullanim 6rneklerinin az olmasindan dolay1
sistemin uzun vadede yaratacagi sonuclar agisindan belirsizlikler ortaya c¢ikabilir. Tiirkiye
Ornegi ele alindiginda, sistem mimarisi hakkinda bilgili bir ekip olusturmak Hyperledger
Fabric’in daha etkin calismasina yol acgabilecektir. Dolayisiyla sistem mimarisinde uzman

kisilerin eksikligi de bir zayiflik olarak degerlendirilebilir.%?

Hyperledger Fabric’de akilli sdzlesmelerin “chaincode” (zincir kodu) tizerinden
uygulanmasi kod icerisinde giivenlik agig1 riskini olusturabilmektedir. Blok olusturulduktan
sonra zincir kodunun geri alinmasi olanaksizdir. Bu yiizden zincir kodu olusturulmadan 6nce
giivenlik ag1gmin olup olmadiginin analiz edilmesi gerekmektedir.®® Zincir kodunun karmasik
yapist, givenlik agiginin nereden kaynaklandigini zorlagtirabilmektedir. Askeri alanda
bilgilerin kritik derecede 6nemli olmasi, zincir kodu iizerinden giivenlik agigmin ortaya
¢ikmamasini zorunlu hale getirmektedir. Bu yiizden zincir kodu uzmanlari, giivenlik agigini
bulmak konusunda kritik bir role sahiptir. Hizmete aykir1 veya konusu sug teskil eden asker
emirleri gerceklestirmenin hukuki mahiyeti g6z 6niine alindiginda, merkezi sistemin de zayif
yonii olan sozlii emirlerin sisteme entegre olmamasi nedeniyle, blok zinciri teknolojisinde de
sOzIlii emiri veren komutanlarin kimlikleri tespit edilemeyecektir. Hukuki anlamda bu siirecin

zorluklar1 devam edecektir.
5.4. Tehditler

Golfinger diger adiyla %51 saldirist sistemin biiylik ¢ogunlugu elde tutma ile
gerceklesebilmektedir.5 Tiirkiye’de yasanan 15 Temmuz 2016 tarihli darbe girisimi 6rneginde
““Iceriden Gelebilecek Veri Elde Etme, Degistirme, Ele Gegirme Istegi’’ blok zinciri yapisinda
saldirganin sistem icindeki %51 kullaniciyr ikna etmesi yoluyla gergeklesebilmesi zincir
teknolojisinin siber giivenlik baglaminda MSB’de kullanilmasinin 6nemini gdstermektedir.
Onerilen blok zinciri modelinde PBFT (Pratik Bizans Hata Tolerans1) protokolii
kullanilmaktadir. Bu protokolde bilginin aga yazilmasi i¢in onaylayanlarin sayisinin 2/3 olmasi

gerekmektedir. % Bu baglamda protokoliin onemli bir eksisi n>20 oldugunda diigiimler

82Billy Brock, ‘‘The Pros and Cons of Hyperledger Fabric’’, https://www.verypossible.com/insights/the-pros-and-
cons-of-hyperledger-fabric, erigim 28.07.22.

3Yangsun Lee, A Study on Intermediate Code Generation for Security Weakness Analysis of Smart Contract
Chaincode. Webology, 19:1, 2022.

4Melanie Swan, Blockchain: Blueprint for a new economy. O'Reilly Media, Inc., 1st edition, USA, 2015, s. 83.
85Siileyman Kardas, ‘Blokzincir teknolojisi: uzlagsma protokolleri.”’, Dicle Universitesi Miihendislik Fakiiltesi
Miihendislik Dergisi 10.2, 2019, 5.481-496.
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arasindaki iletisimin iistel olarak artmasidir. Ustel artan iletisim ise protokoliin 8lgeklenmesinde
problem ortaya ¢ikarabilir. Bununla birlikte protokol, agda bulunan kotii niyetli diigiimlerin
1/3’1 gegmedigi bir durumda ¢alismaktadir. Bu sebeple sistem Sybil saldirisina karsi oldukca
hassastir. Sistemi yavaglatmak veya ¢okertmek i¢in sahte diigiimlerin kullanilarak ag1 mesgul
etmek maksadiyla yanlis bilgilerin gonderilmesi ile gerceklesen saldiri ¢esidi Sybil
saldirisidir.  Bu saldirinin literatiirde sahte “diigiimlerin” var olan teknolojide yogun
hesaplama yapamamas1 nedeniyle sadece teorik olarak miimkiin oldugu ifade edilmektedir.’
Ozel anahtar saldiris1 ise blok zincirine erisimi kendi hesabi iizerinden sahibine agan 6zel
anahtarmn kaybedilmesi veya silinmesi ile verinin kaybolmasina sebebiyet vermektedir. ®®
Merkeziyetsiz Otonom Organizasyon (Decentralized Autonomous Organization [DAQO]) agina
Ocak 2016°da gergeklestirilen saldir1 da saldirgan agda mevcut 3,6 milyon Ether’i olusturdugu
yeni DAO agma yonlendirmistir. DAO saldirist olarak nitelendirilen bu atak Ethereum’un
uygulamasi olan DAO agina zararli kod igeren akilli sézlesme ile yapilmustir.®® Ozel zincir
yapisinda s6z konusu olamayacak bu saldir1 tedarik zinciri ve ihale sistemlerinin aga dahil
edilmesi ile olusturulabilecek konsorsiyum agina karsi s6z konusu olabilecektir. Bir diger
saldir1 olan “solucan deligi saldirisi” (wormhole attack) Hyperledger Fabric’de iletisim
kanallar1 i¢indeki liyelerden birini tehlikeye atmak araciligiyla kanaldaki tiim defter bilgilerinin

kanal disindaki herkese ulasmasina yol agabilmektedir.”®

Tehditler bolimiinde siber saldirilar disinda, blok zincir teknolojinin askeri alanda
kullan1lmasinin bir takim politik sonuglar ortaya ¢ikaracak potansiyeli olabilir. Bilgi akisinda,
islem verileri gizlilik kazanabilmektedir. Bu durum farkl: iilkelerin askeri alanda bilgi alma
sirecini aksatabildiginden dis tehditlerle kars1 karsiya kalinmasina yol agabilir. Bunun yaninda
kurum katilimcilart anonim olmadigindan, kurumlarin sorumluluk algilar1 degisebilir.
Katilimer olan kurumun ilgili tiim faaliyetleri deftere kaydedildiginden “hesap verilebilirlik”

algisini1 degistirecektir. Bu durum gegis siirecinde sorunlar ve aksamalara neden olabilir.

John R. Douceur, The syhil attack. In: International workshop on peer-to-peer systems. Springer, Berlin,
Heidelberg, 2002, 5.251.

870guzhan Tas ve Farzad Kiani, ‘‘Blok zinciri teknolojisine yapilan saldirlar {izerine bir inceleme’’, Bilisim
Teknolojileri Dergisi, 11:4, 2018, s.376.

®Enis Konacakli ve Enis Karaarslan, Age, s.226.

9Enis Konacakl1 ve Enis Karaarslan, Age, 5.227.

0 Nitish Andola, et al., ““Vulnerabilities on hyperledger fabric." Pervasive and Mobile Computing 59,101050,
2019.
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6. Sonug¢

Bu calismada, askeri alanda siber giivenlik baglaminda blok zinciri teknolojisinin
avantajlar1 ve dezavantajlari SWOT analizi yontemiyle ele alinmistir. Elde edilen bulgulara
gore, blok zinciri teknolojisinin sadece “veri saklama” amaciyla kullanim1 bile siber giivenlik
alaninda bir¢ok siber saldirinin 6niine gegebilmektedir. Geleneksel ag yapisina yapilan DoS,
DDoS vb. saldirilar dnlenebilmekte, verilerin degismezligi ve deftere kaydedilen bilgilerin
silinemezligi, 6zellikle iceriden yapilan saldirilarin tamamen izlenebilir olmasini saglamaktadir.
Tirkiye’deki “‘Kozmik Oda Sorusturmasi’® ve ‘15 Temmuz Darbe Girigimi’® veri
giivenliginin blok zinciri teknolojisinin kullanarak saglanmasmin kritik derecede Onemli
oldugunun somut gostergeleridir. Hyperledger Fabric gibi blok zinciri aglart merkezi veri
tabanlarindaki verilerin tahrif edilmesini Onleyebilir; agin konsensus mekanizmasi, emir
komuta zincirine uygun olmayan bir bagka deyisle hukuksuz emirleri sistemden diglayabilir. 15
Temmuz Darbe Girisiminin blok zinciri literatiiriinde siklikla kullanilan “Bizans Generalleri
Problemi”ne olan benzerligi dikkat g¢ekicidir. Bulgular, literatirde ABD, Cin ve bazi AB
tilkeleri 6zelinde blok zinciri teknolojisini askeri alana entegre etmek iizere yaptig1 ¢alismalarla

uyumludur.

Siber giivenlik alaninda yapilacak harcamalarin 6niimiizdeki {i¢ yila kadar, 100 milyar
dolarin tizerine ¢ikacagi tahmin edilmektedir. Tiirkiye gibi her tiirlii tehdite maruz kalan bir
iilkenin yakin gelecekte savunma ve siber giivenlik alaninda yapacagi harcamalarin artacagi
soylenebilir. SWOT analizinden elde edilen bulgulara gére, blok zinciri teknolojisinin askeri
alanda kullanimu ile pek ¢ok alanda ekonomik maliyetleri azalttig1 goriilmektedir. Bir iilkede
ozellikle askeri verilerin giivenliginin firsat maliyeti diisiiniildiigiinde, veri giivenliginin hayati
oneme sahip oldugu sdylenebilir. Literatiirde, 6zellikle ABD-Iran arasindaki siber savasta,
“‘gizli’’ ar-ge sonuglarinin c¢alinmasi ve ¢alinan teknolojinin gelistirilerek pazardaki yerinin

isgal edilmesi konunun énemini gosteren 6rneklerdendir.

Blok zinciri teknolojisinin askeri alanda Tiirkiye baglaminda farkli kullanim alanlari da
bulunmaktadir. Gelecek ¢alismalarda blok zinciri teknolojisinin, tedarik zinciri, IHA-
SIHA larda nesnelerin interneti ile koordinasyonu (Biitiinlesik Teknoloji), ihale yénetimi gibi
konularda potansiyel kullanim alanlar1 ile ilgili ¢alismalarin yapilmasi, bu calismanin
bulgularin1 gii¢lendirecektir. Bu makalenin, teknoloji odakli askeri uygulamalar baglaminda

blok zincirini ele alan yeni ¢alismalari tesvik etmesi 6ngoriilmektedir.
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Extended Summary

The notions of cyber war and cyber security, which emerged with the acceleration in
technology after the Second World War, caused "data security” to be one of the most critical
items of military expenditures of countries. The most important factor in cybersecurity is data
security and accuracy. To ensure data security, new technologies for data collection and storage
have been constantly developed. One of the technologies developed to increase the security of
data is blockchain technology. This study discusses to use of a blockchain-based network
system instead of the “intranet” which is utilized at the Turkish Armed Forces (TAF) as part of
cyber security and defense economics. With the pioneering work of Nakamoto (2008), a
cryptographically based and decentralized network structure has emerged. This structure,
known as blockchain technology, has created the possibility of cryptographic evidence-based
data transmission, and a recording system that does not rely on trust, since it also incorporates
distributed ledger technology (DLT). Pilot studies are being conducted for the use of blockchain
technology, which has been used in many areas, including the military since 2008. For example,
Defense Advanced Research Projects Agency's (DARPA) Data Protection in Virtual
Environments (DPRIVE) project in the United States aims to develop blockchain systems to
combat supply chain attacks, manage military logistics, and establish secure communication
channels on the battlefield. The European Union states that blockchain technology can affect
various sectors in the EU and that it can play an important role in laying the foundations for the
digital EU such as the Digital Single Market Initiative, Directorate General for Communications
and Technology (DG-CONNECT), European Blockchain Partnership (EBP), and European
Blockchain Services Infrastructure (EBSI) seem to offer all sorts of opportunities for the
development of civil-military blockchain technology. Not only Western countries but also
China is making significant investments in blockchain technology. People's Liberation Army
(PLA) plans to use blockchain technology to manage the distribution of funds for intelligence
operations, protect the data of defense personnel, maintain the life cycle of weapons and
military logistics, and make operations significantly safer. In this context, the objective of the
study is to determine the strengths and weaknesses of the blockchain-based network system in
military applications, especially the TAF, and to identify the opportunities and threats. Studies
on Blockchain in military context in both national and international literature are relatively

scarce. The literature mostly neglects the weaknesses/disadvantages and the economic context
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of using blockchain technology in military applications. This article focuses on the neglected
elements of the use of blockchain technology in the military field using the method of "SWOT
analysis”. According to the findings of SWOT analysis, it has been determined that the
blockchain provides a serious advantage over the traditional network systems in the field of
cybersecurity against all other cyber and physical attacks except a private key, %51
(Goldfinger), Sybil, DAO, Wormhole attacks. With the transition to blockchain technology, the
need for privacy and confidentiality, which is one of the most important principles of the Armed
Forces, can be maintained at the highest level by adhering to the "need-to-know principle" for
the TAF. Even in the event of an erroneous data entry into the system with the special chain
structure, the authorized node (commander of the authorized unit) may approve modifications
and corrections, since the technology reveals who processed the incorrect data. Thus, identity
confirmation and control remain possible within the facility. Since the information entered
cannot be changed, the identification of the identity that made or corrected the error remains
recorded in the system, minimizing the recognition error (human error) that can occur during
the checks. Blockchain technology has been found to reduce potential economic costs due to
the immutability, indestructibility, and inerasibility of data. Considering the opportunity cost of
military data security in a country, it can be said that data security is of critical importance.
Therefore, in line with the literature, this article argues that R&D studies for the transition to
blockchain technology in military applications should be accelerated. The study is divided into
three parts. The first chapter explains the importance of cybersecurity in military applications.
In the second part, blockchain technology is presented and its application in the military field
is discussed. In the third part, the applicability of blockchain technology in the military field
and its strengths/weaknesses have been studied and suggestions have been made on the
necessity of switching to this technology in terms of cybersecurity and cost-effectiveness of the

Turkish Armed Forces.
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Terorii Onlemek: Durumsal Su¢ Onlemenin Terorle Miicadeleye Uygulanmasi

Ersan Usta”

Ozet

Bu makale, bir su¢ 6nleme modeli olan Durumsal Su¢ Onleme yaklasiminin ve buna bagl literatiiriin
terdrizmi onleme uygulamalarina nasil katki sagladigini anlamak igin genel bir ¢erceve sunmaktadir.
Terorizmle miicadele literatiirde terorizmin kriminolojik bakis agistyla ele alindigr ¢calismalara olduk¢a
az rastlanmaktadw. Teror nihai olarak bir sug bigimidir. Hirsizlik, cinayet ve benzeri diger sug tiirlerinde
oldugu gibi terér sucu icin de durumsal firsat unsurlarimin etkili oldugu bilinmektedir. Makalede
oncelikle Durumsal Su¢ Onlemeyi olusturan teorik ve kavramsal cerceveye yer verilmektedir. Bir
sonraki asamada firsat faktoriiniin terérizm soz konusu oldugunda ne sekilde etkili oldugu
incelenmektedir. Daha sonra bu firsat unsurlarim ortadan kaldirmak icin énerilen onleme politikalar:
aktarimaktadir. Son olarak ise terorizmin durumsal onlemesine yonelik getirilen elestiriler ele
alinmakta ve gelecek arastirmalar icin oneriler sunulmaktadir.

Anahtar Kelimeler: Durumsal Su¢ Onleme, Su¢, Terér, Terérizm, , Terorle Miicadele

Preventing Terrorism: Applying Situational Crime Prevention to

Counterterrorism
Abstract

This article provides a general framework for understanding how the Situational Crime Prevention
approach, a crime prevention model, and related literature contribute to terrorism prevention practices.
In the literature on combating terrorism, studies examining terrorism from a criminological perspective
are very rare. Terrorism is ultimately a form of crime. It is known that situational opportunity elements
are effective in terrorist crimes, such as theft, murder, and other similar types of crimes. The article
primarily covers the theoretical and conceptual framework that constitutes Situational Crime
Prevention. In the next stage, it is examined how the opportunity factor is effective when it comes to
terrorism. Then, recommended prevention policies to eliminate these opportunity elements are
presented. Finally, criticisms of situational prevention of terrorism are discussed and suggestions for
future research are offered.
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1. Giris

Terorizm, son yillarda kiiresel giivenligi tehdit eden en 6nemli sorunlardan biri haline
gelmistir. Diinya ¢apinda artan terdr saldirilar1 devletleri, giivenlik uzmanlarini ve alana ilgi
duyan arastirmacilari bu fenomene karsi koymak i¢in yeni yontemler kesfetmeye zorlamistir.
Boyle bir ihtiyagtan dogan bir yontem, geleneksel suglar1 6nlemek i¢in kullanilan Durumsal
Su¢ Onleme (DSO) yaklasimmin terdrizm ile miicadeleye uygulanmasi olarak karsimiza
cikmaktadir. Temel olarak DSO, su¢ faaliyetini kolaylastiran durumsal faktorlere ve fiziksel
gevreye odaklanan ¢ok yonlii bir yaklasimdir. Teroristlerin kisisel egilimleri ile miicadele
etmek yerine, ¢evresel ve durumsal kosullar1 degistirerek terdrizmin belirli tiirlerini 6nlemeyi
amaclamaktadir. 1 Bu makalede, mevcut literatiire yansiyan calismalar ve uygulamalar
lizerinden, DSO yaklagiminin terdrle miicadele yontemi olarak kullanilmasinin potansiyeli

incelenmektedir.

DSO’niin terdrle miicadeleye uyarlanma ¢abalarina diinya ¢apinda artan ilgiye ragmen,
ulusal literatiirde ¢ok az tartisma konusu olmustur. Bu nedenle, bu makale konuyla ilgili mevcut
literatiire genel bir bakis sunarak bu boslugu doldurmayr amaglamaktadir. Makale, DSO’niin
temel ilkelerini tanimlayarak baslamaktadir. Daha sonra, DSO’niin konvansiyonel sugu
onlemedeki uygulamasini kesfedecek ve ardindan DSO’niin bir terdrle miicadele ydntemi

olarak ele alindigi mevcut galigsmalar tizerinden bir tartisma yapacaktir.

Bu calismada yiiriitiilen tartisma ve literatiir taramasi, su¢ 6nleme literatiiriiniin bugiine
kadar terérizmin dnlenmesine katkilarin1 degerlendirmektedir. ilk olarak, terdrizm baglaminda
uygulanmasi i¢in kavramsal bir temel olusturmak amaciyla, terdr ve su¢ arasindaki benzerlikler
ve farkliliklara deginilmektedir. Suc¢ ve terdr arasinda kavramsal bagi kurmak DSO
yaklagiminin 6nemli bir yoniinii temsil etmektedir. Daha sonra, terorizm s6z konusu oldugunda

firsatlarin neler oldugu ve bunlarin nasil tespit edilecegini agiklayarak devam etmektedir. Son

1 Ronald V. Clarke ve Graeme R. Newman, Outsmarting the Terrorists, (Westport, CT: Praeger Security
International, 2006), 224.
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olarak, terdrizmi 6nleme baglammda DSO yaklasiminin dnerdigi uygulamalar ve bunlara

yonelik gelistirilen elestiriler ve gelecek arastirmalar i¢in Oneriler tartisilmaktadir.
2. Kavramsal Cerceve ve Teorik Altyapi

Temel olarak bir su¢ onleme modeli olarak ortaya ¢ikan Durumsal Sug¢ Onleme
yaklagimi terdriin Onlenmesi alanmma dahil etmek beraberinde birtakim problemler
dogurmaktadir. En 6nemli sorun sug ve teroriin birbirinden oldukca farkli unsurlar olmasidir.
Dolayisiyla DSO yaklasimmin terdrizme uygulanmasimi anlayabilmek igin su¢ ve terdr
arasindaki iliskinin anlasilmasi, arasindaki baglantilarin ve ortak noktalarin ortaya konulmasini
gerekmektedir. Bu boliimde ilk olarak DSO’niin terdriin 6nlenmesi hususuna nasil uyum

sagladiginin kavramsal temelleri ve daha sonra teorik altyapis1 aktarilmaktadir.
2.1. Suc ve Teror

Her ne kadar birbirinden farkli kavramlar olsalar da terdrizm ve geleneksel suglarin
ortak paydada bulustugu birgok nokta mevcuttur.? Sug ve terdr davramigsal anlamda gesitlilik
barindiran kavramlardir. Davranigsal gesitlilik ile ifade edilmek istenen, sucun; hirsizlik,
cinayet, gasp, taciz ve benzeri bircok farkli tiirde meydana gelebilme gercegidir. Teror icin
davranigsal ¢esitlilik ise suikast, bombali saldiri, kundaklama ve intihar saldiris1 gibi birgok
farkli eylem bicimleri araciligiyla meydana gelebilmesini ifade etmektedir. Su¢ ve terdr bu
baglamda her bir tiirlin farkli isleyis bicimi olmasi bakiminda 6zgiin yapidadir. Bu nedenle
farkli su¢ ve terdr saldiris1 tiirleri taktiksel ve yontemsel acidan birbirinden farkh

gereksinimlere sahiptir.®

Teror ve sug; psikoloji, sosyoloji ve uluslararasi iligkiler gibi farkli alanlar1 kapsayan
disiplinler aras1 bir yapiya sahiptir ve hem sug faaliyetleri hem de terdr saldirilari agirlikli olarak

geng erkeklerden olusan fail yapisina sahiptir.* DSO yaklasiminin terérizme uygulanmasina

2 Clarke ve Newman, Qutsmarting the Terrorists, 188 .

3 M. Murat Ozer ve Halil Akbas, “The Application of Situational Crime Prevention to Terrorism”. Polis Bilimleri
Dergisi 13, no. 2 (2011): 185

4 Gary Lafree ve Laura Dugan, “How does studying terrorism compare to studying crime?”, in Terrorism and
Counter-terrorism: Criminological Perspectives, ed. Mathieu Deflem (New York: Elsevier, 2004), 56.
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karsit olarak gelistirilen en 6nemli argliman, terdriin su¢ eylemlerinde farkli olarak ideolojik
motivasyon ile gergeklestirilen eylemlerden olustuguna ydneliktir. Ideolojik faktdr, terdristlerin
eylemlerini gerceklestirme hususunda daha kararli olduklarna isaret etmektedir. Ancak

5 Terdriin

ideolojik motivasyon her teror vakasinda ayni oranda etkiye sahip degildir.
olugsmasinda sugun olusmasinda oldugu gibi akran baskis1 ve grup aidiyeti gibi ortak etmenler
s6z konusu olabilmektedir. Ozellikle érgiitiin alt kademesinde yer alan bireylerin agirlikl
olarak ideolojik amaglarla hareket etmedigi, daha ziyade sosyal iligkilerin terére katilimda
belirleyici oldugunu ortaya koyan calismalar mevcuttur.® Ideolojik motivasyonun en belirleyici
faktor olarak disiiniildigii eylem tiirii olarak intihar saldirilar1 dahi intikam, nefret ve hatta
maddi kaygilar gibi bireysel faktorler neticesinde meydana gelebilmektedir.” Bu baglamda

teroristlerin  eylemlerini  gergeklestirme hususundaki kararliliklart yalnizca ideolojik

motivasyondan kaynaklanmadigini not etmek gerekir.

Teror eylemleri her zaman karmasik faaliyetler degildir. Belirli zamanlarda terorist
faaliyet, hirsizlik gibi basit suglarla i¢i ice gecebilmektedir. Bunun en belirgin 6rnegi terorist
faaliyetlerin finanse edilmesi asamasinda goriilebilmektedir. Teréristler, dis finansman
destegine ek olarak, eylemlerini finanse etmek i¢in hirsizlik, uyusturucu madde kacakeiligi ve

8 Bu durumlar soz konusu

banka soygunu gibi konvansiyonel suglara bagvurmaktadir.
oldugunda, hirsizlik ya da kagakeilik gibi suglar i¢in uygulanan dnleme gabalart ay1 zamanda

teroriin onlenmesine katki saglayabilmektedir.

Sug ve teror arasindaki bir diger ortak nokta, her iki eylem biciminin de strateji ve
planlama gerektiren karmasik bir yapiya sahip olabilmesidir. Terorist eylemler uzun planlama
stirecleri sonrasinda meydana gelmektedir. Bu nedenle geleneksel suglarin terér eylemlerinden

daha karmasik oldugu diisiiniilmektedir. Ancak banka soygunu, adam ka¢irma ya da cinayet

5 Drake, C. J. M. (1998). The role of ideology in terrorists’ target selection, Terrorism and Political Violence 10,
no. 2, 56.

6 McGarrell, E. F., Freilich, J. D., & Chermak, S. (2007). Intelligence-Led Policing As a Framework for
Responding to Terrorism. Journal of Contemporary Criminal Justice 23, no. 2, 142—158.

7 Clarke ve Newman, Qutsmarting the Terrorists, 5.

8 Mark S. Hamm, Terrorism as Crime.: From Oklahoma City to Al-Qaeda and Beyond, (New York: New York
University Press, 2007), 16-31.
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gibi baz1 suglar da uzun planlama asamalar1 sonrasinda meydana gelebilmektedir.® Ya da
orman yanginlari vasitasiyla sabotaj diizenlemek yoluyla gergeklestirilen terdr eylemleri, basit
hirsizlik faaliyeti gibi kolayca gerceklesebilmektedir. Bu nedenle hareketin planlama ya da
strateji bakimindan karmasik olmasi, eylemin tiiriinden (su¢ ya da teror) ziyade kullanilan

yontemden kaynaklanmaktadir.

Son olarak ise teror s6z konusu oldugunda akillara ilk olarak 11 Eyliil saldirist gibi genis
capl olaylar gelmekte bu nedenle terdr eylemlerinin sug faaliyetlerine oranla biiylik 6l¢ekli
saldirilar icerdigi soylenmektedir. Ancak siber saldirilar'®, kara para aklama!! ve diger mali
suclar? gibi asirilik yanlis1 kimselerce islenen siddet icermeyen ve biiyiik maddi etkilere yol
agmayan teror suglar1 da vardir. Su¢ da her zaman kiiglik sonuglara yol agmamaktadir. Toplu
cinayet gibi biiyiik etkileri ve zayiatlar1 olan geleneksel suglarin da oldugu bilinmektedir.®® Bu
baglamlar bir arada diisiiniildiigiinde, su¢ ve teroriin birbirinden tamamen farkli kavramlar
olmadigini sdylemek miimkiindiir. DSO agisindan énemli olan sug ve terdriin yontemsel olarak

farkls tiirlerinin ayr1 ayr1 ele alinmasi gerektigidir.
2.2. Teorik Altyapi

Sug ve terdr ile alakali teorik arastirmalarin odagi genellikle bireyleri sug islemeye ya
da teror eylemi diizenlemeye iten sosyolojik, psikolojik, ekonomik ve benzeri sebepleri
coziimlemeye odaklanmistir. Bu teoriler su¢ ve terdriin altinda yatan nedenlere agirlik
vermistir. Genel egilimin aksine sugun olusumunda cevresel faktorlerin etkili oldugunu
savunan kriminologlar ve DSO yaklasimi, sugun nedenine ydnelik sorgulamalarda odak

noktasimi sucludan cevreye dogru kaydirmaktadir. DSO sugun yalnizca bireysel faktorlerden

® Hamm, Terrorism as Crime: From Oklahoma City to Al-Qaeda and Beyond, 16-18.

10 Bradford Reyns, “A Situational Crime Prevention Approach to Cyberstalking Victimization: Preventive Tactics
for Internet Users and Online Place Managers”, Crime Prevention and Community Safety 12, no. 2 (2010): 99—
118.

11 Brandon A. Sullivan vd. “The Nexus Between Terrorism and Product Counterfeiting in the United States”,
Global Crime 15, no. 3-4 (2014): 357-378.

12 Brandon A. Sullivan, Joshua D. Freilich ve Steven M. Chermak, “Financial Terror: Financial Crime Schemes
Involving Extremists Linked to the American Far-right and al Qaida and Affiliated Movements”, in The Handbook
of the Criminology of Terrorism, ed. Gary LaFree ve Joshua D. Freilich, (Hoboken: Wiley Press, 2017), 420-432.
13 Sarah St. George, “Assessing the Vulnerability in Targets of Lethal Domestic Extremism”, (Yayimlanmamis
Doktora Tezi, Michigan State University, 2017), 18.
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kaynaklanmadig1, ayn1 zamanda sug faaliyetine firsat saglayan durumsal faktorlerin de sugun
meydana gelmesinde énemli rol oynadig1 fikrine dayanmaktadir.* DSO sug, cevre ve birey
arasinda iligski kurarken bir takim teorilerden beslenmektedir. Bunlar; Rasyonel Se¢im teorisi,

Rutin Aktivite Teorisi ve Suc Oriintiisii Teorisi olarak karsimiza ¢ikmaktadir.'®

Rasyonel Se¢im Teorisi, suglularin su¢ davranisindan fayda saglamay1 amagladigini ve
bu nedenle eyleme gegerken fayda maliyet analizi yaptiklarii savunmaktadir.’® Bu anlayisin
temelinde suglularin rasyonel bireyler oldugu anlayisi yatmaktadir. Teoriye gore, bireyler karar
verme sirasinda belirli bir eylemin algilanan o6diillerine veya faydalarina karsi potansiyel
maliyetleri degerlendirmektedir ve su¢ eylemine dahil olma kararimi bu siire¢ sonucunda
almaktadir. Suca katilim kararinin arkasinda bireylerin ge¢gmis deneyimleri ve 6grenimleri rol
almaktadir.” Bu nedenle suglunun suga katilma kararmi vermesi ve sug eylemine baslamasi
asamasinda durumsal faktorler etkilidir. Ancak durumsal faktorlerin her birey tarafindan ayn
sekilde algilanmayacagi hesaba katilmalidir. Durumsal faktorlerin algilanmasini bireylerin
gecmis deneyimleri sekillendirmektedir. Suglularin su¢ eylemine ya da cezaya yonelik
tutumlari aile kurma, akran degisikligi ve is ¢evresindeki firsatlar gibi bir¢ok faktor tarafindan
degistirilebilir. Ozetle bireyin kisisel durumu ve gevresel atmosferi degistiginde sug eyleminin
fayda maliyet ckseni degismektedir. Bu nedenle algilanan firsatlarin giderilmesi ve sug

eyleminden beklenen ddiillerin azaltilmasi sug eylemini azaltacaktir.'8

Sug Oriintiisii Teorisine gore ise sugun meydana gelmesi igin potansiyel suglu, uygun
hedef ve uygun zaman olmak iizere ii¢ bilesenin bir araya gelmesi gerekmektedir.'® Bireyler

giinlik hayatlarinda ev, is, sosyal yasam ve diger aktiviteler olmak {izere belirli bir yagam

14 Adam Sutton, Adrian Cherney ve Rob White, Crime Prevention: Principles, Perspectives, and Practices.
(Cambridge: Cambridge University Press, 2008) 50-58.

15 Kelly A. Berkell, “A criminological approach to preventing terrorism: situational crime prevention and the crime
prevention literature” in Handbook of terrorism prevention and preparedness, ed. Alex P. Schmid, (ICCT Press
Publication, 2021), s. 55.

16 Derek B. Cornish ve Ronald V. Clarke, The Reasoning Criminal: Rational Choice Perspectives on Offending
(New York: Springer-Verlag, 1986), 29-31.

17 Cornish ve Clarke, The Reasoning Criminal: Rational Choice Perspectives on Offending, 75.

18 Cornish ve Clarke, The Reasoning Criminal: Rational Choice Perspectives on Offending, 188.

19 Patricia L. Brantingham ve Paul J. Brantingham, “Nodes, Paths and Edges: Considerations on the Complexity
of Crime and the Physical Environment”, Journal of Environmental Psychology 13, no. 1 (1993): 7-9.
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dongiistine ve belirli eylem dizilerine sahiptirler. Bu faaliyet alanlar1 herkes igin farklilik
gosterebilir. Ancak zaman zaman potansiyel bir suglunun faaliyet alani ile uygun hedefin
faaliyet alan1 kesisebilmektedir ve teori bu kesisme durumlarinda su¢un meydana gelecegini
soylemektedir.?’ Bu nedenle, ¢cok sayida insanin ugrak yeri olan alanlar, hem motive olmus
suglular hem de uygun hedefleri igerisinde barindirdigindan, su¢un meydana gelmesi daha
muhtemeldir. Ornek olarak, restoranlar, alisveris merkezleri veya milli parklar gibi yerler
genellikle ¢ok sayida kisi tarafindan ziyaret edilmektedir. Bu gibi konumlarda, herhangi bir
zaman ve yerde suclu ile hedefin rastlamasi olasidir.?* Sug Oriintiisii Teorisinin bir diger
katkisi, suclularin asina olduklart alanlarda, 6rnegin evlerine en yakin alanlarda sug islediklerini
one stirmesidir. Suglularin yasamakta oldugu veya daha once yasadigi bir bolgede sug isleme
ihtimali, su¢lunun asina olmadig bir yerde sug isleme ihtimalinden daha fazladir.?? Bu bulgular

1s18¢1nda suclularin sugu agirlikli olarak hakim olduklar1 bolgelerde isledikleri anlasilmaktadir.

Son olarak Rutin Aktivite Teorisi, sug¢ Oriintiisiine paralel olarak sugun olusmasi igin
uygun hedef, potansiyel suglu ve giivenlik yoklugu olmak iizere ii¢ bilesenin bir araya gelmesi
gerektigini 6ne siirmektedir.? Ug bilesen birlestiginde, bir sug firsat1 olusur. Ancak herhangi
bir zamanda veya ortamda bu ii¢ bilesenden birinin yoklugu, sug isleme olasilig1 azaltacaktir.?*
Rutin Aktivite Teorisi, bu ti¢ kritik bilesene ek olarak kontrolor kavramini gelistirmistir. Buna
gore kontrolorler hedefi, ortami veya sugluyu denetleyebilmektedir. Her kritik bilesene birer
kontroldr atanmaktadir. Bunlar; belirli hedefler i¢in vasiler, belirli yerler i¢in yer yoneticileri
ve suglular igin isleyiciler olarak ortaya konulmustur. Vasiler hedefleri koruyarak ve

gozetleyerek sucun Onlenmesine katkida bulunmaktadir.® Yer yoneticileri, belirli yerler

20 Brantingham ve Brantingham, “Nodes, Paths and Edges: Considerations on the Complexity of Crime and the
Physical Environment”, 5.

21 Brantingham ve Brantingham, “Nodes, Paths and Edges: Considerations on the Complexity of Crime and the
Physical Environment”, 5.

2 Wim Bernasco, “Modeling micro-level crime location choice: Application of the discrete choice framework to
crime at places”, Journal of Quantitative Criminology 26 no. 1, (2010): 131-138.

2 Lawrence E. Cohen ve Marcus Felson, “Social Change and Crime Rate Trends: A Routine Activity Approach”,
American Sociological Review 44 no. 4 (1979): 591.

24 Marie Tillyer ve John Eck, “Getting a Handle on Crime: A Further Extension of Routine Activities Theory”,
Security Journal 24, (2011): 180.

25 McCauley, C. ve Moskalenko S. “Mechanisms of Political Radicalization: Pathways Toward Terrorism”,
Terrorism and Political Violence 20, no.3. (2008): 415-433.
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iizerinde kontrol ve denetim saglayarak sugu dnlenmeye calismaktadir. Isleyiciler ise suglularin
kararlarin1 denetleme ve etkileme yetisine sahip kimselerdir ve suclu kararlarin1 manipiile
ederek sucu dnlemeye ¢alismaktadir.?® Vasilere 6rnek olarak, kisinin kendisi, gorgii taniklari
veya hedefi veya kurbani izlemekten sorumlu herhangi biri gosterilebilir. Isleyiciler;
ebeveynler, 6gretmen, es veya motive olmus bir su¢lunun kararlarini etkileyebilecek herhangi
bir kisi olabilir. Yer yoneticileri ise, apartman sakinleri ve magaza yoneticileri gibi bir
yerin/ortamin c¢aligtirilma yontemini degistirebilecek Yyetkiye sahip herhangi bir kisiyi
icerebilmektedir.?” Rutin aktivite teorisinin katkis1 bireylerin giinliik faaliyetleri esnasinda
uygun, hedef uygun yer ve motive olmus suglularin rastlasmasina ek olarak kontrol
mekanizmalar1 gelistirmis olmasidir. Bu tii¢ kritik bilesene kontroldrler tizerinden miidahale

ederek bireylerin sug algis1 degistirilebilmektedir.

Hem terdrle miicadele hem de genel anlamda sug dnleme ve giivenlik alaninda, DSO
siklikla caydiricilik kavramu ile iliskilendirilmektedir.?® Caydiricilik ve DSO teorik acidan
birbirine yakin gibi goziikseler de kapsam, strateji ve odak noktasit acisindan farklilik
gostermektedir.?® DSO sug ve terdr faaliyetlerinin meydana gelmesini dnlemek icin gevresel
faktorleri ya da durumlar degistirmeye odaklanmaktadir. DSO strateji olarak, potansiyel
suclularin ya da teroristlerin faaliyetlerini zorlastiracak sekilde ¢evresel ve durumsal 6nlemler
alinmasim &nermektedir.®® Caydiricilik s6z konusu oldugunda ise odak noktasi, olumsuz
sonuclara yonelik alg1 yaratarak potansiyel terdristlerin veya suglularin zihniyetini ve
davraniglarini etkilemektir. Caydiricilik stratejileri bireyleri veya gruplar terorist faaliyetlere
katilmaktan caydirmak igin cezai tedbirlerin, kolluk kuvvetlerinin ve yasal yaptirim tehdidinin

kullanilmas: gibi uygulamalari icermektedir.3* Teror ya da sug faaliyetini daha az cazip hale

%6 Tillyer ve Eck, “Getting a Handle on Crime: A Further Extension of Routine Activities Theory”, 181.

27 Tillyer ve Eck, “Getting a Handle on Crime: A Further Extension of Routine Activities Theory”, 185.

28 Marie S. Tillyer ve David M. Kennedy. “Locating Focused Deterrence Approaches within a Situational Crime
Prevention Framework”. Crime Prevention Community Safety 10, (2008):79-81.

29 Anthony A. Braga ve David M. Kennedy. “Linking Situational Crime Prevention and Focused Deterrence
Strategies.” in The Reasoning Criminologist: Essays in Honour of Ronald V. Clarke, Ed. G. Farrell ve N. Tilley.
London: Taylor and Francis. (2012):51-65.

30 Tore Bjorgo, Strategies for Preventing Terrorism, (London: Palgrave Macmillan, 2013), 10.

31 Harold G. Grasmick ve Robert J. Bursik. “Conscience, Significant Others, and Rational Choice: Extending the
Deterrence Model.” Law & Society Review 24, n0.3 (1990): 839-843.
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getirmek DSO ve caydiricilik ¢abalarinin ortak noktasidir. Ancak DSO sucu daha az cazip hale
getirmek icin bariyerler, duvarlar ya da kamera vb. izleme sistemleri gibi fiziksel dnlemler
getirmeyi onermektedir. Caydiricilik ise daha ¢ok bireylerin, potansiyel risklerin ve sonuglarin
olas1 faydalardan daha agir bastigina inandirmak amaciyla psikolojik 6nleme etkisini 6n plana
¢ikarmaktadir. Ozetle, durumsal sug dnleme, cevreyi degistirerek terdrizm veya sug firsatlarini
azaltmayr amaglarken caydiricilik, ceza tehdidi yoluyla potansiyel failleri caydirmay1

amaclamaktadir.
2.3. Durumsal Su¢ Onleme

Durumsal Su¢ Onleme; Rasyonel Seg¢im Teorisi, Rutin Faaliyetler Teorisi ve Sug
Oriintiisii Teorisinin kavramlarina dayanan ve ¢evresel faktorlerin su¢ énleme calismalarima
uyarlanmasimi amaglayan bir su¢ 6nleme yaklasimidir. DSO’niin temelinde yakin g¢evreyi
degistirerek belirli suglar icin firsatlarin azaltilabilecegi ve sucun Onlenebilecegi anlayisi
yatmaktadir. DSO sucu daha az ddiillendirici ve daha zor hale getirecek sekilde cevrenin

degistirilmesi ile suglunun fayda/maliyet algisinin manipiile edilmesini amaglamaktadir.3?

DSO’ye gore sug, suca egilimi olan birey ile sug¢ firsati arasindaki etkilesimden
dogmaktadir.3® Sug firsatlarmin azaltilmasi ve sug igin gereken algilanan risklerin arttirilmast
ile sugun &nlenmesi beklenmektedir. DSO iizerinden sugu azaltmak i¢in hedeflerin ve firsatlarin
nasil degistirildigi belirli ¢alismalarda goriilmektedir. Ornegin; sokaklara barikatlarin

eklenmesi ** , otoparklara giivenlik gorevlilerinin konulmasi %

, sokak aydinlatmalarinin
iyilestirilmesi®® ve benzeri bircok énleme yaklasimi gevresel kosullarda yapilan degisikliklerin

suc oranlari iizerinden olumlu etki getirdigini ortaya koymaktadir.

32 Ronald V. Clarke, Situational Crime Prevention: Successful Case Studies, (New York: Harrow and Heston
Publishers, 1992), 4.

33 Clarke, Situational Crime Prevention: Successful Case Studies, 38.

34 Sokak barikatlarinin bir su¢ 6nleme uygulamasi olarak ele alindig1 bir ¢caligma olarak bkz. Randall Atlas ve
William G. Leblanc, “Environmental Barriers to Crime”, Ergonomics in Design 2, no. 4 (1994): 9-16.

35 QOtoparklardaki giivenlik iyilestirmelerinin suga etkisi i¢in bkz. Brandon C. Welsh ve David P. Farrington,
“Public Area CCTV and Crime Prevention: An Updated Systematic Review and Meta-Analysis”, Justice Quarterly
26, no. 4 (2009), 716-745.

36 Sokak lambalar1 ve sug oranlari arasindaki baglantiy1 inceleyen ¢alisma i¢in bkz. Kate Painter ve David P.
Farrington, “Street Lighting and Crime: Diffusion of Benefits in the Stoke on-trent Project”, Crime Prevention
Studies 10, (1999): 71-122.
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Cevresel teorilerin terérizme uygulanmaya baglamasi oldukca yeni bir girisimi teskil
etmektedir. DSO’nin terdrizme uygulanmasi ise Clarke ve Newman tarafindan su¢ dnleme
tekniklerinin terérizmi Onleme baglamina uyarlanarak ele alindigi “Outsmarting The
Terrorists” adli kitabinda aktarilmaktadir. DSO terdrizme, firsat bilesenleri ve 6nleme
uygulamalar: olmak tizere iki asamali bir sekilde uyarlanmistir. Buna gore terérizm olaylari
ayni sug¢ eylemlerinde oldugu gibi rasgele meydana gelmemektedir. Terérist eylemler, belirli
durumsal firsatlarin suiistimal edilmesi neticesinde meydana gelmektedir. Teréristlerin
faydalandig1 firsatlar, Clarke ve Newman tarafindan dort baslik altinda ele alinmaktadir.
Bunlar: hedefler, silahlar, araclar ve kolaylastiric1 kosullardir.®” Diger baslik olan dnleme
uygulamalari ise; ¢abayr artirmak, riskleri artirmak, odiilleri azaltmak, provokasyonlari ve

mazeretleri azaltmak olarak siralanmaktadir.®®

DSO, sucludan ziyade sug¢ sorunun kendisine odaklanmaktadir ciinkii suclunun
motivasyonunu degistirmek zor olabilmektedir.>® Bu anlayzs, terdrizm meselesi i¢in uygun bir
noktadir. Ciinkii terdr sugunu diger suglardan ayiran 6nemli bir 6zellik kararliliktir. Simdiye
kadar birgok teori, terdristlerin radikal egilimlerini azaltarak ya da terérle topyeklin savasmaya
caligarak terdrii yenmeye odaklanirken, DSO terérii yaratan unsurlarin yaninda firsatlarla

miicadele etmenin 6nemine vurgu yapmaktadir.
3. Terorizmin Firsat Yapisi

Durumsal Su¢ Onleme yaklasimini terdrizme uygulamak igin Clarke ve Newman
terOristler tarafindan suiistimal edilen firsat yapilarim1 analiz etmenin gerektigini
vurgulamaktadir.*® Bu anlayisa gére terdrizm firsata bagimli bir sug bigimidir ve firsat teror

i¢in gereken motivasyonu saglamaktadir.*! Bu firsatlar giivenlik ag131, erisim kolaylig, siyasal

37 Clarke ve Newman, Qutsmarting the Terrorists, 1.

38 (Clarke ve Newman, Outsmarting the Terrorists, 189.

39 Clarke, “Situational Crime Prevention”, in Environmental Criminology and Crime Analysis, ed. Richard
Wortley ve Lorraine Mazerolle, (Cullompton, England: Willan Publishing, 2008), 58.

40 Clarke ve Newman, Outsmarting the Terrorists, 42.

4 Jeff Gruenewalda, Kayla Allison-Gruenewalda ve Brent R. Klein, “Assessing the Attractiveness and
Vulnerability of Eco-Terrorism Targets: A Situational Crime Prevention Approach”, Studies in Conflict &
Terrorism 38, no. 6, (2015): 436.
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ve sosyal atmosfer ve operasyonel kapasite gibi faktorler olabilmektedir. *? Biitiiniiyle
bakildiginda teréristler mali destek elde etmek, siyasi hedeflerine ulasmak ve kamu destegi
cekebilmek icin bu firsatlardan faydalanmaya ¢alismaktadirlar.** Ancak bu firsatlar her zaman
reel ifadelerle agiklanamayabilir. Bireylerin karar verme siiregleri farkli oldugundan firsat
algilar1 da birbirinden farklilagmaktadir. Bu nedenle firsatlar algilanis sekli ile ele alinmalidir.
Bu algilanan firsatlari tespit etmek i¢in “terdrist gibi diislinmek” ve onlarin ¢evresini tahlil edis
seklini idrak etmek gerekmektedir. Firsatlar1 analiz etmek igin eylemlerin baslangicindan
hazirlik asamasina ve sonu¢ asamasina kadar, her bir farkli saldir1 tiiri ayr1 ayri ele
alinmalidir.* Her saldir1 tiirii icerisinde kendine 6zgii firsatlar1 barmdirmaktadir. Ornegin
intihar saldirilar1, suikast eylemlerinden farkli firsat yapilar1 barindirir. Suikast eylemlerinde
kullanilan silahlar genellikle uzun namlulu silahlar olabilir. Intihar saldirilarinda ise yiiksek
etkiye sahip patlayicilar kullanilmaktadir. Suikast eylemlerinde silahlanma yasalarindaki
gevseklik bir kolaylastirict kosul olabilirken, intihar saldirilari igin toplumsal kosullar etkileyici
olabilmektedir. Her saldir1 tiirii her hedef i¢in uygun degildir ve her saldirt tiirii farkli arag ve
silah bilesenlerine ihtiya¢ duyar. Bu nedenle firsatlarin dogru tespit edilebilmesi i¢in saldiri

tiirlerinin ayr1 ayr1 analiz edilmesi gerekmektedir.
3.1. Hedef Firsat Yapisi

Teroristlerin hedeflerini secerken hangi dl¢iitleri dikkate aldiklari tartismali bir konudur.
Clarke ve Newman terdristlerin hedef segimi iizerine yaptiklari arastirma da sekiz oOlgiit
belirlemislerdir.*® Bunlar; gériiniirliik, hayatilik, semboliklik, mesruluk, yikilabilirlik, doluluk,

yakinlik ve kolaylik olarak tanimlanan karsilastirma 6lgiitleridir.*®

42 Jason Roach, Paul Ekblom ve Richard Flynn, “The Conjunction of Terrorist Opportunity: A Framework for
Diagnosing and Preventing Acts of Terrorism” Security Journal 18, no. 3, (2005): 21.

4 Clarke ve Newman, Outsmarting the Terrorists, 103.

4 Clarke ve Newman, Outsmarting the Terrorists, 23-26.

4 Clarke ve Newman, Outsmarting the Terrorists, 93-97.

4% Yazalar bu kavramsallagtirmayir Exposed, Vital, Iconic, Legitimate, Destructible, Occupied, Near ve Easy
kelimelerinin bag harflerinden tiiretilen “EVIL DONE” olarak kullanmaktadir. Ronald V. Clarke ve Graeme R.
Newman, Outsmarting the Terrorists, (Westport, CT: Praeger Security International, 2006), 87.
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e Goriintirliikk: Bir hedefin dikkat ¢ekme derecesini bir bolgede kolayca ayirt

edilebilmesini ifade eder.

e Hayatilik: Teroristler elektrik ve su gibi altyapi unsurlarina saldirip hayatin akisina
miidahale etmeyi amaglamaktadir. Giinliik yasantinin akisini bozacak enerji, ulagim

ve altyap1 tesisleri gibi merkezler hayatilik derecesi yiiksek hedeflerdir.

e Semboliklik: Ulkenin bagimsizligimi simgeleyen Ve orada yasayan halk icin derin
anlamlar tasiyan sembolik merkezlerin teroristlerin  hedefi olabilecegini

belirtmektedir.

e Mesruluk: Teroristler bazi hedeflere saldirmayr mesru gérmektedir. Mesruiyet
faktorii teroristlerin hitap ettigi kitleye kendini kabul ettirmek agisindan dikkate

aldig1 6nemli bir faktoriidiir.

e Yikilabilirlik: Teroristler olabildigince hasar verecek hedefler segerler ki bu onlarin
etki giiciinii yansitmaktadir. Kolayca yikima ugrayabilecek hedefler teroristlere

propaganda imkan1 saglamaktadir.

e Doluluk: Yapilarin insanlar tarafindan kullanilma siklig: doluluk faktorii tizerinden
incelenmektedir. Hastane ya da halka agik park ve bahgeler gibi giiniin her saati

insanlarin bulunabilecegi yapilar, doluluk faktorti yliksek hedeflerdir.

e Yakmlik: Teror saldirilarinin yogun oldugu, terdristlerin merkezinin bulundugu

bolgelerde daha fazla saldir1 olma ihtimalini ifade etmektedir.

e Kolaylik: Giivenligi zayif, iyi korunmayan ve erisimi kolay hedefleri temsil

etmektedir.

Durumsal Sug¢ Onleme agisindan hedef segiminin dogru analiz edilmesi gerekir. Hedef
analizi yapmak i¢in belirli saldir1 tiirleri secilmeli ve meydana gelen saldirilarda hangi
hedeflerin se¢ilme egiliminde oldugu tespit edilmelidir. Her saldir tiirii kendi icerisinde farkl
firsatlar barmdirdigindan, hedef egilimleri de birbirinden farkli olmaktadir. Ornegin suikast

saldirilar1 genellikle 6nemli ve sembolik sahislara yonelik uygulanirken, bombali eylemlerde
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agirlikli olarak giivenlik giicleri hedef alinmaktadir. Ideoloji faktorii de hedef segimini etkileyen
onemli bir faktordiir. Saldir stratejileri belirlenmesi asamasinda ideoloji dogrudan etkilidir.’
DSO hedef se¢im analizinin kullanildig bir ¢alismada hayvan haklar1 savunucu asirilik yanlisi
bireylerin saldirilar1 analiz edilmistir. Sonuglara bakildiginda bu gruplarin insanlara zarar
verecek eylem diizenlemekten kagindiklar1 daha ¢ok hayvanlar {izerinden deney yaptig1 ve
hayvanlara zarar verdigi diisliniilen 6zel yapilara ya da kamu binalarina saldirdiklari
goriilmektedir.*® Bu ve benzeri ¢ikarimlar Clarke ve Newman tarafindan olusturulan hedef

firsat analizi yonteminin akademik ¢alismalar konu olmas1 akabinde ortaya ¢ikmustir.*°
3.2. Silah Firsat Yapisi

Teroristlerin saldirilarini etkileyecek firsat faktorlerinden biri de silahlarin segilme
egilimi ile alakalidir. Silah se¢imi biiyiik oranda eylemin amacina, saldir1 tiiriine ve ¢evresel
faktorlere bagimlidir. Hedefler de oldugu gibi silahlar da terdristler tarafindan cazip olarak
goriilen belirli kriterlere sahiptir. Clarke ve Newman terdristlerin silahlarini segerken gozettigi
faktorleri belirli kosullara uygulamiglardir. Buna gore teroristler silahlart segerken; ¢ok amagli,
tespit edilemez, hareket ettirilebilir, yikici, keyifli, emniyetli, elde edilebilir, karmasik olmayan
ve giivenli faktorlerine dikkat etmektedir.®® Ornegin Drone ve Insansiz Hava Araci (IHA)
teknolojileri hem silah olarak hem de kesif amagli kullanim olmak {izere gok amagli bir sekilde
kullanilmaktadir. Terdristler her ne kadar ideolojik olarak kararli bireyler olsalar da
yakalanmak istemezler. Bu nedenle giivenlik gii¢leri tarafindan tespit edilemeyen silahlari

kullanma egilimi gostermektedirler. Terdristler i¢in, 0Ozellikle yiliksek giivenlikli hedeflere

47 Mehmet F. Bastug ve Ahmet Giiler, “The Influence of Leadership on the Strategies and Tactics of Islamic State
and Its Predecessors”, Journal of Policing, Intelligence and Counter Terrorism 13, no. 1, (2018): 40.

48 Gruenewalda vd. “Assessing the Attractiveness and Vulnerability of Eco-Terrorism Targets: A Situational Crime
Prevention Approach”. 433-455.

4 “EVIL DONE” kavramsallastirilmasinin ele alindig1 diger ¢alismalar i¢in bkz. Rachel, Boba, “EVIL DONE”,
in Crime Prevention Studies Vol 25, ed. Joshua D. Freilich ve Graeme R. Newman, (2009): 71-92; Stacy Paton,
“EVIL DONE Vulnerability Assessment: Examining Terrorist Targets Through Situational Crime Prevention”,
(Yaymlanmamis Doktora Tezi, Florida Atlantic University, 2103); Marissa Mandala ve Joshua D. Freilich,
“Disrupting Terrorist Assassinations Through Situational Crime Prevention”, Crime and Delinquency 64, no. 12,
(2018): 1515-1537.

50 Yazarlar bu kavramsallastirmay1r Multipurpose, Undetectable, Removable, Destructive, Enjoyable, Reliable,
Obtaiable, Uncomplicated ve Safe kelimelerinin bag harflerinden olusan “MURDEROUS” ifadesi ile
kullanmaktadir. Ronald V. Clarke ve Graeme R. Newman, Outsmarting the Terrorists, (Westport, CT: Pracger
Security International, 2006), 108.
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yonelik gerceklestirilmesi planlanan saldirilarda, kullanilacak silahlarin tespit edilemez olusu
planlama agisindan énemli bir unsurdur.®® Hareket ettirilebilir silahlar, hareket kabiliyetini
arttirdigindan terdristlerin ilgisini ¢ekebilmektedir. Hedefe olabildigince hasar vermek
teroristler igin elzemdir bu nedenle tahribat kapasitesi yiiksek patlayicilar1 tercih
edebilmektedirler. Elde edilebilirlik faktorii en 6nemli 6zelliklerden biridir. Silaha erigsmek i¢in
gereken gaba miktarmi ifade etmektedir. Ornegin, Terdristler arasinda en yaygin silah olan hafif
silahlar giiniimiizde kolayca elde edilebilmektedir.>? Her ne kadar eglence ve terdr birbirinden
aykirt kavramlar olsa da terdristlerin silahlarmi kullanirken keyif ve zevk aldiklari
distiniilmektedir. Yalnizca teroristler degil ¢ocuklar ve yetiskinler de havai fisek vb. tiirde
patlayicilar1 ya da atesli silahlar1 kullanmaktan keyif alabilmektedir.>® Bu nedenle terdristlerin

silah se¢iminde keyif alma faktoriinii hesaba katmak 6nemlidir.

Glivenilirlik faktorii, diizgiin calisacak bir silahi ifade etmektedir. Bir silahin
giivenilirligini test etmek icin, bazi teroristler planlanan asil olaydan once daha kiigiik
biiyiikliikteki deneysel saldirilara katilirlar. Bu, silahlarin giivenilir olmasini ve ihtiyag
duyuldugunda calisabilmesini saglar. Karmasik olmayan bir silah, kullanici dostu olan ve
diizgiin kullanim i¢in ¢ok az egitim gerektiren veya hi¢ egitim gerektirmeyen silahtir. Silahin
yagin kullanimi, onu kullanmak icin egitilecek personelin ya da o silahit kullanmak i¢in
baskalarini egitecek personelin teminini kolaylagtirmaktadir. Son olarak, giivenli olmayan bir
silaha gore giivenli bir silah tercih edilir. Ornegin, terdristlerin bir bombay1 insa ederken kazara
patlatmasi rastlanilan bir durumdur. Bu ve benzeri durumlardan kag¢inmak i¢in terdristler,
kendilerine ve baskalarina yonelik tehlikeleri eylem zamanina kadar azaltmaya

calismaktadirlar.>*

3.3. Arag Firsat Yapisi

51 Clarke ve Newman, Outsmarting the Terrorists, 111.

52 Suneel Kumar. “Small Arms and Light Weapons : A Global Threat to Human Security and Development.” The
Indian Journal of Political Science 69, no. 4 (2008): 788.

33 Clarke ve Newman, Qutsmarting the Terrorists, 113.

54 Clarke ve Newman, Outsmarting the Terrorists,113-115.
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Teroristler hem giindelik yasantilarindan hem de eylemlerinde bazi araglari
kullanmaktadirlar. Bu araglara haberlesme, ulasim, giinliik ihtiyaglar ve benzeri gereksinimleri
gidermeye yarayan spesifik araglardir. Toplumun biiyiik bir kesimi tarafindan kullanilan cep
telefonu, araba ve benzeri ulasim araglar1 ve kredi kartlar1 teroristler tarafindan suiistimal
edilebilmektedir. Clarke ve Newman terorist saldirilar i¢in firsatlar1 azaltmak amaciyla bu
araglar1 analiz etmislerdir. Buna gore; cep telefonlari, tasitlar, nakit ve kredi kartlari, sahte
belgeler ve hedef bilgisi olarak bes farkli aracin teréristler tarafindan yogun sekilde

kullanildigini sdylemektedir.>®

Belirli saldir tiirleri i¢in bu ara¢larin kullanim sekillerini ve edinim yontemlerini tespit
etmek terdriin dnlenmesine katki saglamaktadir. Ornegin iletisim ve propaganda amagh
kullanilan cep telefonlari, terdristlerin yakalanmasi halinde goriisme kayitlarinin soSyal ag
analizi ile incelenmesi ve diger muhtemel faillerin yakalanmasi miimkiin olabilmektedir.®® Soz
konusu terorist saldirilar oldugunda tasitlar hem ara¢ hem de silah olarak kullanilabilmektedir.
Araclari silaha doniistiirerek kalabalik ortamlarda yiiksek tahribat verebilecek terorist saldirilar
gerceklestirme potansiyeli artmaktadir. Ulasim araglarinin silaha dontistiiriilmesinin 6rnekleri
11 Eyliil saldirilarindan, Suriye i¢ savasinda bomba yiiklii ara¢ saldirilarina kadar ¢ok cesitli
sekillerde orneklendirilebilir. Bu nedenle araglarin silaha doniistiiriildiigii saldirilara kars
onlem almak terdrizmi dnlemeye katki saglamaktadir.®” Tiirkiye’de son zamanlarda PKK terdr
orgiitit mensuplart saldir1  diizenlemek amaciyla paramotor kullanarak smir1 gegme
girisimlerinde bulunmustur. % Bu tarz belirli araglarin ticari faaliyetlerinin izlenmesi ve
bunlarin terdr 6rgiitlerinin eline gegmesine karst miicadele edilmesi, bir 6nleme faaliyeti olarak

gosterilebilir.

55 G. R. Newman. “Reducing terrorist opportunities: A framewok for foreign policy”. In Reducing Terrorism
Through Sutiational Crime Prevention, ed. Joshua D. Freilich ve Graeme R. Newman, Crime Prevention Studies,
25. (A Criminal Justice Press Project, 2009), 35.

56 Stuart Koschade, ““A Social Network Analysis of Jemaah Islamiyah: The Applications to Counter-Terrorism and
Intelligence,” Studies in Conflict and Terrorism 29, no. 6, (2006): 559.

57 Simon Perry, Badi Hasisi and Gali Perry, “Who is the Lone Terrorist? A Study of Vehicle-Borne Attackers in
Israel and the West Bank,” Studies in Conflict and Terrorism 41, no.11 (2018): 901.

8 Lale Koklii Karagoz, “PKK'I1 terdristlerin Amanoslar'a uzanan 'paramotor oyunu' bozuldu”, Anadolu Ajans,
2020, https://www.aa.com.tr/tr/turkiye/pkkli-teroristlerin-amanoslara-uzanan-paramotor-oyunu-bozuldu/2020672
(21.03.2023).
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Teror orgiitleri giinliikk yagamlarini devam ettirmek, saldirilar diizenlemek, silah satin
almak ve ulasim saglamak gibi bircok amag i¢in maddi kaynaga ihtiya¢ duymaktadir. Bu maddi
kaynaklarin1 agirhikli olarak dis finansman aracilifiyla karsilamaktadirlar.®® Ancak belirli
durumlarda terdristlerin nakit ve kredi kartlarini kullandiklar1 bilinmektedir. Bu nedenle nakit

akisindaki siipheli mali faaliyetlerin ve ¢alint1 kredi kartlarinin takip edilmesi gerekmektedir.®

Arac firsat yapisinin 6nemli bir parcast da sahte belgeler ve hedef bilgisi saglayan
materyaller olarak smiflandirilmigtir.  Sahte belgeler terdristler tarafindan gizlenerek
faaliyetlerini yiiriitmek ve yakalanmay1 zorlastirmak i¢in kullanilmaktadir.5! Terér saldirilari
uzun planlamalar gerektirebilir. Bazi biiyiik capli saldirilar karmasik planlama siiregleri sonrasi
faaliyete gecirilmektedir. Bu tarz eylemlerde hedef hakkinda bilgi saglayan kritik altyap:
haritalari, adres ve giivenlik bilisi teroristler tarafindan suiistimal edilebilmektedir. Sahte belge
ve hedef bilgisi saglayan unsurlar ile miicadele edebilmek i¢in gelismis kimlik kontrol
sistemleri, kritik tesislerin harita bilgisinin gizlenmesi ve uygun giivenlik 6nlemleri alinmasi

gerekmektedir.
3.4. Kolaylastiric1 Kosullar

Ter6rizmin dort firsat siitunun son ayagi kolaylastirict kosullardir. Mevcut sosyal,
siyasal, ekonomik ve toplumsal durum terdr Orgiitleri tarafindan saldiri, propaganda ya da
eleman kazanma firsat1 olarak goriilebilmektedir. Bu gibi kosullarin terdrist saldirilari ne
sekilde etkiledigi Clarke ve Newman tarafindan incelenmistir. Kolaylastiric1 kosullar terdrist

saldirilar1 kolay, giivenli, mazur gériilebilir, cazip ve ddiillendirici yapmaktadir.®?

9 Alkan, N. (2004). Terér Orgiitlerinin Finans Kaynaklar1. Polis Dergisi, no 40.

60 Selahattin Giirel, “Terdr ve Terdr Orgiitlerinin Finans Kaynaklar1” Uluslararas: Yonetim ve Sosyal Arastirmalar
Dergisi 2,no. 4 (2015): 19.

61 Tiirkiye’de 13.11.2022 tarihinde Istanbul Taksim bélgesinde meydana gelen patlama sonrasinda elde edilen
bilgilere gore, terdristler tizerlerindeki dikkatleri dagitmak i¢in kendilerini evli olarak gosterdikleri sahte belgeler
diizenlemislerdir. Detayli bilgi i¢in bkz. Emrah Gokmen, “Beyoglu'ndaki terdr saldirisint gergeklestiren terdrist
Albashir'a ait yeni goriintiilere ulasild1”, Anadolu Ajansi, 2022, https://www.aa.com.tr/tr/gundem/beyoglundaki-
teror-saldirisini-gerceklestiren-terorist-albashira-ait-yeni-goruntulere-ulasildi/2742048 (15.03.2023).

62 Yazarlar bu kavramsallastirmay1 Easy, Safe, Excusable, Enticing ve Rewarding kelimelerinin bag harflerinden
olusan “ESEER” ifadesi ile kullanmaktadir. Ronald V. Clarke ve Graeme R. Newman, Outsmarting the Terrorists,
(Westport, CT: Praeger Security International, 2006), 126-136.
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e Silah ve patlayici unsurlarin denetiminin ihmal edildigi bolgelerde saldiri

gerceklestirmek “kolay” hale gelmektedir.

e @Giivenlik agiklar1 bulunan, gozetimin bulunmadig1 ve yakalanma riskinin olmadigi

bolgeler terorist saldirilar1 diizenlemek icin “glivenli” bolgeler temsil etmektedir.

e Terdristler hiiklimetleri asir1 tepki vermeye zorlamaktadir. Bu gibi tepkiler
teroristler ve terdr sempatizanlari i¢in saldirilarin “mazur goriilebilir” oldugu algisi

olusturmaktadir.

e Akran baskist ve kendini gruba kabul ettirme gibi durumlar radikallesme siiregleri
igerisinde 6nemli yer etmektedir. Bu durum s6z konusu oldugunda terdrist faaliyet

grup katilimi sagladigi i¢in “cazip” hale gelmektedir.

e Terdr saldiris1 sonrasi algilanan odiillerin varlhigi, terdr eylemini “ddiillendirici”

gostermektedir.5

Teror saldirilari i¢in kolaylastirict kosullar her bir saldir tiirii i¢in ayr1 ayr1 incelenmesi
gerekir. Ornegin kara para aklama ile miicadele ya da silah kagak¢ilig1 gibi kosullarla miicadele
etmek her saldir1 tiirli i¢in kapsamli bir 6nleme faaliyeti temsil edebilir. Bu toplumsal ve fiziksel
kosullar deneysel olarak akademik ¢alismalara heniiz tabii tutulmamistir.%* Ancak niikleer
saldir1 ihtimalini kolaylastiran kosullarin kabaca tespit edilmesi ve genel bir kolaylastirici kosul
olarak go¢men topluluklarinin terdristler i¢in bir gizlenme alani olmasina yonelik ¢alismalar

bulunmaktadir.5®

6 Clarke ve Newman, Outsmarting the Terrorists, 129.

64 Joshua D. Freilich, Jeff Gruenewald ve Marissa Mandala, “Situational Crime Prevention and Terrorism: An
Assessment of 10 Years of Research”, Criminal Justice Policy Review 30, no. 9, (2019): 1301.

& Clarke ve Newman, Outsmarting the Terrorists, 99.

144



1JPS, 2023: 5(2):128-159

International Journal of Politics and Security, 2023: 5(2):128-159

4. Terorizmin Durumsal Onlenmesi

Durumsal su¢ 6nlemenin odak noktasi, ¢cevresel degisiklikler yaparak belirli suglar i¢in
firsatlar1 azaltmaktir.%® Ortam iizerinde degisiklikler yaparak su¢lunun maliyet ve fayda algisim
manipiile etmek ve son olarak karar verme siirecini etkilemek amaglanmaktadir.®” DSO sug
icin gereken firsatlar1 azaltmak ve suglularin karar verme siireclerine miidahale etmek icin beg
farkli kategoride toplamda yirmi bes teknik sunmaktadir. Bunlar; su¢ i¢in gereken algilanan
¢abay1 artirmak, su¢ eyleminin algilanan risklerini artirmak, sugtan beklenen 6diilleri azaltmak,

provokasyonlar1 azaltmak ve mazeretleri ortadan kaldirmaktir.®®

DSO’niin ortaya koydugu ilk 6nleme perspektifi suc icin gereken algilanan ¢abanin
arttirmaktir. Cabay1 arttirmak faaliyetleri fiziki tedbirler olabilecegi gibi teroristlerin algiladigi
cabay1 arttirmaya yonelik faaliyetlerde olabilmektedir. Clarke, su¢ eylemi i¢in algilanan ¢abay1
arttirmanin bes Onerisini sunmaktadir. Bunlar; hedef saglamlastirma, tesislere erisimi kontrol
etme, cikislart izlemek, suglular1 saptirmak ve aletleri/silahlar1 kontrol etmek olarak
stiralanabilir.%® Bu uygulamalar sug islemenin gerektirdigi ¢abay1 ya da bu cabaya yénelik algiy1
arttirma amaci tasimaktadir. Hedef firsat yapisi analizi yardimu ile elde edilen hassas hedeflerin
belirli uygulamalar ile saglamlastirilmasi, sinir kontrollerinin arttirilmasi, 6nemli kisiler igin
giivenlik temin etme, kritik bolgelerde bariyer onlemleri, kimlik dogrulama prosediirleri
gelistirmek ve silahlarin  yayillmmi kontrol etmek terdriin Onlenmesi i¢in Onerilen

uygulamalardan bazilaridir.™

Ikinci 6nleme perspektifi, su¢ islemenin getirdigi algilanan risklerin arttirmasidir. Bu
uygulama da amag suctan beklenen 6diil ile sucun gerektirdigi risk arasindaki maliyet algisini

risk yoniinde arttirmaya ¢aligmaktir. Clarke, algilanan riskleri arttirmanin yolu olarak bes teknik

6 Ronald V. Clarke, “Situational Crime Prevention: Its Theoretical Basis and Practice Scope”, Crime and Justice
4, (1984): 227.

67 Clarke, “Situational Crime Prevention: Its Theoretical Basis and Practice Scope”, 228.

6 Ronald. V. Clarke ve Graema R. Newman, “Police and the prevention of terrorism”. Policing 1, no.1, (2007):9-
20.

6 Ronald V. Clarke, Situational Crime Prevention : Successful Case Studies, 2. bs, (Monsey, NY: Criminal Justice
Press, 1997), 2-43.

70 Clarke ve Newman, Outsmarting the Terrorists, 194.
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onermektedir; vesayet siliresini uzatmak, dogal goézetime yardimci olmak, anonimligin
azaltilmasi, yer yoneticilerinden yararlanmak ve resmi gozetimi giiclendirmek. * Bu
faaliyetlerin hirsizlik gibi basit suglarin 6nlenmesi i¢in olusturuldugu diisiiniilse de s6z konusu
teror oldugunda gozetimin arttirllmast ve yerel halin terérle miicadele hususunda
bilinglendirilmesi gibi faaliyetler terdristlerin yakalanmasina ya da eylemlerinin basarisiz

olmasina olanak saglamaktadir.’

Uciincii 6nleme perspektifi, beklenen ddiillerin azaltilmasmi icermektedir. Beklenen
odiiller, sug¢lunun su¢ eylemi sonrasinda kazanmayi hedefledigi odiilleri ifade etmektedir.
Beklenen odiilleri azaltmak igin Onerilen teknikler ise; hedefleri gizlemek, hedefleri ortadan
kaldirmak, miilkii tanimlamak, pazarlar1 bozmak ve faydalari reddetmek olarak
siralanmaktadir.” Terdr Orgiitleri terdr eylemleri sonrasindan maddi kazang saglama, halkin
sempatisini kazanma ve orgiite eleman temin etme gibi bir takim faydalar edinmektedir. Bu
nedenle beklenen ddiillerin azaltilmasinin en 6nemli yolu Onleyici tedbirlerin arttirilarak
basarili eylemler diizenlenmesinin Oniine ge¢cmektir. Terdristlerin saldirmast muhtemel
hedeflerin gizlenmesi, 6nemli ve kritik tesislerin patlamalara kars1 giliclendirilmesi ve teror
orgiitlerinin asirilik¢1 ideolojilerine karsi halki bilinglendirme gibi faaliyetler eylemlerin

yeterliligini diisiirecegi ve dolayisiyla beklenen ddiilleri azaltacagi icin dnemli 6rneklerdir. "

Doérdiincili 6nleme perspektifi, su¢ egilimlerini tetikleyebilecek veya su¢ davranisi i¢in
motivasyonlar1 artirabilecek faktorlerin  azaltilmasini  ifade eden provokasyonlarin
azaltilmasidir. Provokasyonlarin azaltilmasi i¢in onerilen bes teknik ise; hayal kirikliklarini ve
stresi azaltmak, anlagmazliklardan kaginmak, duygusal uyarilmay1 azaltmak, akran baskisini
etkisiz hale getirmek ve taklitten caydirmak olarak siralanmaktadir. ”® Provokasyonlarin
azaltilmasi terdriin 6nlenmesi i¢in olduk¢a Onemlidir. Bireyleri terére iten nedenleri ve

kiskirtict toplumsal unsurlar1 gidererek terdrii onlemek miimkiindiir. Bu amagla gd¢men

"1 Clarke, Situational Crime Prevention : Successful Case Studies, 16.

72 Anton Weenink. “Situational prevention of terrorism. Remarks from the field of counterterrorism in the
Netherlands on Newman and Clarke’s Policing Terrorism”. Trends in Organized Crime 15, sy.2-3, (2012):1609.

3 Clarke, Situational Crime Prevention : Successful Case Studies, 17-18.

74 Clarke ve Newman, Outsmarting the Terrorists, 187-195.

s Clarke, Situational Crime Prevention : Successful Case Studies, 19-21.
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topluluklart ve yerel halk arasinda bag olusturmak, kiskirtici faaliyetlerden kaginmak gibi

uygulamalar 6nerilmektedir.’®

Besinci ve son onleme perspektifi ise mazeretlerin ortadan kaldirilmasini igermektedir.
Bu teknikler, belirli suclar i¢in nedenleri veya gerekgeleri azaltmaya ¢alisir. Yasal uyumu tesvik
etmek i¢in vatandaslar1 kendilerine yiiklenen beklentiler ve davranislar1 hakkinda bilgilendirme
yontemlerini igerir. Mazaretlerin ortadan kaldirilmasi i¢in Onerilen teknikler ise; kurallari
belirlemek, talimatlari gondermek, vicdani uyarmak, uyumluluga yardimci olmak ve
uyusturucu ve alkolii kontrol etmek olarak siralanabilir.”” Terdristler ¢ogu zaman hiikiimeti
kendilerine karsi kigkirtmaya ve orantisiz gii¢ kullandirmaya tesvik etmektedir. Bu sayede
eylemlerinin mesru miidafaa ya da hakli eylem olduguna yonelik propaganda gelistirmektedir.
Bu nedenle terdrle miicadele hususunda orantisiz gii¢ kullanimindan kaginmak ve tartismali
silahlarin kullanilmasini 6nlemek gibi uygulamalar mazeretleri ortadan kaldirma ¢abalari i¢in

onerilmektedir.®
5. Terorizmin Durumsal Onlenmesine Yonelik Elestiriler

Durumsal Su¢ Onleme yaklasimi birgok agidan elestirilere maruz kalmistir. Bu
elestirileri teorik elestiriler ve sosyal ve etik agisindan elestiriler olmak tizere iki odak
cercevesinde incelemek miimkiindiir. Teorik elestirilerin en bilinen arglimanlarindan biri sug
onleme yaklasimini terdrizme uygulamanin terdrizmi olusturan ana nedenlerin gérmezden
gelinmesine sebep oldugunu sdylemektedir. ”® DSO ¢evresel faktorlere odaklandig: kadar
bireyleri terdre iten sosyal, psikolojik ve ekonomik faktorlere de odaklanmaktadir. DSO’ye
gore bu nedenler bireyleri sug ya da teror eylemi islemeye hazirlayan unsurlardir. Durumsal

faktorler ise sucluyu harekete gegirmektedir.®

76 Henry Shaftoe, Umut Tiirksen, John Lever ve Sara-Jayne Williams. “Dealing with Terrorist Threats Through A
Crime Prevention and Community Safety Approach”. Crime Prevention Community Safety 9, (2007): 296.

77 Clarke, Situational Crime Prevention : Successful Case Studies, 21-24.

78 Clarke ve Newman, Outsmarting the Terrorists, 187-195.

79 Tore Bjergo, Preventing Crime.: A Holistic Approach, 1. bs., (London: Palgrave Macmillan, 2016), 222.

8 Richard Wortley. “Affordance and situational crime prevention: Implications for counter terrorism”, In
Terrorism and affordance, Ed. M. Taylor ve P. M. Currie, (New York, NY: Continuum International Publishing
Group, 2012). 19.
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Diger bir elestiri noktasi ise ideoloji faktdriiniin durumsal yaklasim tarafindan
indirgendigi seklindedir. Ideoloji, terdristleri terdr eylemi islemeye motive eden, Orgiitii
olusturan ve bir arada tutan ve Orgiite yeni eleman kazandirmak icin gereken en Onemli
faktorlerden biridir. Bu agidan teror, sug ile karsilastirildiginda terdr faillerinin sug faillerine
gbre daha kararli oldugu diisiiniilmektedir. Ideolojinin bir getirisi olan bu kararlilhk terdr
firsatlarinin 6niine gegilse bile terdristlerin eylemlerine devam edecegini soylemektedir. Ancak
cinayet ve intihar gibi yliksek kararlilik gerektiren suglarin dahi belirli durumsal faktorlere
bagimli oldugu bilinmektedir. Ozellikle son derece motivasyon ve kararlilik gerektiren intihar
saldiris1 eylemleri {izerine yapilan incelemelerde failin ailesine maddi kazang saglamak gibi
rasyonel kaygilardan beslendigi tespit edilmistir.®! Sug ve terdr, motivasyon ve ideoloji gibi
faktorler agisindan farklilik gostermektedir ancak zaman zaman bir su¢ 6nleme miidahalesi ayni
zamanda terorii 6nlemeye de yardimei olabilir. Bunun nedeni ¢ogu terdrist bireyin yasamini
devam ettirmek icin belirli suglar isledigine yonelik bulgulardir.®? Hirsizlik ve benzeri basit
suglara ek olarak sahte belge ve kagakgilik gibi suglarin terdristler tarafindan kullanildigi
bilinmektedir.%® Dolayisiyla bu suclarin énlenmesine ydnelik tedbirler ayn1 zamanda terdriin

onlenmesine de katki saglamaktadir.

Teorik elestirilerin en 6nemli par¢asindan biri de onleme faaliyetlerinin sugu tamamen
ortadan kaldirmayacagini aksine bagka bir yonde sucu kaydiracaginmi ifade etmektedir. Bu
yaklagima gore Onleme faaliyetleri su¢ ve terdér icin temel nedenlerini ve motivasyon
kaynaklarii ortadan kaldirmamaktadir. Bu nedenle sug ya da terdr 6nleme uygulamasina karsi
baska bir dogrultuya dogru yer degistirmektedir.® Bu yer degistirme bes farkli sekilde
karsimiza ¢ikmaktadir. Bunlardan birincisi, su¢ ya da terériin hedeflenen zamandan baska bir

zamana kaydirildig1 zamansal yer degistirmedir. ikincisi, ortamdaki firsatlarin giderilmesinden

81 Clarke ve Newman, Outsmarting the Terrorists, 54-69.

82 Hasan Aykin ve H. Kevser S6zmen, Terdriin Finansmani, (Ankara: MASAK Yayin, 2008), 23.

83 (Ozcan Karatay ve Mehmet Kapusizoglu, “Mali ve Ekonomik Suglarin Terdriin Finansman1 Baglaminda
Degerlendirilmesi”, Ekonomi Bilimleri Dergisi 3, no. 1, (2011): 117.

84 John E. Eck ve Ronald V. Clarke, “Situational Crime Prevention: Theory, Practice and Evidence” in Handbook
on Crime and Deviance, ed. Marvin D. Krohn, Nicole Hendrix, Gina Penly Hall ve Alan J. Lizotte, (Springer:
Cham, Swizerland, 2019), 366-368.
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dolay1 su¢ ya da teror faaliyetinin bagka bir ortama kaydirildigi mekansal yer degistirmedir.
Ucgiinciisii, su¢ ya da terdr hedefi olabilecek bir unsura kars1 gelistirilen dnleme uygulamalari
sonucunda daha kolay bir hedefe karar kilinmasini ifade eden hedef yer degistirmesidir.
Dordiinciisii, mevcut yontemlerin 6nleme faaliyetlerinden dolayr uygulanmasinin zorlagmasi
sonucu bagka bir yontem belirlenmesi anlamina gelen taktiksel yer degistirmedir. Sonuncusu
ise, su¢ ya da eylem tiiriiniin tamamen farkli bir su¢a ya da eyleme doniistiiriildiigii islevsel yer

degistirmedir.®

En bilinen durumsal miidahale yontemlerinden biri olan hedef saglamlastirma
faaliyetleri siklikla yer degistirme agisindan elestirilere maruz kalmaktadir. Cit, bariyer ve
duvar gibi kamusal alanlar1 korumak i¢in yapilan hedef saglamlastirma calismalar1 hedefe
erisimi ve saldir1 yapmay1 zorlagtirdigindan, teroristlerin daha kolay ve savunmasiz hedeflere
yonelmesine neden olmaktadir.® Teroristlerin rasyonel davrandig diisiiniildiigiinde ilgilerini
daha kolay hedeflere ¢ekmesi ihtimali g6z oOniinde bulundurulmalidir. Bazi1 ¢alismalar,
durumsal ortamin manipiile edilmesi aracilifiyla belirli saldirilar1 gergeklestirme firsatlarini
azaltmay1 amaglayan onlemlerin, baska yerlerdeki kayiplar artirarak istenmeyen sonuglara yol

acabilecegini gdstermektedir.®’

Suc ya da teror eyleminin 6nleme uygulamalari sonucunda yer degistirdigi diisiincesi
igerisinde bir takim problemler barindirmaktadir. Ornegin bu yer degistirme degeri lgiilmesi
¢ok zor bir olgudur. Bir bolgede sug/teror faaliyetlerinde bir yer degistirme ya da artis meydana
geldiginde, arastirmacilar genellikle bunun onleme c¢aligmalarimin bir sonucu oldugunu
varsaymaktadirlar. Ancak suc¢ oranindaki bu degisiklikler onleme tedbirlerinden bagimsiz

olarak niifus, firsat yapilar1 ve bolgedeki suga yatkinlik gibi bir¢ok faktdrden dolayr meydana

8 Thomas A. Repetto, “Crime prevention and the displacement phenomenon”, Crime and Delinquency 22, no. 2,
(1976): 168-169.

8 Clarke ve Newman, Outsmarting the Terrorists, 37-40.

87 Ornegin bkz. Daniel Arce ve Todd Sandler, “Counterterrorism: A Game-theoretic Analysis.”, Journal of Conflict
Resolution 49, (2005):183-200; Walter Enders ve Todd Sandler, “Is Transnational Terrorism Becoming More
Threatening? A Time-series Investigation.” Journal of Conflict Resolution 44, (2000):307-332; Henda Y. Hsu ve
Robert Apel, “A situational model of displacement and diffusion following the introduction of airport metal
detectors”, Terrorism and Political Violence 27, (2015): 29-52.
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gelebilmektedir.®® Bu nedenlerden dolayr yer degistirmenin var olup olmadigmi var ise ne

olciide yer degistirme gerceklestigini deneysel olarak 6l¢gmek oldukga zordur.®

Durumsal su¢ 0nleme yaklagimini savunan aragtirmacilar yer degistirme kavramina
kars1 olarak faydalarin yayilimi ya da ikincil faydalar olarak adlandirdiklar1 kavrami 6ne
stirmiislerdir. Bu yaklasima gore ise dnleme tedbirleri hedeflenen miidahalenin 6tesinde fayda
saglamaktadir.® Ornegin belirli tiir bir suc faaliyeti icin uygulanmasina ragmen diger sug
tiirlerinde de azalma meydana getirebilmektedir.®? Kapsamimnin disinda fayda saglamayi ifade
eden bu kavram birka¢ calismada incelenmistir. Ornegin intihar saldirilarini énlemek igin
yapilan Israil’deki Bat1 Seria bariyerinin intihar saldirilarin 6tesinde diger saldir tiirlerinde
de azalma saglamis ve bariyerin heniiz yapilmadigi bolgelerinde dahi saldirilarda azalma tespit
edilmistir.%> Faydalarin yayilmas1 ve ikincil faydalar, su¢ ya da terdriin yer degistirdigi
seklindeki elestirileri zayiflatir niteliktedir ancak her ili kavraminda deneysel olarak dl¢iilmesi

hususundaki zorluklar1 goz ardi etmemek gerekmektedir.

Sosyal ve etik acidan elestirilerin odaginda ise 6nleme uygulamalarinin kisisel hak ve
Ozgiirliikleri ihlal edecek sonuclara yol acgtigl, magduru suglayacak nitelikte oldugu ve devlet
terdrizmini indirgeyen bir yaklasima sahip oldugu seklindedir. MOBESE kameralari, tesislere
giris cikiglarin izlenmesi, takip sistemleri ve detayli kimlik dogrulamalar1 gibi Onleme
uygulamalar1 bireylerin kisisel olarak gizliligini tehdit edebilecek unsurlar olarak goriilebilir.
Bireysel haklar ve giivenlik tartismas1 sadece DSO 6zelinde bir mesele degildir. 11 Eyliil

sonras1 terorle miicadele politikalart ABD genelinde kisisel haklarin ihlal edildigi algisi

8 Ching Eng Leong, “A Review of Research on Crime Displacement Theory”, International Journal of Business
and Economics Research. Special Issue: Supply Chain Management: Its Theory and Applications 3, no. 6-1, (2014):
24,

8 Robert Barr ve Ken Pease, “A Place for Every Crime and Every Crime in its Place: An Alternative Perspective
on Crime Displacement.” In Crime, Policing and Place, ed. David J. Evans, Nicholas R. Fyfe ve David T. Herbert,
(Essays in Environmental Criminology. London, UK: Routledge, 1992) 158-160.

% Ronald V. Clarke ve David Weisburd, “Diffusion of Crime Control Benefits: Observations on the Reverse of
Displacement.”, in Crime Prevention Studies Vol. 2, ed. Ronald V. Clarke, (Monsey, NY: Criminal Justice Press,
1994), 168-169.

91 Clarke ve Weisburd, “Diffusion of Crime Control Benefits: Observations on the Reverse of Displacement.”,
171-173.

92 Simon Perry vd., “The Situational Prevention of Terrorism: An Evaluation of the Isracli West Bank Barrier”,
Journal of Quantitative Criminology 33, no. 4, (2017): 742-744.
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yaratmistir.®®> DSO miidahalelerinin bireylerin hayatinin gizliligine ya da haklarina yonelik
miidahalesi temelde uygulama noktasinda sorunlara neden olmaktadir. DSO miidahaleleri
giivenligi saglayarak yasama hakkina katki saglayabilir ancak yetki hiikiimetler tarafindan halk

tizerinde baski yaratmak gibi sonuglar yanlis uygulamalar sonucu meydana gelebilmektedir.

DSO hakkindaki ¢ekincelerden biri de magduru sugladign yoniindedir. Hedef
saglamlastirma, tesis giris ¢ikislarini kontrol etme ve hedef gizleme gibi durumsal
midahalelerin faillerden ziyade magdurlara sorumluluk yiikledigi elestirisini beraberinde

getirmistir.%*

Sonug olarak durumsal miidahalelere yonelik elestiriler DSO’niin terdrle miicadeleye
uygulanmasina katki saglamaktadir. Teorik elestirilerin dikkate alinmasi ve yer degistirme
etkisinin hesaba katilmasi, ikincil faydalarin ne Ol¢iide meydana geldigi daha detayli
aragtirmalar ile alanin ilerlemesine kaki saglayacaktir. Sosyal ve etik elestiriler s6z konusu
oldugunda goriilmektedir ki miidahalelerin kendisi ile degil uygulanma bigimi ile problemler
yasanmaktadir. Bu nedenle giivenlik 6nlemleri uygularken toplumu kiskirtmayacak, kisisel hak
ve ozglirliiklere miidahale etmeyecek ve ekonomik olarak hiikiimetleri zorlamayacak miidahale
yontemleri se¢gmek gerekmektedir.

6. Sonuc¢

Teror ve terérizm ile miicadele; silahli miidahale, topyekiin savas, radikallesme ile
miicadele ve miizakere calismalar1 gibi bircok farkli sekilde ele alinmaktadir. Bu yontemlerin
higbiri tek bagina terérle miicadele etmek icin yeterli degildir. Bu nedenle terérle miicadelede
kapsamli bir yaklasima ihtiya¢ duyulmaktadir. Mevcut ¢alisma bir su¢ 6nleme modeli olarak
ortaya ¢ikan Durumsal Su¢ Onleme yaklasimmin terdrle miicadeleye uygulanmasini analiz

etmektedir.

93 Amitai Etzioni, How Patriotic is the Patriot Act? Freedom versus Security in the Age of Terrorism, (New York:
Routledge, 2004) 16.

9 Ronald V. Clarke, “Seven Misconceptions of Situational Crime Prevention”, in Handbook of Crime Prevention
and Community Safety, ed. Nick Tilley, (Cullompton/Portland: Willan Publishing, 2005), 62.
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Terorle miicadele yalnizca hiikiimetlerin veya giivenlik giiglerinin degil ayn1 zamanda
halkin ve yerel unsurlarinda dahil oldugu genis kitlelere yayilan ve farkindalik gerektiren bir
olgudur. Bu nedenle DSO hedef saglamlastirma, izleme faaliyetleri ve bariyerler kurma gibi
fiziki tedbirlerden; sinir giivenligi, silahlara erisim kontrolleri gibi giivenlik gii¢lerinin dahil
oldugu tedbirlere ve oradan vicdani uyarmak ve yerel halki miicadeleye karsi bilinglendirmek
seklindeki genis kapsamli uygulamalara kadar uzanan oldukca kapsamli bir terérle miicadele
stratejisi olarak karsimiza ¢ikmaktadir. Durumsal Su¢ Onleme, konvansiyonel suglari ele
almada etkili oldugunu kanitlamis olsa da, terdrle miicadele gabalarina uygulanmasi, belirli
zorluklar ve smirlamalar sunmaktadir. DSO’niin terdrle miicadelede kullanmanin ana
elestirilerinden biri, terdre katkida bulunan temel sosyal, politik ve ideolojik faktorleri ihmal
ederek, giivenligin agirlikli olarak fiziksel yonlerine odaklanma egiliminde olduguna yoneliktir.
Elestiriler, terorizmin yalnizca durumsal onlemleri degil, ayn1 zamanda sosyo-ekonomik
esitsizlikler, siyasi sikayetler ve radikallesme siiregleri gibi temel nedenleri ele alma ¢abalarini
da iceren kapsamli bir yaklasim gerektiren karmasik ve ¢ok yonlii bir sorun oldugunu 6ne
siirmektedir. Ayrica, DSO stratejilerinin uygulanmasi, giivenlik énlemlerini bireysel haklarin

ve sivil ozgiirliiklerin korunmasiyla dengeleme zorluguyla kars: karsiya birakmaktadir.

Asirt  gdzetim ve mahremiyet haklarmin ihmal edilmesi potansiyeli, DSO
yaklasimlarinin mesruiyeti ve uzun vadeli etkinligi hakkinda endiseleri artirmaktadir. Giivenlik
ve sivil ozgirliikler arasinda dogru dengeyi kurmak, DSO yaklasimini kullanan terdrle
miicadele faaliyetleri icin kalict bir zorluk olmaya devam etmektedir. Bu elestirilere ve
zorluklara ragmen, DSO’niin terdrle miicadelede gdz ardi edilemeyecek faydalari oldugunu
belirtmek 6nemlidir. DSO, fiziksel ortama ve durumsal faktdrlere odaklanarak giivenlik
onlemlerinin gelistirilmesine, giivenlik agiklarinin azaltilmasina ve olast saldirilarin
caydirilmasina katkida bulunabilir. Gelismis erisim kontrol sistemlerinin uygulanmast,
gozetleme teknolojilerinin iyilestirilmesi ve giivenlik personeli varliginin artirilmasi gibi hedef

saglamlastirma yontemleri teror orgiitlerinin maliyet fayda anlayislarini manipiile edebilir.
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Ayrica, DSO stratejilerinin toplumu icine alan uygulamalar ile yerel halk ve giivenlik
giicleri arasindaki entegrasyonu arttirarak terdrle miicadele cabalarinin genel etkinligini
artirabilir. DSO, yerel topluluklari siipheli faaliyetleri bildirmeye dahil ederek, giiveni
giiclendirerek ve sosyal uyumu tesvik ederek, teror eylemlerinin erken tespitine ve dnlenmesine
katkida bulunabilir. DSO’niin en énemli ydnlerinden biri potansiyel tehditleri taniyabilen ve
bunlara karsilik vermek igin gerekli bilgiye sahip radikallesmeye dayanikli topluluklar

olusturmaktir.

DSO, terdrizme uygulanma asamasinda daha birgok arastirma konusu ortaya
cikarmaktadir. Ornegin hedef firsat yapis iizerine yapilan arastirmalar hala daha siirhidir.
Gelecek arastirmalar her bir saldir tiirli ve her farkli terdr orgiitii igin hedef ve silah analiz
araglarmi kullanarak teroristlerin hedef ve silah se¢im egilimlerini tespit ederek terorle
miicadeleye katki saglayabilir. Mevcut 6nleme uygulamalarinin faydaligini analiz edilen

calismalar da oldukca siirhdir.

Sonug olarak, DSO stratejisi terdrle miicadeleye uygulandiginda sinirlamalart ve
zorluklari olsa da, glivenlik dnlemlerini gelistirmeye, terorist saldirilar1 caydirmaya ve topluluk
katilimini desteklemeye 6nemli katkilar saglamaktadir. Ek olarak, hem durumsal faktorleri hem
de ter6rizmin altinda yatan sosyal, politik ve ideolojik nedenleri ele alan kapsamli bir yaklagim
benimsemenin énemine vurgu yapmaktadir. DSO uygulamalarini daha genis terorle miicadele
onlemleriyle birlestirerek, karmagsik ve giderek gelisen terdrizm tehdidine kars1 daha biitiinsel

ve etkili terorle miicadele miimkiindiir.
Extended Summary

Situational Crime Prevention (SCP) is a crime-fighting approach. It emphasizes the
importance of situational factors in the formation of crime. Traditional criminology theories
aim to fight crime by changing the tendencies of the criminal and the psychological, social, and
economic atmosphere of the criminal. However, situational crime prevention focuses on the
situational conditions that are effective in the formation of crime rather than focusing on

criminal tendencies. It is aimed to prevent crime by manipulating the environment where crime
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can occur. According to the crime prevention approach; Crime can be prevented by increasing
risks, increasing effort, reducing rewards, and eliminating excuses and provocations.

Situational Crime Prevention is based on a number of theories. These theories are;
Rational Choice Theory, Routine Activities Theory, and Crime Pattern Theory. Rational choice
theory emphasizes the criminal's decision-making process and argues that criminals conduct a
cost-benefit analysis before deciding to commit a crime. According to this, committing a crime
brings a number of rewards to criminal individuals. Criminals gain certain benefits when
choosing their targets and launching attacks. Understanding and anticipating these decision-
making processes ensures crime prevention. According to the routine activities theory,
individuals generally follow certain routines in their daily lives. These include activities such
as work, family, social life, and the environment of friends. Routine activity theory states that
there are three elements necessary for the crime to occur. One of these elements is the potential
quilty. The other is the appropriate target and finally the absence of a protector. Crime Pattern
Theory argues that crime does not occur randomly, but that crime will occur as a result of the
overlapping of a motivated criminal's area of activity with an appropriate target's area of activity.
As mentioned in the Routine Activities theory, crime occurs as a result of the union of the
motivated offender and the target in time and space. However, the levels of analysis in the Crime
Pattern theory cover not only the spatial and temporal at the micro level but also the macro
level, where daily activities are sociologically, psychologically, and economically effective in
shaping human life.

The Situational Crime Prevention approach has recently been tried to be applied to the
fight against terrorism. SCP treats terrorism as a form of crime and emphasizes the situational
factors that contribute to terrorism. It is aimed to prevent terrorism by reducing opportunities.
It has been revealed that the opportunity reduction techniques conveyed by Situational Crime
Prevention are effective in preventing terrorism. The most important work of this initiative is
“Outsmarting the Terrorists” by Clarke and Newman. In this work, the authors conceptualized
situational crime prevention as adapted to the fight against terrorism. In this context, they

identified four opportunity structures for terrorists. These are classified as target, weapon,
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means, and facilitating conditions. Accordingly, terrorists take advantage of certain
opportunities in attacks. They choose their targets, weapons, and the tools they will use in their
attacks according to certain criteria. It is possible to prevent terrorism by identifying these
trends and opportunities and analyzing them correctly.

SCP has been criticized in many ways. Chief among these is that the root causes of
terrorism and the ideology factor are ignored. It also ignores the sociological, psychological,
political, and other explanatory factors that make up the crime. By focusing on reducing
opportunities through environmental change, the root causes of terrorism are ignored. Another
point of criticism is the understanding that terrorism and crime do not end with SCP applications,
but rather replace them. Crime or terror displaces another target, time, or place after SCP
measures. This understanding, known as the displacement phenomenon, is a very difficult
concept to detect. Against the displacement phenomenon, SCP researchers introduce the
concept of propagation of benefits. Accordingly, SCP measures may yield benefits beyond
expectations. Measures taken against a certain type of attack or crime may reduce other types
of attacks or crimes. However, this concept, like the concept of displacement, is a difficult
phenomenon to detect.

In conclusion, adapting situational crime prevention to terrorism is a relatively new
undertaking. Studies on this subject are still quite limited. However, the contribution of
opportunity reduction initiatives together with SCP to the fight against terrorism is significant.
As the number of studies that deal with two different disciplines, crime, and terrorism, increases,

positive results will increase in terms of both crime prevention and the fight against terrorism.
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