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Abstract 

In this study, a system solution for monitoring and coordinating indoor disinfection processes based on the Internet of Things technology is 

presented. Studies about COVID-19 shows that novel coronavirus is spreading through the virus-containing droplets exhaled by infected people 
on the surfaces; moreover, it is shown that the virus can remain stable up to 72 hours depending on the type of surface. Therefore, proper 

sterilization and disinfection routines in public areas play a major role in reducing the spread of coronavirus. In the proposed conceptual 

system, IoT nodes, consisting of single-board computer and camera, separate the human density in certain regions into various levels through 

image processing algorithms and write these densities in a cloud database. An Android application reads data from the cloud database 
periodically and locates the risky areas on the map. When the sterilization staff disinfects the specified spots, his/her location is determined in 

the android application via Bluetooth beacons located in the area, and the database is updated to show that disinfection is complete in these 

areas. 
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1. Introduction 

Since December 2019, the new coronavirus which is named as 2019-nCoV by the World Health Organization (WHO), has 

rapidly spread from Wuhan, China's Hubei province to other parts of China, and then worldwide [1]. The disease caused by the 

2019-nCoV virus, COVID-19, was identified as a pandemic on March 11 due to the spread and severity of the virus in 113 

countries, except in China [2]. The number of known coronavirus infections around the world has been reached 6.5 million and 

more than 350 thousand people have died from the disease [3]. 

Countries have taken a series of measures to prevent the spreading of the virus; initial measures such as shutting down 

borders, curfews, halting domestic and international flights were followed by the cancellation of many events, including sports 

tournaments, concerts, and festivals. Every interaction between people increases the risk of spread; therefore, in many cities, 

malls, restaurants, coffee shops, and public parks and gardens have also been closed to minimize the interaction. Because the 

person-to-person transmission is primarily occurred through direct contact or by droplets that spread through the infected 

person's sneeze or cough [4-6]. 

After four months of the declaration of the COVID-19 epidemic as a public health emergency of international concern by 

WHO [7]; despite the significant number of patients and casualties, in many countries, governments have started or are planning 

to gradually relax restrictions because of the economic impacts of coronavirus. In the first place, shopping centers, restaurants, 

bars, cafes, hairdressers have been allowed to restart business considering low capacity and social distance. However, there is 

always the risk that the second wave, as in the case of Singapore, Japan, and Iran, in which new cases increase, may emerge after 

restrictions were loosened.  

At this point, we need to make more use of technology to prevent possible second and third waves of the COVID-19 

infection. The Internet of Things (IoT), defined as interconnected smart devices that are changing data without any human 

interaction at any level through a defined network, is one of the key technologies that can be used during the COVID-19 

pandemic [8]. IoT based systems can present effective solutions to prevent, control, and monitor infectious diseases [9]. 
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In this study, we present a monitoring and coordinating system solution for disinfection processes at public enclosed areas 

that is based on the IoT to prevent the spreading of the 2019-nCoV virus. (See Figure 1) Effective and proper disinfection will be 

helpful in the fight against the spread of the virus. The parts of the paper are arranged as follows; section II presents a detailed 

literature survey about the transmission path of the new virus, prevention and inactivation methods, and also IoT-based studies 

against the virus. The proposed methodology is explained in section III. The conclusions and further discussions on this study are 

given in section IV. 

 

Figure 1.The proposed solution, an example application for shopping mall disinfection 

2. Related Work 

Preliminary information about the contamination of coronavirus is mentioned above. In this section, detailed information 

about the spreading of the virus, inactivation methods for the virus, and protective measures in the literature are mentioned; and 

then, studies based on the IoT technology are emphasized in the struggle with Covid-19. 

2.1. About 2019-nCoV virus: transmission, prevention, and inactivation  

The novel coronavirus which typically causes respiratory and gastrointestinal sickness has become a global health threat for 

humanity [10]. In order to stop this threat, it is necessary to understand clearly how the virus spreads. Unfortunately, the 

coronavirus is highly contagious, and there are still some uncertain spots about virus transmission.  

The virus can spread via direct and indirect contact. As mentioned earlier, human-to-human transmission occurs mainly via 

droplets that spread through the patients’ sneeze, cough, or even talk. These contagious droplets can reach up to 2m distance and 

remain infectious for up to 9 days [6, 11]. The droplets that contain the virus in most cases drop to the floor or a surface in a short 

time. However, some part of these droplets whose diameter are less than five microns can remain in the air for three hours; this 

finding indicates that being in the same room with an infected person increases the probability of aerosol transmission of the 

virus. The droplets containing viruses on different kinds of surfaces remain contagious for different durations; such as, on plastic 

surfaces for 72 hours, on stainless steel for 48 hours, on copper for 4 hours [12, 13]. Nevertheless, the persistence of the 2019-

nCoV virus on inanimate surfaces reduces with the increasing temperature. For instance, at 4°C the virus is stable and remains 

viable up to 28 days, although, when the temperature rises to 70°C, the virus becomes inactive in 5 min. [11, 14]. The 

transmission due to the droplets on inanimate surfaces may occur if a person touches these infected surfaces, and then making 

direct contact with his/her nose, mouth, or even eyes with hands [15, 16]. 

The only way to stop the spreading of infection is to prevent contact with infected people. However, this is not a realistic 

solution when it is considered that there are asymptotic carriers of the virus and infected individuals during the incubation period 

who do not show any symptoms. Therefore, personal protection should be taken by wearing a mask, observing social distancing 

rules, paying attention to self-hygiene, and so on. 

Environmental disinfection plays an important role in killing infectious agents such as viruses and bacteria. The new 

coronavirus can be inactivated with surface disinfection procedure by using 0.1% sodium hypochlorite, 0.5% hydrogen peroxide, 

or 62-71% ethanol for 1 min duration [17].  
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2.2. The Internet of Things: fight against pandemic  

Application areas such as wearable devices, smart cities, smart healthcare, smart agriculture, etc., and market share of the 

Internet of Things technology are increasing day by day. During this pandemic, IoT based health monitoring systems, and 

wearable devices can be used efficiently against the COVID-19 with minor revisions. Unlike the rest of the world, China used 

IoT based solutions very effectively to stop spreading the virus; for example, location-based services and big data analytics were 

used to identify high-risk cases.  

Due to health issues and restrictions worldwide, studies in the literature specifically about new coronavirus based on IoT 

mostly consisted of reviews (by the time I searched the web in May 2020). However, there are still some new approaches that 

could be found in the literature.  

A system that operates on an edge computation platform using a thermal camera and Raspberry Pi camera can measure vital 

parameters of patients such as heart rate, respiratory effort and detect fever in the emergency department to decrease the triage 

durations, although the system needs to be optimized for real-life usage [18].  

An integrated software and hardware platform which uses IoT based sensors to monitor patient physiologic conditions and 

mechanical ventilator operations was proposed [19]. The developed prototype device consists of Raspberry Pi that can be 

attached to the mechanical ventilator to collect the patient’s ventilation data and another IoT device that collects patient blood 

oxygenation data. After collecting and storing data in a database, analytic algorithms are applied for diagnosis purposes. 

An Internet of Medical Things enabled wrist-worn device was proposed to sense and track the same devices within its range 

[20]. The main idea is to warn people about the mildly and highly suspicious individuals in a nearby area, and also via LED 

lighting indicate the current condition of the wearer. The Bluetooth connection and Wi-Fi connection were used for inter-device 

communication and communication with the health authorities respectively. 

3. Methodology and Design Example 

The block diagram of the proposed IoT based monitoring and coordinating system for indoor disinfection is presented in 

Figure 2. The system consists of four main structures; IoT nodes, an Android application, a cloud database, and Bluetooth 

beacons. 

 

Figure 2. The block diagram of the proposed solution 

A single IoT node that is consisting of a Raspberry Pi and a camera module detects and tracks people in the camera's field of 

view, and stores the data into the cloud database. Free open-source image processing library, OpenCV, is chosen with Python 

code. The frame in the camera's field of view is divided into sectors according to the Bluetooth beacons located inside of it. 

Raspberry Pi connects to the Internet over Wi-Fi. The screenshot of the human detection and tracking application performed on a 

sample video taken from a shopping center is shown in Figure 3. 
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Figure 3. Sample application of human detection 

The database can be updated by IoT nodes and Android application which runs on disinfection staffs’ mobile phone. Each 

IoT node can increase the risk to higher levels for the sectors in the area according to crowd density; in contrast to the IoT nodes, 

the Android application works towards reducing risk to lower levels by updating the database whenever staff disinfects these 

sectors. The only components that are not mandatory to use in the proposed system are the IoT nodes. Because in many enclosed 

areas, images obtained from security cameras can be subjected to image processing on a PC at the server room or security room, 

and then the database can be updated; such a change also reduces the overall cost of the system.  

The Android application periodically reads data from the database to show the risk levels on the map. When the sterilization 

staff goes to risky areas and spends enough time to perform disinfection processes, the application updates the database as 

reducing the risk level of that specific region. If the staff postpones the sterilization, he/she gets notifications via the application 

periodically. 

The Bluetooth beacons use Bluetooth Low Energy (BLE) technology which is energy efficient and has lower costs than 

standard Bluetooth devices. The transmission ranges of BLE are very short typically several meters that make BLE a good choice 

for indoor localization applications [21-23]. By considering the shopping mall example; the IDs of the beacons already used by 

the stores in the shopping malls can be introduced to the system to determine indoor localization. If there are not enough beacons 

in the mall, the stores can be encouraged to buy these products, thus they can contribute to the determination of sterilization staff 

location as well as increase their sales by reaching their customers easily. 

In addition to the components mentioned in the system, by using another Android application customers can scan a data 

matrix code at the entrance of a shopping mall and get information about risky places inside of the mall; thus they can avoid 

spending too much time at places where the disinfection process has not been completed. 

There are also economic advantages of using that kind of IoT based disinfection monitoring system, such as; the 

municipalities that are responsible for carrying out disinfection of public areas allocate serious budgets; if they can achieve to use 

disinfectant products only in the required areas, they will contribute to the economy. 

4. Conclusion 

One of the best ways to stop the spread of the coronavirus is to isolate anyone who is infected by the virus. Unfortunately, 

this is not a practical solution since without testing it is not possible to know who is infected and who is not, especially 

considering that some of the infected people do not show symptoms. So, the best thing to do is people need to be more careful 

about cleaning than they always do. In addition to personal cleaning, the disinfection, and sterilization processes of public areas, 

particularly indoor locations should be done properly. The proposed IoT based monitoring and coordinating system solution for 

disinfection processes could provide better hygiene in enclosed areas. By using image processing the IoT nodes in the system 

categorize the enclosed areas according to the risk conditions and provide better hygiene by ensuring that the necessary locations 

are sterilized. The Bluetooth beacons placed in certain points are used to locate the disinfection staff position. Via the Android 

application, the risk situations of the disinfected areas are updated in the database. When the proposed system solution will be 

concluded, it will provide better cleaning as well as economical savings by ensuring the effective usage of disinfectant products. 
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