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Abstract

Today the Internet has become ubiquitous, has touched almost every corner of the globe, and is affecting human
life in unimaginable ways. We are now entering an era of even more pervasive connectivity where a very wide
variety of appliances will be connected to the web. We are entering an era of the “Internet of Things” (abbreviated
as 10T). 10T is defined as a paradigm in which objects equipped with sensors, actuators, and processors
communicate with each other to serve a meaningful purpose. Several IOT protocols have been introduced in order
to provide an efficient communication for resource-constrained applications. However, their performance is not as
yet well understood. | evaluated and compared four communication protocols, namely, AMQP, MQTT, XMPP,
and COAP. | implemented a some 10T application using open source software for these protocols and measured
their performance. In our tests, we compare AMQP and MQTT protocols. As a result, AMQP protocol transmits
data faster than MQTT
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Aragtirma Makalesi

NESNELER/N /INTERNETINDE KULLANILAN UYGULAMA KATMANINDA
fLETfoM PROTOKOLLER/N/N /INCELENMES/ VE KARSILASTIRILMASI
0Oz

Bugiin internet her yere yayildi, diinyanin hemen her kosesine dokundu ve insan yasamini dnemli sekillerde
etkiliyor. Simdi, ¢ok cesitli cihazlarin aga baglanacagi daha da yaygin bir baglanti ¢agmna giriyoruz. Yani
“Nesnelerin interneti” (IoT olarak kisaltihr) dénemine giriyoruz. IoT, sensorler, aktiiatorler ve islemcilerle
donatilmis nesnelerin anlamli bir amaca hizmet etmek i¢in birbirleriyle iletisim kurdugu bir paradigma olarak
tanimlanir. Kaynak kisith uygulamalar i¢in verimli iletisim saglamak amaciyla birgok IoT protokolii tanitilmugtir.
Ancak, performanslari heniiz tam olarak anlagilmamigtir. AMQP, MQTT, XMPP ve COAP olmak iizere dort
iletisim protokoliinii degerlendirdim ve karsilastirdim. Bu protokoller i¢in agik kaynakli yazilim kullanan bazi IoT
uygulamalarmi uyguladim ve performanslarini 6l¢tiim. Bu makalede yaptigimiz testlerde, AMQP ve MQTT
protokollerini karsilastirtyoruz. Sonug olarak, AMQP protokolii verileri MQTT'den daha yiiksek bir performans
saglamugtir.

Anahtar Kelimeler: Nesnelerin interneti, AMQP, MQTT, XMPP, COAP.
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baslikli yiiksek lisans tezinden hazirlanmustir.
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1. INTRODUCTION

In the current era of Internet, “Internet of Things” finds a more substantial place in
the life with its incrementally increasing importance. Smart home systems, intelligent
cities, wearable technology, and devices with Internet connection became
communicative with each other to facilitate our life. Concerning these topics, many
projects are being developed and new products are being launched. Inter device
connections are ensured through several protocols and communication methods. This
article will address to some of these protocols such as MQTT, AMQP, COAP, and
XMPP. Their differences and performance will be compared.

2. IOTPROTOCOLS
a. Message Queue Telemetry Transport (MQTT)

Message queue telemetry transport (MQTT) is a publish/subscribe protocol. It’s
similar to the client-server model. However, its simplicity, and open source code make
this protocol suited only for constrained environments, such as low power, limited
computation capability and memory, and limited bandwidth. It’s suitable for 10T
applications and machine to machine communications. MQTT protocol can run over
TCP/IP. (Banks and Gupta,2004).

MQTT was designed by IBM, and by 2013 it was standardized by OASIS (Salman,
bt.), it aims to reduce bandwidth requirement. In addition to guarantee reliability of
packet delivery, MQTT provides a set of features that includes: the support of multi-
cast communication (one to many message), and the capability to establish
communications between remote devices. But the most important feature of this
protocol is the minimization of network traffic by reducing transport overhead and
protocol exchanges. In addition, it provides a notification mechanism when an
abnormal situation occurs (Banks and Gupta,2004; Oh, vd 2010).

MQTT protocol has three options to achieve messaging Quality of Service (QOS)
(Oh, vd. 2010).

One Delivery (At Most)

Messages are delivered according to the best effort of the network; an
acknowledgment is not required. (Least level of QOS)

One Delivery (At Least)
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Message sends at least once, some duplicate message may exist, and an
acknowledgment message is required.

On Delivering (Exactly)

Require an additional protocol to ensure that the message is delivered once and only
once. (Highest level of QOS)

b. Advanced Message Queuing Protocol (AMQP)

Advanced Message Queuing Protocol (AMQP) is a publish/subscribe model which
depends on reliable and efficient messaging queue. It’s standardized by OASIS.
Nowadays, AMQP is widely used in business and commercial platforms. The use of
a publish/subscribe approach makes this protocol of high scalability (Bloebaum and
Johnsen, 2015).

AMQP supports heterogeneity and interoperability characteristic communications
among different devices that support different languages. Applications that belong to
AMQP protocol are able to exchange messages one to another. AMQP protocol
focuses on knowing a set of the specifications of messages to achieve reliability,
security and performance (Fernandes vd. 2013)

The AMQP protocol does not tolerate too much loss of messages, so it focuses on
losing message data. The AMQP protocol works over TCP as it provides a reliable
point-to-point connection. In addition, endpoints must provide a confirmation of
receipt of the message for each message. The protocol also defines an optional job
order mode with multi-phase sequence processing capability. Looking at their roots,
AMQP is a protocol that focuses on tracking all messages, trying to be sure that each
message is independent of the error, arriving as desired.

AMQP protocol has four option to send messaging (Rabbitmg, bt)
-Point-To-Point (Direct Exchange)

A direct exchange delivers messages to queues based on the message routing key. A
direct exchange is ideal for the unicast routing of messages

-Publish-Subscribe (Fanout Exchange)

A fanout exchange routes messages to all of the queues that are bound to it and the
routing key is ignored. If N queues are bound to a fanout exchange, when a new
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message is published to that exchange a copy of the message is delivered to all N
gueues. Fanout exchanges are ideal for the broadcast routing of messages.

-Topic Exchange

Topic exchanges route messages to one or many queues based on matching between
a message routing key and the pattern that was used to bind a queue to an exchange.
The topic exchange type is often used to implement various publish/subscribe pattern
variations. Topic exchanges are commonly used for the multicast routing of messages.

Topic exchanges have a very broad set of use cases. Whenever a problem involves
multiple consumers/applications that selectively choose which type of messages they
want to receive, the use of topic exchanges should be considered.

-Headers Exchange

A headers exchange is designed for routing on multiple attributes that are more easily
expressed as message headers than a routing key. Headers exchanges ignore the
routing key attribute. Instead, the attributes used for routing are taken from the headers
attribute. A message is considered matching if the value of the header equals the value
specified upon binding.

It is possible to bind a queue to a headers exchange using more than one header for
matching. In this case, the broker needs one more piece of information from the
application developer, namely, should it consider messages with any of the headers
matching, or all of them? This is what the "x-match" binding argument is for. When
the "x-match" argument is set to "any", just one matching header value is sufficient.
Alternatively, setting "x-match" to "all" mandates that all the values must match.

Headers exchanges can be looked upon as "direct exchanges on steroids". Because
they route based on header values, they can be used as direct exchanges where the
routing key does not have to be a string; it could be an integer or a hash (dictionary)
for example.

c. Extensible Messaging and Presence Protocol (XMPP)

Extensible Messaging and Presence Protocol (XMPP) nowadays is one of the most
common communication and messaging protocol in 10T, it was standardized by the
IETF. This protocol is a well-known protocol that was used broadly in all networks.
The need of IOT can be addressed by XMPP protocol since it supports small messages
and low latency; these characteristics make the XMPP protocol a good choice for IOT
communications and messaging.
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XMPP protocol supports both request/response and publish/subscribe models;
request/response which allows bi- directional communications and publish/subscribe
model which allows multi-directional communication (push and pull the data). High
scalability in XMPP is provided by decentralized architecture. There are many
extensions to XMPP protocol, this allows it to work on the infrastructure- less
environment (Bendel vd 2013).

d. Constrained Application Protocol (COAP)

Constrained application protocol (COAP) is request/response protocol; it is similar to
client-server model. Nevertheless, this protocol is only sufficient in constrained
environment such as: constrained node with low capability in RAM or CPU, and
constrained network, such as lower power using wireless personal area network
(WPAN). This constrained environment led to bad packet delivery and high overhead.
COAP was designed by Internet Engineering Task Force (IETF) which is mainly
interested in machine to machine (m2m) applications and the automation of systems
to reduce overhead, enhance packet delivery, and to increase the simplicity of work,
by using simple interface with HTTP (Shelby vd 2014).

COAP supports publish/subscribe architecture, this architecture provides multicast
communications, and the publisher sends the message so on the other hand multi-
subscribers can catch the message and takes the actions. This scenario is done in an
Asynchronous way. Publish /subscribe architecture is used to support a large number
of users and provide better performance than the traditional way (Oh, vd. 2010)..

The most important features in COAP are simplicity and reliability; since it supports
unicast and multicast request by taking advantage of UDP, and provide the ability to
Asynchronous message exchanges. COAP is a single protocol with two layers, the
first layer is the messaging layer and the second one is the request/response layer;
messaging layer aims to achieve reliability based on UDP, while request/response
layer aims to act the interactions and communication.

COAP uses different types of massages: Conformable Message, Non-conformable
Message, Acknowledgement Message, Reset Message, Piggybacked Response,
Separate Response, and Empty Message (Salman, bt.; Shelby vd 2014). The following
points provide a brief description for each:

Conformable Message
This type of messages guarantees reliable communication by using the
acknowledgment method; if the message arrives at the destination, it should propagate

a return message of type acknowledgment or reset message.
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Non-Conformable Message

In this type there is no need for an acknowledgment message.

Acknowledgment Message

This message means that conformable message arrives.

Reset Message

When a message (conformable, Non-conformable) arrives, but it misses critical and
important part required for message interpretation. Propagate resets messages into an
empty acknowledgment message.

Piggybacked Response

The receiver responses directly when receiving the message of the acknowledgment
message.

Separate Response

The Receiver responses in a different message separate from the acknowledgment
message.

3. PROTOCOL COMPRESSION

Table 1. 10T Protocols Comparison

MQTT AMQP XMPP COAP
P2P or
Pub/Sub
Abstraction Pub/Sub P2P or (based on Request/Rep
Pub/Sub ly
draft spec/
XEP-0060
Implementatio | Brokered (most Brokered XMPP Client-
n Architecture common) (most Server Server
common) (broker)
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Confirmable
User or non-
configurable 3 3 None .
QO0S confirmable
messages
'”t‘iirt‘;,perab' Partial Yes YES YES
Hard Real- No No NO NO
time
Transports TCP TCP TCP UDP
Exchange
s, Queues
and Nodes
Bindings in which are Provides
L. Topics with v0.9.1 analogous
Subscription . . . support for
hierarchical standard, to a Topic .
Control . . Multicast
matching Queues and | defined In -
addressing
message draft spec
filtering in | XEP- 0060
v1.0
standard
AMQP
_ I?atq Undefined type system XML Configura
Serialization or user ble
defined
Proposed OASIS XMPP Proposed
Standards OASIS MQTT AMQP Standards | IETF COAP
standard M Foundation standard
Encodin Binar Binar Plain Binar
g Y y Text y
Open
. . Open Source & Open Source & Open Source
Licensing . Source & . &
Commercially - Commercia .
Model . Commerciall Commerciall
Licensed Licensed Iy Licensed
y Licensed y
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Dynamic No No YES YES
Discovery
Mobile Via
devices Yes YES YES
(Android, iOS) HTTP proxy
6LOWPAN Yes I_mpIeme_n'gat NO YES
devices ion specific
Multi-phase Yes YES NO NO
Transactions
Simple SASL
Username/Pass .
_ word authenticatio TLS and
Security Authentication, n, 'I;jI;tSafor SASL DTLS
SSL for data .
- encryption
encryption

4. EXPERIMENT

To demonstrate the feasibility of Local Area Network, we have conducted two

protocols experiments. We compare MQTT and AMQP

a. Experimental Setting

We have two raspberry pi 3 and machook pro. Raspbian jessie operating system is
running on both raspberry pi 3. Macbook Pro has sierra operating system. We setup

network with TP-link switch (8 port — 1 Gbit bandwitdh ).

To evaluate the performance of MQTT on a LAN environment, MQTT version 3.1
compliant implementations were used as follows. Mosquitto is an open source broker
implementation written in the C language. We used the version 3.1. We wrote a
sample code for test with Python programing language. We send 1000 message for
test and measure sending time. We use 5 different message size for test.
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Fig. 1 MQTT transfer time while varying the message size.

Our second test to evaluate AMQP performance. We use RabbitMQ message broker
and C# client for sending message. We send same messages for test.
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Fig. 2 AMQP transfer time while varying the message size.
5. CONCLUSION AND FUTURE WORK

This paper briefly discusses the most common application layer protocol in 10T
environment, and focuses on the evaluation of each protocol in term of the
architecture, communication model, security, and achieving the quality of services.
This paper provides comprehensive comparison between the existing protocols.

As a result, IOT application layer protocols have advantages and disadvantages
relative to each other in performance. In our tests, the AMQP protocol transmits data
faster than MQTT. But if you start lot of message same time, CPU usage increased
and system spend more power. We plan to develop to demonstrate the feasibility, we
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have conducted a preliminary performance evaluation of a commodity hardware
environment, including Bluetooth Low Energy (BLE) network.
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