Bilgi vc ilctisim Teknelojileri Dergisil

3(2), 228-242 ]

Siber Giivenlikle ile Ilgili Nesnelerin Interneti ve Yapay Zeka Konularim1 Temel Alan Tezlerin
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Anahtar Sozciikler Oz
Siber Guivenlik Bu ¢aligmada, Yiiksekogretim Kurulu Tez Merkezinde siber giivenlik konu baghgiyla ilgili yer alan
Yapay Zeka tezler incelenmistir. Siber giivenlik konusu i¢inde yapay zeka ve/veya nesnelerin interneti ile ilgili
Nesnelerin interneti olarak hazirlanmis tezlerin incelenmesi amaglanmigtir. S6z konusu tezlerin incelenmesi siber
icerik Analizi giivenlik alaninda yapay zeka ve nesnelerin interneti alanlarmin nasil ele alindigi ve mevcut
egilimlerin ne yonde olduguna yonelik katki saglayacaktir. Calismada, 2018-2020 (ilk bes ay)
Makale Hakkinda yilinda yaymlanan tezler incelenmistir. Tezlerin incelendigi yil araligi konuyla ilgili tezlerin
Gonderim Tarihi yaymlanma sikligiyla iliskilidir. 2018-2020 yillar1 arasinda yaymlanan 1°i doktora 9'u yiiksek
12 Ekim 2020 lisans olmak iizere 10 teze ulasilmistir. Tezler igerik analizi yontemiyle incelenmistir. Tez inceleme
Kabul Tarihi formu kullanilarak toplanan veriler betimleyici istatistikler ve tablolar kullanilarak sunulmustur.
03 Agustos 2021 Siber giivenlik ve nesnelerin interneti, siber giivenlik ve yapay zeka konular1 her ne kadar giincel
konu basliklar1 olsa da bu alanda birbiriyle iliskili olarak hazirlanan tezlerin 2018 sonrasinda ve az
Yayin Tarihi sayida olmasi bu alanlarda daha fazla ¢aligmaya gerek duyuldugunu gostermektedir.
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Extended Abstract
Introduction

The main purpose in writing scientific articles is to exchange information with researchers who can work on the
same subject in the future (Ekmekci & Konag, 2009). In any scientific study, researching and examining scientific
studies related to the researched subject provides information about the researched subject and guides further
studies (Kurtoglu Erden & Seferoglu, 2013). Since most researchers have access to the Internet today, publishing

these studies on the internet can make articles on the researched topics more easily accessible.

Thanks to the developing technology, many business and transactions are carried out on the internet in daily life
(Zeydan, 2006). As a result of this, it is observed that cyber attacks from the internet environment increase day by
day (Bigakci, Ergun, & Celikpala, 2016). Scientific studies on cyber security can help other researchers to have

knowledge about this issue, as well as to reduce these attacks and how people can be protected from these attacks.

Today, almost all banks also provide services over the internet and many people benefit from this service (Yelken,
2019). As technology improves, it can be said that people will benefit more from such services. For this reason,
internet fraud has become an increasing cyber attack method day by day (Oztiirk, 2018). Considering these

problems, it can be said that the importance of human-oriented cyber security is great.

Cyber attacks are carried out on systems as well as on humans (Singer & Friedman, 2014). The stealing of system
data, taking control of the systems, making changes to the data and disabling the systems are some of the cyber
attacks against the systems (Rid & Buchanan, 2015). Considering these attacks, it can be said that system-oriented

cyber security is as important as human-oriented cyber security.

It can be said that the importance of artificial intelligence in cyber security is very important. As an example,
Sattikar and Kulkarni (2012) discussed the role of artificial intelligence in cyber security. They focused on how
cybercrime realized through social networks can be detected with the help of artificial intelligence and what
measures to take against these crimes. This method can be shown as one of the uses of artificial intelligence in

cyber security.

It can be said that the subject of the Internet of Things is an important issue in the field of cyber security as in
many fields. For example, Karaarslan and Akbag (2017) focused on adapting the blockchain structure, which is a
content of the Internet of Things, to cyber security systems. With this system, my smart cities targeted the
protection of computer networks and personal data. This study can be shown as one of the applications of the

Internet of Things subject in the field of cyber security.

There are many articles on cyber security that have been researched on cyber attacks and cybercrime. For example,
Hekim and Basibiiyiik (2013), cyber security and cybercrime has addressed the policy in Turkey. In addition, the
related study emphasized the measures and sanctions that states take against cyber attacks. Similarly, Aslay (2017)
mentioned cyber attack methods in her article. At the same time, make the case for Turkey's cyber security analysis,
and correction of missing it deems necessary under the topics focused on. According to Seferoglu et al. (2018), it
was emphasized that information security and information security awareness, cyber security policies should be
kept up-to-date in order to reduce and prevent risks and threats related to information security, the conscious use

of information, to provide unauthorized or unauthorized access to information. Addressing the issue of cyber wars,
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which is a subtitle of cyber security, Kara (2013) focused on cyber wars that have already occurred and are likely
to happen. He also talked about the causes of these wars and the measures that can be taken against them. The
infrastructure of cyber security can be further strengthened by implementing these measures and offering solutions
to possible new threats.

Theses used in the research were obtained through the National Thesis Center platform. As a result of literature
reviews, it has been observed that sufficient studies have not been done. The fact that the published thesis studies
started in 2018 shows that we follow the world from behind in this field. When the theses are examined in
http://www.openthesis.org site, it is seen that around 1000 theses have been published in this field since the
beginning of 2000. As a result of the literature reviews, these topics have been selected because of the current
trends in artificial intelligence and the Internet of Things and the increasing importance of the relationship between
cyber security and artificial intelligence and the Internet of Things. In addition, there is no study in the field of
cyber security, where the cyber security field is related to the Internet of Things and artificial intelligence, and the
relevant theses are examined. For this reason, it can be said that the study is a guide for later studies and it is at an
important point. In the scientific study conducted in line with this information, answers to the following questions
were sought;

1- How is the distribution of theses examined on cyber security based on the Internet of Things and artificial

intelligence issues according to being a university and master / doctoral thesis?

2- How is the distribution of theses on cyber security, based on the Internet of Things and artificial intelligence,
by years?

3- How is the distribution of the theses examined on cyber security based on the Internet of Things and artificial

intelligence subjects according to the research topics?

4- How are the research methods and research types used in the theses examined in cyber security based on the
Internet of Things and artificial intelligence issues?

5- How is the distribution of theses examined on cyber security based on the Internet of Things and artificial

intelligence, according to data collection methods?
Method

These were examined with the content analysis method, and theses on postgraduate studies were studied on cyber
security and internet of things, cyber security and artificial intelligence. The subjects that show similarities in
content analysis are examined and analyzed on certain key concepts and presented to researchers in a more
understandable way (Alkan, 2014). According to Cohen, Manion, and Marrison (2007), defining the process of
content analysis, review, verification, summarization and reporting of written data; It is a systematic, repeatable,
observable, and rule-based method. He stated that analyzing the scientific studies published in a certain area with

content analysis would make a separate contribution for the studies to be made in the field. (Kiigiikoglu & Ozan).

Each thesis included in the research was subjected to content analysis using the "Thesis Classification Form". The
thesis identification form was prepared by the thesis classification form (Kiigiikoglu & Ozan, 2013) consisting of

sections such as research design / method, data collection tools, sampling and data analysis methods. The article
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examined in the form used as a data collection tool; The information about the name, the authors, the journal, year,

type, writing language, subject, method, data collection tools and methods were collected.

In the study, with the subject of cyber security at the National Thesis Center that can be accessed in full text;
Searches have been made on topics such as artificial intelligence and the Internet of Things. Another of our
keywords is determined as artificial intelligence. Artificial intelligence means the imitation of human thinking and
decision-making skills by machines (Yildiz & Yildirim, 2018). Nowadays, when web application security
increases, the need for specialists to perform security tests through dynamic analysis has become important and
the use of artificial intelligence in such applications has become very important in large-scale systems (Yalginkaya,
2020). Considering the studies, it can be said that the concepts of internet and artificial intelligence of objects have
gained increasing importance in the field of cyber security. All theses are included in the study, these theses were
published between 2018-2020 and 10 in total.

Content analysis was used to analyze the obtained data. The results of the analysis are expressed in frequency and

percentage values.
Findings

When the data are analyzed, it is seen that the majority of these are master's theses. It is seen that 10 theses are

only at the level of 1 doctoral thesis and 9 theses are at the level of master.

When the data are analyzed, it is seen that the most thesis was made in 2019. In the study, it is seen that there are
two theses published in 2020.

When the subject distribution of theses examined, it is seen that the 10 theses related to cyber security, which are
based on the internet of things and artificial intelligence, contain a total of 31 different topics. There are 6 theses
including the subject of the Internet of Things, 5 including the subject of Artificial Intelligence, and 3 theses each
containing the subject of machine learning and programming. There are 1 thesis including design and development,

data mining, industry 4.0 and deep learning.

When the theses on the topics determined in the National Thesis Center are examined in terms of the research

method of the research, it is seen that the methods of the quantitative research method are used in all theses.

When the theses on the topics determined in the National Thesis Center are examined in terms of data collection

method, there are 3 theses using the non-participant observation method and 1 thesis using the simulation method.

In the theses reviewed, it was observed that 2 theses used the ready-made data set (Mirai data set in An Ensemble
of Autoencoders for Online Network Intrusion Detection article), Yahoo Webscope S5 data set, and 1 thesis used
PHP and ASP based web projects published on GitHub. In all three theses, it is concluded that sample selection

was made for the purpose of the research.

Discussion and Conclusion
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In the study, theses related to cyber security based on internet of things and artificial intelligence were examined.
It was observed that the first thesis on the research topic was made in 2018. This situation can be interpreted as
the importance given to the internet of objects and artificial intelligence in the field of cyber security has increased
in recent years. Cisco (2014) predicts that 50 billion devices will be connected with the Internet of Things by 2020.
The concept of the Internet of Things is a technology that has just entered our daily life. Studies in the literature
also emphasize that the internet of things has become an important issue in the field of cyber security due to this
increase in the internet of things and the use of these devices in all areas of life (Keles & Keles, 2018; Kuris, 2020).
Considering the increased need for cyber security and the possibility of working faster with the more data that
artificial intelligence has, it can be thought that the importance given to the use of artificial intelligence in the field
of cyber security will increase day by day. A study supporting this idea was made by Senkaya and Adar. Senkaya
and Adar (2014), in their study, concluded that simple algorithms are inadequate in the field of cyber security and
that cyber security studies with artificial intelligence algorithms will result in positive results. It is seen in the
review that there are 2 theses published in 2020. It can be said that this situation is due to the fact that the year has
not yet been completed. With theses completed within the year, it can be thought that there is a possibility of an

increase in the number of theses for 2020.

When examined in terms of thesis type, 9 thesis studies were conducted at master's level. There is only one thesis
at the doctoral level. When the study subjects of the theses found were examined, it was seen that the most studied
subject after cyber security was the internet of things and artificial intelligence. Design and development, data
mining, industry 4.0 and deep learning are sub-topics with the least amount of work. It is seen that quantitative
research methods are used in all of the theses examined. It has been observed that the most used research type in
theses is literature review and experimental applied work. Researchers should choose the research method and
type suitable for the research purpose and conditions (Karasar, 2010). It can be said that the studies on artificial
intelligence and / or the internet of things in the field of cyber security contain purposes suitable for quantitative

research methods.

In the examination of theses on any subject, it has been determined that most of the theses dealt with are master's
theses. For example, Yasar and Papatga (2015) included 42 master's theses and 8 doctoral dissertations in their
study, where they analyzed the graduate theses for elementary school mathematics courses. As another example
Yasar and Aral (2011) 's look at when they examine the thesis work in the field of pre-school drama in Turkey is
given 33 master's and doctoral thesis 7. Based on the fact that 9 master theses and 1 doctoral dissertations discussed
in this study are less than the number of graduate theses dealt with in other studies, it has been observed that the
thesis studies on cyber security-related internet of objects and artificial intelligence are inadequate. Therefore, it
can be predicted that conducting new research on these issues will contribute to the development and gaining
importance of these areas. When analyzed in terms of data collection, it was observed that more than half of the
theses found did not specify a data collection tool. It was seen that the most used method was the non-participant
observation method. Another data collection method is simulation. Data collection method depends on the type of
data and the source of the data (Karasar, 2010). When the sample selection findings are examined, it is concluded
that the sample selection was made in accordance with the purpose in the studies. Purposeful sampling is used in
studies where unbiased sampling is a disadvantage (Bastiirk & Tastepe, 2013). In the theses examined, it is seen

that artificial intelligence is used in areas such as detecting and preventing cyber attacks and malware analysis.
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There is no study on cyber security of artificial intelligence in the examined theses. In this respect, it is thought

that studies on cyber security of artificial intelligence will be interesting.

233



Siber Giivenlik ile lgili Tezlerin Incelenmesi

Giris

Gelisen teknolojiler sayesinde giinliik hayatta bir¢ok is ve iglem internet ortaminda yapilmaktadir (Zeydan, 2006).
Bunun sonucunda Internet ortamindan yapilan siber saldirilarin giin gegtikge arttign gézlemlenmektedir (Bigaket,
Ergun, & Celikpala, 2016). Siber giivenlik konusunda yapilan bilimsel ¢aligsmalar, hem diger aragtirmacilarin bu
konu iizerinde bilgi sahibi olmasina, hem de bu saldirilarin azalmasina ve insanlarin bu saldirilardan nasil

korunabilecekleri konusunda yardime1 olabilmektedir.

Gunlmiizde neredeyse biitlin bankalar, internet (izerinden de hizmet vermektedir ve birgok kisi bu hizmetten
faydalanmaktadir (Yelken, 2019). Teknoloji gelistikce insanlarin bu tiir hizmetlerden daha fazla yararlanilacag:
sOylenebilir. Bu nedenle de internet dolandiricilifi, giin gectikce artan bir siber saldir1 yontemi haline gelmistir

(Oztiirk, 2018). Bu sorunlar gbz dniine alindiginda insan odakli siber giivenligin dnemli oldugu anlasiimaktadir.

Siber saldirilar bireysel, kurumsal ya da sistemsel diizeyde gergeklesmektedir (Singer & Friedman, 2014). Sistem
verilerinin ¢alinmasi, sistemlerin kontroliiniin ele geg¢irilmesi, verilerde degisiklik yapilmasi ve sistemlerin devre
dis1 birakilmasi, sistemlere karsi yapilan siber saldirilardan bazilaridir (Rid & Buchanan, 2015). Bu saldirilar goz
oniinde bulunduruldugunda, sistem odakli siber giivenligin, insan odakli siber giivenlik kadar 6nemli oldugu

soylenebilir.

Siber giivenlik alaninda yapay zekanin 6neminin biiyiik oldugu sdylenebilir. Ornek olarak Sattikar ve Kulkarni
(2012) caligmalarinda, yapay zekanin siber giivenlik agisindan roliinii ele almiglardir. Sosyal aglar {izerinden
gerceklestirilen siber suglarin yapay zeka yardimi ile nasil tespit edilebilecegi ve bu suglara karsi ne tiir 6nlemler
aliacagi lizerinde durmuslardir. Bu yontem, yapay zekanin siber giivenlik alanindaki kullanimlarindan biri olarak

gosterilebilir.

Nesnelerin interneti konusunun birgok alanda oldugu gibi siber giivenlik alaninda da 6nemli bir konu oldugu
soylenebilir. Ornek olarak Karaarslan ve Akbas (2017) calismalarinda, nesnelerin interneti konusunun bir icerigi
olan blok zinciri yapisinin siber giivenlik sistemlerine uyarlanmasi tizerinde durmuslardir. Bu sistem ile akilli
sehirlerin, bilgisayar aglarinin ve kisisel verilerin korunmasint hedeflemislerdir. Bu ¢alisma, nesnelerin interneti

konusunun siber giivenlik alanindaki uygulamalarindan biri olarak gdsterilebilir.

Siber giivenlik ile ilgili, siber saldirilar ve siber suglar iizerinde arastirma yapilan bircok makale vardir. Ornegin
Hekim ve Bagibiiyiik (2013), Tirkiye’deki siber giivenlik ve siber sug¢ politikalarini ele almigtir. Ayrica ilgili
caligmada devletlerin siber saldirilara kars1 aldiklart 6nlemlere ve yaptirimlara vurgu yapilmistir. Benzer olarak
Aslay (2017), makalesinde siber saldir1 yontemlerinden bahsetmistir. Ayn1 zamanda Tiirkiye’nin siber giivenlik
acisindan durum analizi yapip, eksik goriinen ve diizeltilmesi gerekilen konular iizerinde durmustur. Seferoglu ve
digerlerine (2018) gore bilgi giivenligi farkindalig, bilginin islenmesi, bilginin bilingli kullanimi, bilgiye izinsiz
ya da yetkisiz bir erisimin saglanmasi, bilgi giivenligine iliskin risk ve tehditlerin azaltilmasi ve &nlenmesi
amactyla siber gilivenlik politikalarinin giincel tutulmasi gerektigi vurgulanmistir. Siber giivenligin bir alt baghigi
olan siber savaglar konusunu ele alan Kara (2013), daha 6nce gerceklesmis ve ger¢eklesmesi muhtemel siber
savaslar tlizerinde durmustur. Ayrica bu savaglarin nedenleri ve bu savaslara karsi alinabilecek Onlemlerden
bahsetmistir. Bu 6nlemler uygulanip olasi yeni tehditlere kars1 ¢6ziim 6nerileri getirerek siber giivenligin alt yapisi

daha da saglamlastirilabilir.
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Alanyazin incelemeleri sonucunda, yapay zeka ve nesnelerin interneti konulartyla ilgili glincel egilimlerden ve
siber gilivenlik alaniyla yapay zekd ve nesnelerin interneti konularmin iliskisinin artan éneminden dolay1 bu
konular secilmistir. Ayrica, alanyazinda, siber giivenlik alaninin nesnelerin interneti ve yapay zeka konulariyla
bagdastirildig1 arastirmalarin ilgili tezlerin incelendigi bir ¢alismaya rastlanmamistir. Yapilan bu ¢alismada su

sorulara yanit aranmistir;

1- Nesnelerin interneti ve yapay zeka konularmi temel alan siber giivenlik ile ilgili incelenen tezlerin tiniversite ve

yiiksek lisans/ doktora tezi olma durumuna goére dagilimi nasildir?

2- Nesnelerin interneti ve yapay zeka konularini temel alan siber giivenlik ile ilgili incelenen tezlerin yillara gore

dagilimi nasildir?

3- Nesnelerin interneti ve yapay zeka konularini temel alan siber giivenlik ile ilgili incelenen tezlerin arastirma

konularma gore dagilimi nasildir?

4- Nesnelerin interneti ve yapay zeka konularini temel alan siber giivenlik ile ilgili incelenen tezlerde kullanilan

aragtirma yontemleri ve aragtirma tiirleri nasil dagilim gostermektedir?

5- Nesnelerin interneti ve yapay zeka konularini temel alan siber giivenlik ile ilgili incelenen tezlerin veri toplama

yontemlerine gore dagilimi nasildir?
Yontem

Arastirmanin Deseni

Bu arastirmada ele alian tezler Ulusal Tez Merkezi platformu iizerinden elde edilmistir. Icerik analizi yontemi ile
tezler incelenmis siber giivenlik ve nesnelerin interneti, siber giivenlik ve yapay zeka konularinda lisansiistiindeki
tezler analiz edilmistir. Icerik analizinde birbiriyle benzerlik gdsteren konular belirli anahtar kavramlar iizerinden
incelenip analiz edilerek arastirmacilara daha anlasilir bir sekilde sunulmaktadir (Alkan, 2014). Cohen, Manion ve
Morrison’a (2007) gore igerik analizi, yazili verilerin incelenmesi, dogrulanmasi, 6zetlenmesi ve raporlanmast

stirecini tanimlayan; sistematik, tekrarlanabilir, gozlemlenebilir ve kurallara dayali bir yontemdir.

Siber givenlik konusu icinde yapay zekd ve/veya nesnelerin interneti ile ilgili olarak hazirlanmig tezler
incelenmistir. Bu ¢alisma 2018, 2019 yilindaki tezler ve 2020 yilinin ilk 5 aymdaki tezler ile sinirlidir. 2018-2020

yillar1 arasinda yayilanan 1’1 doktora 9'u yiiksek lisans olmak iizere 10 teze ulagilmigtir.
Veri Toplama Araglar

Aragtirma kapsamina alinan her bir tez “Tez Siiflama Formu” kullanilarak igerik analizine tabi tutulmustur. “Tez
Smiflama Formu” Kiigiikoglu ve Ozan (2013) tarafindan gelistirilen tezin kiinyesi, aragtirma deseni/yontemi, veri
toplama araglar1, 6rneklem ve veri analiz yontemleri boliimlerini kapsayan bir formdur. Veri toplama araci olarak
kullanilan formda incelenmis olan makalenin; adi, yazarlari, yayinladig1 dergi, yili, tiirli, yazim dili, konusu,

yontemi, veri toplam araglari, yontemleriyle ilgili bilgileri yer almaktadir.
Verilerin Analizi

Ulusal Tez Merkezinde siber giivenlik ile ilgili bulunan 182 tez bulunmaktadir. Bulunan siber giivenlik alanindaki

tezler arasinda yapay zeka ve/veya nesnelerin interneti ile ilgili olan 10 tezin yer aldig1 goriilmiistiir. Siber giivenlik
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alaninda yapay zeka calismalar1 ya da siber giivenlik alaninda nesnelerin interneti konularimi igeren tezler
incelenmistir. Incelemeye dahil edilmeyen 172 tez siber giivenlik alaninda yapilnus fakat yapay zeka ya da

nesnelerin interneti konularini igermemektedir.

Calismada, Ulusal Tez Merkezi gelismis tarama boliimiinde siber giivenlik, nesnelerin interneti ve yapay zeka
anahtar kelimeleri secilerek arama yapilmistir. 2018-2020 yillart arasinda yayinlanmis toplamda 10 teze
ulastlmigtir. Elde edilen verilerin ¢6ziimlenmesinde igerik analizi kullanilmistir. Analiz sonuglari frekans ve yiizde

degerleri ile ifade edilmistir.
Bulgular

Tiirkiye’de yapilan nesnelerin interneti ve yapay zeka konularmi temel alan siber giivenlik ile ilgili konularda
yapilan arastirmalarda tezlerin yiiksek lisans/doktora tezi olma durumu agisindan dagilimi incelendiginde Tablo

1’de yer alan tezler bulunmustur.

Tablo 1. Ulusal Tez Merkezinde Bulunan Tezlerin Gergeklestirildigi Universite ve Yiiksek Lisans/ Doktora Tezi Olma

Durumlar1

Tezlerin Isimleri Universite Isimleri Tez Diizeyi

Performance evaluation of iot data Ankara Yildirim Beyazit Universitesi  Yiiksek lisans

security on cloud computing

Adaptive And Hierarchical Classifier Istanbul Teknik Universitesi Yiiksek lisans
Fusion Approaches For Network
Attack Detection

Istihbaratin Gelecegi: Siber Uzayda Istanbul Aydin Universitesi Yiiksek lisans
istihbarat ve  Karst  Istihbarat
Faaliyetlerinde Yapay Zekad ve Veri

Bilimi Kullanimi

Dérdincii Sanayi Devriminin Ulusal Uludag Universitesi Yiksek lisans
Giivenlige Etkisinin Karsilagtiriimal

Analizi

Ev, Ofis ve Iot Aglarmin Ag Gegidinde ~ Gazi Universitesi Yiksek lisans
Biitiinlesik  tehdit  Yontemi  ile

Giivenligin Saglanmasi

Web trafik verilerinde yapay bagisiklik ~ Seyh Edebali Universitesi Yiksek lisans

algoritmalari ile anomali tespiti

Deep learning in cyber security for Istanbul Sehir Universitesi Yiksek lisans

internet of things

Digital transformation toward industry ~ Atilim Universitesi Yiksek lisans

4.0: a case studying Turkey

Yapay zeka ve dinamik analiz tabanli  Siileyman Demirel Universitesi Doktora

web uygulama zafiyet tarayicisi

Nesnelerin interneti ekosisteminde  Istanbul Universitesi Yiiksek lisans
yapay zeka tabanli saldir1 tespit sistemi

gelistirilmesi
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Tablo 1 incelendiginde tezlerin biiyiilk ¢ogunlugunun yiiksek lisans tezi oldugu goriilmistiir. 10 tezin sadece 1

doktora tezi diizeyinde oldugu 9 tezin ise yiiksek lisans diizeyinde oldugu gorilmektedir.

Ulusal Tez Merkezinde belirlenen konularda bulunan tezlerde “Incelenen Tezlerin yillara gore dagilimi nasildir?”
sorusu incelendiginde 2018 yilindan itibaren nesnelerin interneti ve yapay zeka konularmi temel alan siber

guvenlik ile ilgili tezlerin yaynlandigi anlagilmaktadir.

Tablo 2. Tezlerin Yillara Gore Dagilimi

Yayimlanma Yil Tez Sayisi Yuzde (%)
2018 1 10
2019 7 70
2020 2 20
Toplam 10 100

Tezlerin yillara gore dagilimi Tablo 2’de verilmistir. Yapilan inceleme sonucunda en fazla tezin 2019 yilinda

yapildig1 goriilmektedir. Incelemede 2020 yilinda yayimlanan 2 tez oldugu gériilmektedir.

Tablo 3. Tezlerdeki Aragtirma Alt Konularinin Dagilimu

Tezde ele alinan konular Tez sayis1 Yuzdesi (%)
Makine 6grenmesi 3 30
Programlama 3 30
Tasarim ve Gelistirme 1 10
Veri madenciligi 1 10
Endustri 4.0 1 10
Derin 6grenme 1 10
Toplam 10 100

Incelenen tezlerin arastirma alt konularina gore dagilimi Tablo 3’te verilmistir. Ulusal Tez Merkezinde nesnelerin
interneti ve yapay zeka konularini temel alan siber giivenlik ile ilgili incelenen 10 tezde toplam 10 farkl: alt konu
icerdigi goriilmektedir. Siber glivenlik, nesnelerin interneti ve yapay zeka ana konulart diginda makine 6grenmesi
ve programlama konusunu iceren 3’er tez bulunmaktadir. Tasarim ve gelistirme, veri madenciligi, endiistri 4.0 ve

derin 6grenme konularini i¢eren 1’er tez bulundugu goriilmektedir.

Tablo 4. Tezlerdeki Arastirma Yontemleri Dagilimi

Arastirma Yontemi Tez sayisi Yizde (%)
Deneysel yontem 2 20
Temel AR-GE arastirmalari 2 20
Tarama yontemi 2 20
Degerlendirme aragtirmalari 2 20
Betimsel yéntem 1 10
Karsilagtirmali yontem 1 10
Toplam 10 100

Incelenen tezlerin arastirma yontemlerine gore dagilimlari Tablo 4’te verilmistir. Ulusal Tez Merkezinde
belirlenen konularda bulunan tezler yapilan arastirmanin aragtirma yontemi agisindan incelendiginde tiim tezlerde

nicel aragtirma yontemine ait yontemlerin kullanildig1 goriilmektedir.
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Tablo 5. Tezlerdeki Arastirma Tiirleri Dagilimlari

Arastirma tiirleri Tez sayis1 Yuzde (%)
Alan yazin derleme 3 30
Deneysel-Uygulamal ¢alisma 3 30
AR-GE ¢alismasi 2 20
Yontem galismasi 1 10
Betimsel caligma 1 10
Toplam 10 100

Incelenen tezlerin arastirma tiirlerine gore dagilimlar: Tablo 5’te verilmistir. Yapilan inceleme sonucunda en ¢ok
kullanilan aragtirma tiirlerinin alan yazin derleme ve deneysel-uygulamali ¢alisma oldugu ve en az kullanilan

arastirma tiirlerinin ise betimsel ve yontem calismalar1 oldugu goriilmektedir.

Tablo 6. Tezlerde Kullanilan Veri Toplama Yontemi Dagilimu

Veri Toplama Yo6ntemi Sayist Yuzdesi (%)
Katilimer olmayan gozlem 3 75
Simiilasyon 1 25
Toplam 4 100

Incelenen tezlerin, tezlerde kullanilan veri toplama yontemlerine gére dagilimlart Tablo 6’da verilmistir. Ulusal
Tez Merkezinde belirlenen konularda bulunan tezler veri toplama ydntemi agisindan incelendiginde katilimei

olmayan gbzlem yéntemini kullanan 3, simiilasyon yontemini kullanan 1 tez bulunmaktadir.

Tablo 7. Tezlerde Kullamlan Orneklem Dagilimlar:

Orneklem Ad1 Orneklem secimi Sayis Yiizdesi (%)
Mirai veri seti Amaca uygun 1 33,33
Yahoo Webscope S5 veri seti Amaca uygun 1 33,33
PHP ve ASP tabanli web projeleri Amaca uygun 1 33,33
Toplam 3 100

Incelenen tezlerde kullanilan rneklem dagilimlart Tablo 7°de verilmistir. Yapilan inceleme sonucunda tezlerde 2
tezin Orneklem kaynagi olarak hazir veri seti (An Ensemble of Autoencoders for Online Network Intrusion
Detection makalesinde yer alan Mirai veri seti, Yahoo Webscope S5 veri seti) kullandigi, 1 tezde ise GitHub
lizerinden yayinlanan PHP ve ASP tabanli web projeleri kullandigi goriilmiistiir. 3 tezde de arastirma amacina

uygun orneklem se¢imi yapildigi sonucuna ulagilmaktadir.
Tartisma Sonuc ve Oneriler

Calismada nesnelerin interneti ve yapay zeka konularini temel alan siber giivenlik ile ilgili tezler incelenmistir.
Aragtirma konusu ile ilgili ilk tezin 2018 yilinda yapildig1 goriilmiistiir. Literatiirdeki ¢aligmalar da nesnelerin
internetindeki bu artis ve bu cihazlarin hayatin her alaninda kullaniliyor olmas1 sebebi ile nesnelerim interneti
sistemlerini siber giivenlik alaninda 6nemli bir konu haline geldigini vurgulamaktadir (Keles & Keles, 2018; Kuris,
2020). Siber giivenlik ihtiyacinin artmasi ile yapay zekanin sahip oldugu daha fazla veri ile daha hizli ¢alisma
imkan1 goz oniinde bulunduruldugunda siber giivenlik alaninda yapay zeka kullanimina verilen dnemin giin
gectikce daha da artacag: diigiiniilebilir. Senkaya ve Adar (2014), yaptiklar1 ¢alismada siber giivenlik alaninda

basit algoritmalarin yetersiz kaldig1 ve yapay zeka algoritmalart ile yapilacak siber giivenlik ¢aligmalarinin olumlu
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sonuglanacag ¢ikarrminda bulunmuslardir. Incelemede 2020 yilinda yayinlanan 2 tez oldugu goriilmektedir. Bu
durumun yilin heniiz tamamlanmamasindan kaynaklandig: sdylenebilir. Y1l iginde tamamlanan tezler ile 2020

yilina ait tez sayisinda artig olma ihtimali oldugu diisiiniilebilir.

Tez tiirii agisindan incelendiginde ise yiiksek lisans diizeyinde 9 adet tez ¢aligmasi yapilmistir. Doktora seviyesinde
yapilan yalnizca 1 tez bulunmaktadir. Bulunan tezlerin ¢aligma konular1 incelendiginde siber giivenlik konusundan
sonra en ¢ok calisilan konunun nesnelerin interneti sonrasinda ise yapay zeka oldugu goriilmiistiir. Tasarim ve
gelistirme, veri madenciligi, endiistri 4.0 ve derin 6grenme konular1 en az ¢alisma bulunan alt konulardir. incelenen
tezlerde tamaminda nicel arastirma yontemlerinin kullanildig goriilmektedir. Tezlerde en ¢ok kullanilan aragtirma
tiirii alan yazin derleme ve deneysel uygulamali ¢alisma oldugu goriilmiistiir. Arastirmacilar, aragtirma amaci ve
icinde bulundugu sartlara uygun arastirma ydntemi ve tiiriinii segmelidir (Karasar, 2010). Siber giivenlik
alanindaki yapay zeka ve/veya nesnelerin interneti konulu ¢aligmalarin nicel arastirma ydntemlerine uygun

amaglar igerdigi sdylenebilir.

Herhangi bir konu ile ilgili tezlerin incelenmesi ¢aligmalarinda, ele alinan tezlerin biiyiik bir ¢gogunlugunun yiiksek
lisans tezi oldugu tespit edilmistir. Ornek olarak Yasar ve Papatga (2015)’nin ilkdgretim matematik derslerine
yonelik lisansiistii tezleri inceledikleri calismalarinda 42 adet yiiksek lisans tezine ve 8 adet doktora tezine yer
vermislerdir. Bir bagka 6rnek olarak Yasar ve Aral (2011)’m Tiirkiye’de okul 6ncesi drama alanindaki tezleri
inceledikleri ¢alismalarina bakildiginda, 33 yiiksek lisans ve 7 doktora tezine yer verilmigtir. Bu ¢alismada ele
alman 9 yiiksek lisans ve 1 doktora tezinin diger ¢alismalarda ele alinan lisansiistii tez sayilarindan az olmasindan
yola ¢ikilarak siber giivenlik ile ilgili nesnelerin interneti ve yapay zeka konularini ele alan tez ¢alismalarinin
yetersizligi goriilmistir. Bu nedenle bu konular iizerine yeni arastirmalarin yapilmasmin bu alanlarin
gelismelerine ve dnem kazanmalarina katki saglayacagi ongoriilebilir. Veri toplama agisindan incelendiginde
bulunan tezlerin yarisindan fazlasinin veri toplama araci belirtmedigi gozlemlenmistir. En ¢ok kullanilan yontem
katilimct olmayan gozlem yontemi oldugu goriilmiistiir. Diger bir veri toplama yontemi ise simiilasyondur. Veri
toplama ydntemi, verinin tiiriine ve verinin kaynagma baghdir (Karasar, 2010). Orneklem secimi bulgulari
incelendiginde arastirmalarda amaca uygun 6rneklem se¢imi yapildigi sonucuna ulagilmaktadir. Yansiz 6rneklem
seciminin bir dezavantaj oldugu ¢alismalarda amaca uygun 6rnekleme kullanilir (Bastiirk & Tastepe, 2013).
Incelenen tezlerde yapay zekanin siber saldirilari tespit ve engelleme ve kétiiciil yazilim analizi gibi alanlarda
kullanildig1 gériilmektedir. incelenen tezlerde yapay zekanin siber giivenligi konusunda yapilmis bir ¢alisma
bulunmamaktadir. Bu agidan yapay zekanm siber giivenligi ile ilgili yapilacak ¢aligmalarin ilgi ¢ekici olacagi

diigiiniilmektedir.
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