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Oz

Sosyal medya kullanici tabanli olmakla beraber biiyiik kitleleri bir araya getiren kullanicilarin kendi irettigi icerigi paylastigt online bir
agdir. Sosyal medya kisiler ve kurumlar arasindaki etkilesimi arttirmasi nedeniyle giiniimiizde aktif olarak kullanilmaktadir. Sosyal
medya sahip oldugu biiyiik potansiyeli nedeniyle kotii niyetli kisilerinde dikkatini ¢ekmektedir. Saldirganlarda kurbanlarina ulagmak
icin sosyal medyay1 aktif olarak kullanmaktadir. Kisi ve kurumlar etkileyen genis ¢apli bu tehditlere karsi biiyiik dlgekli giivenlik
yatirimlari yapilsa da kesin olarak ¢6ziim bulunamamistir. Bu ¢alismada, sosyal medyada ortaya ¢ikan giivenlik zafiyetleri, alinabilecek
onlemler ve korunma yollart tanimlanarak son kullanici farkindaligi yaratilmak amaglanmustir.

Anahtar Kelimeler: Sosyal medya, Sosyal Aglarda Saldir1 Tiirleri, Giivenlik Agiklari.

Security Risks and Safeguard Measures in Social Media Usage

Abstract

The social media is a user-based online network that brings large masses together, where users share their own content. Social media is
actively used today since it expands the interaction between individuals and institutions. Due to its great potential, social media also
attracts the attention of malicious individuals. The attackers also use social media actively to reach their victims. Although large-scale
security investments are made against these widespread threats affecting individuals and institutions, no definite solution has been found
yet. In this study, it was aimed to increase awareness of end-users by identifying the security weaknesses in social media, measures that
can be taken and the ways of protection.

Keywords: Social media, Types of attacks in Social Networks, Safety Vulnerabilities, Computer Security, Malware.

1. Introduction

With the advances in technology and the spread of the Internet, social media has gained a place in the lives of users and has already
replaced other traditional media [1-4]. Social media, compared to traditional media platforms, has provided a free and the largest
platform for social sharing [5]. The user-based social media is actively used by many brands for quick and direct communication with
potential customers [6]. Social media, which is evolving and becoming gradually more widespread, has become an indispensable
communication tool not only for individuals, but also for institutions and brands, and it has become a necessity for individuals and
institutions to show a presence in social media. In addition to the convenience, it has brought the problem of security in social media
[7-8].

The negative effects related to social media show that the new threats, dangers and types of crime emerged, in spite of the benefits
of these platforms [9-10]. Despite the personal sharing, rapid access to information, and creation of communication groups, it is a fact
that it's possible to jeopardize personal information through social media [11].
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The main contributions of this paper are summarized as follows:
* Social media security weaknesses,
* Social media types of attacks, ways of protection from these attacks and what to do after an attack are discussed.

The rest of this paper is organized as follows. Similar studies (social media) in the literature are reviewed in Section 2. Section 3
provides a detailed classification of security vulnerabilities in social media. Finally, the implication of the results and discussion and
conclusion are given in Section 4 and Section 5, respectively.

2. Related Work

Among the innovations of the Internet brought to the virtual world, social media is the fastest-growing and widespread invention
[12-14]. As an online platform, in which people communicate with each other regardless of distance, social media has evolved by
strengthening the existing and new relationships [10].

These social networks, which allow people and corporate brands to define their profile and share their knowledge, have received
great attention by almost everyone due to the many advantages and facilities they bring [15]. Social sharing platforms are created for
individuals to share their knowledge or to get opinions of others. For this purpose, many social sharing platforms with similar or different
characteristics have been developed [16].

The first social media site Geocities has been developed in 1994 [17]. In 1995, heglobe.com gave users the freedom to personalize
their online experience by publishing their content and allowed them to communicate with individuals of same interests. These are the
first examples of social media.

Between 1995 and 2009, there were sites, where various ethnic groups shared their personal and professional profiles [18]. As of
2009, they have become a world culture, spreading all over the world.

2.1. Types of Social Media

Social media can be defined as a social network where users can express themselves and can communicate with other users in a
virtual environment that keeps their personal information. Social media users create a personality description for other users by creating
profiles containing their personal information. These personal profiles usually contain brief biographies, various photographs and
personal information. In addition, social media allows people to comment on other users' shares in their profiles (such as pictures or
videos) by commenting or liking them as well as allowing them to share the content they liked in their own groups.

Generally, social media is used in a large area thanks to its vast potential, where political groups can make propaganda, people can
make education and career plans, and where corporate brands reach their potential customers and employees through job postings.

With the use of Internet in smart mobile phones and similar devices, social media platforms are developed in order to give users
instant access to information. In this way, users participate in social media actively and faster, for longer online presence. Social media
can generally be grouped as follows [19]:

* Social Sharing: Facebook, Twitter, Whatsapp, Line, Messenger

* Photo Sharing: Instagram, Flicker, PhotoBucket,

* Video Sharing: YouTube, Periscope,

* Professional Networking Sites: LinkedIn, Ning.

* Blogs: Blogger.com, Wordpress

* Information sites: Wikipedia, Wetpaint, PBWiki

* Content tagging: MERLOT, SLoog

* Virtual Word: SL, Active Worlds, There, Whyville, Club Penguin, HiPiHi

In addition to the benefits of social media, it has harmful aspects such as violation of some personal information, misuse, and the
loss of prestige and customers in commercial institutions. Attackers use social media to reach their victims more easily. For this purpose,
specially designed malware infects victims' systems via social media. This is a major security threat for social media users [20].

2.2. Problem of Security in Social Media

Social media is the focus of attention of the individuals and corporate brands due to its higher potential, considering the number of
users. This attracts malicious people. The data of corporate or personal accounts in social media are targeted for attacks to capture
private information (such as banking information, personal data). This undesirable situation leads to debate on the security problems of
the social media platforms [21].

Unfortunately, this threat continues to grow day by day and many users suffer moral and material damage [22]. The root cause of
the security vulnerabilities in social media is the failure to comply with the principles of privacy due to the nature of these platforms,
which their management and control is hidden from the users.
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Social media users think that their shares are only visible to their friends or friend groups. They do not think that malicious people
can see these shares and use them for their own benefit.

It is necessary to raise awareness to deal with this huge security threat that users face. Users who do not have adequate information
on this issue are the targets of the attackers. This group of users often uses personal information (such as date of birth) in their social
media username and passwords, posing an important security threat. When they share the answers of the secret questions, used to
recover forgotten passwords, attackers easily gain access to their accounts.

Attackers also use the photos of the social media users without permission for different purposes. With these photographs, fake
profiles can be opened in social media and can be used to exploit the victim's friend groups or other users. With these fake accounts,
they ask for money from the user's friends, and use the victim's profile information for harassment, abuse or as a content in pornographic
websites.

Many social media platforms place commercial advertisements because of the user potential they have, and these ads can direct
users to different malicious websites by using weaknesses of users. Attackers can use fake profiles to trap especially younger users for
the abuse and harassment.

3. Irelated Classification of Security Vulnerabilities in Social Media

In social media, online games as well as chat, image and video sharing and instant communication are the most preferred
entertainment tools or applications. This good, useful, fun, or adorable view of social media is often preferred by attackers for their
malicious intentions.

Social media, which is almost impossible to ignore due to its benefits, brings many threats and dangers. The list of the most common
threats today are as follows:

3.1. Malicious Software

Malicious software is a generic name for specific software designed to disrupt the operation of the target system, steal information
from the user, or enable unauthorized access to target systems [22-23].

Virus software, Worms, Trojan horse, backdoor, Ransomware, and spyware software are among the malicious software [24-25].
Malwares can be classified according to their functions and purposes [26]. Most of the known types of malicious software are as follows
[27]:

» Adware: These malwares display advertisements, prepared by commercial brands to reach the user, on the user's screen without
the consent of the user. The user is forced to click the ad to close it. In this way, the attackers make profit by referring the user to the
commercial firms of the ads.

* Spyware: The malwares are designed to collect data without the user's consent and knowledge. Spyware malwares are usually
kept hidden in a downloaded software, and infect the user's system without being noticed. Unlike Adware, they collect personal
information from the user, in addition to displaying ads of specific companies.

» Keylogger: An attacker, who wants to capture personal data, sends this application first by email, etc. to monitor and record key
presses in the victim system.

* DNS Routing: The attacker routes the network traffic of the victim to a fake but looks authentic social media website that prompts
user to enter his/her email and password. This fake website displays a false error message that tells user that he/she entered incorrect
password, and then redirects user to the actual website.

* Virus: These malicious software are designed to delete files on the system or stop the operations of the target system completely.
Viruses can replicate themselves and spread by infecting different systems. There are many varieties of viruses according to their
intended use.

* Trojans: They infect the victim's system usually by a downloaded attachment or a specially designed e-mail to update a program
that is usually out of date without being noticed by the user. There are various types of malicious software depending on the design
objective, such as modifying or deleting the files in the system, and opening a backdoor to provide a remote access to the attacker for
stealing user's personal information.

* Rootkit: Similar to Trojans, they provide remote access to the attacker.

* Exploit Attacks: Finding and using several vulnerabilities in operating systems and programs are called exploit attacks. This
software can access the passwords of the user in the infected system.

* Ransomware: Ransomware is one of the most important cyberthreats in recent years. What makes ransomware unique is its higher
success rate and unfair profit. The ransomware infects the system through the misleading shares in social media and deceptive
attachments in e-mails sent by the attacker. After infecting the victim's system, the ransomware encrypts the files and demands money
for allowing access the encrypted files in the system. And, they ask virtual money bitcoin for the transfer. The number of ransomware
has increased with the widespread use of bitcoin throughout the world.
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Ransomware can be divided into two types [28]. The first one is the locker-ransomware. This type of ransomware usually locks the
user's system and requires the victim to pay a fee to have access. The attacker leaves the locked computers open only to allow the user
to interact with ransomware and make ransom payments [29-30].

The second type is the crypto-ransomware that prevents access to files by encrypting the victim's personal files. This kind of
ransomware is designed to find and encrypt valuable data stored on the computer. The victim cannot access the encrypted data unless
the decryption key is received. In both cases, the victim is forced to pay ransom fees.
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Figure 1. How Ransomware Works.

3.2. Hacking

The attackers design specific password cracking programs to own accounts on social media platforms, which are widely used
today. They perform malicious attacks for capturing user accounts, automatic tweets, and link-sharing/commenting through bots, by
taking advantage of the user's carelessness or system exploits.

The accounts owned can then be added to bot nets. With this bot network, organized attacks can be made to the desired systems or
networks. Unfortunately, social media is unprotected against bot attacks.

3.3. Attacks for Collecting Personal Information

These attacks are made to collect personal information from the individuals, groups or brands targeted at social media. Attackers
can collect specific information, such as user name, date of birth, etc. using especially the metadata content of the photographs shared
in social media. They use this information for gaining access to user accounts and use the victim's profile information for harassment,
abuse or as a content in pornographic websites.

3.4. Social Media Security Measures

Measures to be taken on social media platforms can be considered as personal and legal measures [20]. Personal precautions require
user awareness. User awareness covers a wide range of areas from knowing the features of the social media platform to its technical
infrastructure. Legal measures are intended to eliminate the damages that may arise without limiting the freedom of users at the local
and international level.

3.5. Personal Measures

Awareness about the threat of attack lies at the heart of the measures to be taken. Personal information should not be given in detail
in social media accounts. Although there is a legally-specified age limit on social media platforms, this rule is usually ignored. The
threat poses risks to both adult and younger users. Families should protect their children from the threats and dangers of social media.
Necessary training should be provided and awareness should be raised in children in this regard.

Identity information should never be shared on social media platforms. In particular, giving information such as photos, home
addresses and location notifications attract malicious people. In addition, giving location notification paves the way for thieves. In order
to prevent social engineering attacks, individuals should not be participated in political, sportive, etc. group, which they are not familiar
with, and should not accept such friendship requests.

Some working groups (such as police, soldiers) create social media groups according to their district, working area or specialty.
Individuals in these groups should be very careful considering that attackers will try to infiltrate these groups. If not mandatory, these
groups should never be created.

Technological measures that can be taken are as follows: Before being a member of a social media platform, privacy policy, terms

and conditions of use should be read in order to understand the threat and danger that can be encountered. The things can be done one
the platform and the worst-case scenario should be considered before starting to use the platform.
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Attackers use e-mail as the most common method of infiltration through social media. For this reason, one should not open such
fake e-mails with suspected origins. AntiSpam products should be used in user e-mail systems. Remote access port should be changed
(when possible, port numbers should have at least five digits), restricted accounts and strong passwords should be generated for remote-
access users and remote access should be closed when not used. As a basic security measure, the software of all systems should be up-
to-date, systems should be protected with a reliable Internet Security software, sandbox and spam filters should be used to protect
against malware.

3.6. Legal Measures

The legal measures that can be taken are as follows: Users need to fully read and understand the membership agreements on social
media platforms, and they need to be aware of the risks and threats that can be encountered because of the information they share. The
“Convention on Cybercrime”, which is the first international convention on the crimes committed through the Internet and computer
networks, covers the protection of freedoms, human rights and security in a virtual environment and the reduction of risks. The
convention has been ratified by 33 countries. This convention has articles on crimes such as “illegal access”, “data interference with”,
“system interference”, “misuse of devices”, “computer-related forgery”, “computer-related fraud”, “offenses related to child
pornography”, and “offences related to infringements of copyright and related rights”. The parties to the convention cooperate in the
fight against these crimes. In the legal sense, increasing the number of states that sign this convention will be effective in the fight
against crime.

4. Results and Discussions

The ongoing advances in communication technologies and methods have enabled a very intense and fast flow of information in the
online environment, especially on social media platforms, using the advantages offered by the Internet. Governments, online stores,
advertising companies or malicious attackers want to control this flow of information for different purposes to be used for their own
benefit.

This leads to violations in the online security and privacy in the Internet infrastructure, and transforms the social media platforms
increasingly insecure and privacy-free environments.

The protectiveness the measures that can be taken against the security vulnerabilities and weaknesses of in social media platforms,
which include personal measures, technological measures and legal measures, is still controversial. Is it possible to identify threats on
social media platforms in advance?

Many social media platforms can be used for strategic, available, operational threat intelligence purposes with their accessible and
widespread data. This gives the social media platform security and operational units a great advantage for detection of potential threats
and attacks in advance. These perceived threats are evaluated by security teams to help eliminate or isolate the threats and prevent them
from becoming a problem or to solve potential problems.

These measures to be taken will help raise and awareness about the security vulnerabilities of social media platforms as well as a
better understanding of the importance of critical and sensitive data kept on social media platforms.

5. Conclusion

Today, social media has become a platform for both commercial and ordinary users. Thanks to social media, new job descriptions
or even new occupations have been formed. Companies can get user feedback and comments about their products in social media. Using
these open source data, they can learn about the target audience and the criticism and demands about the products. It is possible to see
whether the message given by a politician leads to the desired reaction, through research on the social media data. Ads designed to
politically direct undecided masses are sent to users without their consent to create a public perception.

Despite its many benefits, social media can harm personal or corporate reputation when used improperly. It may cause bankruptcy
of companies or layoffs. In addition, the collection of open source big data from the social media users can be used for different purposes
or even transformed into alternative products. Attackers look for recent security vulnerabilities in social media. And, they use personal
and institutional data for profit.

The biggest disadvantage of the crimes committed in the virtual environment is that the probability of arresting and punishing the
perpetrator of this crime is quite low. Therefore, there is a huge increase in the crimes committed in the virtual environment all over the
world. Checking social media security and privacy settings once a month will reduce the possibility of being attacked. The majority of
social media users provides correct personal information in their profiles. It should be kept in mind that social engineering attacks on
social media are extensive and that one should be careful about the information to be shared.

The vast majority of users are aware that personal information can be misused. In spite of this, e-mail address, personal photos and

birth dates are frequently shared by users on their profiles. Users also provide location information on social platforms. In this case,
malicious people can find users in shared venues, or those who know that they are outside can also commit a burglary. Social media
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users are vulnerable to spam or malware attacks. For this reason, it is important that users do not open e-mails that they are not sure
about their origin, and that have active spam or anti-malware filters in their e-mail boxes.

It is forbidden for third parties to use other people's accounts without consent. However, it is known that attackers open face accounts
by using profile information of other social media users, and use their photos without the permission of the users. In order to prevent
this, it can be recommended that unknown individuals should not be added to social media groups or that safe friend groups should be
created to share important information only with them. Finally, end-to-end encryption of the user data can be recommended as an
important measure that can be applied by the social media applications in order to prevent third-parties to access confidential data of
users.
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