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ABSTRACT

The sequence, whose initial condition is 2 and 1, obtained by summing the two terms preceding it, is called the
Lucas sequence. The terms of this series continue as 2, 1, 3, 4, 7, 11, 18, 29, ... respectively. The features of the
Lucas sequence have been studied in many projects in the literature and many studies have been done on Lucas
series in applied sciences. Cryptology is the science that deals with encrypting data, transferring it securely from
one point to another, and converting the encrypted data to the previous one. It includes cryptography and
cryptoanalysis. Different encryption-decryption methods have been developed to ensure the security of the data
from the past to the present. Some of these are Caesar, Affine, Vigenere and RSA. There are two types of
encryption systems in cryptology. The first one is symmetric (secret key) encryption and the another one is
asymmetric (public key) encryption. In this study; using the features of the Lucas sequence, studies on cryptology,
which deals with the correct encryption, transfer and decryption of data, have been carried out and an example of
cryptology algorithm has been given. With Lucas cipher, the letters in the alphabet and the space character are
each mapped to the terms of the Lucas sequence. Later, starting from the first term of the Lucas sequence, the
encryption was strengthened by adding Lucas terms. As a result, the text to be encrypted has been turned into a
symbolic representation of the numbers. Then, the necessary information for deciphering the text which is
encrypted with numbers is given.
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Lucas Dizisinin Terimleri Kullanilarak Verinin Sifrelenmesi ve
Sifrenin Coziilmesi

OzeT

Baslangig sart1 2 ve 1 olan ve sonraki terimleri kendinden 6nceki iki terimin toplanmasiyla elde edilen diziye Lucas
dizisi denir. Uygulamali bilimlerde Lucas dizisi ile ilgili bircok calisma yapilmigtir. Kriptoloji; verinin
sifrelenmesi, giivenli bir sekilde bir noktadan baska bir noktaya transfer edilmesi ve sifrelenen verinin birebir
onceki haline getirilmesi ile ilgilenen bilim dalidir. Kriptoloji; kriptografi ve kriptoanalizi icerir. Ge¢misten
bugiine kadar verinin gilivenligini saglamak amaciyla farkl kriptolama yontemleri gelistirilmistir. Bunlardan
bazilar1 Sezar (Caesar), Affin, Vigenere ve RSA algoritmalaridir. Kriptolojide iki gesit sifreleme sistemi vardir.
Birincisi simetrik (gizli anahtarli) sifreleme digeri ise asimetrik (acik anahtarli) sifrelemedir. Bu c¢alismada;
Fibonacci dizisinin terimlerinden yararlanarak yeni bir sifreleme metodu gelistirildi. Bu sifreleme ile
alfabemizdeki harflerin her biri Fibonacci dizisinin terimleri ile eslestirildi. Boylece, sifrelenmek istenen metin,
sayilarm sembolik gosterimi haline getirildi. Sifreli metin olusturulurken kiiciik harfler dikkate alindi. Daha sonra
da sayilarla sifrelenmis metnin desifre edilmesi i¢in gerekli olan doniisiim hakkinda bilgiler verildi.

Anahtar kelimeler: Lucas sayilari, Kriptoloji, Bilgi giivenligi, Kriptografi

Received: 13/11/2020, Revised: 10/02/2021, Accepted: 21/02/2021 1


http://orcid.org/0000-0002-0831-0172
http://orcid.org/0000-0002-6340-4817

. INTRODUCTION

It has been very important to ensure the security of data from past to present and its importance is
increasing day by day. New studies are constantly being made to ensure data security. Encryption
methods are used in many fields such as military, engineering and health in order to counterwork the
information from falling into the hands of black hackers. As the risk increases, more tight precautions
are taken to protect important information. For this, many different encryption techniques have been
developed. Even the course of history has changed with some encryption techniques used in history.
Therefore; cryptology has been popular since its inception. In the future, it will continue to be a very
important issue.

The first known cryptological document BC is the Rosetta tablet that was estimated to be written in
1900 [1]. The Enigma device used by the Germans during World War Il between 1940 and 1944 gave
the Germans superiority in the military field. It is thought that the course of the war changed after the
password of Enigma was broken.

There are two types of encryption systems. The first is symmetric (secret key) encryption and the other
is asymmetric (public key) encryption. Although the key is known in encryption with public keys, it is
not possible to crack the password without performing a complex mathematical operation. It requires a
lot of processing. In private key ciphers, the key is directly decrypted when it is received by hackers. So
it must be protected very well.

Different encryption methods have been developed to ensure the security of the data from the past to the
present. Some of these are Caesar (Caesar), Affin, Vigenere, block encryption and RSA. While some of
the ciphers are simple enough to be deciphered with paper and pencil, some ciphers can only be analyzed
analytically.

In 1553, the Vigenere cipher is known to be developed by Bellaso. This cipher is a method of encrypting
alphabetic text by using a keyword. The encryption method used in is called multi-alphabet encryption.
A keyword is selected. Each letter of the text to be encrypted is shifted by the number equivalent of the
letter in the keyword. Then, it is arranged, if necessary, according to the modular arithmetic. For more
information on cryptology, refer to references [1-11].

In 1202, Fibonacci published his modern decimal number system, known as Arab-Indian numbers, in
his book “Liber Abaci”. Moreover, in this book, the increase problem of a rabbit family in a closed
environment is mentioned. The number sequence that shows the increase in the population of this rabbit
family is called Fibonacci [12-16]. Later, Lucas sequences were initiated by changing only the initial
conditions with a similar way.

Many studies have been done in different fields related to Lucas and Fibonacci numbers. For more
information on Lucas, refer to references [17-21].

1. DEFINITIONS, THEOREMS AND METHODS

Lucas series
LO = 2, Ll =1 and n= 2, LTL = Ln—l + LTL—Z (1)

is defined by the recurrence relation. L,, number is called n. Lucas number. The terms of this series are
2,1,3,4,7,11, 18, 29, ... respectively.

Let’s improve our method:



A. FOR ENCRYPTION (E)

E1) Space character is numbered 26. All letters in the alphabet are numbered from 0 to 25, respectively.
The number equivalent of the letters is given in Table 1.

Table 1. Numbered letters starting at 2

A C D E F G H I J K L M
0 1 2 3 4 5 6 7 8 9 10 11 12
N @) P Q R S T \% W X Y Zz

13 14 15 16 17 18 19 20 21 22 24 24 25

E2) Lucas numbers, corresponding to the numbers in which the letters of the alphabet match, are
obtained. The equivalent of the Lucas number of letters is given in Table 2, each with 6 digits.

Table 2. Matching letters and space char. with Lucas numbers

A B C D E F G H |
L, L, L, Ly L, Ls Lg L, Lg
000002 000001 000003 000004 000007 000011 000018 0000029 000047
J K L M N (0] P Q R
Lo Lo Ly L1y L3 Ly Lys Lis Ly
000076 000123 000199 000322 000521 000843 001364 002207 003571
S T U A% W X Y Z Space
Lig Lo Lao Ly Lyp Ly3 Lyy Lys Lye

005778 009349 015127 024476 039603 064079 103682 167761 271443

We wrote the numbers in this encryption model as 6 digits. Because the largest number of Lucas to be
used is the 6-digit L, = 271443 number. Therefore, a maximum number of 6n digits correspond to a
text with the letter n. We can show this encryption as Lucas-6. However, at least 7-digit numbers may
occur when Lucas numbers are added to the text to be encrypted that contains more than 28 characters,
similar to Vigenere encryption. In this case, if each letter is not written with more digits, an error occurs.
So the model can be named Lucas-x to show the number of digits where X is required. For example, if
each character has 8 digits, it can be shown as Lucas-8.

E3) Lucas numbers are added similar to Vigenere encryption. Lucas number of each letter and space
chac. are obtained. Later, the number of Lucas is added to each character, starting with L.

E4) The resulting numbers are combined.

E5) After removing the zeros from the left of the number, the text is encrypted with the numbers and
encryption is completed. For example; let’s encrypt the 5-letter word “LUCAS” with Lucas-6. Since the
text to be encrypted has 5 letters, Table 2 is used.

For example;

E1) According to Table 1, the letters of the word “LUCAS” correspond to the numbers “11, 20, 2, 0,
187, respectively.

E2) Lucas numbers that should be calculated are “Lqq, Lyg, L2, Ly, L1g”. Then, according to Table 3, it
is in the format of “000199, 015127, 000003, 000002, 005778, respectively.

E3) The first 5 Lucas numbers are added to each character, starting from the left and L, respectively.
Thus, “000201, 015128, 000006, 000006, 005785 is found.



Table 3. Numerical representation of letters with the help of continued fractions.

Text L U C A S
New Lucas number Liq Ly L, Lo Lig
Number 000199 015127 000003 000002 005778
Number of Lucas to be added Ly=2 Li=1 L,=3 L;=4 L,=7
Final state 000201 015128 000006 000006 005785

E4) If the values found are combined, “000201015128000006000006005785” is found.

ES5) Finally, if the zeros on the left are removed, the word “LUCAS” is encrypted with the number
“201015128000006000006005785.

B. FOR DECRYPTION (D)

The encryption method is reversed to Lucas-x decipher the encrypted words. To divide numbers
correctly, X, which is the digit number of each character, must be given.

D1) Zeros are added to the left of the encrypted number which will be the exact humber of digits given.
So x must be an integer multiple.

D2) The encrypted number is divided into sections according to the number of digits given.
D3) Starting from the left and L,, Lucas numbers are subtracted from each segmented number.
D4) It is found the number obtained corresponds to which Lucas humber.

D5) Finally, letters corresponding to these numbers are found and combined. Table 1 can also be used
for this process.

Thus, the numbers are deciphered.

Figure 1. Flow chart of encryption and decryption

E1 D5
E2 D4
E3 D3
E4 D2
E5 D1

ENCRYPTED
MESSAGE



For example;

Let’s decipher the number of “201015128000006000006005785” to be Lucas-6. Here the encrypted
number is 27 digits and x = 6. Since x = 6, Table 2 can be used.

D1) So we should write our encrypted number as 30 digits. So, we have to add 3 zeros to the left side.
Thus, it is regulated as “000201015128000006000006005785.

D2) Now let’s divide the series of numbers into 6 digits. Then, there are the numbers “000201, 015128,
000006, 000006, 005785™.

D3) Now, starting from the left and Ly, Lucas numbers are subtracted. Then, there are the numbers
“000199, 015127, 000003, 000002, 005776

D4) The letters equivalent of the numbers obtained are found as “L, U, C, A, S” according to Table 2.
D5) If the found characters are combined, the word “LUCAS” is formed.
Thus, deciphering is completed as Table 4.

Table 4. Deciphering example

Encrypted number 000201 015128 000006 000006 005785
Number of Lucas to be subtracted Ly=2 Li=1 L,=3 Ly;=4 L,=7
New number 000199 015127 000003 000002 005776
New Lucas number L4 Loo L, Ly Lig
Found Letter L U C A S

1. FINDINGS AND DISCUSSION

In this encryption model, texts were encrypted by being translated into numbers. (But it can also be used
by converting to text if desired.) Here, the number equivalent of each text is unique. Deciphering the
data in one way is as important as hiding the data by encrypting it. Some arrangements have been made
on this subject. Since the encrypted text is written in blocks, it is necessary to know how to separate the
blocks so that it can be deciphered in one way. The letters are numbered from 0 to 25, and the space
character is numbered with 26 and the number L, is a 6-digit number. For this reason, the Lucas number
that all letters match is written in 6 digits. However, if the length of the text to be encrypted is more than
28, it may exceed the digit number used. For this reason, it was preferred to use the Lucas-x notation
where x is the length of each block. If a high-security encryption is to be made, then the x number must
be very well protected and unauthorized persons must be prevented. Because if x is unknown, the longer
the length of the text given, the harder it is to crack the password. When trying to decipher through trial
and error, first of all, it should be checked whether the length of the ciphered text is a multiple of 6. If
the length of the ciphertext is not a multiple of 6, then zeros had deleted from the left or the length of
the text is more than twenty-eight. If the length of the ciphertext is not a multiple of 6, processes become
more complicated. In this case, encryption and decryption steps should be controlled in multiple ways.
If length of ciphertext is the multiple of 6, then it is divided into 6-digit blocks. After following the steps
given before, it is checked whether the Lucas sequence gives its terms. If yes, the deciphering process
is completed. If not, the result is reached by trying a higher number of digits in order. Of course, this
means a lot of time and cost. It is important that the file size of the data is also small so that the storage
cost is minimal. In order to reduce the storage cost in the designed encryption, unnecessary zeros in the
encrypted text were deleted and the size of the text was reduced. In fact, encryption got stronger while
the cost decreased. Because when deciphering it became unclear how many zeros would be added to the
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encrypted text. Therefore, first, it must be checked the number of digits in order to avoid deleting zeros
causing problems in deciphering. If it is missing, deciphering should be started after the necessary
additions are made. In fact, while the storage cost decreases, the total cost and time increase as the
processes to be applied for decryption increases. In summary, determining the number of zeros deleted
from the ciphertext and the number of digits of the block (i.e.x) is important for correct deciphering in
this encryption.

V. CONCLUSION AND SUGGESTIONS

As aresult, in this study; after matching the terms of the Lucas sequence with the letters of the alphabet,
these terms were strengthened with a Vigenere encryption method. Thus, a new cryptology method was
developed. This created technique can be used in encryptions that require simple security. By means of
this system, since the words are converted to numbers, encryption is possible only using the numerical
keyboard. Encrypted numbers can be deciphered and converted back into words, so they can be uniquely
reverted.

This encryption using the terms of the Lucas sequence can be done similarly for other specific number
sequences. Even new cryptology techniques can be developed by using with other cryptology

techniques. For example; new cryptology techniques can be developed using the Fibonacci, Pell-Lucas
sequence and Pell sequence.
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