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Abstract: Especially in recent years, the security of information and computer systems appears to be a very important issue.
Because the heavily used communication network has made life easier as well as accompany serious security problems. To
solve these problems, cryptography and steganography have been widely used. To present a more secure model for audios, a
simple and secure stego-crypto method is presented. In this work, the hidden data is encrypted by the proposed Taylor series
based encryption method and the encrypted data are hidden audio signals by applying the least significant bit (LSB) method.
A real-world application is implemented in the proposed model. According to the results, the used encryption model is more
efficient than AES. The results and findings demonstrated that this model can be used in a communication security system.

Key words: Cryptography, Audio Steganography, Data Steganography, Text Steganography
Taylor Serisi Kriptosistem ile Ses Steganografisi Kullanilarakm Veri Giivenliginin Arttirilmasi

0Oz: Ozellikle son yillarda bilgi ve bilgisayar sistemlerinin giivenligi olduk¢a énemli bir konu olarak karsimiza ¢ikmaktadir.
Ciinkii yogun bir sekilde kullanilan iletisim agi, hayati kolaylastirdigi gibi ciddi giivenlik sorunlarina da beraberinde
getirmektedir. Bu sorunlarin ¢oziimii igin kriptografi ve steganografi yaygin olarak kullanilmistir. Calismamizda Ses
stenografisinde daha giivenli bir model olusturmak igin basit ve giivenli bir stego-kripto yontemi sunulmustur. Bu ¢alismada,
gizli veriler 6nerilen Taylor serisi tabanli sifreleme yontemi ile sifrelenmis daha sonra sifrelenen veriler en az dnemli bit (LSB)
yontemi uygulanarak ses sinyallerine gdmiilmiistiir. Onerilen modelde gercek bir uygulama yapilmis ve bu uygulamada
kullamlan sifreleme modelinin AES'den daha verimli oldugu gozlemlenmistir. Sonuglar ve bulgular, bu modelin bir iletisim
giivenlik sisteminde kullanilabilecegini gostermistir.

Anahtar kelimeler: Kriptografi, Ses Steganografisi, Veri Steganografisi, Metin Steganografisi.
1. Introduction

Security is considered as the most basic factor in any communication system. This issue poses an important
threat, as failure to ensure the confidentiality of information will negatively affect individuals, communities and
states. For this reason, new applications and new system protection mechanisms have emerged along with the
developing technology to prevent data hiding and changing. In these applications, many encryption algorithms
have been created and existing algorithms continue to be developed to further increase the security of the data, and
even new algorithms are being created.

The main purpose of cryptographic protocols is to ensure the integrity and confidentiality of the data. While
examining a protocol, just like algorithms, we are concerned with basic operating principles rather than what kind
of device we will implement[1].

Data we want to be protected; It is sent after being rendered incomprehensible with the aid of a key and the
specified encryption algorithm. However, the fact that encrypted data in this way can be cracked by crypto analysts
over time indicates that encryption alone is not sufficient for secure communication. For this reason, encryption
and information hiding methods have started to be used as hybrid with encryption algorithms. It has been shown
that it is possible to provide secure communication, especially using Steganography[6,10,14,16,17].

Data hiding and data communication security is a very important issue. The purpose of hiding data is the third
person noticing during communication. In cryptographic encryption, the third party is aware of the secret data
being sent. However, when data communication is made between the two people using steganographic methods,
the third person cannot realize that there is a hidden communication between them. Steganography is the art of
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hiding information with other information. Encryption turns data into an incomprehensible format, making it
difficult to access real data, but cannot ensure the privacy of communication. In that case, we can express the
difference between steganography and cryptography as follows; While cryptography scrambles the data,
steganography completely hides the data[3-7].

Steganography, which is very important in hiding information, has been frequently used in recent years to
protect the data in digital media by embedding it in text, audio, video and image files. In some techniques, the
hybrid model is used[2].

Steganography started to use many methods with the development of technology. With this development,
many steganographic methods started to need different algorithms. A different algorithm and a different method
are used in each steganographic method. Each steganographic method has a distinctive steganalysis method.
Steganography is done by hiding data into text, sound, picture, video files[12-15,17-24]. Similarly, a text file can
also be stored in an audio or video file[8-10]. Therefore, steganography is not an encryption method, but a
complementary element to encryption[11].

1.1. Motivation and Contribution

In this study, encryption and data hiding techniques are used to ensure the security of communication. A
Taylor series based encryption algorithm, previously developed by Gengoglu, was used to demonstrate that
mathematical functions can be used to increase the robustness of the algorithms used in encryption[17]. Then,
sound steganography, one of the steganography techniques, was used to hide the presence of data encoded with
the proposed algorithm.

1.2 Organization

In the second chapter of this study, brief information about the necessity of the proposed method was given.
Then, information was given about the proposed algorithm technique and comparison was made. In the third
chapter, the application steps of the proposed algorithm technique are shown. In the fourth chapter, experimental
results are given. In the fifth chapter, the performance analysis of the proposed method was made. In the sixth
chapter, the obtained results and suggestions were included.

2. Proposed Method
Initially, with an eight-character key, the message is encrypted, subject to several rules and using the Taylor
series in the encryption algorithm. Then, the obtained data is sent to the most meaningless bit of the voice by hiding

with a proprietary code that will receive the encrypted message. The encryption diagram is shown in Fig. 1 and
the decryption diagram is shown in Fig. 2.
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Fig. 1 The encryption diagram of the proposed model.
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Fig. 2 The decryption diagram of the proposed model.

2.1. Encryption Algorithm

First of all in the encryption algorithm, after the message is encrypted using a set of rules with the key, the
obtained data is subjected to hiding by sound steganography. The working principle of the encryption algorithm is
as follows:

» The message to be encrypted is processed with the key in octal blocks.
» The key to be used must have eight characters.
» Taylor series is used in encryption, mod 256 is used in calculations.
»  All of the key and the message are processed by converting them into Binary in octal blocks.
» Taylor series is used in the encryption algorithm for the Laplace transform to be used in the algorithm.
The expanded Taylor series is taken with et.
> fx) = f(a) +f1—(,a)(x—a) +f2—(,a)(x—a)2 +-~-+fT('a)(x—a)“+~-
_ ‘oo M@ n . . .
=2n0 0, (x —a)" [16] and f(t) is obtained;
. ’ (n+3
f() =250 Kn— -
From hence;
had tn+3
[FOIR) = TDY Ky —1(h)
n=0 )
£3 ¢ £5 £6 t7 ¢8 9 £10

= T[Koa-}-KlE-}-Kzz-}-K3§+K4Z+K5§+Kﬁa+l(7?](h)

had hn+3
Z K,(n+ 3)! —
n=0

From here, the dividend and remainder values of the coefficients according to mod 256 are found.
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Step 1.

After the 1st character of the key and 1st character of the message has been converted to binary;
a) If the number of 0 in the Ist character of the key is more than or equal to the number of 1;
o  The last bit, the 1st character of the key, is taken first (a1).

o  The first bit, the 1st character of the message, is taken to the end.

b) If the number 0 in the 1st character of the key is less than the number 1;

e The leading bit, the 1st character of the key, is taken to the end (a1).

e  The last bit, the 1st character of the message, is taken first (m1).

» The transformed version (a1) of the Ist character of the key with the transformed version of the 1st
character of the message (mi1) by XOR the first character of the message is encrypted in step 1 (x1).

Step 2.

After the 2nd character of the key is converted into binary;

a) If the number of 0 in the 2nd character of the key is more than or equal to the number of 1;
e  The last bit, the 2nd character of the key, is taken first (a2).

e The first bit(x1), the 1st character of the message, the encrypted value at the end of step 1, is taken to the
end (m2).

b) If the number of 0 in the 2nd character of the key is less than the number of 1;
e The leading bit, the 2nd character of the key, is taken to the end (a2).

e The last bit (x1), the 1st character of the message, the encrypted value at the end of step 1, is taken first

(m2).

» The transformed version (a2) of the 2nd character of the key with the transformed version of the 2nd
character of the message in step 2 (mz2) by XOR the first character of the message is encrypted in step 2

(x2).
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Step 3.
After the 3rd character of the key has been converted to binary;
a) If the number of 0 in the 3rd character of the key is more than or equal to the number of 1;

e  The last bit, the 3rd character of the key, is taken first (a3).
e The first bit of the encrypted value at the end of step 2(x2), the Ist character of the message, is taken to
the end (m3).

b) If the number of 0 in the 3rd character of the key is less than the number of 1;

e The leading bit, the 3rd character of the key, is taken to the end (a3).
e The last bit of the encrypted value at the end of step 2(x2), the 1st character of the message, is taken to
the top (ms).

»  The transformed version (as) of the 3rd character of the key with the transformed version of the message
in step 3 (m3) by XOR the first character of the message is encrypted in step 3 (x3).

By doing similar operations in steps 4,5,6,7 and 8, x4, Xs, X6, X7 and xs encrypted values are found.

» At the end of step 8, the encryption process is completed in the first character of the message. Other
characters of the message are similarly encrypted, but before processing, each character is subjected to
XOR processing by the encrypted format of the previous character. In this way, the message is encrypted
in octal blocks.

» Encryption is completed by taking from previously random generated Tab. 1 the equivalent of the value
obtained at the end of each step (first 4 numbers rows, last 4 numbers columns).

Table. 1 S-box List

0000 {0001 {0010 (0011 {0100 (0101 (0110 (0111 (1000 (1001 (10101011 11001101 |1110|1111
0000 1| 181 120 169 38| 245 76| 242| 230| 39| 72| 78| 47| 33| 239| 249
0001| 49 7| 37| 64| 68| 160| 237| 32| 58| 48| 14| 203 35| 114| 110| 143
0010| 119 23 6] 12| 220| 109| 44| 61| 215 202 159 45| 29| 250| 157| 235
0011 24| 184| 170| 22| 150| 28| 149| 133| 129| 198| 219| 13| 145| 56| 63| 204
0100| 212| 97| 201 5| 15| 177| 234 122| 50 0| 113| 102| 253| 106 36| 168
0101| 192| 65| 57| 104| 226 3| 174 101| 84| 151| 42| 128| 140 60| 224| 112
0110| 207| 53| 46| 95| 131 243| 87| 118| 175| 164| 69| 55| 178 247| 79| 126
0111 158| 134| 217| 229| 139| 73| 93| 30| 254| 92| 142| 59| 27| 52| 248| 153
1000| 240| 121| 189| 196| 138| 165| 130| 228| 11| 144| 34| 147| 25| 194| 137| 100
M001| 180] 135] 99| 222 156 241| 161 208] 18] 20[ so| 197] &7] 10s| 244] 124
1010 221| 74| 211| 167| 85| 115| 183| 251| 111| 51| 16| 108| 200 233| 205| 66
1011| 41| 152| 214| 125| 163| 31| 86| 62| 155| 166| 176| 26| 75| 21| 188| 172
1100| 232| 96 4| 216| 238 54| 107| 210| 171 9| 195| 103 8| 88| 141| 10|
1101 117 2| 91| 123| 154| 43| 191| 236| 162| 116| 185 81| 127 19| 173| 193
1110| 82| 252| 246| 83| 190| 187| 186| 136| 223| 71| 70| 218| 182 225| 89| 146
1111| 40| 209| 98| 179| 255| 132| 17| 199| 77| 231| 213| 206| 227| 90| 94| 148

The parties are previously recorded by agreement a standard value of the person, who will receive the
message, into the file with the extension * .txt and use this file as the second key. Using audio steganography's
LSB (Least Significant Bit) most meaningless bit technique, they hide the obtained dividend-remainder values in
any sound file. Since the hidden data is hidden in the most meaningless bit of the audio file, the changed audio
will not display a frequency feature that can be heard with the ear. Besides, any change in sound frequency will be
observed(Fig. 3 and Fig. 4)
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Orjinal Ses
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Fig. 3 A sample sound of the used dataset.

Sifroli ses

Fig. 4 The stego sound.

2.2. Decryption Algorithm

The decryption process is to decipher by applying in the reverse direction of steps in the encryption algorithm.
The working principles of the decryption algorithm are as follows:

» The encrypted message is processed by the key in octal blocks.

» The entire key is implemented by converting the encrypted message into Binary in octal blocks.

»  Using the LSB technique, to reach the hidden dividend - remainder values, the previously agreed standard
value is saved in the file with the extension * .txt and the second key is entered into this file.

Kn—K#

A= 256

x; = 256 * dividend, + remainder;

x, = 256 * dividend, + remainder,

x5 = 256 * dividends + remainder;

x, = 256 * dividend, + remainder,

xs = 256 * dividendg + remaindery

X¢ = 256 * dividend + remaindery

x; = 256 * dividend, + remainder,

xg = 256 * dividendg + remaindery

n+3
S K+ )1 [16] @1
it hn+3
Z K,(n + 3)! = x h* + x,h° + x3h® + x,h7 + xsh® + x h° +
n=1 '
X, h10 + xgh11[16] 2.2)
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For each value obtained from the Taylor equation above, their equivalents in Tab. 1 are found.

Step 1.

After the 8th character of the key is converted to binary (as), it is processed with the value (mx) from Tab. 1;
a) If the number of 0 in the 8th character of the key is more than or equal to the number of 1;

e  The last bit, the 8th character of the key, is taken first (as).

e  The 1st value from Tab. 2.1 with the key is XOR (ms).

e The transformed version (as) of the 8th character of the key and the transformed version (ms) of the 1st
value from Tab. 1 is XOR. Taking the last bit of the found value first, the 1st character of the message
(1st step ) is decoded (m7).

b) If the number of 0 in the 8th character of the key is less than the number of 1;

e The leading bit of the 8th character of the key is taken to the end (as).

e  With the key, XOR is applied to the first value from Tab.4 (ms).

e The transformed version of the key's 8th character (as) and the transformed version of the 1st value from
Tab. 1 (ms) is XOR. Taking the first bit of the found value last, the 1st character of the message( 1st step)
is decoded (m7).

The first character of the message is reached by performing similar operations with the other characters of the key.

After reaching the 1st character of the message, before the above steps are applied to the characters
2,3,4,5,6,7 and 8, XOR is performed with the value of the previous character from Tab. 1. Then, if the above steps
are applied, the message is reached.

2.3. Comparison of Embedding and Decoding Time

The time analysis of the messages with AES into the audio file and embedding/decoding of the messages
encrypted with the proposed method (PM) into the audio file and embedding/decoding was made according to the
file sizes, the results are given in Tab. 2 and Tab. 3.

The graphics of these data are shown in Fig. 5 and Fig. 6.

Tab. 2 Data Embedding Time Analysis

File Name File Size | Embedding Time
(Byte) (Sec)
AES | PM
Test-1 50 50 80
Test-2 150 170 210
Test-3 300 440 460

53




Enhancing The Data Security By Using Audio Steganography With Taylor Series Cryptosystem

Tab. 3 Audio decoding Time Analysis

File Name File Size (Byte) | Decoding Time
(Sec)
AES PM
Test-1 50 161 140
Test-2 150 260 277
Test-3 300 392 365
600
400 m AES
200
= PM
0 AES
20150 300

Fig. 5 Embedded Time/File Size

400 1/\

300 -

200 m AES

100 - mPM
0 m

AES

50

Fig. 6 Audio Decoding/File Size
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2.4. Encryption
Key = Flr@tb3y
F=01000110
t=01110100
S=01010011
a=01100001

The number of 0 and 1 numbers in the characters used as keys in the application is shown in Tab. 4.

Step 1.
F=01000110

Fx=00100011
1=00110001
1,=10011000
r=01110010
1=00111001
@ =01000000
@y= 00100000
t=01110100
t,=00111010
b=01100010
bx=00110001

3=00110011

Muharrem Tuncay GENCOGLU, Mehmet VURAL

Message = Steganog

1=00110001
b=01100010
t=01110100
n=01101110

r=01110010 @=01000000
3=00110011 y=01111001
e=01100101 g=01100111
0=01101111 g=01100111

Tab. 4 Number of 0 and 1 numbers in the key

0 Number 1 Number
F | 01000110 |5 3
1 | 00110001 5 3
r | 01110010 |4 4
@ | 01000000 |7 1
t |01110100 |4 4
b | 01100010 |5 3
3 |ootio011 |4 4
y | 01111001 3 5
S=01010011 F,=00100011
7 XOR m,=10000101

S¢=10100110
m,=10000101
my=00001011
m,=10010011

ms= 000111
my=00100111
m;=00011110

m,= 000111
my= 00111100
m,= 00011100
ms=0000001
my=00111000

ms=00000010

X

$4=10100110

1, =10011000

m,=10010011

mM,=00001011

1x=00111001

my=00100111

@,= 00111100

my= 0100 1110

t,=1110 1000

m,=00111000

bx=00110001

me=00110104_ 7
m,=00000100

myx=00000100

mg= 00110101

3,=10011001

m,=1111001\___*
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3,=10011001  m,=01101010 my= 01101010
y=01111001 m,= 11110011  y,=11110010
XORm,=06001011 (1st Char

y,=11110010  my=11111001m,=11111001

Step 2.
After the second character of the message with the result is XOR, it is processed with the key again.

t =01110100 XOR t,=01111111
mg=00001011

F=01000110 t,=01111111 Fy=00100011
R m, =11011101
m,=00100011
my;=01111111
m, =11011110
ms =10000111
mg=00111110
. m,=11100101
mg =00000000(2nd Character)

Step 3.
After the third character of the message with the result is XOR, it is processed with the key again.

m,;=11101001

m,=01001011
ms;= 10101111
m,= 01111111
mg=11000100
me=10111000
m,=11101000

mg=10000110(3rd Character)
In this way, mg=11111010 (8th Character) is obtained in step 8.

Step 9.

The obtained results are equivalent to the s-box table(Tab. 5). The first 4 numbers are taken as rows and the last 4
numbers as columns.

Tab. 5 S-box List
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0000 (0001 (0010 (0011 (0100(0101/0110|0111 1000|1001 {1010{1011(1100(1101 (11101111
0000 1[) 181 120| 169| 38| 245 76| 242| 230 39| 72 @l 47| 33| 239| 249
0001| 49 7| 37| 64| 68| 160 237| 32| 58| 48| 14| 203| 35| 114| 110/ 143
0010| 119 23 6| 12| 220| 109| 44| 61| 215/ 202 159 45| 29| 250| 157| 235
0011| 24| 184 170 22| 150| 28| 149| 133| 129| 198| 219| 13| 145/ 56| 63| 204
0100| 212| 97| 201 5| 15| 177| 234| 122| 50| 0| 113| 102| 253| 106/ 36| 168
0101| 192| 65| 57| 104| 226 3| 174| 101| 84| 151| 42| 128| 140( 60| 224| 112
0110( 207 53| 46| 95| 131| 243| 87| 118| 175| 164| 69| 55| 178| 247| {79) 126
0111 158| 134 217| 229| 139| 73| 93| 30| 254| 92| 142| 59| 27| 52| 248| 153
1000 240| 121| 189| 196| 138| 165|{130p 228| 11| 144/ 34| 147| 25| 194| 137| 100
1001| 180| 135| 99| 222| 156| 241| 161| 208/ 18| 20| 80| 197| 67| 105| 244| 124
1010| 221| 74| 211| 167| 85| 115| 183 651 111 51| 16| 108| 200| 233| 205| 66
1011 41| 152 214| 125| 163| 31| 86| 62| 155/ 166/ 176 26| 75| 21| 188| 172
1100| 232| 96 4 216 238 54| 107| 210| 171 9| 195| 103 8| 88| 141 10
1101| 117 2| 91| 123| 154| 43| 191| 236| 162| 116| 185| 81| 127| 19| 173|{193
1110( 82| 252| 246| 83| 190| 187| 186| 136| 223| 71| 70| 218| 182| 225| 89| 146
1111| 40| 209| 98 @ 255 132 17| 199| 77| 231 @ 206| 227| 90| 94| 148

S '

1st Character = 00001011 - 78
2nd Character = 00000000 - 1
3rd Character = 10000110 - 130
4th Character = 10100111 - 251
5th Character=01101110 - 79
6th Character=11011111-193
7th Character =11110011 - 179
8th Character=11111010-213

Step 10.

Taylor series is used in the encryption algorithm for the Laplace transform to be used in the algorithm. Firstly, the
expanded Taylor series is taken with ef.

7 a " a n a
flx) = f(a)+f1(' )(x—a)+f2—(')(x—a)2+-~-+fn(' )(x—a)“+-~-
o M@ n
=¥ - ) G.1)

. t t2 3 ot

e _1+E+ﬂ+§+m_ F (3.2)
n=0
Then, if it is expanded with t3, equation(3.3) is obtained;
c t4 t5 t6 tn+3

3e" _ 3 — i J— -

t —t+1!+2!+3!+ —Z y (3.3)

n=0

As aresult, f(t) is obtained,;

f6) = i K, tn, .

The plain text "Stegonag" to be encrypted corresponds to the numbers 78, 1, 130, 251, 79, 193, 179, 213.

K, =78,K, = 1,K, = 130,K; = 251,K, = 79,K; = 193,K, = 179,K, = 213

57



Enhancing The Data Security By Using Audio Steganography With Taylor Series Cryptosystem

f@=imif

t3 * t> 6 7 8 t°
= Koa+K1E+K2§+K3§+K4Z+K5§+Kﬁa
10
+ K7t7—! (3.4)
From hence;
had n+3
[FOIR) = TDY Ky —1(h)

n=0

3 t4 t5 6 7 8 9 t10
= T[Koa-}-K1E+K25+K3§+K4Z+K5§+Kﬁa+l(7?](h)

3 4 hS h6 h7 h8 h9 h10
= 78.3!'h° +1.4!h* + 130.5!; + 251.6!3— + 79.7!4— + 193.8!5— + 179.9!6— +213.10!—-

! ! ! ! 7
Z K,(n
n=0
n+

+3)!

3

~ (3.5)

= 468h3 + 24h* + 7800h° + 30120h® + 16590h7 + 64848h°® + 90216h° + 153360h*°
According to mod (256) in the series 468, 24, 7800, 30120, 16590, 64848, 90216, 153360;
Dividend; 1, 0, 30, 117, 64, 253, 352, 599
Remainder; 212, 24, 120, 168, 206, 80, 104, 16.
Step 11.

The obtained data is hidden in an audio file selected by LSB technique by using the 2nd key through a file with
the extension * txt.

2.5. Decryption
Step 1.
Using the 2nd key, the encrypted message is extracted from the audio file by the file with the * .txt extension.
As a result of the above steps, Dividends and Remainders are obtained as fallow;
Dividend; 1, 0, 30, 117, 64, 253, 352, 599
Remainder; 212, 24, 120, 168, 206, 80, 104, 16.
Step 2.
Kn B KT’l

4 =756

256 x 14+ 212 = 468

256 x 0+ 24 = 24

256 30 + 120 = 7800

256 117 + 168 = 30120
256 x 64 + 206 = 16590
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256 x 253 + 80 = 64848
256 x 352 + 104 = 90216
256 * 599 + 16 = 153360
468, 24, 7800, 30120, 16590, 64848, 90216, 153360 values are obtained.

had hn+3
Z Ky(n+3)!—
n=0 ’

(3.6)

n

= 468h3 + 24h* + 7800h° + 30120h° + 16590h7 + 64848h8 + 90216h° + 153360h°
=78.3!h% + 1.4 h* + 130.5! A + 251.6! h® + 79.7' h7 + 193.8! h® + 179.9! h® + 213.10! h1°

If we apply the Reverse Extended Force Series Transformation to both sides of the equation (3.6), equation
(3.7) is obtained.

had hn+3
Z K,(n+3)! —
n=0

=T7[78.3'h3 + 1.4 h* + 130.5! h® + 251.6! h® + 79.7'h7 + 193.8! h® + 179.9! h® + 213.10! h1? ]

T—l

l (3.7)

tn+3 t5 t6 t7 t8 t‘J t10
2o Kn—=781t>+1.t*+130.—+251.—+79.—+ 193.— + 179.— + 213. —
n! 2! 3! 4! 5! 6! 7!
Step 3.

For each value obtained from the equation (3.7) equivalents in Table 3.2.are found.

1st character = 78 - 00001011
2nd character = 1 - 00000000
3rd character = 130 - 10000110
4th character = 251 - 10100111
5th character =79 - 01101110
6th character =193 - 11011111
7th character =179 - 11110011
8th character=213 - 11111010
Step 4.
Key = Fli@tb3y
1st character = 00001011

2nd character = 00000000  3rd character = 10000110

4th character = 10100111 5th character = 01101110 6th character =11011111

7th character = 11110011 8th character=11111010

y=01111001 mg =00001011
XOR m,, = 11111001 m, =11110011
y, =11110010  y, =11110010 U,
3=00110011 m, =11110011
XOR me, = 01101010 me =00110101
3, =10011001 3, =10011001 \__/
b=01100010 me =00110101
XOR mg,, = 00000100 mg =00000010
b, =00110001 b, =00110001 A 4
t=01110100 mg =00000010
XOR May = 00111000  m, =00011100
50 S/
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t, =00111010 t, =00111010

@:Ow m, =00011100

XOR mg, = 00111100  mz; =00011110
@, =00100000 @, =00100000 a_/
r=01110010 my =00011110

~__“ XOr m,, = 00100111  m, =10010011
7, =00111001 7, =00111001 A/
1=00110001 m, =10010011

~__“ XOR My, = 00001011  m; =10000101

1, =10011000 1, =10011000 a___J

F=01000110 m, =10000101
) N XOR S, =10100110 S=01010011 Ist character of the message.
F, =00100011 E, =00100011 )

Each character of the message is reached one by one by performing similar operations among other characters.

3. Experimental Results

Firstly, the message is encrypted then the encrypted message is hidden in the audio file. While the decryption
process is being done, first the encrypted message is extracted from the audio file and then the encrypted message
is decrypted. Data encryption based on the proposed algorithm has been performed in Fig. 7.

Anshtar - [Bifsima

Mesaij : [l olarak mesaj sifrelenir, daha sonra sifrelenen mesaj ses
dosyasinin icine gizlenir. Sifre cézme islemi yapiliken. ilk
olarak sifreli mesaj ses dosyasinin icinden cikarilir, sonra da

SR sifreli mesaj cozGlr.

Sifreli Messj - 0222s\.  m?2Q(2/12222222° 2212222 7?D2?2D 2u?7Iml?
s:2701Hy ?D 242022 % 2e+22e 22280 KIH 221221222242 217
K?2222u?22sJM 2w 22akz 20, 2WI222im+"12822222:J?
S20a)N Y1}z 2wiIMI??2PG 2cK?62222G)o:22q 222 7pl: ZI}>2?
e 21?RI<a?12h 222~ +?R?%?R?%

Sifreli ASCII - 071111111 11011010 11110000 11100110 01110011
00011010 01011100 00001001 01101101 10001011
01010001 00101000 00111111 00101111 00001111
10111101 00110010 11111111 10000010 10100101
10010110 11010100 01100000 10111011 10110110
00010110 10101101 11110011 11010110 11000000

Céziilmis Mesaj :

SIFRE COZ | Tom Verileri Sil | 216

Fig. 7 Encryption screenshot
The encrypted data based on the proposed algorithm has been hidden in the audio file in Fig. 8.

60



Muharrem Tuncay GENCOGLU, Mehmet VURAL

& Ses Dosyasi D:\flas yedek \tezde kullanilan\ney sesi orjinal. wav Browse...
" Ses Kayitia Gizleme
Anahtar Dosya [D:\flas yedek tezde kullanan'calisma tt Browse...
Sireleme | Sire Cozme |
Sonucu Farkli Kaydet |D:ias yedek \tezde kullanian\ney sesi sifreli4.wav
" Dosya igerigini Gizle | Browse.
@ Metni Gizle 150-3188-171 9691 48-87 218-187| 96-18 | 160-275 176-109
50-955 | 248-757 | 180-435 | 56-1834 | 120-2175 96-3084 | 112-
3968 | 160-401220-3860 | 96-3954 | 124-5891 | 2004150 1 194-
D EED 6682 96-7305 | 15211158 | 96-1584 | 180-5895 | 40-18197 | 68-

19954 | 248-17032 | 38-20122 | 0-26970 | 224-26725 | 64-30434
Dosya Konumunu Ag 182-28378 | 40-2510 | 248-3277 | 32-30844 | 238-3212 | 48-2547 |
152-18238 | 192-50583 | 54-38469 | 24-74187 | 204-82146 | 240-
4980 | 94-13301 | 64-73778 | 16-98885 | 32-100603 | 116-53689

Alicini e-maili mvural002@gmail com Génder

Fig. 8 Screenshot of hiding encrypted data into audio.

4. Performance Analysis

In this technique, measures were taken against language frequency analysis attacks, which is one of the
cryptoanalysis techniques, by using the Taylor series. Various experimental attacks on the message encryption and
hiding technique have been carried out. These attacks against the technique did not give any negative results. The
equivalent of the same letter used in a word or a sentence is different values. Therefore, precautions were taken
against the attacks of the language analysis method, which is one of the crypto attack techniques.

The encrypted data based on the proposed algorithm was attacked with the language analysis method in Fig.

Anahtar : TeS5K.nik

Mes3;j : meslek okulu

SIFRELE

Fig. 9 Language analysis screenshot

12-3| 104-7 | 92-28 | 56-64 | 2-73 | 224-301 | 40-179 | 112-413 | 64-866 | 112-1268 | 252-1038 | 72-213 | 32-853 |
192-2703 | 16-4064 | 32-478 as seen in the results of the examination, although the letters "e", "u", "1" are used
twice in the sentence, all results show different values.

If against plain text attacks, which is another cryptoanalysis method, first, the text is encrypted and then
hidden in the audio, plain text attacks cannot be done. Even if the data hidden in the audio is reached, it has been
tested that it is a powerful algorithm against plan text attacks thanks to the developed algorithm.

The encrypted data based on the proposed algorithm was attacked with plain text method in Fig. 10.
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Anahtar foooooo00
Mesay 27N TN T?
SIFRELE
Sefrels Mesay 277K ?

Fig. 10 Plain text attached screenshot

Since the encrypted message is concealed in the most meaningless bit of the sound, when the frequency

analysis of the sound is made, no changes that can be seen with the eye as an image are encountered. This sentence
is Turkish.

“Steganografinin amaci bilginin varhgin gizlemek veya bilgiyi fark edilmeden baska verinin icerisine
yerlestirmektir. Giivenli sekilde gonderilmek istenen veriyi, dikkat cekmeyen goriiniime sahip bir baska
ortamda gizleyerek iiciincii sahislarin gonderilen mesajin varhigindan haberdar olmasi engellenir. Bu
islemler ile metin, ses, resim, video dosyalari icerisine veri gizleyebilmek miimkiindiir. Bu veriler herhangi
bir metin dosyasi olabilecegi gibi, herhangi bir goriintii icerisine bagka bir goriintiiyii gizleme seklinde de
olabilmektedir. Yine aym sekilde bir ses veya video dosyasimin icine bir metin dosyas1 da
saklanabilmektedir” text is encrypted as an application. Then this encrypted text is hidden in the audio file “ney
sesi. wav 7.

First, the data based on the proposed algorithm are encrypted and then hidden inside the sound using the LSB
technique in Fig. 11.

Anshtar:  [Fir@tb3y

& Ses Dosyasi |D:¥ias yedek \tezde kulanian\ney sesi ofinal.wav e

Mes3j :  [Steganografitin amaci bilginin varlign gizlemek veya bilgyi
fark edimeden baska verinin icerisine yerestimektr. Guvenii € Ses Kayitta Gizleme
sekide gonderimek istenen veriyi, dikkat cekmeyen
jorunume sahip bir baska ortamda gizleyerek ucuncu .
SIFRELE ‘;Lms.am gand‘;meﬂ mesajin vamg,fda,,yhabe,dar olmasi Anzhtar Dosya |D:flas yedek \tezde kullanian\ses igin kulanian anahtar dosya it Browse.
ifreli Mesaj :  [172n2222% 722X 2 NJ222872.0CW%7q72_ 7cJA?
E ! 122 77777,727H7275;7,,;77777%Huvﬁv%?s?g-\_sllgvp releme ‘ Sire Goame |
d1?2>1 D22{[222%72m?-2022)2a[P1277174 GW?
7%2 220422 7777% " CIDI247772-2417247% 177~ 7117 Sonucu Farkli Kaydet  [D:\las yedek \tezde kulanian\ney sesi sfrei.wav Browse.
5ITRI??%Z77A7"2822.0U122+278  2279797122)281
1G2122-72n22.27°72.0V7a 22223 2HIBG 22799927222
" Dosya igerigini Gizle | Browse.
Sifreli ASCIl: [00001011 00000000 10000110 10100111 01101110 @& Metni Gizle 1212-1124-01120-301 168-1171 206-64 | 80-253 | 104-352 | 16-
11011111 11110011 11111010 11111101 11111000 B9 123451397 ]1;332;’942 gesagsoamzzgzgziagas
0100010 01111111 01011000 1010610 0010001 MesaiiGizle | 41511764411 | 1046051802620 4827421 4035912 | 164-
11001111 01110110 01001010 11010101 11110000 110471 248-139871 86-19279 | 64-3371 1 0-21483 | 128-5329
11111000 00111000 10001011 10100110 00101100 Dosya Konumunu A | [254-766 1 184-16901 | 156-29319 | 24-10479 | 182-4069 | 96-

31029 | 224-28981 | 160-45740 | 114-11280 | 232-74807 | 236-
31594 | 224-21346 | 66-90069 | 96-39321 | 48-82476 | 0-84525

Cazilmis Mesai :

Aicini e-maili imvural002@gmail. com Gonder

SIFRECOZ Tim Verileri Sil | g0

Fig. 11 Practice screenshot

The encrypted message can be hidden in the newly recorded audio file by opening the voice recorder instantly
via the program as it is recorded in the audio file.

After saving the encrypted message in a file, optionally, the encrypted message can be hidden into sound in
a file from (* .txt, * xlIs, * .doc, etc.).

Thanks to the software written, when the program is taken over by unauthorized people, it can be determined
who used the program and to whom the data was sent. This process has been added as a security measure. These
follow-ups are performed only when used by unauthorized persons.
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6. Conclusion and Discussion

By combining cryptography and steganography, a different perspective on cryptology has been introduced
with this obtained hybrid model. In applications made with the proposed algorithm, it has been proven once again
that mathematics is vital in the field of cybersecurity. Also, by expanding the proposed algorithm; It can be turned
into an important defense system that can be used in cyber defense. Moreover, the mobile application of the
proposed algorithm can be developed and presented as a commercial product, especially for use in instant
communication. Plain text attacks have prevented with the proposed algorithm. Using the Taylor Series in the
algorithm, the language analysis attack also has prevented.

Since the message encrypted with this developed algorithm is hidden, the data will not be available in the
attacks. Even if hidden data are reached, meaningless values will be obtained because the data are encrypted using
the mathematical function. This developed algorithm will make a significant contribution to data security. This is
a hybrid model and is open to development. An attack was made with language frequency attack, explicit text
attack and sound analysis methods to a text that was encrypted and hidden with the proposed method, as a result,
our method was observed to be resistant to these attacks. Other attack techniques can be used to test the reliability
of the algorithm. A new crypto device can be produced using the proposed method. Also, the developed algorithm
can be used in biometric encryption or decryption.

Ethical approval: This article does not contain any studies with human participants performed by any of the
authors.
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