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Abstract: Especially in recent years, the security of information and computer systems appears to be a very important issue. 
Because the heavily used communication network has made life easier as well as accompany serious security problems. To 
solve these problems, cryptography and steganography have been widely used. To present a more secure model for audios, a 
simple and secure stego-crypto method is presented. In this work, the hidden data is encrypted by the proposed Taylor series 
based encryption method and the encrypted data are hidden audio signals by applying the least significant bit (LSB) method. 
A real-world application is implemented in the proposed model. According to the results, the used encryption model is more 
efficient than AES. The results and findings demonstrated that this model can be used in a communication  security system. 
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Taylor Serisi Kriptosistem ile Ses Steganografisi Kullanılarakm Veri Güvenliğinin Arttırılması 
 
Öz: Özellikle son yıllarda bilgi ve bilgisayar sistemlerinin güvenliği oldukça önemli bir konu olarak karşımıza çıkmaktadır. 
Çünkü yoğun bir şekilde kullanılan iletişim ağı, hayatı kolaylaştırdığı gibi ciddi güvenlik sorunlarına da beraberinde 
getirmektedir. Bu sorunların çözümü için kriptografi ve steganografi yaygın olarak kullanılmıştır. Çalışmamızda Ses 
stenografisinde daha güvenli bir model oluşturmak için basit ve güvenli bir stego-kripto yöntemi sunulmuştur. Bu çalışmada, 
gizli veriler önerilen Taylor serisi tabanlı şifreleme yöntemi ile şifrelenmiş daha sonra şifrelenen veriler en az önemli bit (LSB) 
yöntemi uygulanarak ses sinyallerine gömülmüştür. Önerilen modelde gerçek bir uygulama yapılmış ve bu uygulamada 
kullanılan şifreleme modelinin AES'den daha verimli olduğu gözlemlenmiştir. Sonuçlar ve bulgular, bu modelin bir iletişim 
güvenlik sisteminde kullanılabileceğini göstermiştir. 
 
Anahtar kelimeler: Kriptografi, Ses Steganografisi, Veri Steganografisi, Metin Steganografisi. 
 
1. Introduction 
 

Security is considered as the most basic factor in any communication system. This issue poses an important 
threat, as failure to ensure the confidentiality of information will negatively affect individuals, communities and 
states. For this reason, new applications and new system protection mechanisms have emerged along with the 
developing technology to prevent data hiding and changing. In these applications, many encryption algorithms 
have been created and existing algorithms continue to be developed to further increase the security of the data, and 
even new algorithms are being created. 

The main purpose of cryptographic protocols is to ensure the integrity and confidentiality of the data. While 
examining a protocol, just like algorithms, we are concerned with basic operating principles rather than what kind 
of device we will implement[1]. 

Data we want to be protected; It is sent after being rendered incomprehensible with the aid of a key and the 
specified encryption algorithm. However, the fact that encrypted data in this way can be cracked by crypto analysts 
over time indicates that encryption alone is not sufficient for secure communication. For this reason, encryption 
and information hiding methods have started to be used as hybrid with encryption algorithms. It has been shown 
that it is possible to provide secure communication, especially using Steganography[6,10,14,16,17]. 

Data hiding and data communication security is a very important issue. The purpose of hiding data is the third 
person noticing during communication. In cryptographic encryption, the third party is aware of the secret data 
being sent. However, when data communication is made between the two people using steganographic methods, 
the third person cannot realize that there is a hidden communication between them. Steganography is the art of 
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hiding information with other information. Encryption turns data into an incomprehensible format, making it 
difficult to access real data, but cannot ensure the privacy of communication. In that case, we can express the 
difference between steganography and cryptography as follows; While cryptography scrambles the data, 
steganography completely hides the data[3-7]. 

Steganography, which is very important in hiding information, has been frequently used in recent years to 
protect the data in digital media by embedding it in text, audio, video and image files. In some techniques, the 
hybrid model is used[2]. 

Steganography started to use many methods with the development of technology. With this development, 
many steganographic methods started to need different algorithms. A different algorithm and a different method 
are used in each steganographic method. Each steganographic method has a distinctive steganalysis method. 
Steganography is done by hiding data into text, sound, picture, video files[12-15,17-24]. Similarly, a text file can 
also be stored in an audio or video file[8-10]. Therefore, steganography is not an encryption method, but a 
complementary element to encryption[11]. 

1.1. Motivation and Contribution 

In this study, encryption and data hiding techniques are used to ensure the security of communication. A 
Taylor series based encryption algorithm, previously developed by Gençoğlu, was used to demonstrate that 
mathematical functions can be used to increase the robustness of the algorithms used in encryption[17]. Then, 
sound steganography, one of the steganography techniques, was used to hide the presence of data encoded with 
the proposed algorithm.  

1.2 Organization 

In the second chapter of this study, brief information about the necessity of the proposed method was given. 
Then, information was given about the proposed algorithm technique and comparison was made. In the third 
chapter, the application steps of the proposed algorithm technique are shown. In the fourth chapter, experimental 
results are given. In the fifth chapter, the performance analysis of the proposed method was made. In the sixth 
chapter, the obtained results and suggestions were included. 

2. Proposed Method 

Initially, with an eight-character key, the message is encrypted, subject to several rules and using the Taylor 
series in the encryption algorithm. Then, the obtained data is sent to the most meaningless bit of the voice by hiding 
with a proprietary code that will receive the encrypted message. The encryption diagram is shown in Fig. 1 and 
the decryption diagram is shown in Fig. 2. 

 

Fig. 1 The encryption diagram of the proposed model. 
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Fig. 2 The decryption diagram of the proposed model. 

 

2.1. Encryption Algorithm 

First of all in the encryption algorithm, after the message is encrypted using a set of rules with the key, the 
obtained data is subjected to hiding by sound steganography. The working principle of the encryption algorithm is 
as follows: 

Ø The message to be encrypted is processed with the key in octal blocks. 
Ø The key to be used must have eight characters. 
Ø Taylor series is used in encryption, mod 256 is used in calculations. 
Ø All of the key and the message are processed by converting them into Binary in octal blocks. 
Ø Taylor series is used in the encryption algorithm for the Laplace transform to be used in the algorithm. 

The expanded Taylor series is taken with 		𝑒#. 
Ø 𝑓(𝑥) 	= 	𝑓(𝑎) + +,(-)

.!
(𝑥 − 𝑎) + +,,(-)

1!
(𝑥 − 𝑎)1 +⋯+ +3(-)

4!
(𝑥 − 𝑎)ⁿ +⋯ 

  = ∑ +3(-)
4!

(𝑥 − 𝑎)ⁿ7
489  [16]  and 𝑓(𝑡) is obtained; 

𝑓(𝑡) = ∑ 𝐾4
#3<=

4!
	.7

489          

From hence; 

[𝑓(𝑡)](ℎ) 		= 	𝑇[C𝐾4
𝑡4DE

𝑛!

7

489

](ℎ)	

= 	𝑇[𝐾9
	𝑡³
0! + 𝐾.

𝑡I

1! + 𝐾1
𝑡K

2! + 𝐾E
𝑡M

3! + 𝐾I
𝑡O

4! + 𝐾K
𝑡Q

5! + 𝐾M
𝑡S

6! + 𝐾O
𝑡.9

7! 	](ℎ)	

C𝐾4(𝑛 + 3)!
ℎ4DE

𝑛! 																																																																																																																																																													(2.1)
7

489

	

From here, the dividend and remainder values of the coefficients according to mod 256 are found. 



Enhancıng The Data Securıty By Usıng Audıo Steganography Wıth Taylor Serıes Cryptosystem 
 

50 
 

Step 1. 

After the 1st character of the key and 1st character of the message has been converted to binary; 

a) If the number of 0 in the 1st character of the key is more than or equal to the number of 1; 

• The last bit, the 1st character of the key, is taken first (a1). 

• The first bit, the 1st character of the message, is taken to the end. 

b) If the number 0 in the 1st character of the key is less than the number 1; 

• The leading bit, the 1st character of the key, is taken to the end (a1). 

• The last bit, the 1st character of the message, is taken first (m1). 

Ø The transformed version (a1) of the 1st character of the key with the transformed version of the 1st 
character of the message (m1) by XOR the first character of the message is encrypted in step 1 (x1). 

Step 2. 

After the 2nd character of the key is converted into binary; 

a) If the number of 0 in the 2nd character of the key is more than or equal to the number of 1; 

• The last bit, the 2nd character of the key, is taken first (a2). 

• The first bit(x1), the 1st character of the message, the encrypted value at the end of step 1, is taken to the 
end (m2). 

b) If the number of 0 in the 2nd character of the key is less than the number of 1; 

• The leading bit, the 2nd character of the key, is taken to the end (a2). 

• The last bit (x1), the 1st character of the message, the encrypted value at the end of step 1, is taken first 
(m2). 

Ø The transformed version (a2) of the 2nd character of the key with the transformed version of the 2nd 
character of the message in step 2 (m2) by XOR the first character of the message is encrypted in step 2 
(x2). 
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Step 3. 

After the 3rd character of the key has been converted to binary; 

a) If the number of 0 in the 3rd character of the key is more than or equal to the number of 1; 

• The last bit, the 3rd character of the key, is taken first (a3). 
• The first bit of the encrypted value at the end of step 2(x2), the 1st character of the message, is taken to 

the end (m3). 

b) If the number of 0 in the 3rd character of the key is less than the number of 1; 

• The leading bit, the 3rd character of the key, is taken to the end (a3). 
• The last bit of the encrypted value at the end of step 2(x2),  the 1st character of the message, is taken to 

the top (m3). 

Ø The transformed version (a3) of the 3rd character of the key with the transformed version of the message 
in step 3 (m3) by XOR the first character of the message is encrypted in step 3 (x3). 
. 
. 
. 

By doing similar operations in steps 4,5,6,7 and 8, x4, x5, x6, x7 and x8 encrypted values are found. 

 

Ø At the end of step 8, the encryption process is completed in the first character of the message. Other 
characters of the message are similarly encrypted, but before processing, each character is subjected to 
XOR processing by the encrypted format of the previous character. In this way, the message is encrypted 
in octal blocks. 

Ø Encryption is completed by taking from previously random generated Tab. 1 the equivalent of the value 
obtained at the end of each step (first 4 numbers rows, last 4 numbers columns). 

Table. 1 S-box List 

 

The parties are previously recorded by agreement a standard value of the person, who will receive the 
message, into the file with the extension * .txt and use this file as the second key. Using audio steganography's 
LSB (Least Significant Bit) most meaningless bit technique, they hide the obtained dividend-remainder values in 
any sound file. Since the hidden data is hidden in the most meaningless bit of the audio file, the changed audio 
will not display a frequency feature that can be heard with the ear. Besides, any change in sound frequency will be 
observed(Fig. 3 and Fig. 4) 
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Fig. 3 A sample sound of the used dataset. 

 

Fig. 4 The stego sound. 

2.2. Decryption Algorithm 

The decryption process is to decipher by applying in the reverse direction of steps in the encryption algorithm. 
The working principles of the decryption algorithm are as follows: 

Ø The encrypted message is processed by the key in octal blocks. 
Ø The entire key is implemented by converting the encrypted message into Binary in octal blocks. 
Ø Using the LSB technique, to reach the hidden dividend - remainder values, the previously agreed standard 

value is saved in the file with the extension * .txt and the second key is entered into this file. 

Ø 𝐴4 =
W3XW3,

1KM
   

𝑥. = 256 ∗ 𝑑𝑖𝑣𝑖𝑑𝑒𝑛𝑑. + 𝑟𝑒𝑚𝑎𝑖𝑛𝑑𝑒𝑟. 
𝑥1 = 256 ∗ 𝑑𝑖𝑣𝑖𝑑𝑒𝑛𝑑1 + 𝑟𝑒𝑚𝑎𝑖𝑛𝑑𝑒𝑟1 
𝑥E = 256 ∗ 𝑑𝑖𝑣𝑖𝑑𝑒𝑛𝑑E + 𝑟𝑒𝑚𝑎𝑖𝑛𝑑𝑒𝑟E 
𝑥I = 256 ∗ 𝑑𝑖𝑣𝑖𝑑𝑒𝑛𝑑I + 𝑟𝑒𝑚𝑎𝑖𝑛𝑑𝑒𝑟I 
𝑥K = 256 ∗ 𝑑𝑖𝑣𝑖𝑑𝑒𝑛𝑑K + 𝑟𝑒𝑚𝑎𝑖𝑛𝑑𝑒𝑟K 
𝑥M = 256 ∗ 𝑑𝑖𝑣𝑖𝑑𝑒𝑛𝑑M + 𝑟𝑒𝑚𝑎𝑖𝑛𝑑𝑒𝑟M 
𝑥O = 256 ∗ 𝑑𝑖𝑣𝑖𝑑𝑒𝑛𝑑O + 𝑟𝑒𝑚𝑎𝑖𝑛𝑑𝑒𝑟O 
𝑥Q = 256 ∗ 𝑑𝑖𝑣𝑖𝑑𝑒𝑛𝑑Q + 𝑟𝑒𝑚𝑎𝑖𝑛𝑑𝑒𝑟Q 

∑ 𝐾4(𝑛 + 3)!
_3<=

4!
7
48.  [16]                                                                             (2.1) 

C𝐾4(𝑛 + 3)!
ℎ4DE

𝑛!

7

48.

= 𝑥.ℎI + 𝑥1ℎK + 𝑥EℎM + 𝑥IℎO + 𝑥KℎQ + 𝑥MℎS + 

𝑥Oℎ.9 + 𝑥Qℎ.. [16]                                           (2.2) 
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For each value obtained from the Taylor equation above, their equivalents in Tab. 1 are found. 

Step 1. 

After the 8th character of the key is converted to binary (a8), it is processed with the value (mx) from Tab. 1; 

a) If the number of 0 in the 8th character of the key is more than or equal to the number of 1; 

• The last bit, the 8th character of the key, is taken first (a8). 
• The 1st value from Tab. 2.1 with the key is XOR (m8). 
• The transformed version (a8) of the 8th character of the key and the transformed version (m8) of the 1st 

value from Tab. 1 is XOR. Taking the last bit of the found value first, the 1st character of the message 
(1st step ) is decoded (m7). 

b) If the number of 0 in the 8th character of the key is less than the number of 1; 

• The leading bit of the 8th character of the key is taken to the end (a8). 
• With the key, XOR is applied to the first value from Tab.4 (m8). 
• The transformed version of the key's 8th character (a8) and the transformed version of the 1st value from 

Tab. 1 (m8) is XOR. Taking the first bit of the found value last, the 1st character of the message( 1st step) 
is decoded (m7). 

The first character of the message is reached by performing similar operations with the other characters of the key.  

After reaching the 1st character of the message, before the above steps are applied to the characters 
2,3,4,5,6,7 and 8, XOR is performed with the value of the previous character from Tab. 1. Then, if the above steps 
are applied, the message is reached. 

2.3. Comparison of Embedding and Decoding Time 

The time analysis of the messages with AES into the audio file and embedding/decoding of the messages 
encrypted with the proposed method (PM) into the audio file and embedding/decoding was made according to the 
file sizes, the results are given in Tab. 2 and Tab. 3.  

The graphics of these data are shown in Fig. 5 and Fig. 6. 

 

Tab. 2 Data Embedding Time Analysis 

 

 

 

 

 

 

 

 

File Name File Size 
(Byte) 

Embedding Time 
(Sec) 

AES PM 

Test-1 50 50 80 

Test-2 150 170 210 

Test-3 300 440 460 
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Tab. 3 Audio decoding Time Analysis 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 5  Embedded Time/File Size 

 

 

Fig. 6 Audio Decoding/File Size 
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File Name File Size (Byte) Decoding Time 
(Sec) 

AES PM 

Test-1 50 161 140 

Test-2 150 260 277 

Test-3 300 392 365 
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2.4.  Encryption 

Key = F1r@tb3y Message = Steganog 

F=01000110  1=00110001  r =01110010  @=01000000 

t=01110100   b=01100010  3=00110011  y=01111001 

S=01010011  t=01110100  e=01100101  g=01100111 

a=01100001  n=01101110  o=01101111  g=01100111 

The number of 0 and 1 numbers in the characters used as keys in the application is shown in Tab. 4. 

 

 

Tab. 4 Number of 0 and 1 numbers in the key 

  0 Number 1 Number 
F 01000110 5 3 
1 00110001 5 3 
r 01110010 4 4 
@ 01000000 7 1 
t 01110100 4 4 
b 01100010 5 3 
3 00110011 4 4 
y 01111001 3 5 

 

Step 1. 

F= 01000110  S=01010011   𝐹a=00100011 
                  XOR             𝑚.=10000101 
𝐹a=00100011  𝑆a= 10100110   𝑆a=10100110 
 
1 =00110001  𝑚.=10000101   1a	=10011000 
        XOR             𝑚1	=10010011 
1a=10011000  𝑚a=00001011  𝑚a=00001011 
 
r=01110010  𝑚1=10010011   𝑟a=00111001           
  XOR             𝑚E= 00011110 
𝑟a=00111001  𝑚a=00100111  𝑚a=00100111 
 
@ =01000000  𝑚E=00011110   @a= 00111100          
 XOR              𝑚I= 00011100 
@a= 00100000 𝑚a=  00111100  𝑚a=  0100 1110 
 
t=01110100  𝑚I= 00011100  𝑡a=1110 1000           
  XOR    𝑚K=00000010 
𝑡a=00111010  𝑚a=00111000  𝑚a=00111000 
 
b = 01100010  𝑚K=00000010   𝑏a=00110001           
 XOR    𝑚M=00110101 
𝑏a=00110001  𝑚a=00000100  𝑚a=00000100 
 
3= 00110011  𝑚M= 00110101  3a=10011001           
 XOR               𝑚O=11110011 
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3a=10011001  𝑚a= 01101010  𝑚a= 01101010 
 
y=01111001  𝑚O= 11110011 𝑦a=11110010              
XOR    𝑚Q=00001011 (1st Character) 
𝑦a=11110010  𝑚a=11111001 𝑚a=11111001 
 

Step 2. 

After the second character of the message with the result is XOR, it is processed with the key again. 

t  =01110100             XOR               𝑡f= 01111111 
  𝑚Q=00001011 
 
F =01000110  𝑡f= 01111111   𝐹a=00100011 
             XOR       𝑚.	=11011101 
                           𝑚1	=00100011 

													𝑚E	=01111111  
                                                                                                                             𝑚I	=11011110 

              .        𝑚K	=10000111 
	    .                𝑚M	=00111110 
    .                𝑚O	=11100101                       
𝑚Q	=00000000(2nd Character) 
 
Step 3. 
 
After the third character of the message with the result is XOR, it is processed with the key again. 
 

.           							𝑚.=11101001 
                     	𝑚1	= 01001011 
  .                   𝑚E= 10101111 
                      𝑚I= 01111111 
  .                   𝑚K=11000100 

        𝑚M=10111000 
                      𝑚O=11101000 

               𝑚Q=10000110(3rd Character) 
In this way, 𝑚Q=11111010 (8th Character) is obtained in step 8. 
 
Step 9. 
 
The obtained results are equivalent to the s-box table(Tab. 5). The first 4 numbers are taken as rows and the last 4 
numbers as columns. 
 

Tab. 5 S-box List 
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1st  Character = 00001011 - 78 
2nd Character = 00000000 - 1 
3rd  Character = 10000110 - 130 
4th  Character = 10100111 - 251 
5th  Character = 01101110 - 79 
6th  Character = 11011111 – 193 
7th  Character =11110011 - 179 
8th  Character =11111010 – 213 
 

Step 10. 

Taylor series is used in the encryption algorithm for the Laplace transform to be used in the algorithm. Firstly, the 
expanded Taylor series is taken with 		𝑒#. 

𝑓(𝑥) 	= 	𝑓(𝑎) +
𝑓g(𝑎)
1!

(𝑥 − 𝑎) +
𝑓gg(𝑎)
2!

(𝑥 − 𝑎)1 +⋯+
𝑓4(𝑎)
𝑛!

(𝑥 − 𝑎)ⁿ +⋯ 

  = ∑ +3(-)
4!

(𝑥 − 𝑎)ⁿ7
489                                                  (3.1) 

 
 

𝑒# = 	1 +
𝑡
1! +

𝑡1

2! +
𝑡E

3! +⋯ =C
𝑡4

𝑛!

7

489

																																																																																																																														(3.2)	 

Then, if	it	is	expanded	with	t³, equation(3.3)	is	obtained; 

𝑡E{| = 	 𝑡E +
𝑡I

1! +
𝑡K

2! +
𝑡M

3! +⋯ =C
𝑡4DE	
𝑛!

7

489

																																																																																																																				(3.3) 

As a result, 𝑓(𝑡) is obtained; 

𝑓(𝑡) =C𝐾4
𝑡4DE

𝑛! 	 .
7

489

 

The plain text "Stegonag" to be encrypted corresponds to the numbers 78, 1, 130, 251, 79, 193, 179, 213. 

𝐾9 = 78,𝐾. = 1,𝐾1 = 130, 𝐾E = 251,𝐾I = 79,𝐾K = 193, 𝐾M = 179, 𝐾O = 213 
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𝑓(𝑡) = C𝐾4
𝑡4DE

𝑛!

7

489

			

= 𝐾9
	𝑡E

0! + 𝐾.
𝑡I

1! + 𝐾1
𝑡K

2! + 𝐾E
𝑡M

3! + 𝐾I
𝑡O

4! + 𝐾K
𝑡Q

5! + 𝐾M
𝑡S

6!

+ 𝐾O
𝑡.9

7! 																																																																																																																																																		(3.4) 

From hence; 

[𝑓(𝑡)](ℎ) 		= 	𝑇[C𝐾4
𝑡4DE

𝑛!

7

489

](ℎ)	

= 	𝑇[𝐾9
	𝑡³
0! + 𝐾.

𝑡I

1! + 𝐾1
𝑡K

2! + 𝐾E
𝑡M

3! + 𝐾I
𝑡O

4! + 𝐾K
𝑡Q

5! + 𝐾M
𝑡S

6! + 𝐾O
𝑡.9

7! 	](ℎ)	

	= 	78.3! ℎE + 1.4! ℎI + 130.5! _
�

1!
+ 251.6! _

�

E!
+ 79.7! _

�

I!
+ 193.8! _

�

K!
+ 179.9! _

�

M!
+ 213.10! _

��

O!
  

C𝐾4(𝑛
7

489

+ 3)!
ℎ4DE

𝑛! 																																																																																																																																																																															(3.5)	

																= 468ℎE + 24ℎI + 7800ℎK + 30120ℎM + 16590ℎO + 64848ℎQ + 90216ℎS + 153360ℎ.9			  

According to mod (256) in the series 468, 24, 7800, 30120, 16590, 64848, 90216, 153360; 

Dividend; 1, 0, 30, 117, 64, 253, 352, 599 

Remainder; 212, 24, 120, 168, 206, 80, 104, 16. 

Step 11. 

The obtained data is hidden in an audio file selected by LSB technique by using the 2nd key through a file with 
the extension * txt. 

 

2.5.  Decryption 

Step 1. 

Using the 2nd key, the encrypted message is extracted from the audio file by the file with the * .txt extension. 

As a result of the above steps, Dividends and Remainders are obtained as fallow; 

Dividend; 1, 0, 30, 117, 64, 253, 352, 599 

Remainder; 212, 24, 120, 168, 206, 80, 104, 16. 

Step 2. 

𝐴4 =
𝐾4 − 𝐾4g

256  
      256 ∗ 1 + 212 = 468  
      256 ∗ 0 + 24 = 24 
      256 ∗ 30 + 120 = 7800  
      256 ∗ 117 + 168 = 30120 
      256 ∗ 64 + 206 = 16590 
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      256 ∗ 253 + 80 = 64848 
      256 ∗ 352 + 104 = 90216 
      256 ∗ 599 + 16 = 153360 
468, 24, 7800, 30120, 16590, 64848, 90216, 153360 values are obtained. 

C𝐾4(𝑛 + 3)!
ℎ4DE

𝑛! 																																																																																																																																																													(3.6)
7

489

 

= 468ℎE + 24ℎI + 7800ℎK + 30120ℎM + 16590ℎO + 64848ℎQ + 90216ℎS 	+ 153360ℎ.9  

= 78.3! ℎE + 1.4! ℎI + 130.5! ℎK + 251.6! ℎM + 79.7! ℎO + 193.8! ℎQ + 179.9! ℎS + 213.10!ℎ.9  

If we apply the Reverse Extended Force Series Transformation to both sides of the equation (3.6), equation 
(3.7) is obtained. 

𝑇X. �C𝐾4(𝑛 + 3)!
ℎ4DE

𝑛!

7

489

�																																																																																																																																																		(3.7) 

= 𝑇⁻¹[78.3! ℎE + 1.4! ℎI + 130.5! ℎK + 251.6! ℎM + 79.7! ℎO + 193.8! ℎQ + 179.9! ℎS + 213.10! ℎ.9	]  

∑ 𝐾4
#3<=

4!
7
489 = 𝟕𝟖. 𝑡E + 𝟏. 𝑡I + 𝟏𝟑𝟎. #

�

1!
+ 𝟐𝟓𝟏. #

�

E!
+ 𝟕𝟗. #

�

I!
+ 𝟏𝟗𝟑. #

�

K!
+ 𝟏𝟕𝟗. #

�

M!
+ 𝟐𝟏𝟑. #

��

O!
  

Step 3. 

For each value obtained from the equation (3.7) equivalents in Table 3.2.are found. 

1st character = 78 - 00001011 
2nd character = 1 - 00000000 
3rd character = 130 - 10000110 
4th character = 251 - 10100111 
5th character = 79 - 01101110 
6th character = 193 - 11011111 
7th character = 179 - 11110011 
8th character = 213 – 11111010 

Step 4. 

Key = F1r@tb3y  

1st character = 00001011 2nd character = 00000000 3rd character = 10000110 

4th character = 10100111 5th character = 01101110 6th character =11011111 

7th character = 11110011  8th character = 11111010 

y=01111001   𝑚Q =00001011  
    XOR  𝑚Of = 11111001 𝑚O =11110011 
𝑦f =11110010  𝑦f =11110010 
                                
3=00110011   𝑚O =11110011  
    XOR  𝑚Mf = 01101010 𝑚M =00110101 
3f =10011001  3f =10011001 
 
b=01100010   𝑚M =00110101  
    XOR  𝑚Kf = 00000100 𝑚K =00000010 
𝑏f =00110001  𝑏f =00110001 
 
t=01110100   𝑚K =00000010  
    XOR  𝑚If = 00111000 𝑚I =00011100 
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𝑡f =00111010   𝑡f =00111010 
 
@=01000000   𝑚I =00011100  
    XOR  𝑚Ef = 00111100 𝑚E =00011110 
@f =00100000 @f =00100000 
 
r=01110010   𝑚E =00011110  
    XOR  𝑚1f = 00100111 𝑚1 =10010011 
𝑟f =00111001   𝑟f =00111001 
 
1=00110001   𝑚1 =10010011  
    XOR  𝑚.f = 00001011 𝑚. =10000101  
1f =10011000  1f =10011000 
 
F=01000110   𝑚. =10000101  
    XOR     𝑆f =10100110 S=01010011 1st character of the message. 
𝐹f =00100011  𝐹f =00100011 
 
Each character of the message is reached one by one by performing similar operations among other characters. 

 

3. Experimental Results 

Firstly, the message is encrypted then the encrypted message is hidden in the audio file. While the decryption 
process is being done, first the encrypted message is extracted from the audio file and then the encrypted message 
is decrypted. Data encryption based on the proposed algorithm has been performed in Fig. 7. 

 

Fig. 7 Encryption screenshot 

The encrypted data based on the proposed algorithm has been hidden in the audio file in Fig. 8. 
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Fig. 8 Screenshot of hiding encrypted data into audio. 

4. Performance Analysis  

In this technique, measures were taken against language frequency analysis attacks, which is one of the 
cryptoanalysis techniques, by using the Taylor series. Various experimental attacks on the message encryption and 
hiding technique have been carried out. These attacks against the technique did not give any negative results. The 
equivalent of the same letter used in a word or a sentence is different values. Therefore, precautions were taken 
against the attacks of the language analysis method, which is one of the crypto attack techniques. 

The encrypted data based on the proposed algorithm was attacked with the language analysis method in Fig. 
9. 

 

Fig. 9 Language analysis screenshot 

12-3 | 104-7 | 92-28 | 56-64 | 2-73 | 224-301 | 40-179 | 112-413 | 64-866 | 112-1268 | 252-1038 | 72-213 | 32-853 | 
192-2703 | 16-4064 | 32-478 as seen in the results of the examination, although the letters "e", "u", "l" are used 
twice in the sentence, all results show different values. 

If against plain text attacks, which is another cryptoanalysis method, first, the text is encrypted and then 
hidden in the audio, plain text attacks cannot be done. Even if the data hidden in the audio is reached, it has been 
tested that it is a powerful algorithm against plan text attacks thanks to the developed algorithm. 

The encrypted data based on the proposed algorithm was attacked with plain text method in Fig. 10. 
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Fig. 10 Plain text attached screenshot 

Since the encrypted message is concealed in the most meaningless bit of the sound, when the frequency 
analysis of the sound is made, no changes that can be seen with the eye as an image are encountered. This sentence 
is Turkish. 

“Steganografinin amacı bilginin varlığını gizlemek veya bilgiyi fark edilmeden başka verinin içerisine 
yerleştirmektir. Güvenli şekilde gönderilmek istenen veriyi, dikkat çekmeyen görünüme sahip bir başka 
ortamda gizleyerek üçüncü şahısların gönderilen mesajın varlığından haberdar olması engellenir. Bu 
işlemler ile metin, ses, resim, video dosyaları içerisine veri gizleyebilmek mümkündür. Bu veriler herhangi 
bir  metin dosyası olabileceği gibi, herhangi bir görüntü içerisine başka bir görüntüyü gizleme şeklinde de 
olabilmektedir. Yine aynı şekilde bir ses veya video dosyasının içine bir metin dosyası da 
saklanabilmektedir” text is encrypted as an application. Then this encrypted text is hidden in the audio file “ney 
sesi. wav ”. 

First, the data based on the proposed algorithm are encrypted and then hidden inside the sound using the LSB 
technique in Fig. 11. 

 

Fig. 11 Practice screenshot 

The encrypted message can be hidden in the newly recorded audio file by opening the voice recorder instantly 
via the program as it is recorded in the audio file. 

After saving the encrypted message in a file, optionally, the encrypted message can be hidden into sound in 
a file from (* .txt, * .xls, * .doc, etc.). 

Thanks to the software written, when the program is taken over by unauthorized people, it can be determined 
who used the program and to whom the data was sent. This process has been added as a security measure. These 
follow-ups are performed only when used by unauthorized persons. 
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6. Conclusion and Discussion 

By combining cryptography and steganography, a different perspective on cryptology has been introduced 
with this obtained hybrid model. In applications made with the proposed algorithm, it has been proven once again 
that mathematics is vital in the field of cybersecurity. Also, by expanding the proposed algorithm; It can be turned 
into an important defense system that can be used in cyber defense. Moreover, the mobile application of the 
proposed algorithm can be developed and presented as a commercial product, especially for use in instant 
communication. Plain text attacks have prevented with the proposed algorithm.   Using the Taylor Series in the 
algorithm, the language analysis attack also has prevented. 

Since the message encrypted with this developed algorithm is hidden, the data will not be available in the 
attacks. Even if hidden data are reached, meaningless values will be obtained because the data are encrypted using 
the mathematical function. This developed algorithm will make a significant contribution to data security. This is 
a hybrid model and is open to development. An attack was made with language frequency attack, explicit text 
attack and sound analysis methods to a text that was encrypted and hidden with the proposed method, as a result, 
our method was observed to be resistant to these attacks. Other attack techniques can be used to test the reliability 
of the algorithm. A new crypto device can be produced using the proposed method. Also, the developed algorithm 
can be used in biometric encryption or decryption. 

Ethical approval: This article does not contain any studies with human participants performed by any of the 
authors. 
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