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Abstract - The main objective of this study was to determirteetiver the rapid growth of cybercrimes affectinfpimation
systems in the global: is a myth or reality in Tama. The study was undertaken using a mixed relseaethods. The research
findings reveal that 12.8 % of users are victimscgercrimes due to visiting unhealthy websites cyberspace, more than
90.89% of users have been denied access to tdp2ptapplications (with malicious codes); and mibran 63.29% of e-mails
received by users are spam. It has been noted Intesihet users has risen to 5.63 million user2da2 out of 46.9 million of
population in Tanzania; and is increasing at thie of 416.98% per year thus expectation of 7.34ionilusers of Internet by
December 2015. The increase in the number of latemsers has direct implication to the increaseyibercrimes affecting
information systems. The Government of Tanzania dexdared that “about 320 people were apprehenétdelen July and
December 2011of which over 1bn/- , Euro 8,897 ar@DUb51,777 reported to have been stolen througlertyfihe study
concluded that there is a need for a holistic apgiion addressing cybercrimes in a developing cglike Tanzania.

Key words-. Cybercrime; information systems; cyberspace; cgeeurity.

1. Introduction office information systems, transaction processing
ystems, management information systems, decision
components for collecting, storing, and processin pport systems, and expert systems [2]. The main

omponents of ISs are computer hardware and

data; for delivering information, knowledge, an ft el icai datab h
digital products. IS is not simply about computersSO ware, - telecommunications, = databases, human

it's about how businesses can make the best usefg ources, z_;md proced_ures [1.6]’ .[48]' ISs in
computer technology to provide the informatiorfY €rSPace _mclude all mfo_rmatlon mfrastru_c';ures
needed to achieve their goals. Governments depl ceSS|b_Ie via the Intemet, in and beyond teraitor
ISs to provide services cost-effectively to citigen undaries [10], [34].

ISs generally are classified into five categories:

Information system (IS) is an integrated set of

182



INTERNATIONAL JOURNAL OF INFORMATION SECURITY SCIENCE
M. Mshangi et al., Vol. 3, No. 2

With this trend of many people depending on ISancertain of whether the rapid growth of
in the cyberspace, security issues have movedeto ttybercrimes affecting ISs in the global: is a mgth
forefront of concerns about global well-being [38]real?

One of the major problems facing I1Ss in cyberspace

is cybercrime [4]. Cybercrime is a generic termttha

refers to all criminal activities done using thel.2. Objective of the Sudy

medium of computers, the Internet, cyberspace and

the worldwide web. Although there isn't really aOI The_ genre]ra:] objhective_dof thish stfudybwa; to
fixed definition for cybercrime [40] but cybercrime 9€t€rmine whether the rapid growth of cybercrimes

encompasses any criminal act dealing Wit%’ﬁectlng ISs in the global is a myth or reality in
t

computers and networks (sometimes calle anzania. In order to address the research problem,
hacking). Additionally, cybercrime also includes. e study explores the rapid growth of cybercrimes

traditional crimes conducted through the Interndf the world, in general, and statistical evidente

[37], [47]. These include attacks against Computé}ccurrence of cybercrimes in Tanzania. This pape'r
data and systems, identity theft, the distributadn presents study on the rapid growth of cybercrimes:

child sexual abuse images, internet auction fréhel, history and categories of cybercrimes, cybercrime

penetration of online financial services, as wall asituation in the world and Tanzania in specificdan

the deployment of viruses, Botnets, and varioufénaIIy presents the results_ and  discussion,
email scams such as phishing, hoax and spam /juﬁtp(nclusmn and recommen;latlons of the best
emails [33], [39]. The unique legal challenge foppproach to deal with cybercrimes affecting ISs.
prosecuting information security offenses deal$iwit

jurisdictional issues. For example, an attackesria 2. The Rapid Growth of Cybercrimes

country could launch an attack from a computer in’
another country that targets a computer in anoth@rl.  History of Cybercrime

country [41], [52], [56], [68]. Issues of jurisdich _ . , :
and so)(/e[rei]gn[ty Ela£/e ]qu[ick}y come to tiie foremth Itis bell_eved that the first recorded cybercrlme
era of the Internet. The Internet does not tend f80k place in the year 1820 [39], [40]. This can be

make geographical and jurisdictional boundarie€u€ With the fact that, computer did exist siné@@
clear, but Internet users remain in physica'?’C in India, China and Japan though the modern

et : ; ter began with the analytical engine of
jurisdictions and are subject to laws independdnt §°MPY
their presence on the Internet [40]. Charles Babbage by 1937 [39], [40]. Although the

first known virus for a personal computer has been

traced to 1980 but the world really did not take
1.1. Problem Statement notice until the Melissa virus began to infect
.millions of computers in late March 1999 in which

Fighting against cybercrimes in Tanzania Fhe New Jersey State Police and the Federal Bureau

debatable due to the absence of robust legal regi o g
on cybercrime [13]. The rapid growth of use o i]lnvestlgatlon (FBI) implicated the perpetrator

Internet based ISs; mobile money industry relat

value-added service (VAS) such as M-Pesa, Tigo-
pesa, and Airtel-Money; lack of cybercrime |, he earliest times that information security
reporting culture and lack of effective security, ¢ applied to business computer systems

controls for different ISs endangers Internet Usefgpproximately in 1970s); the focus was on the

[51, [60]. However many of the cybercrimesyevention of fraud [23], [49]. Conventional
happening in Tanzania are not reported [66] bllt St nyter security includes confidentiality, integyi

cybercrimes pose a significant threat to Intemel qijability, and theft. For example, protections a
users. Developing countries like Tanzania argqguired equally to deal with sensitive information
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leaks (confidentiality), worms affecting the ii. Cybercrime against individual property: credit

operation of some critical application (integrity), card fraud, computer vandalism, transmitting
botnets knocking out an important system malicious code (virus/worm/Trojans),

(availability), or citizens having their identities  unauthorized control/access over computer
compromised (theft). Certainly, the availability system (hacking), intellectual property crimes
threat to national services must be viewed as (software piracy: illegal copying of programs,

particularly important, given the nature of theethr distribution of copies of software, copyright

and its relation to national assets. One should thu infringement: trademarks violations, theft of

expect particular attention to availability threabs computer source code), and internet time thefts
national backbone infrastructure [21]. [15], [31], [40], [56].

iii. Cybercrime against organization: denial of

In Tanzania, the National backbone service, email bombing, salami attack, logic

infrastructure for various ISs is now becoming opti
fibre. Optic fibre is mainly used after the landiof

submarine cables (EASSy, and SEACOM) and

development of the national optic fibore (NICTBB)

bomb, Trojans horse, data diddling, unauthorized
control/access over computer system, possession
of unauthorized information, distribution of
pirated software and cyber terrorism against the

[42], [45], [54]. The landing of these submarine government, organization etc. [15], [31], [40],
cables and developed national optic fibre in [56].

Tanzania; and similar developments in othey, Cybercrime against society at large:
countries have complicated how countries need to pornography (basically child  pornography)
secure their assets. More cybercrimes have been polluting the youth through indecent exposure,

reported in different countries due to rapid yafficking, financial crimes, sale of illegal
expansion of their Internet infrastructure and web-  rticles.  online gambling, forgery and web

based ISs. The rapid growth of cybercrime hasded t jacking [15], [31], [40], [56].
increased challenges in ensuring security of 19§ [2
[44], [67].

2.3.  Cybercrime Stuation in the World

Technology has connected nations; and the
world has become a global village. Many socio-

In this study, the term cybercrime includes cybe@conomic activities in most nations in the world
war, cyber espionage, cyber hacktivism, and cybé&day are aided by electronic systems via the
terrorism. Cyber espionage is the act or practice #ternet. Since this Internet is open- to all; léoa
spying or of using spies to obtain secret inforomati includes eavesdroppers and criminals. False
as about another government or a businepsetense, finds a fertile ground in this situatjé6].
competitor; the systematic use of spies to obtaiith recent developments in technology, cyber-
secret information, especially by Governments tattacks are increasing their sophistication; heénise
discover military or political secrets [17], [23[The almost next to impossible to trace the attackdgo i

cybercrime can generally be grouped into fougource [55]. For example, the report published by
categories as follows: the Washington Post and Reuters, which came a few

. . T . .days after websites for both Bank of America and
. Cybe_rcrlme agalnstln_dlwdual_s. har_ass_ment v PMorgan Chase experienced unexplained service
e-mails,  cyber-stalking, dissemination OQE,isruptions; indicated that US officials suspected

2.2.  Categories of Cybercrime

obscene material, defamation, unauthor!ze an to be behind similar denial-of-service attacks
pontrol/access over computer system (hackl_n hich make them completely unavailable by
indecent exposure, email spoofing, spamming,

cheating & fraud [15], [31], [40], [56].
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overwhelming them with garbage traffic in the(NSA) contractor Edward Snowden, whose leaks of
cyberspace [26], [55]. NSA surveillance programs have roiled the national
security and civil liberties communities [1], [27].

The availability of cyberspace; the integrity,
authenticity and confidentiality of data in cybeasp 2.4.  Cybercrimein Tanzania
have become vital questions of the 21st century. o )
Ensuring cyber security has turned into a central Globalization and the pervasiveness of the
challenge for the state, business, organization af¥ernet have given rise to new types of need$ysig
society; both at national and international levis][ and vulnerabilities to not only de\_/eloped countries
[55]. Cybercriminals are often external to the it but also to develpplng countries like Tanzania. For
but according to the Ponemon Institute, one of thgecure electronic  transactions to occur, an
three most costly attacks is associated witgnvironment of trust must be created and sustained
malicious insiders [57]. A typical insider cyberog  through the legal and regulatory apparatus.
would be an employee stealing funds via automatéeyPercriminals around the world are constantly
clearinghouse (ACH); electronic funds transfef€€king loopholes through which to perform illegal
(EFT) or wire transfer. Ultimately, organizationsOf illicit businesses. Any country that has inadseu

must protect themselves from external and interngyber-law is essentially offering a safe-haven for
threats, and risk [57]. cyber-criminals to act with impunity [59].

Cybercrime is a vivid challenge for Information and
_ _ Communication Technology (ICT) industry in
Complaints related to spam e-mails purportedlyanzania. This is from the fact that Informatiordan
sent from the FBI continued to be reporteo! witthhig communication Technologies (ICTs) especially
frequency to the Internet Crime Complaint Centef,gpije phones and associated e-services have
(IC3) (http://www.ic3.gov/default.aspx). In 2012,p6come pervasive across the country. Statistics
the IC3 received about 47 complaints per dayen‘th}eport depicts that Tanzania has more than
type. With an average adjusted loss 0bg 965476 mobile phone subscribers (Table 1,
approxmately $141 per complal_nt, victims reportegp|e 2). Like many other countries around the
losing more than $6,604 to this scam every dayjohe: Tanzania has embraced ICT as a key enabler
More than 600,000 I_:ace(l?ook accounts  arfyr educational, social and economic development in
compromised every day; 15% of social networkne country. Increasingly, ICTs and ISs in specific
users have reported that their profiles have begpe becoming pervasive in all hosts of the daily

hacked by pretenders; 1 in 10 social network useggtjvities in Tanzania [69]. However, the country
said they'd fallen victim to a scam or fake link orgyceg challenges of cybercrimes.

social network platforms. Cybercrimes are growing;
and by 2017 the global Cyber Security market is
expected to skyrocket to $120.1 billion. The

estimated annual cost over global cybercrime is 100 The trends of ISs bein_g in cyber-space such as
billion [25]. The US administration has made a hab nternet and cloud computing has created challenges

of prosecuting Government leakers under thi®! maintair!ing_ sgcurity (.)f information. Cybercrime
Tanzania is increasing; the country has been

Espionage Act, the 1917 statute used to lock away'@ .o . i
xperiencing  massive cyber-attacks on their

execute Soviet-era spies whose work sometim& ) )
P ebsites/ISs since January 2010 up to June 2013.

resulted in the deaths of U.S. informants. The tw ) ; : :
most famous cases involve Army PFC. Bradley ome of websites being hacked over this period are
' \ational Bureau of Statistics (NBS), Tanzania

Manning, who admittedly turned over some 700,00 o : - :
g y ommission for Universities (TCU) and National

pages of documents to the anti-secrecy gro . . h
WikiLeaks: and f National S ity A o_uncﬂ_for Technlca! Education (NAQTE), Open
iileaks, and former TRational ecurity genCyUnlverslty of Tanzania (OUT), Chemi and Cotex
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Industries Ltd, and Tanzania Olympic website [61], “While cybercrimes and other related on-line
[62]. activities in Tanzania pose a significant threat, existing
Tanzanian laws do not recognize many cyber space

Cyber security incidents include theft of ™ [63].

intellectual property and Government data,

hacktivism, denial-of-service attacks, search e®gin  ~,or 500 Tanzanians have been apprehended by
optimization (S.EO) poisoning, social _en_gineeringthe Cybercrime Unit between 2011 and 2012 over
advanced persistent threat, spear phishing attacksyercrime [11]. The Government reports that after
malware targeting ”.‘Ob"e deymes and a resurgeng engthening the Cybercrime Unit in the country,
f)f the . Zeus Trojan, : Wh'Ch. targets fmanualthe war against cybercrimes has started to yield
information [50]. Protectlr_lg against thes_,e attasks ¢ its About 320 people were apprehended between
a key challenge for organizations of all sizestfoth qf“'y and December 2011. According to Government
eport in year, 2012, they have arrested 230 dwer t
that the cybercrlmes_ Tanza“"?‘ expenencing aigime. The Government report also indicate that
computer fraud, hacking, IP crimes, ATM Fraud o e \yere over 1bn/-, Euro 8,897 and USD 551,777
denlal_ of service; victims be_mg the governmenteoried to have been stolen through cyber, thus
agencies, banks, private business, universities a‘ngsing a challenge to the Government that if effort
public in general [32]. are not made to check the trend, it would shoot up
[14].
Protecting the confidentiality of information
manipulated _by Comp““”.g systems is a long- Many of developing countries including
standing yet increasingly important problem [S1lyan;4nia have no cybercrimes laws [39]. Currently,

Th_erg s lack Of confidentiality and integrity_ 184, Tanzania s in the process to enact cybercrimes;law
existing theoretical frameworks for expressing dﬁesa the existing e- laws are not sufficient in

sec#r!ty progertles fare. lnadﬁquate, and practic nvicting culprits because of jurisdiction anoreali
tec ”!qf“es or Ten orcmc? ;ese %ropr:artleﬁf Al&specially when the investigation transcends
unsatisfactory. Townsend [9] noted that *froMy e national borders. Also obtaining evidence of

tralnlng_ and operational trips to l_Jgaqda an mputer crime that would stand in courts of law is
Tanzania, has seen that the threat is widespre king in many such countries since the field of

tending to move with the growth of the Interngnslt computer forensics is still relatively new and lsck
good to see that governments and corporations agicient literature and expertise. Cybercrimes in
aware of and as_k_lng_ for awareness tra'n'n%any of developing countries like Tanzania are not
workshops and c”ertlflcatlon, and are setting uﬁf"reported, mainly due to the lack of cybercrimes
responder teams” [9]. laws, afraid of losing customers and awareness to
citizens. Every country should have cybercrimes
Policy and law to define and provide alaws for prosecuting cyber-criminal(s). There slkioul
framework for operation and enforcement of legallybe awareness training for cybercrimes to citizens;
accepted cyber activities in Tanzania is the wark iand establishing forensic commission/bureau for
progress. This comes after the country has, as #ilvestigations/collections of cybercrimes evidences
others, experienced increasing cyber-criming#6], [64], [65]. For this to happen, collaborative
activities. The IT Security experts warn that it iseffort is needed by different ministries (e.g. Nimny
high time for the country to acclimatize theof Defence, Ministry of Education and Vocational
technology era and that includes creating legdlraining, Ministry of Communication, Science and
frameworks to govern its use. Technology, Ministry of Home Affairs, Ministry of
Foreign Affairs etc.). For this to happen,
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collaborative effort is needed by different mines¢r Ministry of Communication, Science and

(e.g. Ministry of Home Affairs, Ministry of Defence Technology, Ministry of Foreign Affairs etc.).
Ministry of Education and Vocational Training,

Table 1. SIMCARD registration: registered as at Septembé320

Vodocon el g zaniel . g G
ovomensoo g GMANS RHANE LRSS e S8 HAEE

Begistered Subscriptions 9,874,881 7,746,843 6,202,510 1,648,670 153,464 528 m
Source: [60].

Table 2. Summary of trend of telecom statistics: subscrifgti& teledensity

Firad 154420 151544 153269 17388 172922 17451 11063 176367

Mashile 2963737 5614922 8322857 13,006,793 17469 486 20,953 B53 25 565,455 27 450,769
Total 3118157 5,756,566 8,486,126 13,130,602 17,642 408 21,158 364 25,827 518 17,627,158
Panstration 10% 15% 1% 2% §3% 0% 9% Bl%
Source: [60].
3. Materialsand Methods selected organizations as case study. The meriteof

This study employed mixed researChinterview method were: more information and that

(quantitative and qualitative) methods which endble 9reater depth of . |nformat|o_n was  obtained,
triangulations to take place. Triangulation refeershe interviewers by thelr own skills were able to
use of different data collection methods within one> c'come the resistance of the respondents, the
study in order to ensure that the data are teliog !nterweV\_/ers were able to collect SL’JppIementary
what you think they are telling you. Each methoa) t mformatlo_n_ about the responc_ients personal
or technique has its unique strengths and Weakmess®araCter'St'.Cs. and environment which were often of
[58], [30]. By using multi-methods, the weakness ofreat value in interpreting results [35].

one method was complemented by strength of the

other methods [53]. The researchers specifically = Another method employed for data collection
employed participant observation, semi structuresvas the documentary analysis; this is a way of
interview and documentary analysis methodcollecting data by reviewing existing documentseTh
Participant observation emphasis is on the disteser documents may be internal or external to a program

of the meanings that people attach to their action®rganization, may be hardcopy or electronic, aag m
Participant observation is wheréthe researcher  include reports, program logs, performance ratings,
attempts to participate fully in the lives and activities of ~ funding proposals, meeting minutes, newsletterd, an
subjects and thus becomes a member of their group, =~ marketing materials [6], [7]. In this study, log$ o
organization or community. This method enabled the Intrusion Detection Systems (IDS), Intrusion
researcher to share the experiences by not merely  Prevention Systems (IPS) and firewalls systems (FS)
observing what is happening but also feeling it” [53]. were analysed. For the purpose of this study, #ia d

Another method employed in this study was thavere collected from five organizations in education

semi structured interview to Systems/NetworkseCtor which are institutions/agencies under the
administrators and Systems Security specialistaef Ministry of Education and Vocational Training in
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Tanzania (Table 3), the ministry itself; and Inttrn information systems in the global is a myth or itgal
crime data collected by FBI for the year 2012in Tanzania. The selected organizations under this
Information collected from various participants wasstudy are referred as X, Y, Z, U and V throughdet t
treated as confidential and their use is only fodiscussion. In this case, the level of analysis is
academic purpose. In this study, the names ofitiee f organizational and their explanations are given in
selected organizations have not been disclosede theTable 3; the analysis of the data was performedgusi
was no reason for mentioning the names of thetatistical methods and presented in tables, paet€h
studied organizations [3], the interest was to expl and histograms.

whether the rapid growth of cybercrimes affecting

Table 3: Organizations selected for the case study

Organization Explanations

Organization X The main functions of organization X are to ensw®ponsibility for examinations within Tanzaria
and to make provision for places and centers famgmations; to receive from other persons or bogies
of persons reports or other material affecting @rations policy and from time to time to consider
and review examinations policy as circumstances regyire; to co-operate with other persong or
bodies of persons in the orderly development ofegaminations system in Tanzania; to conduct
examinations for, and to grant, diplomas, certtbsaand other awards of the council; to act abtuy
which facilitate, administer and supervise foregyaminations in Tanzania.

Organization Y Organization Y is charged with the responsibilifyeasuring the quality of education in Tanzanig at
the pre-school, primary, secondary and teachenitgilevels. It is responsible for designing,
developing, testing, reviewing and/or revising @uta at pre-primary, primary, secondary, special
education and teacher training levels.

Organization Z Organization Z is mandated for formulation, moriitgrand evaluation of the implementation policies,
teachers’ training, registration of schools, ingjpecof education services and infrastructure,drigr
services and education press services.

Organisation U Organisation U is responsible for establishing tbgulatory framework for technical education and
training, leading to quality assured qualificatiprassisting technical institutions to improve gnd
maintain the quality of the education they provated to ensure that their programmes meet labor
market demand, by guiding and monitoring their aehee to the regulatory framework; and advising
both Government and technical institutions on ttrategic development of technical education and
training.

Organization V Organization V is mandated to recognize, approegjster and accredit Universities operating| in
Tanzania, and local or foreign University level gnams being offered by registered higher education
institutions. It also coordinates the proper funitng of all university institutions in Tanzania as to
foster a harmonized higher education system ircthmtry. In order to ensure that such a harmon|ous
higher education system does not compromise itistital peculiarities and autonomy, each University
has the legal right to operate under its own charte

Source: [43].
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4. Resultsand Discussion 4.2. Top Viruses’Worms/Trojans I dentified

The followings are the results and discussions — Taple 5 portrays the results of analysis of logs
regarding the findings from this study. The analysi to; |pS |PS and FS in the Local area Network

of d_ata and discussi_ons start with a_nalysis ofsuser(LAN) or Wide Area Network (WAN) in education
surfing pattern, malicious codes (viruses, WOrmS,gactor in Tanzania. The results reveal that
Trojans) identified, denied application access forcypercriminals are constantly releasing various
security reasons and finally, presents the analyfsis mjjicious codes into cyberspace; Tanzania is not in
frequently reported Internet crimes in accordance,smation, it is one of the targets. Some of nialis

with FBI report of 2012. codes identified as trying to penetrate various
networks in education sector in Tanzania are:
TR/Dropper.Gen, TR/Crypt.XPACK.Gen3, and
4.1. User Surfing Pattern TR/Crypt.ZPACK.16616. This implies that

h fina behavi wdied OIeducation sector is at high risk of experiencing
€ user surling behaviour was studied an cyber-attacks due to malicious codes. It also
analysed for education sector ISs in Tanzania. The

. X implies that the ISs in developing country like
USers _surflng _patterns . were grouped Into fourTanzania are targeted by various cyber-attacks in
categories as indicated in Table 4 and Fig.1. Thecyberspace.
study portrays that 12.86% of users visited unhgalt
sites; these are sites with malicious code used by
cybercriminals to attack various ISs. This shovet th

ISs in Tanzania are subject to cyber-attacks due to ' 20/¢> Top Viruses/Worms/Trojans identified

surfing behaviour of internet users. SN | Virus Name Count

! | HTML Infacted. WetBags Gan 311

1 | TR Dropper Gen 82

Table 4.Users surfing pattern ; TR Crypt KPACK Gend =

TR Injactor. 128006 4

Category Trpe Hits Percent ¥ | TRiCoyptIRACK. 18618 P
Neutral 14,850,932 48.25% § | TRCrptXPACKE Gen 28
Non-Working 10,806,686 35.87% T | TRFogue 1428034 15
Unhealthy 3,006,681 12.8600% | TRInjector 1264642 pal
Droductive 613 500 1.02% § | HTML Redirector.EU 14
10 | TRverwiBle 13

Source: [43] 1T | TR/Crypt ZDACK Gon 12

Source: [43]

B Neutral
B Non Working

UnHealthy

B Productive

Source: [43]
Fig. 1. Users surfing pattern
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4.3. Denied Applications for Security Reasons
Table 7. Mall traffic pattern

Table 6 portrays the results of analysis of 10gS i e
for IPS, IDS and FS for users who accessed variouss,, i B0
applications in education sector in Tanzania. The ceni u 1865%
results reveal that more than 90.89% of userg wer Fue S i 1806%

denied access for visiting torrent /peer-to-peer source: [43]

(P2P) sites that contain malicious code. This

implies that education sector is at high risk of

experiencing cyber-attacks due to Internet surfing e

of users to applications which contains malicious _ ProbatleSpan 16.06%
codes. '

Table 6. Denied applications access for security reasons

SN | ApplicationProto:
Port Hits | Percent Spam63.29%

1 | Toment Clisnts BID 2.587340 82.33%

2 | Shersaza DID 268887 [ 8.56% Source: [43]

3 | TCR:2s 176414 | 5.61% Fig. 2. Mall traffic pattern

4 |vuDpess 61028 1.07%

5 | Tepe100 26,708 0.85%

¢ | TOR Droxy 6047 0.19% Lo

T [Temaar 5176 |  0.16% 4.5. Internet Usage Statistics
& | Ultrasuef Droxy 2106 0.07%

Table 8 depicts that trends of Internet usage in
Tanzania in 2012 has risen to 5.63 million usets ou
of 46,912,768 populations  of 2012 [28]; with
4.4. Mail Traffic Pattern increase rate of about 416.98 % per year. Theltren

reveals that by December 2015 the users accessing

Table 7 and Fig.2 depict the results of analysisinternet in Tanzania will rise to 7.34 million user
of electronic mail (e-mail) logs in education s&cto This implies that more than 7.34 million users in
in Tanzania. The results reveal that more thanTanzania will be potential target of cyber-attablgs
63.29% of e-mails sent/received are spam. Thisend of 2015. Table 9 portrays that trends of Ireern
implies that education sector is at high risk of usage across the global is increasing at a rate of
experiencing cyber-attacks due to spam emailsmore than 566.40%; approximately more than 2.4
Spam is unsolicited email sent in massive quaatitie billion out of 7 billion of the world population ar
simultaneously to numerous users, generally tryingaccessing Internet. The high rate increase in
to advertise or publicize certain products or Internet usage is directly related to the increase
services. The junk e-mails are also often used as the impact of cybercrimes across the global. This
bridgehead for other types of cyber-crime, such asmplies that a collaborative approach in fighting
phishing or e-mail scams. This implies that the ISsagainst cybercrime is required from various
in a developing country like Tanzania are target toorganizations, national wise and in the global.
various cyber-attacks in cyberspace.

Source: [43]
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Table 8. Internet Users, Population and Facebook Statifiicafrica

Popubtipn | [Hermef | Imtermet | etration | Infermet | Facebook

AFRICA Tsers Users - -
. @012 Est) | Dec0d | 30-Jmaz | L° ssys | 31Dec2
1| Alzis 37367124 50000 | 5,230,000 14.00% | 310% | 4111320
2 | Tenzanis 46912,768 | 115,000 | 5620532 12.00% | 3409 | 705460
55 | Uzands 33,640,833 40000 | 4376672 13.00% |  260% | 562240
23 | Zimbatwe 12,610,600 50000 | 1981277 5.70% | 120% a3
et 1,073380,925 | 4514400 | 167335676 156006 | 100.00% | 51,612,460

Source:[28]

Table 9. World Internet Usage and Population Statistics

Infernet

Population Users Internet Users | Penetration | Growth Users M

World R egions
Dec. 31, (% 2000-

{2012 Est) 2000 LatesData | pooicon | 2012 of Table
Africa 1073,380825 | 4514400 167,335,676 15.60% | 3606.70% |  7.00%
Asiz 3922066987 | 114304000 | 1076651059 2750% | B4100% | 44B0%
Euvrope B20.818.445 | 105006003 518,512,108 63.20% | 303.40% | 2150%
TiTiddlz East TI3.608203 | 3284500 T0,000.455 I070% | 203000 | 3%
Torth Ameris 545250154 | 106006500 | 173755413 TE.60% | 153300 | 114t
I&Z"Eﬁﬂ*“ 503588538 | 18,088010 154015 745 4200% | 1310.80% | 10.60%
‘i‘fﬁ;f‘ﬁ 35003580 | 7620480 24287019 67.600 | 218.70% 1.00%
WORLD
ToTAL 7017846927 | 360985402 | 2 405515376 343004 | 566.400% | 100.000%

Source: [28]

4.6. Analysis of FBI 2012 Internet Crimes
Reported

cyber law for prosecuting cybercrime and some
people/organization fear to report because theay fea

_ for financial loss due to reputation loss to the
In 2012, the IC3 received 289,874 consumer ppjic,

complaints with an adjusted dollar loss of
$525,441,110, which is an 8.3-percent increase in
reported losses since 2011 [19]. In recognition of
this increase, the IC3 expanded its efforts tormfo
the general public about online scams by publishing
several public service announcements and
providing additional tips for Internet consumers.
Table 10 portrays the top fifty countries which are
internet crime victim complaints, among of them
are: United States: 91.19070%, Canada: 1.4306%,
United Kingdom: 0.8766%, Australia: 0.6796% and
India: 0.5871%. For Africa in this list, countries
listed are South Africa, Egypt and Nigeria. In this
statistics Tanzania is not mentioned, this is sympl
because Internet crimes are not reported; theve is
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It is observed that the internet crimes complaints

Table 10. Complaint statistics by country due to “auto fraud (17,159)" are the highest,
Rank State Percent Rank State Percent “ 9 -
| United States otdon| 26 |Portuga .08 followed by “Real Estate Fraud (14,432)" (Fig.3).
E S e Y- T cor On the other side, the losses caused by internet
s Toae coo T o Tagresn Soe crime are  highest for “auto  fraud
T P mies ozii| 52 losembe | ooex ($64,572,334.97)", followed by “Romance Scams
o o T TR T oo ($55,991,601.08)” (Fig.4). And the descriptions of
e s B = the frequently reported Internet crimes are given i
15 cormen oisi| sn | rions Fong coer Table 12.
15 oogam oizn| a0 | swiserand oomr
P T B B T T o Table 11: Statistics of frequently reported crimes
1o Tioras oo s Tumens Son Complai
21 Trarson cior| a0 {ramt o Internet crime ats Lows
22 Malaysia 0.08% a7 Republic of Korea 0.04% Auto Fraud 17.1% $64. 572334 07
23 Singapore 0.08% an Bulgaria 0.03% Intimida ion Extortion
24 Sweden 0.08% 49 Hungary 0.03% 5:31‘.!’.5 E__."'JA ;1:|§_144:|“_|14
25 Nigeria 0.08% 50 Chile 0.03% Hi.tl‘.ia-_ S\:a'_r_ 1354 Ilam‘:’:llll
Source: [19] SmewmeRanwomwaz | 1068 | 3134.80043
Fzzl Estae Fraud 14,432 $15.418.734.82
Fomance Scams 4476 535,901 601.08

4.7. Frequently Reported Internet Crimes

Table 11 gives the statistics of frequently
reported crimes; Fig.3 presents the histogram of
complaints reported and Fig. 4 presents the
histogram of the losses caused by internet crimes.

18,000 1~
16,000

12,000

12,000 1~
10000 1~

8,000 +

6,000 1° B Complzints

a000

Source: [19]
Fig. 3. Complaints of Internet crimes reported

Source{19]

$70,000,000.00 1
$60,000,000.00 +

$50,000,000.00 1~

$40,000,000.00 1
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Source: [19]
Fig. 4. Loss caused by Internet crimes
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Table 12. Internet crimes reported descriptions

SN

Internet crimes

Deescription

1

A wvto Frand

In favdulknt vehicle @mles. oriminals sttempt to 21l vehicks they do not own

2

InvtimnidationE xod tion
Scams

Intimids ion and extortion scams heve evolved over the vears o includs Telephons
Calls, Pavday Loan, Process Server and the Grandparent Scam.

Telephons Csalls

In a twist @ the pop-up scare waEre scheme, victims began. In a2 twist o the pop-up
srare ware sCheme, victime began moeivine telphone calls from individoals
allemadby claiminge to be from kb gitimate welltlknown softeare companies.

Papdiaw Loan

The pevday losn sceam invoelwes wictims receiving herassing telephons calls from
ind pridueels claiming they sre delinguent in peyments.

Procezs Serwer

Person pudporing & b 2 poocess server for the coust appeared &t & victim's place of
emplorment end 2t the home of another wictim sllegadly @ s2rve papers for 2 court
dats.

The Grandparent 5Cam

The scam invobres frepdsters calling sldarly individueals claiming © be 2 prandson o
erandd sughter o other youne relative ina legal or financisl orisis.

Hit han Scam

The =cem origineted 25 2 person Ending =n =mail portraving hime=H 2= a2 hit man
hired ®© kill the wictim. The e-msil instroced the ecipient o pay an amount of
money to ensure the hit men did ot carny owt the desth contract.

Scarswars
Fensomsans

Extosting money from consumears by intimdds ting them with fales claims pretending
o ba the faderal government watching their Intemet wse and other intinvidstion
tactics have avolved over the vesrs to include some of the below highlished scems.

Rezl Estate Fraund

Fantsl Scame: Crimdnals sesrch websites thet list homes for salk and take
information from lagitimee ad: znd post it with their own e-maeil addrez=sz on
Craigslist® (withouvt Craigslizt’s consent or knowladega) vnder the houwsine ren@ls
caegory. To swesten the pot, the howses ars almost slwavs lised with below-mariet
mentl rates.

5

Romence Scams

Pempewstors wse the promize of love and somance to entice and manppulate onlins
wictims. A parpetrator scowts the Internet for wictime ofen finding tham in chat
roodns, on dating sites and even within social media networks. Thes= individoals
sadpce wictime with amall gifis, peewy, claims of common ineres of the promize of
constant compamionship. This crime ot onby affects the wictime financially, thears
are emotional and mental implicatons == well.

Source: [19]

5. Conclusion

The research findings from this study reveals
that 12.8 % of users are victims of cybercrimes due
to visiting unhealthy websites (sites with malisou
codes) in cyberspace, many of users are victims of
malicious codes (viruses, worms and Trojans);
more than 90.89% of users were denied access to
torrents/p2p applications (sites with malicious
codes); more than 63.29% of e-mails are spam in
education sector in Tanzania. The research also
found that Internet users has risen to 5.63 million
users in 2012 out of 46.9 million of population in
Tanzania; and is increasing at the rate of 416.98%
per year thus expectation of 7.34 million users of
internet by 2015 in Tanzania.
revealed that there are 2.4 billion users of Irgern
in world out of 7 billion world population.

The increase in the number of Internet users has
direct implication to the increase in cybercrimes
affecting I1Ss in the global. This implies that
enabling environment for growth of ISs in
developing countries like Tanzania due to landing
of submarine cables and rapid use of mobile
phones has brought a negative effect on
cybercrime. There is an exponentially increase of
cybercrimes. Thus, the findings from this study
support the previous researches which found
cybercrimes are growing faster in developing
countries compared to the rest of the world [20],
[36], [65].

The Government of Tanzania has declared that
“about 320 people were apprehended between July
and December 2011”. This also applied to the
following year in which 230 were arrested over the
crime; and there are over 1bn/- , Euro 8,897 and
USD 551,777 reported to have been stolen through
cyber, thus posing a challenge to the Government
that if efforts won't be made to reduce this trand,
would shoot up. Currently, Tanzania is in

The statistics
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processes of enacting cybercrimes laws; as the

existing e-laws are not sufficient in convicting iv.
culprits because of jurisdiction anomalies
especially when the investigation transcends

international borders. Also obtaining evidence of
computer crime that would stand in courts of law is
lacking in many developing countries like
Tanzania since the field of computer forensics is B
still relatively in infancy stage and lacks suféint
literature and experts. The study revealed that the j,
rapid growth of cybercrimes affecting ISs in the
global is indeed a reality in Tanzania. It concldide

that there is a need for holistic and collaborative jj.
approaches in addressing cybercrimes in a
developing country like Tanzania. A holistic jji.
approach to cybercrime is paramount. Also
collaborative approach consisting of integrated
initiatives at inter-national (global), nationaljs
national and local levels are needed [65]. Holistic
and collaborative approaches must accommodate
efforts from different experts from a wide range of
disciplines.

iv.

6. Recommendations V.

The findings from this study have led the authors Vi
to recommend a holistic approach to deal with
cybercrime. The proposed holistic and

collaborative approaches comprise of three
categories namely: legal, strategic and technical
perspectives in predicting, preventing, identifying

and responding against cybercrimes.

A. Legal perspective

i. The Government of Tanzania should have Vviii.

cybercrime laws for dealing with cybercrime
and there should be collaborations of different
stakeholders (i.e. within organization, national
wide and worldwide).

ii. There should be forensic bureau (competent in
IT security) for investigations/collection of
digital cybercrimes evidences.

iii. High penalties should be enforced for
cybercrime committed and for those who do

Vii.

not report the incident of cybercrime.

Training and awareness to citizens,
organizations, the Government and public in
general regarding the collection of digital
forensics evidences; and how to report
cybercrime.

. Strategic per spective

The Government should revise the National
ICT policy of 2003 to accommodate new ICT
developments in the industry.

The organizations/Government should have
Internet usage and security policies in specific
Standards and procedures should be enacted
with regard to usage of information systems in
cyberspace

Use multi-factor authentications (something
you know: personal identification number
(PIN) or password; something you have: such
as Auto Teller Machine (ATM) card or smart
card, something you're: biometric
characteristic such as a fingerprint) for
accessing information systems.

Perform Information systems audits.

Perform penetration test (ethical hacking) for
information systems (simulating malicious
attacks from an organization's internal and
external users).

Training and certifications in cyber security,
information systems assurance, information
systems security and other related risks
management certifications or professional. The
education system curricula should be reviewed

to incorporate training in the field of
information systems security and cyber
security.

Carry out researches in the field of cyber
security, information systems security, and
information systems assurance.
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C.

Vi.

Vil.

viii.

Technical perspective

Use of firewalls, IDS, IPS, updated antivirus
and anti-spyware.

Enforce a password policy. Complex
passwords make it difficult to crack password
files on compromised computers. This helps to
prevent or limit damage when a computer is
compromised.

Ensure that programs and users of the
computer use the lowest level of privileges
necessary to complete a task. When prompted
for a root or User Account Control (UAC)
password, ensure that the program asking for
administration-level access is a legitimate
application.

Disable AutoPlay to prevent the automatic
launching of executable files on network and
removable drives, and disconnect the drives
when not required. If write access is not
required, enable read-only mode if the option
is available.

Turn off file sharing if not needed. If file
sharing is required, use Access Control List
and password protection to limit access.
Disable anonymous access to shared folders.
Grant access only to user accounts with strong
passwords to folders that must be shared.

Turn off and remove unnecessary services. By
default, many operating systems install
auxiliary services that are not critical. These
services are avenues of attack. If they are
removed, threats have less avenues of attack.
If a threat exploits one or more network
services, disable, or block access to, those
services until a patch is applied.

Always keep your patch levels up-to-date,
especially on computers that host public
services and are accessible through the
firewall, such as Hypertext Transfer Protocol
(HTTP), File Transfer Protocol (FTP), mail,
and DNS Domain Name System (DNS)
services.

. Configure your email server to block or

remove email that contains file attachments
that are commonly used to spread threats, such
as .vbs, .bat, .exe, .pif and .scr files.

X. lIsolate compromised computers quickly to
prevent threats from spreading further.
Perform a forensic analysis and restore the
computers using trusted media.

i. Train employees not to open attachments
unless they are expecting them. Also, do not
execute software that is downloaded from the
Internet unless it has been scanned for viruses.
Simply visiting a compromised Web site can
cause infection if certain  browser
vulnerabilities are not patched.

If Bluetooth is not required for mobile devices,
it should be turned off. If you require its use,
ensure that the device's visibility is set to
"Hidden" so that it cannot be scanned by other
Bluetooth devices.

If device pairing must be used, ensure that all
devices are set to "Unauthorized", requiring
authorization for each connection request. Do
not accept applications that are unsigned or
sent from unknown sources.

xiv. Encryption of data on transit, processing and

Xii.

Xiii.

storage.

xv. Maintain the disaster recovery room
containing all  important  information
management resources.
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