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Abstract: Within the scope of this study, it was aimed to determine the factors that 

should be considered regarding the usability and security of online test applications 

used as an assessment and evaluation tool during the COVID-19 pandemic. In this 

context, the case study method was used to obtain the opinions of field experts. 

Furthermore, in this study, using the focus group interview technique as a data 

collection technique, the criterion sampling method, one of the purposeful 

sampling methods, was used to determine participants. At this point, it was taken 

into consideration that the participants were experts in the field of open and 

distance learning. In this regard, a total of 15 field experts who have experienced 

online test during the emergency distance education period at Anadolu University, 

Turkey contributed to the focus group interviews consisting of three groups. The 

results obtained at the end of the study offer solutions for the usability of online 

test applications, the use of which has increased with the pandemic process and 

ensuring the security of these applications. 

1. INTRODUCTION 

With the Covid-19 pandemic spreading so rapidly and affecting the whole world, the flow and 

rhythm of life have changed worldwide (Zhao, 2020), and a flexible working model has begun 

to be implemented in working environments to reduce the effect of the pandemic and slow 

down its spread due to its feature of being highly contagious. The working-from-home model 

has become one of the most common methods applied in this context. Another field, the 

operating principle of which has changed, has been the field of education and training 

(Doghonadze et al., 2020). In this regard, education and training institutions were closed, and 

face-to-face education was suspended to prevent the increase in COVID-19 cases. In this 

context, the education of millions of students from all education levels in many countries around 

the world was interrupted (UNESCO, 2020a). In such a situation, education, one of the basic 

human rights, was interrupted (UN, 1984). To compensate for this situation, many educational 

institutions reacted quickly, and emergency remote education applications were put into 

practice worldwide. At this point, the courses taught in online environments came to the 

forefront. In this context, although there were many successful and unsuccessful applications 

in the emergency remote education process, one of the biggest discussions and deficiencies was 
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experienced in the assessment and evaluation processes (Bozkurt, 2020). One of these 

applications is online tests. 

The assessment and evaluation process through online tests which are used for the 

determination of the learning levels of learners and make predictions for the future is carried 

out by using the information and communication technologies (Gülbahar, 2013; Şimşek, 

Balaban & Ergin, 2016; Yağcı et al., 2015). Online tests usually carried out in online learning 

environments through learning management systems such as Blackboard, Canvas, and Moodle 

and question types such as multiple-choice, true-false, short-long answer, gap-filling, and 

matching have positive effects for learners, instructor, and institutions. These positive effects 

can be listed as cost and time savings (Şimşek et al., 2016), storage of answers, providing 

appropriate and quick feedback, ensuring flexibility, high security by reducing human errors 

(Angus & Watson, 2009; Jordan & Mitchell, 2009), less effect of instructor (Anderson et al., 

2005), and obtaining quick results (Kuhtman, 2004). Moreover, the fact that online tests are 

technology-based allows the use of multimedia elements instead of face-to-face exams (Liu, 

Papathanasiou & Yung-Wei, 2001). Additionally, online tests also have limitations such as 

requiring computer and internet access, the possibility of students cheating or the difficult 

control of whether the student himself/herself takes the exam, and difficult communication 

(Anderson et al., 2005; Özen, 2016; Sindre & Vegendla, 2015, Solak et al., 2020). In the studies 

conducted on online tests within the scope of their positive aspects and limitations, it has been 

revealed that online tests increase the academic achievement of students (Schmidt et al., 2019), 

contribute more to academic achievement than the traditional method (Yağcı et al., 2011) and 

that students feel more comfortable, fast, efficient, and safe compared to classical exams (Saban 

et al., 2010). Studies conducted on online tests that are frequently used in online learning 

environments focus on subjects such as learners' opinions on online tests (Koçak et al., 2006, 

Saban et al., 2010), the effect of online tests on academic achievement (Yağcı et al., 2011), the 

comparison of online tests with traditional exams (Saban et al., 2010; Yağcı et al., 2011), the 

effect of online tests on learning and motivation (Marriot, 2009), and the relationship between 

exam preferences (traditional-online) and performance (Hewson, 2012). However, in this study, 

online test applications applied in emergency distance education processes that have been 

implemented with the Covid-19 pandemic process, rather than this wide area on online tests 

until now, are mentioned. The unpreparedness of many institutions in the emergency distance 

education process (Bozkurt, 2020; Senel & Senel, 2021) has caused some disruptions in the 

implementation of online test applications, as in other distance education applications (Bozkurt, 

2020; Can, 2020; d'Orville, 2020) From this point, it can be stated that there is a need for studies 

on the usability, development, and reliability of online test applications in the emergency of 

distance education process. 

1.1. Importance of the Study 

Some education and training institutions have suspended the assessment and evaluation 

practices carried out in face-to-face environments during the COVID-19 pandemic and have 

started using online test applications (d'Orville, 2020). In a study conducted by UNESCO 

(2020b), which explains this situation, it is stated that 58 out of 84 countries postponed or 

rescheduled exams, 23 countries introduced alternative methods such as online or home-based 

testing, while exams were continued in 22 countries and completely canceled in 11 countries. 

Therefore, the examination system has been changed in many countries during the pandemic 

period (Bozkurt, 2020; d’Orville, 2020). In addition to this situation, UNESCO (2020c) 

emphasized that educational institutions should prepare in the field of assessment and 

evaluation due to the COVID-19 pandemic. The unpreparedness of educational institutions for 

the COVID-19 pandemic have required online exam online tests to be carried out without 

sufficient validity and security reliability studies instead of traditional exams and tests 
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(d'Orville, 2020). However, with the emergency distance education applications implemented 

during the Covid-19 period, the unattended online tests in many institutions have threatened the 

security of the exam (Bozkurt, 2020; Can, 2020; Senel & Senel, 2021). The point that should 

be emphasized here is the usability of online test applications and the security of these exams 

(Can, 2020; Solak et al., 2020). In this context during the emergency distance education period, 

what points should be considered while developing online test applications and how a reliable 

assessment and evaluation process should be carried out emerge as an important situation that 

needs to be resolved. Moreover, in this period, increasing the security of online test applications 

is important to eliminate the negativities (possibility of cheating, etc.) caused by these exams. 

Based on this, it is thought that this study is important in guiding education and training 

institutions on online test applications, which are becoming increasingly important with the 

COVID-19 pandemic process, and that these applications can be carried out in line with their 

purpose. To reach these targeted outputs within the scope of the study, the opinions of field 

experts who have experienced online tests during the emergency distance education period are 

needed. 

1.2. Aim of the Study 

This study aims to determine the situations that should be considered regarding the usability 

and test security on online test applications in the COVID-19 pandemic process according to 

the opinions of field experts. In this context, answers to the following research questions are 

sought to achieve the purpose of the study:  

1- What should be considered during the development of online test applications during the 

COVID-19 pandemic?  

2- What should be taken into account to ensure the security of online test applications during 

the COVID-19 pandemic? 

At this point, the reason for seeking the opinions of field experts can be listed as follows: 

With the Covid-19 pandemic, which emerged unexpectedly, many institutions have had to 

implement online testing management. For the tests to be applied at this point to be useful and 

reliable, it is thought that the opinions of field experts who have experienced both the distance 

education process and the online test application during the pandemic period are guiding. 

Experts who have had this experience can provide fast and reliable online tests that need to be 

implemented urgently. To obtain the suggestions of field experts on this subject, their opinions 

are needed. Therefore, it is thought that one of the most effective ways to reach fast and reliable 

solutions during the Covid-19 pandemic, in which we have entered the emergency distance 

education process, is to consult the opinions of field experts who have experienced this process. 

The research questions determined within the scope of the study are not related to the general 

online tests. Instead, these research questions were needed to determine how a reliable online 

test system should be implemented to minimize the problems that may arise after the use of 

unattended online test applications in the emergency distance education process. 

2. METHOD 

This study was designed with a case study, one of the qualitative research approaches. The case 

study that forms the pattern of this research is based on in-depth analysis of any event, 

individual or process based on data (Creswell, 2007). According to Yin (2003), case study is a 

method that investigates the phenomenon in the existing natural environment and is used in 

cases where the existing situation and the environment in which it is located are not separated 

by precise lines. Case studies are defined as a research method that works in a real case within 

its real-life framework, where the boundaries between the case and the environment in which it 

is located are not evident and there is more than one source of evidence or data (Yin, 1984). 
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From this point of view, in this research, a document analysis including the applications related 

to the study was carried out. Then the opinions of field experts were consulted on the 

development and reliability of online tests applied by many educational institutions during the 

Covid-19 pandemic period when the emergency distance education process was started. 

2.1. Study Group 

The criterion sampling method, one of the purposeful sampling methods, was preferred in this 

study. The basic understanding of the criterion sampling method is to study all situations that 

meet a predetermined set of criteria. A set of previously prepared criteria can be used here as 

developed by the researchers (Yıldırım & Şimşek, 2011). As a criterion, it was considered that 

the participants were experts in the field of open and distance learning. A total of 15 participants 

who had experienced online tests during the distance education period, contributed to the study 

performed within this scope. The demographic information of the participants is presented in 

Table 1. 

Table 1. Demographic Information of Participants. 

Participant (Pseudonym) Gender Title 

Masal  Female Prof. Dr. 

Cengiz Male Prof. Dr. 

Hasan Male Prof. Dr. 

Ahmet Male Prof. Dr. 

Gülay Female Prof. Dr. 

Okan Male Prof. Dr. 

Mustafa Male Prof. Dr. 

Ali Male Prof. Dr. 

Resul Male Assoc. Dr. 

Anıl Male Assoc. Dr. 

Tuna Male Assoc. Dr. 

Hakan Male Assoc. Dr. 

Cihan Male Assoc. Dr. 

Fırat Male Assoc. Dr. 

Esra Female Assoc. Dr. 

2.2. Data Collection Tool 

The interview is the basic data collection technique in the case study design (Ersoy, 2013). In 

revealing experiences and meanings related to the phenomena, the interview technique provides 

researchers with interaction, flexibility, and opportunities to examine them through probes 

(Yıldırım & Şimşek, 2008). In this context, the focus group interview was used to obtain data 

within the scope of this study. The focus group interview (Bloor et al., 2001), which is 

commonly used in academic studies, is a technique of using the effect of group dynamics, 

obtaining in-depth information, and generating ideas in the interview process between a small 

group and the moderator (Bowling, 2002; Yıldırım & Şimşek, 2008). Krueger (1994) defines 

the focus group interview as a carefully planned discussion in an environment where individuals 

can freely express their thoughts. The purpose of focus group interviews is to obtain in-depth, 

detailed, and multidimensional qualitative information about the participants' perspectives, 

lives, interests, experiences, tendencies, thoughts, perceptions, feelings, attitudes, and habits on 

a specified subject (Bowling, 2002). The important thing in focus group interviews is creating 
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an environment where participants can freely express their opinions. In this sense, the most 

significant advantage of focus group interviews is that new and different ideas emerge from 

within-group interaction and group dynamics (Kitzinger, 1995). Focus group interviews, led by 

a moderator, using the techniques of asking questions, discussing, and summarizing to reveal 

the thoughts and experiences of participants, consist of a maximum of 10 or 12 participants 

(Karabekir et al., 2015). Within the scope of this study, a total of three focus group interviews, 

consisting of five participants each, were held. A moderator guided each group in the focus 

group interviews. During the interview, it was ensured that the participants sat in a U shape, 

and a pen and paper were placed on the tables. In the introduction part, the purpose of the study 

was explained, and the interviews were started after the participants introduced themselves 

briefly. Care was taken to ensure that the group participants consisted of experts in the open 

and distance learning field. In the groups where semi-structured interviews lasted 

approximately 90 minutes were conducted, the moderators recorded the data.  

Semi-structured interview questions consisting of two questions were used to obtain the 

participants' opinions about the online test applications carried out at Anadolu University and 

exam security during the COVID-19 pandemic period. Before the interviews, the content 

validity of the semi-structured interview form was ensured by obtaining the opinions of three 

experts working on qualitative research methods, and it was finalized. 

2.3. Data Analysis 

The content analysis method was used in the data analysis. The main purpose of content analysis 

is to reach the concepts and relationships that can explain the collected data. To this end, the 

data collected must first be conceptualized, then organized logically according to the resulting 

concepts, and the themes explaining the data must be determined accordingly (Yıldırım & 

Şimşek, 2011). In this context, at the end of the focus group interviews, the reports prepared by 

the moderators working in each group were transferred to the computer environment, and the 

content analysis stage was initiated. The content analysis performed within the scope of the 

study was conducted using NVIVO 12 qualitative data analysis program. Codes were 

determined as a result of the content analysis of the raw data obtained from the interviews. At 

this point, the collected data were analyzed separately by two independent researchers, and the 

numbers of consensus and disagreement were determined by comparing the coding made by 

independent researchers. Reliability was calculated using these numbers using the formula 

(Reliability = Agreement/(Agreement + Disagreement)) suggested by Miles and Huberman 

(1994). The reliability among researchers was found to be 90%. The codes obtained are 

presented in the findings section of the study. 

3. FINDINGS 

The findings obtained in light of the questions asked to the participants within the scope of this 

study are presented below. 

3.1. The Findings Obtained Regarding the Development of Online Test Applications 

During the COVID-19 Pandemic Period 

The first question asked to the participants within the scope of the study was which points 

should be taken into consideration in the development of online test applications. The findings 

obtained in this context are presented in Figure 1. 
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Figure 1. Recommendations for the development process of online test applications. 

 

A total of 9 sub-themes were reached under the main theme of developing online test 

applications. Among these themes, the most repeatedly sub-theme was "Bureaus should be 

turned into online test centers after the preparation of the necessary infrastructure." The 

emergence of this sub-theme originates from the fact that the participants work at Anadolu 

University. The Open Education Faculty was established within Anadolu University in 1982. 

From 1982 to the present day, open education bureaus have been working throughout the 

country to provide services to learners within the scope of the Open Education Faculty with 

more than three million students, both active and passive. As of 2020, a total of 102 open 

education bureaus have been serving actively across Turkey. In this context, it can be stated 

that this theme, obtained for the use of bureaus as examination centers within the scope of the 

study, originates from the experience of the participants of Anadolu University Open Education 

Faculty. The prominent views obtained under this theme are as follows: 

"Online tests supervised in bureaus can be conducted by appointment. Thus, bureaus can 

be turned into online test centers. At this point, necessary infrastructure should be 

prepared in bureaus." Cengiz 

"Isolated cubicles consisting of closed boxes can be used in the online test system to be 

realized in bureaus. Students can take an exam by making an appointment in a supervised 

way at these points." Hasan 
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The subjects emphasized under the sub-theme "Bureaus should be turned into online test centers 

after the preparation of the necessary infrastructure" were the subjects of using isolated cubicles 

consisting of closed boxes in online tests to be carried out through bureaus and conducting 

exams to be held in bureaus according to the appointment method. In this context, it was also 

stated that the examination process should be spread over a wide period. Another sub-theme 

emphasized under the main theme of the development of online test applications was the theme 

"A system must be developed to generate questions continuously." Some of the opinions 

obtained in this context are as follows:  

"The number of questions in the question pool should be increased so that online tests 

can be applied efficiently." Ahmet 

"The more questions there are in the question pool, the more applicable online tests will 

be." Esra 

"A system that will continuously generate questions by spreading the question 

preparation process over time should be developed." Cihan 

Another sub-theme obtained under this main theme was the types of questions to be asked in 

exams. In this context, the prominent opinions among those obtained under the sub-theme 

"Question types such as gap-filling, matching, true-false should be used" are as follows: 

"The opportunities of technology can be used in online tests. For example, question types 

such as gap-filling, matching, true/false questions can be diversified." Fırat 

"In addition to multiple-choice questions, other question types should also be included in 

technology-based online tests." Ali 

In addition to these sub-themes obtained under the main theme of "Developing online test 

applications," the sub-themes of "Stress test and load balance should be performed while 

developing an online test application" and "The opinion of field experts should be obtained 

before using the online test application" were also included. In this context, field experts 

emphasized the necessity of performing all necessary tests before using online test applications 

and consulting experts in the field in this process. Moreover, under the sub-theme "For the 

usability of the online test application, students' opinions should also be obtained," it was stated 

that learners' opinions should also be consulted to see the equivalent of the online test 

application used in learners. Finally, under the sub-theme of "Design principles should be taken 

into consideration while developing an online test application," it was mentioned that design 

principles should be considered for the developed exam system to be user-friendly.  

3.2. The findings obtained to ensure the security of online test applications carried out 

during the COVID-19 pandemic period 

The second question asked to the participants within the scope of the study was about the factors 

that should be considered to ensure the security of online test applications. The findings 

obtained in this context are presented in Figure 2. 15 sub-themes were reached under the main 

theme of the security of online test applications. The themes were about how to hold the exams 

to be applied in online environments securely. The sub-themes obtained in this context focused 

on preventing the students who would take an exam from receiving help from anyone other 

than themselves. Accordingly, the most remarkable themes were the following themes: 

"Behavioral biometric techniques such as writing style on the keyboard, speaking style, and 

signing style should be used," "Information security processes such as identification, 

authentication and authorization should be used," "Physiological biometric techniques such as 

fingerprint recognition, eye-iris recognition should be used," "The full-screen lock application 

should be used," "Browser lock should be functionalized," and "360-degree cameras should be 

used." The opinions obtained within the scope of these themes were expressed to prevent 
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learners who would take an exam in online environments from receiving help from anyone 

other than themselves. The most repeated among these opinions are as follows: 

"To prevent learners who will take an exam in online environments from receiving help 

from others, biometric techniques such as writing style on the keyboard, speaking style, 

and signing style should be used." Resul 

"By using full-screen lock and browser lock applications, we can eliminate the possibility 

of learners accessing screens other than the exam screen." Cengiz 

"If a 360-degree camera system is installed, the exam environment can be completely 

controlled." Anıl 

"Physiological biometric techniques such as fingerprint recognition and eye-iris 

recognition can be used to be sure of the student's identity in online tests to be carried 

out through bureaus." Tuna 

Figure 2. Suggestions for the security of online test applications. 

 

Furthermore, for learners not to receive help via other pages over the Internet or through any 

application during the exam, opinions were obtained under the following themes "A certain 

time limit should be set for each question," "Maximum 3 rights should be granted to enter the 

exam," "New questions should be directed in the new session when the exam is exited before 

its completion," "The session should be automatically terminated when the exam time is over," 
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"Exam records (logs) should be followed through the learning management system," 

"Returning to the previous question-questions should be prevented." At this point, it can be 

stated that the experiences gained at Anadolu University played a role in the themes obtained. 

In the online test application applied by Anadolu University Open Education Faculty during the 

COVID-19 period, when a student enters the online test system, he/she can see all the courses 

in the relevant semester. He/she can choose for which course he/she wants to take an exam. 

Before the online test starts, the necessary exam rules are presented to the student. 

When the exam is started, the internet browser opens in full screen, and the time starts to run. 

The system ends the exam when the student tries to exit the browser and open another web 

browser. The student continues the exam with the remaining question and the remaining time 

by logging into the system again. Only in this way, there is a right to a total of three re-entries. 

The right to re-enter the system has been defined in a limited number for students not to suffer 

due to browser problems, internet, electric cut-outs, etc. When the student starts the exam, each 

question comes up once. If the student leaves the question blank, he/she cannot return to the 

relevant question again. He/she saves the relevant answer of each question by marking it and 

moves on to the next question. No return can be made to the question left blank and answered. 

Therefore, it can be stated that the experiences gained by the participants during the online test 

application play a role in these themes. The prominent opinions among the opinions obtained 

are as follows: 

"If a certain time limit is set for each question, learners will not have the opportunity to 

obtain information from other pages or other applications. At this point, field experts 

should determine how much time will be given to which question." Okan 

"The application that allows cheating in the exam currently applied is that students can 

exit the exam and take the exam again from where they have left it. When the student exits 

the exam, new sessions and new questions should be directed, and a maximum of 3 rights 

should be granted." Masal 

"By examining the exam logs kept by learning management systems, information about 

how long learners are browsing outside the exam screen can be obtained." Gülay 

"Not allowing to return to the previous question will minimize the chance for learners to 

find answers to questions from elsewhere." Mustafa 

Moreover, under the theme "The random distribution of questions and answers should be 

ensured in the application of the exam for the same course," it was emphasized that the 

possibility of learners taking the exam at the same time and in the same course to answer 

questions together should be eliminated. Furthermore, under the theme "Not all of the exam 

questions should be published, but a certain part," it was emphasized that the question pools 

prepared for use in online tests should consist of more and better-quality questions. 

4. DISCUSSION and CONCLUSION 

The first findings obtained within the scope of this study, in which the opinions of field experts 

were obtained on the development of online test applications that became more needed with the 

COVID-19 pandemic period and the security of these applications, were on the points that 

should be taken into consideration during the development of online test applications. In this 

context, it was concluded that visual design principles should come to the forefront in 

developing online test applications. It is an important element to use visual design principles to 

serve the purpose of the online tests to be carried out and to have a user-friendly interface. In a 

study performed by Albayrak (2014) on this issue, it was concluded that learner achievement 

was higher in online tests designed by considering visual design principles. In the studies 

conducted by Ortner and Caspers (2001) and Clough (2008), it was revealed that learners' 

achievement was affected by the quality of the exam. In another study carried out by Yağcı et 
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al., (2015), it was mentioned that an online test application developed in line with the visual 

design principles would reduce learners' anxiety about taking exams in online environments. 

Therefore, it can be said that visual design principles should be put into practice during the 

development of online test applications.  

Another result obtained within the scope of the study was related to the necessity of receiving 

opinions from both field experts and learners in developing online test applications. In this 

context, after the online test application is developed, it should be opened to field experts before 

it is put into use, and it was concluded that opinions on the usability of the application should 

be obtained from them. In addition to this, after the developed application was put into use, it 

became necessary to obtain students' opinions about the experiences they gained during their 

use of the application. In this way, the deficiencies of the developed application will be 

determined, and studies will be carried out to eliminate the identified deficiencies by taking 

opinions from both field experts and learners. In the studies conducted by Koçak et al. (2006), 

Saban et al. (2010), and Yılmaz (2016) on this issue, it was emphasized that the views of 

students, which should be at the focus of learning and teaching activities, should be attached 

importance in the process of developing online test applications. A study performed by 

Sırakaya, Sırakaya and Çakmak (2015) investigated the attitude levels of distance learners 

toward online tests. At the end of the study, it was concluded that most of the learners had a 

positive opinion about online tests. According to Kınalıoğlu and Güven (2011), it is important 

to obtain opinions and suggestions from field experts in the process of developing online test 

applications for the application to be successful. Another important result reached at this point 

is that the stress test and load balance of the developed online test application should be 

performed. In line with this result obtained, Wang (2017) emphasized that stress testing and 

load balance should be considered to check the usability of online test applications.  

Another result obtained within the scope of the opinions of field experts was on the question 

types to be used in online test applications. Accordingly, while developing online test 

applications, attention should be paid to the use of question types such as gap-filling, short-long 

answer, matching, true-false, in addition to multiple-choice questions. In line with this result, 

Borich (2013) indicated that question types such as true-false, matching, multiple-choice, 

completion, open-ended questions should be used in online tests.  

Another issue emphasized during the development of online test applications was related to 

expanding the question pool. In line with this, in a study conducted on the design of online tests, 

Jiang et al. (2019) stated that more questions produced by field experts using various question 

types were important for the usability of online test applications, so by providing the diversity 

of questions, applications such as the individualized parallel testing method could be used. 

Therefore, it can be stated that the number of questions should be higher for a more efficient 

online testification process. In this context, under the theme of "a system that will continuously 

generate questions should be developed" obtained within the scope of the study, field experts 

emphasized that the number of questions should be high.  

Another result obtained about the usability of online test applications is that after the necessary 

infrastructure is provided, online tests must be conducted in exam centers to be determined in 

certain regions. In this context, it was concluded that bureaus could be used within Anadolu 

University, the institution where the study was conducted. Likewise, it can be stated that other 

institutions can determine specific examination centers in certain regions and carry out online 

tests. At this point, the issues that should be focused on are providing the necessary 

infrastructure and conducting exams according to the appointment method. In a study 

conducted on online tests, Yağcı et al. (2015) stated that online tests could be held entirely in 

web-based environments or physical spaces such as exam centers, high schools, and conference 

halls. Therefore, it can be said that online test applications can be carried out in web 
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environments or physical spaces, considering the requests and infrastructure possibilities of 

institutions.  

Another research question for which the opinions of field experts were obtained within the 

scope of the study was on the security of online tests. Based on the findings obtained in this 

context, the first result was on the use of biometric and physiological biometric techniques. It 

was concluded that measures such as writing style on the keyboard, speaking style, and signing 

style could be used within the scope of biometric techniques. It is stated that techniques such 

as fingerprint recognition, face recognition, and eye-iris recognition could be used within the 

scope of physiological biometric techniques. In this context, it can be said that biometric 

techniques can be used in online tests held in the web environment, and physiological biometric 

techniques can be used in online tests held through exam centers such as bureaus, high schools, 

and conference halls. In this way, the security of online test applications can be further 

increased, and behaviors such as cheating and plagiarism can be prevented. In line with these 

results obtained within the scope of the study, Kaya (2016) and Patil, Sharma and Patil (2019) 

mentioned that physiological biometric techniques such as face recognition could be used 

effectively in online test applications. Likewise, Bozkurt and Uçar (2018) and Senthil Kumar 

and Rathi (2021) emphasized that biometric and physiological biometric techniques should be 

used to eliminate limitations such as cheating and plagiarism in online tests.  

It was concluded that another measure to ensure the security of online test applications was to 

employ information security processes such as identification, authentication, and authorization. 

The use of biometric and physiological biometric techniques and information security processes 

will eliminate the situation when someone other than the student who will take the exam in 

online environments will take the exam. Therefore, a more reliable and appropriate examination 

process will be carried out. Similar to this result, in the study conducted by Parker (2010), it 

was emphasized that possible threats to confidentiality, integrity, and compliance could be 

prevented by using information security processes in online tests. Considering that cheating 

incidents have increased in recent years (Jisc, 2020), it can be stated that it is a necessity to take 

security measures in this way. 

Another dimension that would ensure the security of online tests within the scope of the study 

was the measures to be taken at the time of the exam. In this context, issues such as using the 

browser lock, applying the full-screen lock, granting up to 3 rights to enter the exam, directing 

new questions in the new session when exiting the system before the exam is completed, closing 

the system after the exam period are over, examining records through the learning management 

system, the inability to return to the previous question, and setting the time limit for each 

question were emphasized. Thanks to these measures to be taken, it is aimed to prevent learners 

from seeking answers to questions through another application or another Web page. 

Furthermore, giving the maximum of 3 rights to learners who exit the exam for any reason 

before completing the exam and updating the remaining questions as new questions when they 

take the exam again is another type of security that can be applied. Similar to these results 

obtained, Can (2020) and Karthika et al., (2019) stated that measures such as setting a certain 

time limit for each question, using screen and browser locks, and not displaying previous 

questions could be used in online test applications.  

Another result obtained in ensuring the security of online tests is the use of a 360-degree camera 

system. In this context, the 360-degree camera application, including an audio system, it aims 

to fully control the environment in which students take online tests. In this way, learners will 

be prevented from attempting to cheat. In line with this result, Golden and Kohlbeck (2020) 

and Hylton et al. (2016) stated that the webcam-based exam system was useful for preventing 

misuse in online tests. Furthermore, in a study performed by Hoque, Ahmed, Uddin and Faisal 
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(2020), 360-degree cameras were used in the online test application process and were 

considered a successful application in terms of their results. 

As a result, the increasing use of online learning environments, especially with the COVID-19 

pandemic process, has become a situation that increases the importance of online test 

applications in evaluating the education and training process. Considering that instructor and 

learners exhibit positive attitudes toward online test applications (Can, 2020; Fatmasari, 2020, 

Gül, 2012; Harnkajornsuk et al., 2019; Sırakaya et al., 2015; Yılmaz, 2016), it emerges as an 

important point that these applications are usable and reliable (Kundu & Bej, 2021). However, 

the fact that institutions were generally unprepared for the emergency distance education 

applications implemented during the pandemic (Bozkurt, 2020; Senel & Senel, 2021) made it 

difficult to realize a healthy measurement-evaluation process. In this context, seeking the 

opinions of experts who have experience in online test applications during the emergency 

distance education period will guide the institutions on how these applications should be done 

and how to obtain reliable results. Therefore, as mentioned in the introduction section of the 

study, this can be shown as an example of the new perspectives brought to education and 

training practices with the COVID-19 pandemic process.  

4.1. Recommendations 

The recommendations that can be made based on the results obtained within the scope of the 

study are listed in the following way: 

• Technological infrastructure systems and workforce requirements should be met by insti-

tutions to evaluate short and long-answer question types that can be used in online test 

applications.  

• Assessment-evaluation, research and development (R&D) units should be established for 

technological infrastructures institutions should provide, and individuals with high techno-

logical knowledge should be employed in these units.  

• While the question pool is increased during the development of online test applications, 

field domain experts should check the scope, validity, and reliability of the questions to be 

prepared. For this process, institutions should establish units within their organization and 

benefit from the knowledge and experience of field experts through these units.  

• Individuals who will supervise the exam environment will be needed during the 360 -de-

gree camera application process. In this regard, it is important to conduct exams according 

to the appointment procedure and use the workforce efficiently.  

• Obtaining learners' biometric and physiological biometric properties to ensure the security 

of exams in online environments brings about ethical concerns. In this context, it is im-

portant to attach importance to data confidentiality and act in line with ethical rules.  

• Learning processes should be addressed as a whole, and a process should be evaluated at 

the point of assessment and evaluation. In this context, in addition to a midterm and final 

exams to be carried out in online environments, elements such as data to be obtained from 

learning analytics, assignments, activities in the discussion forum should be evaluated in 

assessment and evaluation processes. 
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