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The Internet of Things plays a critical role in smart home systems techniques. A smart home
system provides a major change in the life of humans that gives home appliances intelligent
operation. This encouraged us to create a solution for controlling certain home appliances,
such as door and lights. This system is used to monitor the status of the door, window,
temperature, humidity, and measuring distance by using various sensors such as IR, DHT22,
and ultrasonic sensors. NodeMCU ESP8266, Relay module, and Arduino Uno have been
used as the main parts in this paper. The system presented in this paper able to monitor and
control home appliances from any corner of the world at any time and efficiently utilize the
power by properly controlling the appliances. Ubidots 10T platform and Blynk application
were used to check and read data from sensor modules placed in the home and, also to
control home appliances by turning ON/OFF relay switches such as door and lights. The
paper also focused on protecting user's data by using the AES method to ensure that a system
encrypts and encodes Wi-Fi information before sending it to a destination, eventually, to
restore the original data, it decrypts and decodes the data.

1. INTRODUCTION

The Internet of Things (10T) has recently turned into a human
lifestyle of great potential. Due to the development of modern
wireless communication technology, the 10T concept is a
revolutionary concept that has gained popularity. In different
areas, comprehensive loT-related research and applications are
currently underway. The fundamental formation of this concept
is to create applications that allow human life to interact with
each other through the objects in the world [1]. One of the more
prevalent loT technologies is a smart home. Both digital and
mechanical devices are interconnected in a smart home to
create a network that interacts and creates collaborative space
between the user and others [2]. This involves everything from
smartphones, lamps, washing machines, coffee makers,
sensors, actuators, and computers to the internet, where devices
are intelligently connected to allow new ways of
communication between people and almost everything else
between them. These can be controlled and accessed at any
time remotely from any computer, smartphone, or tablet [3].
With the increasing amount of devices connected to the 10T,
security and privacy problems are being noticed and more
pronounced [4]. Since 10T devices are expected to make their
data available to stakeholders, doing so in a managed manner
has become the key problem [5]. The data transmitted can
include sensitive information relating to behaviors, privacy,

activities, and relationships of users, all of which relate to the
privacy of individuals [6]. Therefore, 10T systems must ensure
data integrity and confidentiality and also user's anonymity and
privacy [7]. This paper explores how a framework for the
monitoring and controlling of home appliances using Arduino
Uno, NodeMCU, and relay module as the main hardware parts.
Also, the Ubidots IoT platform and Blynk application have
been introduced in this paper to allow the use of IoT. The
various sensor modules data in the home environment are sent
through the Arduino Uno and Arduino exchange the data with
NodeMCU. The NodeMCU is coded via Arduino Integrated
Development Environment (IDE) with the USB to tell the
NodeMCU what to do. NodeMCU controls three channels of
relay kit and receives instructions to show the temperature,
humidity, door status, window status, and distance
measurements from Blynk mobile application and Ubidots loT
platform web application and processes them to monitor the
sensors and control actuator circuit of home appliances. Also,
implementing an Advanced Encryption Standard (AES) is
needed to increase confidentiality in data security. All the
information in the system will be encrypted and decrypted by
the AES method. The remainder of this article is structured as
follows, the related work in this area is mentioned briefly in
section two. The system design is described in section three.
Section four presents the implementation of the performed
method. Section five discusses and shows the application
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results. This paper is concluded in section six and describes
future work.

2. RELATED WORK

To thoroughly understand the definition of smart home and loT
technologies, we have gone through many articles, studies,
conference papers, and project reports. The following are some
of the suggested and current smart home systems.

The design and implementation of a smart home for the elderly
and disabled were proposed by Das et al. [8], the presented
system was a sample of smart home technology applications
consisting of a variety of networked sensors. While it was just
a very clear example of smart homes, it illustrates that smart
homes can impact the elderly and disabled in all aspects of
everyday life. Mandula et al. [9], suggested a home automation
based on loT using an android mobile application. Two kinds
of home automation Bluetooth-based and Ethernet-based were
used in their article. The custom mobile android application
was used to control home appliances such as air-conditioning,
TV, fan, etc. however, the prototype data sources were not
transparent, leading to an impasse when several android phones
attempt to access the same website. Tuna [10], proposed a
secure smart home systems web-based communication frame
for elderly and disabled people. To ensure safe internet
communication first, the RSA algorithm was used to encrypt
the data and then transmit and sent the encrypted data to the
receiver. For security purposes, signs of contact should be
removed after the receiver reads the encrypted content. The
proposed system was able to allow confidential messaging
between smart home residents and individuals they want to
communicate with. The platform can also be conveniently built
into clever home control panels or web-based smart home
systems. Reddy et al. [11], have presented a home automation
based on loT using an android application. The authors used
android mobile via the Wi-Fi module to send commands to the
Arduino and Arduino processes all the home devices to be
monitored and controlled. The voltage levels of electrical
appliances were regulated in their framework such as lamps,
fans, etc. On their android cell phone, they get the status of their
home appliances. A smart automated home framework using
loT with the Blynk application was developed by Durani et al.
[12], their study included the functionality of NodeMCU
ESP8266 that is connected with the house appliances such as
lights, water pump, fan, etc. with the help of online coding and
hosting using a web server. The entire functionality was
handled by a mobile application created in the android

application from which house applications were managed with
the support of the internet. The focus of their study was also on
wireless control of circuit devices by NodeMCU and the Blynk
application.

A smart incubator with 10T has been proposed by Sivamani et
al. [13], their paper explores the cost-effective existence of an
embedded incubator baby monitoring system in real-time. All
the information and data were stored in the Ubidots user's
account and then a message of parameters value send as a
notification to the signed user when Arduino has Wi-Fi access.
Every second the values can be verified. It gives precise values,
which are synchronized every second. A smart home
automation system based on loT with a sensor node was
proposed by Singh et al. [14], in their paper, a smart home
integrated various electrical appliances in the house and
automated them without human intervention. Their system was
able to monitor the various environmental variables and directs
devices to function according to the user's requirements. By
using loT technology they achieved the development of smart
homes. Imam [15], have proposed a simple smart home based
on loT using NodeMCU and Blynk. Based on the results of the
review of all data obtained by testing a smart home with an loT-
based NodeMCU, it showed that it can be built with different
hardware and software support components so that it can be
incorporated into a smart home system that is functioned by the
Blynk android application according to what is intended to
control some of the performance of home electronics, such as
lights, fan, early warning system, etc. A healthcare monitoring
system based on 10T by using NodeMCU and Arduino was
introduced by Wai et al. [16], the proposed patient monitoring
system was designed to minimize the time. Results
demonstrated that the doctor can test his/her patient anytime
and anywhere. The nurses or doctors could conveniently use
the computer to search and store them in the database. Also, the
doctors were able to use mobile phones and with the help of
NodeMCU can be incorporated into a global network. Data
security and challenges in smart cities have been presented by
Farahat et al. [17], the suggested system prevents attackers
from attacking citizen data by encoding and then encrypting
them through the AES technique when they are transmitted
wirelessly from any source to any destination. The destination
decrypts and decodes the data for the approved user to recover
the original sensor data. A mechanism of authentication was
used to avoid others from accessing the data of the person.
Table | introduce a comparative summary from the previous
studies and compared with our work:

TABLE |
Comparative summary for the literature studies

Ref. Purpose Technology Application Results
[8] Desi_gn a smart air conditioning_ Raspberry Pi, Control of an air conditioner Successfully design a smart air conditioner
application for smart home services M2M
Arduino Uno, Home control and monitorin
To implement an loT based home NodeMCU d h ? S full lth d
9] automation system through data ESP8266 and system detect the presence o uccessfully can control the proposed system
. . harmful gas and measure remotely by android smart phone via internet
processing Arduino d humidi
Nano, 10T temperature and humidity

Web-based smart
home interfaces

To eliminate potential information

[10] security threats

Secure smart home for the elderly
and disabled

The system is capable of using confidential
messaging between smart home inhabitants
and people they would like to communicate
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To control and monitor home

Arduino Mega,

Home control and monitoring

The system capable solution has proved to be
controlled remotely, provide home security

[11] appllgnces using android application 10T, Wi-Fi system and it is low cost as compared to the previous
over internet
systems
To present a small 10T system Real-time home securit
[12] designed and created by utilizing a NodeMCU automation. monitorin y’and Successfully implemented an intelligent,
WLAN network based on Node ESP8266, lIoT controllin ]of remote sg‘stems comfortable, and energy-efficient system
MCU ESP8266 9 4
To design a cost-worthy of an Monitor’s oxygen supplgmentatmn Successfully monitor and maintain
; . . and pressure levels, monitors the . L -
[13] embedded device for real-time 10T, Arduino, temperature. radiation. pulse environmental conditions suitable for a
monitoring of newborn babies inthe ~ NodeMCU, Wi-Fi P o n. P newborn baby, store data, and check the
. activity, and air humidity, gas
incubator - values every second
around the environment
To develop a new solution which NodeMCU Provides information about the .
The system achieved the development of
[14] controls some home ESP8266, lIoT energy consumed, check the level smart home by using the loT
appliances Arduino UNO of gas detects the human object Y 9
To presents a simple prototype of .
smart home, or the easy way and low ~ NodeMCU Home control and monitoring Base_d on the regults of analysis of all data
[15] i obtained by testing the smart home, the
cost to control loads by Wi-Fi ESP8266, l1oT system -
. system accomplished successfully
connection generally
. . NodeMCU
To constantly monitor the patient’s Healthcare . .
[16] S ESP8266, loT o The system achieved the desired result
physiological parameters Arduino UNO monitoring system
To secure the WiFi-based data ) The system su.cpess’fully avoids any attaclger;
. Smart sensors data encoding, Smart  to attack the citizen’s personal data when it is
[17] transmission system that encryptsand  loT L - : . :
encodes data cities, Real time data security wirelessly transmitted from
any source to any destination
[18] Provide essential security to homes Raspberry Pi Home control and monitoring The smart home system successfully
and associate control operations poerry system designed and implemented
. . The aim of developing a cost-effective loT
To design and implement a cost- Control the states of the alarm, set
[19] effective 10T based autonomous :Eot?ernet module, an alarm, lock, and unlock the door, Ea:tee dmaliJstc;r(l:((J:?rgu;;I;rdm and access control
alarm and access control system monitor the state of the door Y P
. . . . Arduino Mega . .
Togiveeasein e_veryday life, proylde 2560, Arduino Controlling and indicating electrical The implementation of the system was
comfort, authentication and security, - S managed successfully, the system can work
[20] e UNO, GPRS, and electronic devices in houses and - L -
and additionally spare power and o with all its pieces through the internet
human endeavor ESP8266, Ethernet  buildings roperl
Shield, Router property
To provide secure data transmission Intel GaIiI_eo_ L - The proposed TBSA algorithm consumed
; Board, Wi-Fi Secure data transmission, facilitate . . . i
[21] among several associated sensor i . less energy in comparison with some existing
. Module (N-2320),  energy-efficient data encryption
nodes in the network 10T methods
To study and evaluate a suitable set A fully functional smart door application was
S 10T, - -
to develop a smart door lock which is B accomplished, and the result of security
[22] h . - Microcontroller, Smart door lock : -
intended to offer high security, easy Bluetooth beacons implementation of the product was an
access, and control overall, more robust
To explores the Android OS as a Extract the data from sensors, data The Android application completed
[23] medium to manage and operate loT in the local database, Transfer data successfull aIF‘tJhe tasks that 5vere
different sensors embedded within via 0 ramme{i
smartphones HTTPS to Ubidots prog
To solve the problem of the The system worked normally, and the
- NodeMCU oI -
[24] popularity of smart homes due to ESP8266 Smart home control system monitoring data can be reflected in the
high costs in real life monitoring interface in real-time
To optimize performance and saves Proposed a user-friendly system that can be
[25] unnegessa 5vasta e of Dower NodeMCU Home control and monitor used for benefiting the mass. Also, the cost
Y georp of the system is within reach
- Accessing and . . .
To present a cost reduced and flexible . . . . The projects achieved desired results and can
[26] home control and monitoring system Raspberry Pi, loT (r:::]t(;?elll;ng devices and appliances be said to be done successfully
To monitor the status of the door, The motion detection sensor can detect
[27] controlling the door, and increasing ESP32, IoT Door security system movement accurately up to 1,6 meters ahead,
security in a house and messages published encrypted properly
To switch to automated state
28] controlling the appliances 10T, NodeMCU, Home control and monitoring The project was designed and implemented
automatically as per the sensors’ Raspberry Pi system successfully

readings
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To design a system to help reduce the

Monitor electricity consumption

The system successfully worked to control

[29] . Arduino, loT and trace the history of electricity the monitoring of the amount of electrical
energy consumption -
consumption data energy usage through loT
To create a prototype for an loT- . Home control and monitor remotely ~ Our work accomplished to designs a smart
based smart home system to monitor . g
. - Arduino Uno, from a smartphone application and home system that enables homeowners to
Our and control electrical equipment and NodeMCU b aoplication D lock. D I'and ; i | d
work  to protect the system's data from ode web application, Door unlock, Door  control and monitor appliances remotely, an
ESP8266, l1oT status, Window status, system also the data of the system was encrypted and

hackers and intruders while
connecting with the internet

encryption, and decryption

decrypted properly

Based on Table I, we can analyze that every author comes with
different technology and concept for the smart home system.
With these different technologies, designs, and algorithms. The
common purpose of every author's work was to smoothen the
lives of homeowners, the old aged, and disabled people, save
electricity, provide comfort, authentication, and security, a
cost-reduced and flexible home control and monitoring system,
and additionally spare power and human endeavor. Compared
to the above smart home system applications, our system can
be more secure with the AES technique by encrypting and
decrypting the entire system parts and being more protected
and more secure from hackers and intruders connecting with
the internet. Furthermore, our system can be monitored and
controlled remotely from anywhere and anytime by mobile
application and web application.

3. SYSTEM DESIGN

The designed system has two main parts: hardware design and
software design. The hardware part is constructed by arranging
microcontrollers, actuators, and sensors while programming
written and uploaded into the microcontrollers is included in
the software part. The system performed in this paper displays
microcontrollers connected to household devices for
monitoring and controlling sensor modules and actuator
modules. The general block diagram of the performed system
is shown in Figure 1. This design section demonstrates how
various components of the hardware are set up. The system
uses an loT platform and mobile application to control three
loads and to monitor four sensor modules.

Smartphone

PCZ

DHT22 sensor

—DI Load 1 I
—DI Load 3 I

Ultrasonic sensor
| Relay

Arduino UNO :
switches

c:p NodeMCU ESP8266 :D

IR 1 sensor

-

IR 2 sensor

Figure 1.The general block diagram of the performed system

The requirements, data relating to different components and
different functional units used in the performed system are
listed below:

3.1. Arduino Uno

Arduino is an open source hardware and software platform that
encourages ease of use. It has an electronic circuit board
(Known as a microcontroller), and a ready to use a program

called Arduino IDE to write a program code and upload it to
the physical platform. Arduino boards can read and transform
analog or digital input signals from various sensors into outputs
such as triggering a motor, turning ON/OFF LED, connecting
to the cloud, and several other activities. Using Arduino IDE,
you can control your board functions by sending a series of
instructions to the board microcontroller [30]. In this system,
Arduino reads the sensor modules data and send them via serial
communication UART protocol to NodeMCU.

3.2. NodeMCU ESP8266

NodeMCU is a Lua-based open-source firmware and
development board specifically designed for loT-based
applications. It includes firmware running on Espressif
Systems' ESP8266 Wi-Fi SoC, and ESP-12-based hardware.
By connecting it to any microcontroller using the serial UART
or directly as a Wi-Fi enabled microcontroller by programming
a new firmware using the SDK, the ESP8266 can be used as an
external Wi-Fi module. This microcontroller has built-in Wi-Fi
networking support to send and receive mobile data via a web
server [31]. In this paper, it receives sensor data from Arduino
Uno and sends them to the Blynk mobile application and
Ubidots loT platform, and then receives instructions to control
home appliances from them. It then drives the relay module to
power the appliances.

3.3. Sensor modules

The sensor modules gather their information about the current
state of the environment in the home and submit that in turn to
the Arduino board and then Arduino transfer the data by UART
serial communication protocol to NodeMCU. Three types of
sensor modules are used in the project, the HC-SR04 ultrasonic
sensor for distance measurements, DHT22 temperature and
humidity sensor to detect room ambient temperature and
humidity, and IR1 and IR2 obstacle avoidance sensor to
monitor the status of the door and window respectively.

3.4. Relay module

It is a 5V relay interface board, it has a standard interface that
a microcontroller can control directly. In this study, three
switches are used, two are used to turn ON/OFF the lights and
the other one is used for unlocking/opening the solenoid door
lock. The NodeMCU output signal activates and deactivates the
relay for switching.

3.5. Solenoid electric door lock 12V

The solenoid is electromagnets. As electricity is applied, the
coil of copper wire inside is energized and magnetized. In the
performed system the solenoid is used to unlock/open the door.
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3.6. Blynk

Blynk is an loT platform that enables remote control of
electronic devices using android and 10S software. It offers a
dashboard that allows the user to build a graphical interface
with various widgets. Sensor data can also be stored and
displayed by Blynk [32]. Blynk provides libraries to the most
common hardware platforms like SparkFun, Arduino,
Raspberry Pi, ESP8266, etc. Libraries, server, and application
are the three most significant components in the Blynk. The
application can assist to construct the GUI. All the
communication between the hardware and application is the
server's responsibility. And libraries use the commands to
enable the communication between the server with hardware.
NodeMCU is the main component of this project. It is
connected with an external power source with cable and also
receives sensor module data from Arduino. Relay is the next
critical component. The door and lights are connected with
NodeMCU through the relay. We can run all devices via the
Blynk server using the Blynk application. Different buttons are
added in the Blynk application, using certain buttons that can
turn ON/OFF the switches.

3.7. Ubidots

Ubidots platform is also used in this paper which is a cloud
storage system that uses loT to store a vast amount of
information and record several values for every second. Each
Ubidots user has the API credential to be included in the code.
Then Ubidots are linked to the hardware, and hardware-
measured data is sent to the loT platform. The device in
Ubidots is a virtual representation of data sources [33]. It
transmits data from the sensor to the cloud of Ubidots through
a connection protocol. When the device is built, it receives
hardware data and is displayed inside the device in a variable.
This is achieved in the code by using variable names. It is
applied to the dashboards as a widget to visualize the data after
data is presented in a variable. Users may display data as a
table, indicator or graph, etc.

3.8. Advanced Encryption Standard

The AES is a symmetric key algorithm. AES used a 128, 192,
256-bit block length. AES is centered at the top of the network
of permutations and substations. AES used a block size that
was set. AES acts on a 4x4 bytes column-major order matrix.
Itis fast to implement hardware and software in equal measure.

AES offers high and fast security [34]. Low power
consumption is used by AES.

128 bt —pp

192 Dit s Secret Key Plain Text

256 Dit ey

A 4 A\ 4
Cipher
A 4

128 Dt e

192 Dit e Cipher Text

256 bt ey

Figure 2. AES design

The AES conducts byte-based computations. 128 bits of a
plaintext block is used as 16 bytes by AES. These 16 bytes are
divided into four rows and four columns. AES is a variable
depending on the key length. The AES cipher specifies the
number of conversions round repeats that the input exchange is
called plaintext, and the cipher text is called the final output
[35]. In this study, we provide a secure data mechanism, using
the AES method to improve data security. The AES technique
encrypts and decrypts data before sending it from one device to
another. Figure 2 shows the AES technique design.

4. SYSTEM IMPLEMENTATION

The performed system allows users to monitor and control their
home appliances remotely at any time, using smartphones,
tablets, and PCs. Using a mobile application and loT platform,
the user is able to control his or her home appliances easily
through the internet by reading sensor data in their mobile
application and loT platform webpage. Figure 3 shows the
schematic diagram of the performed system.

Figure 3. Schematic diagram of the performed system

NodeMCU needs to be identified to the SSID, the password,
and token code letting the server of Blynk and Ubidots connects
them. Sensors send variable data to Arduino Uno regarding
environmental conditions and then Arduino Uno transfer the
data to the NodeMCU via serial communication UART
protocol. The user receives this information from the internet
server in his/her mobile application and IoT platform and then
decides on his/her behavior to control the appliances.
NodeMCU ESP8266 receives the instruction from the internet
server when pressing the required button in the application and
platform and provides the actuator circuits with an output
signal. When the relay is switched high, the power from the
source is obtained by the devices. The switching circuit is used
for turning lights ON/OFF and unlocks the door. Furthermore,
the Blynk application and Ubidots 10T platform webpage show
the temperature and humidity so the user can read the
information on the DHT22 sensor, monitor the status of door
and window by IR1 and IR2 sensors and, also the ultrasonic
sensor displays the distance measurements of an object in the
house. In order to achieve the desired performance, the
encryption part involved, it consists of several processes and
techniques. Encrypting all the data through the server and
ESP8266 is the main concept. The processes that were involved
in this project are encrypting and decrypting using AES-128
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and also encoding and decoding the encrypted data to make it
more secure. The process starts by ESP8266 at first gets the
original sensor modules data from the Arduino with the original
load's data connected with NodeMCU. This data will be
encrypted into a string by the AES algorithm, only the system
knows what are these generated data means and after the data
are encrypted, it will be encoded until it is sent to the server for
the session to start. By decrypting and encoding, the server
processes the data. The connection between the ESP8266 and
the server must be authenticated. After all, data is encrypted
and encoded, the strings will be sent to the server. The strings
obtained by the server will be decrypted and decoded and the
relation authentication will be recognized as a credential
between the server and ESP8266. The complete flowchart that
gives the entire performed system operation is shown in Fig 4.

| Data readings from sensors |

No

@ Arduino Uno Initialized Window closed
Yes
|D00r is openedl Transfer sensors data Window is opened
from Arduino

| NodeMCU ESP8266 initialized |

| Relay control initialized |
le
12

connected

v

| Blynk server and Ubidots cloud server |

- Blynk
| Encrypt all the data by AES technique | applica?ir:)n and
Ubidots
* Platform
| Web server | I 3

v

| Decrypt all the data by AES technique |
|

Figure 4. Flowchart diagram of the performed system

Display sensors data
and encrypted/
decrypted data on the
serial monitor screen

End

To display the value of sensor modules on the Blynk
application and Ubidots 10T cloud platform, NodeMCU
ESP8266 returns the output values of the sensor modules to the
Blynk application and Ubidots platform, the remaining process
are only commands send from ESP8266 to the mobile
application and web application to control the appliances.
Figure 5 and Figure 6 show and explain the Blynk and Ubidots
operations respectively.

( Start )

A

Check for
internet and Wi-Fi
connection

Wi-Fi not connected

I Connected to Blynk I

y

Display devices ON/
OFF and sensors data
on Blynk application

/ /

Figure 5. Flowchart diagram of Blynk operation

( Start )

&
<

ml, V¥
@‘

Y

Check for
internet and Wi-Fi
connection

Wi-Fi not connected

Connected to Wi-Fi

\ 4

Ubidots cloud
server ?

Yes

I Connected to Ubidots I

!

I Variable and device I

|

Display devices ON/
OFF and sensors data
on Ubidots platform

/ /

Figure 6. Flowchart diagram of Ubidots operation

End

5. APPLICATION RESULT

In the performed system, all hardware components were first
verified and tested to ensure that all systems operate properly.
Also, the key important parts of the system were tested to see
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if they worked properly such as the connection between
Arduino and NodeMCU for exchanging sensors data. Figure 7
shows the entire setup of the performed system.

fgure 7. The e‘rll e setup of the performed system

Besides, the connectivity of the ESP8266 Wi-Fi module with
the internet was tested to ensure that the connection was
properly made. Figure 8 illustrates the sensor readings data on
the serial monitor.

COM7

..WiFi connected
IP address:
192.168.43.232
entra

Attempting MOTT connection...connected
Subscribed to:
/vl.6/devices/management/Bulbl/1lv
Subscribed to:
/vl.6/devices/management/Soclenoid/1lv
Subscribed to:
/vl.6/devices/management/Bulb2/1v
Subscribed to:
/vl.6/devices/management/light4/1v
Encryption has started (newline):
JSON received and parsed

L

"door": 1
}Temperature: 26€.10
Humidity: 27.50
Length: 2330
Window: 1
Door: 1

Figure 8. Sensors reading data on the serial monitor

The results on the serial monitor screen, shows that the Wi-Fi
ESP8266 is connected to the internet and the IP address has
been obtained. And also, the figure shows the data readings of
the sensors, which read the temperature and humidity degrees
in real time and their incoming data comes from the sensor
DHT?22, the ultrasonic sensor which is known as the “length”
in the Arduino IDE code to measures the distance of an object,
and the status of the door and window is called "win" and
"door", which indicates their status if the door and window are
closed, "0" will be displayed, and "1" will be displayed if it is
open and their data comes from IR1 and IR2 sensors
respectively. Results are acquired after the system hardware
and software implementation and can be viewed on the internet

created by the Blynk android application and Ubidots IoT cloud
platform webpage.

The Blynk application provides the facility for easy
monitoring, reading of sensor data, and controlling appliances.
There are three different tabs for the three appliances namely
solenoid, light 1, and light 2 also, there are display widgets that
show sensor modules readings from Arduino Uno to
NodeMCU via the Blynk server which is named length,
temperature, humidity, door status, and window status. On the
button widget, the current ON/OFF status of the system is
displayed. The home appliances can be operated from any
remote location by pressing the virtual button on the
smartphone. The results of the designed system obtained on the
Blynk android applications are shown in Figure 9.
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TEMPERATURE HUMIDITY

47.7

\ 205 .
0 100 0 100

WINDOW STATUS

DOOR STATUS

LENGTH

2726

LIGHT 1

oN ) ON

LIGHT 2

ON

Figure 9. Screenshot of the Blynk application

The Ubidots 10T cloud platform is the best connection for the
IoT. Ubidots provides developers with a platform that allows
them to quickly capture sensor data and convert it into helpful
information and also control appliances in an easy way. Using
the Ubidots platform to send data to the cloud from any web-
enabled device. The dashboards use widgets such as metrics,
indicators, tanks, thermometers, and button switches to display
the data. The dashboard generated in the platform uses
thermometer and tank widgets to visually show the temperature
and humidity degrees reading in real-time, and their incoming
data comes from the DHT22 sensor. The indicators used on the
10T platform dashboard named door status and window status
to show and monitor the status of the door and window if it's
open or closed and their data comes from IR1 and IR2 sensors.
The distance of an object measured by the ultrasonic sensor
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using a metric widget identified as a length on the dashboard
and finally, three button switches generated on Ubidots
platform dashboard to switch ON/OFF relay board which is
connected to bulbl, bulb2, and solenoid to unlock the door.
Figure 10 illustrated all the widget used in Ubidots platform
webpage.

3

s:ubidots

= Smart Home

Figure 10. The system web page of Ubidots IoT platform
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Figure 11. Data encrypted and decrypted by AES displays on the serial
monitor

Encryption is a mechanism that transforms the actual
information into an encrypted data. The results are shown on
the serial monitors in Figure 11, in the beginning, all the
incoming data from ESP8266 are encrypted into a string by the
AES algorithm, only the system knows that what is this
generated data means. And, it also relies on the size of the
information which requires to be processed. After that, this
information is sent to the ciphertext. Finally, all the encrypted
data are encoded and sent to the server.

Decryption is a mechanism for converting encrypted
information returns to their original data. When the server
receives encrypted and encoded data, the server decrypts the

data first and then go through the decoding process to get back
to the original data.
6. CONCLUSION

The performed system in this paper is a simple design of an
loT-based smart home system. The performed system is
designed and successfully implemented. In this project, all
sensor modules data are sent to NodeMCU by Arduino Uno,
and home devices are connected to NodeMCU by relay module
which then sends to the Blynk server and cloud server of
Ubidots by ESP8266 Wi-Fi. The data can be monitored and
controlled on the Blynk application and Ubidots platform
webpage. Also, all the data are encrypted through ESP8266 and
the server by using the AES method. The process that was
involved to secure the data is encrypt/decrypt using AES-128.
To prevent others from accessing the user's data, an
authentication method is used. This system refers to the real-
time automation, monitoring, and control of remote systems.

Future studies will concentrate on incorporating the
proposed system into essential smart home services. By using
various sensors and various home appliances, this work can
also be further improved.
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