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Abstract:At a time when cyberattacks are becoming a part of our daily lives and small-scale attacks are becoming
commonplace, it is obvious that digital infrastructures are widely and intensely used in our lives and that they can be used for
hostile, non-peaceful purposes. This situation has become very serious especially for Turkey, due to the complex attacks
taking place around the World.

The issue of cybersecurity around the world is not limited to certain cyberattacks but also brings the threat of these attacks
turning into comprehensive cyber warfare. Therefore, the more important the security of the geographical borders, the more
important the security of electronic systems and the data stored there. Since the most important component of security is
peace, it is worth examining as a very important concept in Cyber Peace in response to the negative perceptions of cyberwar,
cyber terrorism and cybercrime. This study, it is aimed to create a conceptual basis of cyber peace and contribute to this field
to create a defense mechanism based on peaceful behaviors in cyberspace. For this purpose, the definition of cyber peace has
been made, and it has been focused on establishing and protecting cyber peace. It was emphasized that cyber peace can be
sustainable not through disarmament, but by reducing the risk through modernization of attack and defense capacities.

In this study, which we do not have much work on cyber peace and we can accept it as the first step in filling this gap; It was
concluded that private and voluntary organizations must take a more active role in protecting cyber peace.
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Dijital Yokolusa Karsi: Siber Baris

Oz: Siber saldirlarin giinlik hayatimizin bir pargasi haline geldigi ve kiigiik capl saldmrlarin siradanlastigi bir dénemde,
dijital altyapilarin hayatimizda yaygin ve yogun bir sekilde kullanildifi ve diismanca, barig¢il olmayan amaglar icin
kullanilabilecegi asikardir. Bu durum, diinya genelinde yasanan karmasik saldirilar nedeniyle 6zellikle Tiirkiye i¢in ¢ok ciddi
bir hal almistir. Diinya genelinde siber giivenlik konusu belirli siber saldirilarla sinirli kalmayip, bu saldirilarin kapsamlt bir
siber savasa doniisme tehdidini de beraberinde getiriyor. Dolayisiyla cografi simirlarin giivenligi ne kadar dnemliyse,
elektronik sistemlerin ve orada depolanan verilerin giivenligi de o kadar onemlidir. Giivenligin en 6nemli bileseni barig
oldugu i¢in siber savas, siber terdrizm ve siber suglara iligskin olumsuz algilara karsilik Siber Barista ¢ok dnemli bir kavram
olarak incelenmeye degerdir. Bu ¢aligma ile siber barigin kavramsal bir temelinin olusturulmasi ve bu alana siber uzayda
bariggil davranislara dayali bir savunma mekanizmasi olusturulmasina katki saglanmasi amaglanmaktadir. Bu amagla siber
barigin tanimi yapilmis ve siber barisin kurulmasi ve korunmasi {izerinde durulmustur. Siber barigin silahsizlanma yoluyla
degil, saldirn ve savunma kapasitelerinin modernizasyonu ile risklerin azaltilmasi yoluyla siirdiiriilebilir olabilecegi
vurgulanmugtir. Siber barig konusunda ¢ok fazla ¢alismamizin olmadigi ve bu boslugu doldurmanin ilk adimi olarak kabul
edebilecegimiz bu ¢alismada; Siber barisin korunmasmda 6zel ve goniillii kuruluslarin daha aktif rol almasi gerektigi
sonucuna varilmustir.

Anahtar kelimeler: Baris, Siber Baris, Siber Baris1 Koruma, Siber

1. Introduction

We are in a period where cyber attacks are becoming a part of our daily lives and small-scale attacks are
becoming commonplace. It is obvious that digital infrastructures entered our lives extensively and intensely
during this period and it is inevitable that they will be used for hostile and non-peaceful purposes. We have
witnessed quite complex attacks around the world. The issue of cybersecurity around the world is not limited to
certain cyberattacks but also brings the threat of these attacks to turn into comprehensive cyber warfare.
Therefore, the more important the security of the geographical borders, the more important the security of
electronic systems and the data stored there. Since the most important component of security is peace, it has
taken its place in the literature as a very important concept in Cyber Peace in response to the negative
perceptions of cyberwar, cyber terrorism and cybercrimes. For this reason, it is important to create a conceptual
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basis of cyber peace and contribute to this field to create a defense mechanism based on peaceful behavior in
cyberspace.

The World Federation of Scientists has placed the concept of Cyber Peace at the center of its studies for the
last few years, and the International Telecommunication Union (ITU) has been striving to make the concept
more concrete with its recent and supported studies. One of the steps taken to ensure cybersecurity in the
international arena is the "Paris Call for Trust and Security in Cyberspace" signed in November 2019. Among
the supporters of the agreement, the majority of which are private sector organizations, are 67 states as well as
139 international institutions and non-governmental organizations. Although it is a comprehensive and positive
step in the field of cybersecurity, the fact that countries with strong cybersecurity infrastructure such as the
United States, Russia, Britain and Israel have not signed the agreement, the agreement has the nature of a
declaration and the lack of sanction power raises questions about its effectiveness, but civil society is involved in
the issue. It is of vital importance for the future of the subject.

The most striking developments in the field of cyber peace are; There are foundations and organizations
established to ensure security in the cyber world. One of the last examples of initiatives developed against
cyberattack threats is the Cyber Peace Institute, which was established in Geneva in September 2019.
Established under the leadership of technology giants such as Microsoft, Hewlett Foundation and MasterCard,
the main purpose of the institute is to make the internet a more stable and secure space. Although it was founded
by the aforementioned technology giants, the institute is completely independent and set out with the slogan
"Towards a safer online world for all", the institute's main strategies include helping civilian victims of cyber
attacks, investigating and analyzing cyberattacks In addition to ensuring the establishment of international laws
and norms in the field of cybersecurity. Declaring that it will support civilians who are in the most vulnerable
position against cyber attacks, the institute will fill this serious gap in the field.

One of the few organizations working on cybersecurity is the Cyber Peace Foundation of India. I guess it
would not be wrong to say that the foundation is the most active non-governmental organization in the field. The
Foundation is a very successful example of a social enterprise model in the field of cybersecurity, with its work
in different fields. Founded in 2013 under the leadership of a young entrepreneur, Vineet Kumar, the foundation
conducts international studies in addition to India and also produces its policies based on the Sustainable
Development goals of the United Nations. Kumar defines the foundation's main founding purpose as “to create a
civil society movement against the proliferation of state-sponsored cyber attacks and cyber weapons™’[4]. Cyber
Peace Alliance and Cyber Peace Corps are two of the foundation's most important initiatives. The alliance,
established in partnership with the Indiana University Ostrom Workshop, the Cyber Security and Internet
Governance Program, and the Cyber Peace Foundation, was established to look at the concepts of cyber peace
and cybersecurity from an interdisciplinary perspective and to conduct various researches. The Cyber Peace
Union is a network of volunteers of the foundation and is called the "Volunteers Battalion" by Kumar. These
volunteers work to help people of all ages who need cybersecurity in different areas[4].

In addition to these initiatives; Two initiatives such as the Cyber Security Technology Agreement (Cyber
Security Tech Accord), signed under the leadership of Microsoft, and the Charter of Trust, which was initiated
under the leadership of Siemens and signed during the 2018 Munich Security Conference, can be mentioned as
important developments in this field.

Nations should try to reduce the emerging cyber arms race by establishing a foundation of trust. The
international community has taken useful steps in this direction, for example, with the European Convention on
Cybercrime, the UN report on cybersecurity that requires a series of actions to make information infrastructures
more secure.

1.2. Literature Review

When the subject is scrutinized academically, there are quite a few valuable studies;

In Bloom and Saveg's studies; They emphasized that focusing on reducing national and international risk
while discovering all cyber capabilities would be the best deterrent method against cyber conflict[5]. As
Akatyev; emphasized the need for cyber peacekeeping and defined cyber peacekeeping goals[6]. Lynn
emphasized the complexity and rapidly changing environment of cyberspace, highlighting the importance of
coordinated and rapid response to threats for cyber peace [7]. Cahill, et al. Analyzed some principles, possible
applications and technologies of cyber peacekeeping [9]. Kleffner and Dinnis examined the international legal
aspects of cyber activity in cyber peacekeeping operations[10]. Sahin examined cyber peace as an alternative
concept in the light of liberalism and realism[11].
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2. Peace

Peace is not an unattainable goal; rather, it is a negotiation between the rights, lives, well-being and safety
of each individual concerning others. This is not a hard-won war either, for then it would be the imposition of
someone else's will on another, and that would be victory, not peace.

Generally, the concept of peace is interpreted both positively and negatively. On the positive side; It means
good governance, regular resolution of conflict, harmony, gentleness and love. On the negative side; the absence
of anything means the absence of chaos, tension, conflict and war [2]. By achieving positive cyber peace and
eliminating structural forms of cyber violence, many of the challenges today can be addressed.

In the creation of a culture of peace and peace, not only the use of force and non-violence but also a
common set of values, behavior patterns, laws, positive-dynamic-participatory processes should be established in
the international arena. It is also vital to promote freedom, justice, democracy, tolerance, solidarity, cooperation,
pluralism, cultural diversity, dialogue, understanding and conflict resolution. It is particularly important to create
a cyber context in which the preconditions for peace, such as respect for everyone's right to freedom of
expression, opinion and information, are particularly important, as well as the much-emphasized moral aspects
of peace.

When viewed from this angle; Instead of finding another analogy of "what cyberspace looks like" or
discussing how much individuals or firms can "back down", it would be better to start by examining the structure
of cyberspace, and the types of violence that can occur in and through cyberspace. Only in this way is it possible
to solve problems at their source. With the concept of Cyber Peace, the establishment of the universal order of
cyberspace is aimed at as the basic principle. However, a basic definition still needs to be made.

In August 2019, the World Federation of Scientists, based on the Erice declaration, which determines
certain actions and obligations to ensure peace and stability in the cyber field, determined the basic operational
elements of cyber peace as follows;

1. The free circulation of information and ideas guaranteed by international law to individuals also applies
to cyberspace. Restrictions should be within the legal process and to the extent necessary.

2. All countries should work together to develop a common code of cyber conduct and a harmonized global
legal framework, including provisions on judicial investigation cooperation that respects confidentiality and
human rights.

3. All users, service providers, and governments should work to prevent the use of cyberspace, especially
young and vulnerable users, in a way that could lead to violence or exploitation.

4. The private sector, including governments, organizations, and individuals, should implement and
maintain comprehensive security programs that leverage privacy and security technologies based on
internationally accepted best practices and standards.

5. Software and hardware developers should strive to improve resilience and develop secure technologies
that are resistant to vulnerabilities.

6. Governments should actively participate in the efforts of the United Nations to support global
cybersecurity and cyber peace, as well as prevent the use of cyberspace for conflict.

If the concept of cyber peace is taken seriously, first of all, a legal framework should be determined to
define what violates peace. They must undertake that they will not launch the first cyberattack and will not go
unpunished by the cyber terrorists and attackers in their country. In addition, these commitments can include
non-attack on critical national infrastructures, particularly those that serve basic humanitarian needs, and the
inviolability of cross-border data networks. However, to be realistic; Such strategies and principles designed to
promote cyber peace are likely to be sabotaged by countries with cyberwar potential. It will create distrust for
other countries. At this point, when the current reports such as the systematic armament of cyberspace and the
development of cyber-attack strategies are examined, the trust environment is problematic. Therefore, decisive
enforcement action is needed to contribute to cyber peace, cyber stability and fundamental rights.

Cyber peace; aggression, counterattack, and retaliation should not be completely indispensable but should
include feasible scenarios. The keyword here should be a restriction. A rigorous, ongoing threat and risk analysis
should be carried out to prevent uncontrollable consequences, including the careful protection of humanitarian
and socially indispensable critical infrastructures.

It is necessary to define cyber peace from both aspects of peace. Because we cannot define it simply by the
absence of conflict and war; The reason is that these elements are not seen in the digital space. Therefore, in
cyber peace, it is necessary to define the stable peace zone first. The region where peace is maintained based on
mutual and consensus is called a stable peace zone. Sustainable, safe and flexible systems should be established
to ensure peace in this region.
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For the time being, a peaceful situation in cyberspace does not seem possible. However, if cooperation and
trust between actors can be increased, a positive atmosphere can be created towards a stable peace environment.
Action should be taken to stabilize cyberspace and reduce the potential effects of hostile actions.

Cyber peace can be achieved. Since human beings have created technology, human beings can find
technological solutions to certain problems themselves. Man can find humane solutions to his problems.
Cybersecurity and cyber peace are two sides of the same coin and should therefore be handled together.

2.1. Cyber Peace

It is a universal cyberspace order built on a healthy state of peace, disorder or discomfort and the absence of
violence [1].

The International Telecommunications Union (ITU) has accelerated the work by pioneering some of the
first studies in this field by defining cyber peace as a "universal cyberspace" system built on a "healthy state" in
part. Based on these studies, we can define cyber peace as follows;

It is a regime that respects human rights, spreads internet access with best practices, promotes multi-
stakeholder cooperation and prepares the ground for reducing the risk of cyberwar with a new cybersecurity
approach that strengthens governance mechanisms.

Based on this definition; By helping to reduce the threats of cyber conflict, crime and espionage to
comparable levels, by making clear the rules for companies and governments, it is possible to say that a
multilevel network of regimes that promotes global, fair and sustainable security can only be built with cyber
peace.

2.1.1. Ways to Achieve Cyber Peace

Although it seems unlikely that cyber warfare and conflicts can be prevented completely soon, it may be
possible to reduce the likelihood and impact of conflicts and to move from a negative peace state to a stable state
of peace. Namely;

» This Will lead to some degree of restriction on the attack as all stakeholders are interconnected

» Internet protocols are in place and will contribute to peace as they are widely accepted.

» The presence of defense organizations trying to increase Internet security and stability will contribute to
the formation of a peaceful environment as it will provide an advantage in forming supranational
groups.

Their offensive capabilities are also a deterrent in maintaining a stable peace. Because the attacker is afraid
of retaliation, defensive measures reduce the likelihood of a successful attack. The two most important
components of a stable cyber peace are flexible security and trust.

Technically flexible security is the most important factor that helps reduce the likelihood and impact of
digital attacks. The higher the impact of this factor, the more reliable the infrastructure will be. Trust is an
important component of collaboration for actors in the digital space. Based on security and trust, it is possible to
exclude the risk of attack against government primary attacks. Because there are protocols, processes and
agreements that create stable peace [2].

It is time to make critical decisions to change the world's cyber defense approach and provide viable
solutions to the challenges it faces in cyberspace. For this reason, raising awareness of all individuals in the field
of cyber peace requires the efforts of all sectors. On the other hand, there is a need for international and binding
legal regulations that will prevent cyber attacks from being instrumentalized by states. Civil society has to
undertake important tasks to create the necessary pressure tools for this to happen.

Establishing and maintaining cyber peace can be as challenging as starting a cyberwar. Because defining
and promoting cyber peace is not as easy as it seems. However, all stakeholders should engage in a constructive
dialogue, harmonizing different approaches to governance and ensuring a collaborative environment that is
critical to achieving a point between internet sovereignty and freedom that both respects human rights and
guarantees vital systems. However, by preparing the ground for cyber peace with these initiatives, cyberwar can
be stopped before it starts [3].

3.Cyber Peace Protection

Cyber Peace Preservation is essential to protect an increasing number of people in cyberspace, establish
inter-state arbitration to help prevent the escalation of cyber conflicts, and help build and maintain trust and
openness.

Cyber Peace Protection is defined as rehabilitation that focuses on civil security by preventing, mitigating,
later limiting and mitigating cyber conflict [6].
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Cyber Peacekeeping works to promote online safety and security following international laws and treaties,
whose main purpose is to protect civilians. A framework should be put forward to maintain permanent
conditions of peace in cyber and physical areas affected by potential threats in cyberspace. Certain roles should
be defined at different stages of peace conditions.

Each role of Cyber Peacekeeping can contribute to the safety and security of cyberspace at three different
stages of a conflict, the absence of conflict, during and after conflict. Namely; monitoring potential threats when
there is no conflict. It can be explained as stopping the spread of cyberattacks during conflict and as a last
measure the creation of cyberweapons that respond with counter-attacks [8]. The relationships between roles,
goals, and functions are shown below (Fig. 1).
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Fig. 1. Different stages of the conflict in cyber peacekeeping and the relationships between them [6]
We can say that there are generally eleven different activities carried out in the UN peacekeeping operation
[12]. These activities are shown in the figure below (Fig. 2). Peacekeeping operations are the practical measure

by which the UN fulfills this task and is the rationale for establishing peacekeeping operations [8]. If cyberwar
threatens international peace and security, the UN should act on peacekeeping duty.
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Fig. 2. Peacekeeping activities [13]

Cyber peacekeeping will be necessary for the future, and it is now important to define what cyber
peacekeeping means. This is not simple, as to how to define peacekeeping is a constant source of debate [8]. To
simplify the work, we can take the definition of the UN made; "The action taken in places where the conflict is
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stopped to preserve the peace, even though it is fragile, and to help implement the agreements reached by the
peacekeepers"[14].

3.1. The Challenges of Keeping Cyber Peace

Several challenges will be faced in maintaining cyber peace. However, it is necessary to consider both
technical and political difficulties. It would be worth further researching the potential for resistance and how to
overcome it.

Providing the required number of peacekeepers is a challenge in itself. Today's UN operations are carried
out with the contribution of full-time UN staff and soldiers and experts from UN member states. However, it is
also necessary to evaluate resources such as cybersecurity experts from the private sector and voluntary
organizations.

There are probably many more obstacles. Each activity concluded to be necessary and feasible requires
further investigation to discover where the additional barriers are and how to resolve them.

4. Conclusion and Recommendations

As a first step in reducing the risk of conflict, each country should make an internal assessment of their
exposure to attack. First, critical infrastructure areas need to be studied thoroughly and clearly. Second, steps
must be taken to improve the security of hardware and software. Third, it is necessary to work with other
countries to share knowledge and establish norms of behavior, especially in times of crisis.

Cyber peace can be sustained not through disarmament, but risk reduction combined with the modernization
of each rival country's attack and defense capacity. Organizations and individuals who believe that maintaining
the status quo is in their interest will pose significant obstacles to reducing cyber risk. Innovative mechanisms
will be required to overcome this organizational and individual resistance. Organizing these mechanisms around
principles of behavior such as amnesty, community, internal transparency, competition, globalization,
enforcement and international norms would be a good model for the change required to secure cyberspace. As
this model requires extensive cooperation, states should be held directly responsible.

Cyber peacekeeping is a very difficult issue, but the fact that cyberspace hosts activities such as terrorism,
espionage and war reveal the need for a practical solution. Cyber Peacekeeping is still a new and untested idea.
Future work should be shaped by feedback from potential stakeholders.

While there is no need to maintain cyber peacekeeping today, it is clear that it will be needed shortly as
cyber warfare becomes more common. Since operating in cyberspace will be an increasing necessity to keep the
peace, official, private and voluntary organizations should take a more active role.

For Cyber Peace, you need to be ready for Cyber War!
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