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This research aims to examine the privacy behaviors of university
students on social networking sites. For this purpose, first of all, students’
online privacy literacy (OPL) levels on social networking sites were
determined. Then it was examined whether these levels differ according
to students’ gender, frequency of using social networking sites, and the
frequency of changing their privacy settings. Also, the relationship
between university students’ OPL levels on social networking sites and
their purposes of using social networking sites and the relationship
between university students’ OPL levels on social networking sites and
social network privacy behaviors were examined. Correlational research
and causal-comparative research models were used in the study. The
research study group consists of 314 undergraduate students studying in
different faculties of a state university. The data of the research were
obtained online in the spring semester of 2019-2020. Personal
information form, Privacy Settings Experience Questionnaire, Online
Privacy Literacy Scale, and Social Privacy Behaviors Questionnaire were
used as data collection tools in the research. Descriptive statistics, Mann-
Whitney U test, Kruskal-Wallis H test, and Spearman’s Rank-Order
Correlation were used to analyze the data obtained in the study. The
results showed that university students have a high level of OPL. Besides,
female students have higher OPL levels than male students, and their
OPL levels are similar according to the social networking sites used and
the frequency of changing the privacy settings on these sites. In addition,
it was determined that there was a low level of positive correlation
between students’ use of social networking sites to follow the agenda and
news, like posts or comment on posts, and their privacy behaviors on
Facebook and OPL levels on social networking sites.
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Introduction

Developments in communication technologies have brought about changes in the way
the individual presents himself. Especially with the mobile phone and social media being a
part of human life, private life has been moved to the virtual environment; individuals have
produced, changed, and revealed themselves through technology (Ager, 2011). The
revolutionary changes brought about by mobile technologies and the internet, which provides
the functionality of these technologies in the social lives of individuals and the relatively new
habits these changes bring to them, cause current debates about the phenomenon of privacy
and the emergence of discourses on the necessity of reshaping the boundaries of personal
privacy in the context of technology. Social networking sites (SNSs) allow individuals to
create public or “semi-public” profiles in virtual space and interact with other users with
whom they share their interests.

In virtual worlds, individuals are in constant interaction with each other both socially and
professionally. Considering the large number of active users of SNSs, the level of concerns
regarding the protection and privacy of personal information of users also arises. Publishing
relatively sensitive and private information in these areas opens the user to public scrutiny. It
may lead to permanent records that may adversely affect the user’s life in the future.
Information published on these sites can lead to security risks such as identity theft, online
stalking, cyberbullying, and social engineering (Williams et al., 2009). In particular, as a
requirement of the online interaction feature of SNSs, individuals’ sharing their information,
feelings, and thoughts on these platforms, whether they are aware or not, facilitates the
emergence of privacy problems. For example, factors such as which information will be
shared with whom and within what limitations affect users’ perceptions of privacy and
security in the online environment. With these situations in mind, users’ attitudes and
underlying risk perceptions also become essential to protect against privacy and security
threats (van Schaik, Jansen, Onibokun, Camp & Kusev, 2018).

The internet has become a part of social life and has also created a challenging environment to
protect personal privacy. The fact that documents, photos, and personal information shared in
virtual space through social networking applications can be accessed, and some changes can
be made on them has caused some privacy problems for internet users. Violations of privacy
in the online environment can also cause individuals to suffer great social, financial, and
psychological harm (Saeri, Ogilvie, La Macchia, Smith & Louis, 2014).

The fact that concerns about privacy change according to person, time and culture makes it
difficult to define the concept of privacy and determine its boundaries. Despite this, the
measures that can be taken to protect the information of people who participate in the online
environment for collecting data, expressing opinions, and having fun in this process constitute
the framework of online privacy (Aslanyiirek, 2016; Strauss & Rogerson, 2002; Wu, Lau,
Atkin & Lin, 2011). This framework includes the privacy and security level of personal
information shared on the internet, consciously or unconsciously, and concerns about privacy
and security (Aslanytirek, 2016). One of the main reasons individuals face privacy issues
online is their desire to see and be seen. This desire to see and be seen starts from the birth of
the individual. So much so that they have tried to make their voices heard, starting from their
infancy. The desire to see and be seen contains an element of observation and control
(Barbarosoglu, 2013). The basis of the surveillance element is to stay abreast of (someone or
something), ripple through something, and have something hung up and salted. In the past,
those who tried to keep people under such control were not welcome, and these people were
branded as voyeurs (who spied on the person without the person's permission or
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unannounced). However, by dint of the developing communication technologies and social
networks, the “those who show” have become the people themselves (Celikoglu, 2008). From
this point of view, the protection of privacy in online social networks can be seen as a paradox
or contradiction (Dienlin, Masur & Trepte, 2021). Because the primary purpose of
participating in social networks is to maintain and expand one’s social relations by sharing the
individual’s feelings, thoughts, and information, mostly personal. The informal nature of
social networks, the possibility to communicate in a few words using status updates or other
types of content such as photos and videos, the prevalence, and user-friendliness motivate
users to post frequently. This motivation enables users to disclose significant amounts of
personal information voluntarily (Debatin, 2011). In this respect, social networks, which work
with the principle of circulating more information among more users, have a structure that
does not prioritize privacy. Because the individual who is accessible through the social
network and trying to take attention of other users also pushes the limits of online privacy and
even removes these limits with voluntary disclosure (Bostanci, 2019).

It is seen that individuals’ concerns about privacy in online environments are increasing
compared to the past. Individuals stated that this increase in anxiety was due to the rise in
their social privacy awareness, that they would suffer a lot in their private lives when their
privacy was violated, and that they had some experiences that changed their perspective on
the concept of privacy (Hoofnagle, King, Li & Turow, 2010). Johnson, Egelman and Bellovin
(2012), in a study investigating the privacy concerns of Facebook users, found that users are
most concerned about cyber hackers and sexual abusers who hijack their accounts and share
inappropriate content on their profiles. Dienlin and Trepte (2015) categorized privacy types
related to privacy in online social networks as informational, social, and psychological
privacy and examined each of these privacy types within the framework of the Facebook
sample. As a result of the study carried out in the context of the theory of planned behavior, it
was revealed that individuals’ online privacy concerns, attitudes, and intentions are indirect
indicators of privacy behavior.

Although online privacy and personal information security have been widely researched in the
literature, online privacy literacy (OPL) is a relatively new topic in research (Bartsch &
Dienlin, 2016; Debatin, Lovejoy, Horn & Hughes, 2009; Weinberger, Zhitomirsky-Geffet &
Bouhnik, 2017a). Online privacy literacy, which encompasses a conscious concern for
maintaining privacy in online environments and practical strategies to protect privacy, is seen
as a combination of declarative knowledge expressed based on online privacy-related facts
and procedural understanding namely the know-how; the knowledge of the modus operandi
(Debatin, 2011; Trepte et al., 2015). In terms of declarative information, OPL includes users’
knowledge of the technical aspects of protecting data online, laws and regulations, and
corporate practices. In terms of procedural information, it refers to the ability of users to
implement strategies developed for privacy regulations and data protection (Trepte et al.,
2015). Park (2013) stated that high awareness of online surveillance and technical
information, including online digital literacy skills, impacts online privacy control behavior.
The study differentiated between technical OPL skills (e.g., using data and various tools for
privacy control) and social OPL skills (e.g., avoiding disclosing personal information and
presenting false personal details).

Protecting personal privacy in daily life is necessary for emotional relaxation, self-
assessment, and secure communication. In order to ensure privacy in daily life, there are some
privacy behaviors such as locking the doors in the environment, closing the curtains, and
speaking in a low voice. These usual behaviors are used to protect and hide privacy. However,
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in online environments, individuals never fully can implement privacy behaviors such as
locking doors or speaking in a low voice (Trepte & Reinecke, 2011). Attitudes towards the
privacy of individuals in online environments are generally limited to some preferences, such
as hiding the profile offered to individuals by social networking applications, restricting
access by foreigners (Bartsch & Dienlin, 2016). In addition, although SNSs provide privacy
settings for users, these settings are not attracted by users due to a lack of technical
knowledge and insufficient knowledge of risks. For example, the default sharing feature on
Facebook is that the posts can only be seen by that person’s entire friend list. A Facebook user
who does not configure the privacy settings correctly can be seen, shared, and circulated on
SNSs by all of his close and distant friends (Bostanci, 2019; Tiifekci, 2008). Also, the
increase in the thoughts that online services collect personal data about individuals, use this
data for secondary purposes, and share it with third parties without permission for purposes
that are not expressly stated, raises concerns about online privacy (Bergstrom, 2015; Hong &
Thong, 2013; Hsu & Lin, 2016). While individuals’ online privacy concerns and awareness
levels increase, it is also seen that this concern and awareness is not reflected in the behavior
of revealing their personal information more (Thon & Jucks, 2014; Tiifekei, 2008).

The technical difficulties that individuals experience in hiding their data may cause them not
to think about this issue, experience a feeling of boredom about online privacy, and have
problem protecting their online identities (Choi, Park & Jung, 2018). The line of literature on
Facebook users, unearth that most of the users are unaware of the surveillance and violation
of their privacy, but they have doubts about online privacy (Choi, Park & Jung, 2018;
Kalaman, 2017). Research conducted by Rainie and Madden (2015) on users’ attitudes
towards online privacy and anonymity revealed that most users do not consider or are
unaware of the available tools that can improve their online privacy, thus indicating a low
level of their attitudes. It is stated that opposing the assumption that young people do not
protect their personal information on SNSs, they use their own strategies such as using
pseudonyms and giving false information, not giving contact information, using privacy
settings, limiting friend requests, deleting tags and photos; thus, it is emphasized that they
take specific measures to protect their online privacy (boyd & Hargittai, 2010; Miltgen &
Peyrat-Guillard, 2014; Young & Quan-Haase, 2013).

Every behavior such as sharing and commenting on SNSs, to like or dislike other users’ posts,
and reporting location turns into an essential source of information. When the users’
movements on social networks who exhibit these behaviors with their own identity are
examined, many ideas about the user can be easily reached. SNSs act as a hidden resume. All
kinds of data made visible through the created online profiles are considered within the scope
of information privacy. In this respect, information privacy is directly related to online
privacy (Bostanci, 2019). Saridakis, Benson, Ezingeard and Tennakoon (2016), in their study
conducted to determine the relationship between personal information security, user behavior,
and cyber victimization in online environments, found that those who have a high level of
control over personal information in social networks and individuals who use social networks
to meet their multi-purpose needs are less likely to be victims of cybercrime; on the other
hand, it has been determined that users who use social networks only for information sharing
and have low privacy awareness are more likely to be victims of cybercrime.

Research on online privacy on SNSs reveal that university students share their personal
information on social networks without any concerns or reservations and rarely use privacy
preferences in applications (Barth & De Jong, 2017; Gross & Acquisti, 2005), most of the
users tend not to read privacy policies and the processing of personal data because they are
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long and cumbersome (Custers, Van der Hof & Schermer, 2014; Jones & Soltren, 2005;
Meier, Schiawel & Kramer, 2020), nearly half of the university students in the study group did
not refer to the concept of privacy when using social networks (Yildiz & Kruegel 2012), if
individuals tend to reveal themselves in their social lives, the action of the individual to reveal
themselves continues in social networks (Taddicken, 2013), and social network users,
although they are aware of all privacy violations, it is seen that their tendency to abandon
internet use is low (Aslanyiirek, 2016). When the relevant literature is searched, it is seen that
university students’ online privacy behaviors and awareness have been examined in the
context of OPL (Sindermann, Schmitt, Kargl, Herbert & Montag, 2021), transactional
information for privacy, privacy policies and terms of service of SNSs (Obar & Oeldorf-
Hirsch, 2020), emotional intelligence (Yabanci, Ak¢a & Ulutas, 2018), use of the tools
designated for controlling and enhancing online privacy (Weinberger, Zhitomirsky-Geffet &
Bouhnik, 2017a), gender (Weinberger, Zhitomirsky-Geffet & Bouhnik, 2017b), age (Kezer,
Sevi, Cemalcilar & Baruh, 2016; Steijn, Schouten & Vedder, 2016), digital literacy,
interpersonal trust in the virtual environment, internet and mobile device usage years and
daily average usage time of social networking (Karadas & Kara, 2021; Korkmaz, Korucu &
Giirkez, 2019; Vergili & Tongel, 2019), and privacy paradox (Adorjan & Ricciardelli, 2019;
Dienlin & Trepte, 2015; Masur, 2021).

The concept of privacy is one of the most critical issues that need to be emphasized and
discussed in the 21st-century technology age, where digitalization continues at an incredible
pace, and virtual space has become an indispensable part of the individuals. The widespread
use of the Internet causes the concept of privacy to differ from its traditional meaning and the
debates on the necessity of redrawing its borders. Situations such as cyberbullying and the
disclosure of personal data brought by digitalization that individuals are exposed to on online
platforms get the concept of privacy back to the agenda. In addition, concern for violations of
online privacy and self-protective behaviors are determined by many different factors
(Yildirim, 2016). There are limited studies within the bulk of literature that reported the
correlations between OPL and intention to use SNSs, use of online services to protect privacy,
intentions to share information, and use of SNSs (Baruh, Secinti & Cemalcilar, 2017). Also,
the culture that individuals are situated in, and specifically the meanings that a culture
attributes to privacy play an important role in the privacy decision-making (Petronio, 2002).
From this point of view, although OPL and related variables were examined in terms of
university students from different cultures, no study examining university students in Turkey
was found in the literature. The scarcity of studies in the literature examining OPL, which is
the focus variable of the research, has been reported. However, it is thought that
understanding the variables considered together with OPL in the research within the
framework of OPL may be helpful in providing an understanding of the privacy paradox in
SNSs. Therefore, it is essential to investigate the privacy behaviors of university students who
use SNSs extensively in terms of their OPL levels, purposes, and duration.

This research aims to examine the privacy behaviors of university students on SNSs. For this
purpose, first of all, students’ OPL levels on SNSs were determined, and then it was examined
whether these levels differ according to students’ gender, frequency of using SNSs, and
changing their privacy settings. In addition, the relationship between university students’ OPL
levels on SNSs and their purposes of using SNSs and the relationship between university
students’ online privacy literacy levels on SNSs and social network privacy behaviors were
examined. The answers to the following questions were sought for the purpose of the study:

(1) What is the OPL level of students on SNSs?
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(2) Do students’ OPL levels on SNSs differ according to their gender?

(3) Do students’ OPL levels on SNSs differ according to whether they use SNSs or not?

(4) Do students’ OPL levels on SNSs differ according to the frequency of their use of
SNSs?

(5) Do students” OPL levels on SNSs differ according to the frequency of changing their
privacy settings on SNSs?

(6) Is there a significant relationship between students’ OPL levels on SNSs and their
purpose of using SNSs?

(7) Is there a significant relationship between students’ OPL levels on SNSs and their
privacy behaviors on Facebook?

Method

Research Design

In this study, correlational and causal-comparative design models from quantitative
research methods were used. The correlational research model is a research model that aims
to determine the existence or degree of covariance between two or more variables. Although
the correlational model does not give a real cause-effect relationship, it allows the estimation
of the other variable if the situation is known. In causal-comparative design, the causes of a
naturally occurring or existing condition and the variables affecting these causes or the results
of an effect are determined (Biiylikoztiirk, Kilic Cakmak, Akgiin, Karadeniz & Demirel,
2016). The research model used in the study within the framework of the research questions is
described with the diagram in Figure 1.

Uzage Purpoze of Social
Gender Network Sites (SNE)

:

SNE Onbne privacy

Usapge Frequency literacy
Privacy regulation Privacy behavioron
experience Facebook

Figure 1. Research Model

Study Group

The study group of this research consists of 335 undergraduate students studying at
different faculties of a state university in Turkey. The research data was obtained through an
online questionnaire in the spring semester of 2019-2020. 21 out of 335 students who
answered all the questions in the survey were not analyzed because they did not have an
account in any of the social media networks such as Facebook, Instagram and Twitter. The
data obtained of 314 students were analyzed in this study. The ages of the students in the
study group vary between 18 and 26 and the average age is 21.4. Demographic characteristics
of the students are shown in Table 1, and the average daily usage time of SNSs is shown in
Table 2.
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Table 1. Demographic characteristics of the study group

Variable Groups Number (n) Percent (%)
Female 219 67.9
Gender
Male 95 30.3
1%t Grade 68 21.7
2" Grade 113 36.0
Grade
3 Grade 95 30.3
4™ Grade 38 12.0
Total 314 100.0

When Table 1 is examined, it is observed that 67.9% of the students in the study group are
female and 30.3% are male students. In addition, 21.7% of the students are first grade, 36.0%
are second grade, 30.3% are third grade and 12.0% are fourth grade.

Table 2. Average daily use of SNSs

Facebook Instagram Twitter

n % n % n %
Not have an account 188 59.9 26 8.3 114 36.3
Less than 1 hour 109 34.7 51 16.2 97 30.9
Between 1 and 2 hours 8 25 100 31.8 51 16.2
Between 2 and 4 hours 4 1.3 93 29.6 36 11.5
More than 4 hours 5 1.6 44 14.0 16 5.1
Total of who has an 126 40.1 288 91.7 200 63.7

account

When Table 2 is examined, it is seen that 40.1% of the students in the study group use
Facebook, 91.7% Instagram, and 63.7% Twitter. This shows that university students use
Instagram more than Facebook and Twitter, and less use Facebook than Twitter and
Instagram.

Most studies have confirmed that interpersonal interaction, time spent, and frequency of
interaction on SNSs are positively associated with bridging and incorporating social capital
(Kim & Kim, 2017; Lin, 2015; Sanchez-Arrieta, Gonzalez, Canabate & Sabate, 2021).
Therefore, knowing with whom and how often the users of the SNSs examined in this study
communicate is considered important in terms of understanding the results of the research.
Seven item questionnaire was used to determine how often the students in the study group
communicate with individuals or groups using the SNSs as Facebook, Instagram, and Twitter.
Responses to the questionnaire were coded as 1=never, 2=rarely, 3=sometimes, 4=often, and
5=always. The descriptive statistics of the people or groups that the students communicate
with using SNSs are presented in Table 3. The act of communicating using SNSs refers to the
state of being a friend or following, depending on the characteristics of the SNS.

Table 3. Persons or groups with whom students communicate using SNSs

Person or groups M SD Skewness Kurtosis
Group of close friends 4.16 1.047 -1.290 1.032
School or classmates 3.53 1.102 -.377 -.644
Family members 3.32 1.264 -.257 -.988
Relatives interviewed face to face 2.79 1.174 .325 -.683

Far away friends that are not seen often 257 1.025 409 -.189

Far away relatives that are not seen often 2.18 1.149 .822 -111
Lecturers 211 978 .663 .105
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When Table 3 is examined, it is seen that the students communicate primarily with their close
friend’s group using SNSs, and they communicate with the lecturers the least. It can be said
that students often become friends or follow them by using SNSs with close friends, class or
school friends, and family members with whom they can communicate face-to-face. Table 4
shows the descriptive statistics on how often the students in the study group change their
privacy settings on social networking sites in a year.

Table 4. Descriptive statistics on students’ privacy regulation experience on SNSs

n %
I do not know 60 19.1
Never changed 86 27.4
1-3 times 129 41.1
4-6 times 22 7.0
7-9 times 11 35
10-12 times 3 1.0
13 times and more 3 1.0
Total 314 100.0

According to Table 4, 19.1% of the students stated that they did not have information about
changing privacy settings on SNSs. In addition, 27.4% of the students did not make any
adjustments to their privacy settings while using SNSs in a year, 41.1% made privacy
adjustments 1-3 times in a year, and 12.5% adjusted 4 or more privacy settings in a year.

Data Collection

The data of the research was obtained by the online questionnaire prepared by the
researchers with Google Forms. During the data collection process, on the first page of the
questionnaire, firstly, the students were informed about the purpose of the research, the data
collection tool, and the data will be kept confidential, then it was stated that participation in
the study was on a voluntary basis and the students who wanted to participate in the research
were asked to answer the scale. The link of the online questionnaire used in the study was
shared in the Google Classroom lesson groups where the students conducted their online
lesson activities and in the WhatsApp groups of the students. The data collection tools used in
the study were presented in the Appendix, Table Al.

Privacy regulation experience

Privacy regulation experience was determined using how often participants changed
their privacy settings on social networks in a year (Bartsch & Dienlin, 2016). For this
purpose, a single item ordinal scale was used which includes the following options; 1= Never
Changed, 2= 1-3 times, 3= 4-6 times, 4= 7-9 times, 5= 10-12 times, and 6= 13 times and
more. 19.1% of the students (n=60) stated that they did not know the privacy setting. When
the data obtained from the students who knew how to edit their privacy settings were
analyzed, it was calculated as M=1.92 and SD=0.94 (n=254). It would be fair to state that the
average score of the students’ experience of regulation of their privacy settings is low.
Accordingly, students do not or rarely regulations their privacy settings.

Online Privacy Literacy

In this study, the “Online Privacy Literacy Scale” developed by Bartsch and Dienlin
(2016) was used to determine the ability of students to edit their privacy settings in social
networks. In the study conducted by Bartsch and Dienlin (2016), on six items, respondents
indicated their agreement on a scale ranging from 1 = | absolutely do not know how to do this
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to 5 = | completely know how to do this. it was determined that the scale is a valid (32 = 0.75,
df=2,p.69, CFl =1, TLI =1, RMSEA < 0.01, %90 CI [<0.01, 0.06]) and reliable (Cronbach
alfa a = 0.84) scale. Bartsch and Dienlin (2016) used the Online Privacy Literacy Scale for
Facebook, but report that it can also be used for other SNSs in their study. Because the
hypotheses established in the research were created by generalization of social networking
sites. When the items that are included in the scale are examined, it is seen that the items can
provide information about privacy literacy on Twitter and Instagram social networking sites.
Expert opinions on this issue also report that the scale can be used for Facebook, Twitter and
Instagram.

The original language of the scale is English. The scale was translated to Turkish by the
researchers. After translation, the scale was prepared as a structure including original item,
translated item and proposed form, and given to experts for their opinion. The final version of
the scale was created based on expert opinions.

The rating options of the six items 3-point Likert-type scale is 1= | absolutely do not know
how to do this, 2= | am undecided, 3= | totally know how to do this completely, and the scale
has a one-factor structure. According to the results of the exploratory factor analysis made
with the data obtained from this research, in which six items scale was used, it was seen that
the factor loadings of the items in the factor varied between 0.52 and 0.81, and the one-factor
explained 44.2% of the total variance. Confirmatory factor analysis showed that construct
validity was only moderate (x%n=314) = 23.108, df = 9, p = .006, ? /df = 2.568, GFI = 0.976,
CFl = 0.962, RMSEA = 0.071, IFI = 0.963). According to these values, it could be said that
the observed fit values show an acceptable goodness (Kline, 2015). The Cronbach alpha
internal consistency coefficient was 0.74. It is considered sufficient for the variance explained
in a one-factor scales to be 30% or more (Biiylikoztirk, 2018). It could be said that
statistically Online Privacy Literacy Scale is a valid and reliable scale that could be used in
the identification of the OPL levels of students. For each student, the smallest score that can
be obtained from the scale is 1 and the highest score is 3, since the average score of the items
is obtained depending on the answers to the scale items. The low score obtained from the
scale shows that the level of OPL of the student is low. When the obtained data were
analyzed, it was calculated as M=2.70 and SD=0.43.

Social Privacy Behavior

Social Privacy Behavior Scale developed by Bartsch and Dienlin (2016) was used to
determine the accessibility of the participants’ Facebook profiles. In this scale, participants
answered 15 items on an ordinal scale ranging from 1=Only me, 2=Some of my
friends/Friends | have designated, 3=All my friends, 4=my friends and their friends, and
5=Everyone (open to everyone). Also, the option | do not know was provided and coded as
missing value. Responses to the items were reverse coded, with higher values indicating
stricter privacy behaviors.

The original language of the scale is English. The scale was translated to Turkish by the
researchers. After translation, the scale was prepared as a structure including original item,
translated item and proposed form, and given to experts for their opinion. The final version of
the scale was created based on expert opinions. The item of sexual orientation on the scale
was removed from the scale based on expert opinions and the final version of the scale was
used with 14 items.

According to the results of the exploratory factor analysis made with the data obtained from
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this research, it was seen that the factor loadings of the items in the factor varied between 0.60
and 0.79, and the single factor explained 43.3% of the total variance. The Cronbach alpha
internal consistency coefficient was 0.89. It is considered sufficient for the variance explained
in a one-factor scales to be 30% or more (Biiyiikoztiirk, 2018). It could be said that
statistically Social Privacy Behavior Scale is a valid and reliable scale that could be used in
the identification of the privacy behaviors levels of students for Facebook. For each student,
the smallest score that can be obtained from the scale is 1 and the highest score is 5, since the
average score of the items is obtained depending on the answers to the scale items. When the
obtained data were analyzed, it was calculated as M=3.61 and SD=0.73.

Purpose of using social networking sites

A 12-item questionnaire prepared by the researchers was used to determine the
participants’ purposes for using SNSs. The rating options of the 5-point Likert-type
questionnaire are as follows: 1=Never, 2=Rarely, 3=Sometimes, 4=0ften, and 5=Always. In
the analysis of the data obtained, an average score was not obtained in the questionnaire, and
each item was evaluated separately. Descriptive statistics of the survey items are presented in
Table 5.

Table 5. Descriptive statistics for students’ purposes of using SNSs

M Median  Mod SD Skewness Kurtosis

Following the agenda and news 3.93 4 4 0.949 -0.657 -0.129
Sending private messages to my friends 393 4 5 1.074 -0.74 -0.234
Like or comment on posts 346 4 3 1.178 -0.321 -0.765
Sharing pictures 2.88 3 3 1212 0.24 -0.738
Sharing an instant message (status) 285 3 3 1.203 0.174 -0.829
Sharing academic knowledge 271 3 3 1.181 0.243 -0.729
Sending group messages to my friends 2.68 3 3 1.338 0.332 -1.004
Sending messages to my friends’ profile page  2.34 2 2 1.176  0.606 -0.495
Sharing videos 226 2 2 1.138 0.791 -0.033
Making new friends 216 2 1 1.091 0.802 0.148
Sharing location 209 2 1 1.11 0.91 0.174
Playing games 200 2 1 1.212 1.083 0.162

When Table 5 is examined, it is seen that university students frequently use the SNSs
(Facebook, Instagram, and Twitter) examined within the scope of the research to follow the
agenda/news and send private messages to their friends. However, it is seen that they
frequently use SNSs for the purpose of like or commenting on the posts. It has been
determined that students use SNSs less (rarely) for playing games, sharing locations and
making new friends compared to other purposes.

Data Analysis

Before the analysis, it was tested whether the data showed normal distribution or not,
by looking at the central distribution, skewness, and kurtosis values on the distribution of the
average scores obtained from the scale and based on the Kolmogorov-Smirnov (n>30) and
Shapiro-Wilk (n<=30) test result (Biiyiikoztiirk, 2018; Morgan, Leech, Gloeckner & Barrett,
2004). Since the ratios of the kurtosis and skewness statistics to the standard error values are
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outside the limits of +1.96 and -1.96, the mean scores are not normally distributed for the
examined groups (Can, 2014). In Table 6, Shapiro-Wilk statistics are given when the number
of observations is less than 30 (n<30), and Kolmogorov-Smirnov statistics are given when the
number of observations is 30 or more (n=>30).

Table 6. Kolmogorov-Smirnov and Shapiro-Wilk statistics for the groups

Variable n Statistic p
Female 219 0.294 .000
OPL - Gender Male 95 0.251 000
Non-user 188 0.288 .000
OPL - Facebook User 126 0.265 000
Non-user 26 0.325 .000
OPL - Instagram User 288 0.289 000
. Non-user 114 0.278 .000
OPL - Twitter User 200 0.289 000
A- Less than 1 hour 109 0.269 .000
OPL - Facebook - Usage B- Between 1and 2 hours 8 0.292 .043
frequency C- Between 2 and 4 hours 4 0.441 .000
D- More than 4 hours 5 0.473 .001
Less than 1 hour 51 0.297 .000
OPL - Instagram - Usage Between 1 and 2 hours 100 0.305 .000
frequency Between 2 and 4 hours 93 0.251 .000
More than 4 hours 44 0.368 .000
Less than 1 hour 97 0.261 .000
. Between 1 and 2 hours 51 0.318 .000
OPL - Twitter- Usage frequency gy yeen 2 and 4 hours 36 0.319 000
More than 4 hours 16 0.355 .000
Never changed 86 0.283 .000
1-3 times 129 0.279 .000
OPL - Frequency of Changing 4-6 times 22 0.402 .000
Privacy Settings 7-9 times 11 0.377 .000
10-12 times 3 0.385 .000
13 times or more 3 0.376 .000
Privacy behavior on Facebook 314 0.123 .000
OPL 314 0.279 .000

After testing the normality of the results is shown in Table 6, whether the OPL levels of the
students on SNSs differ according to their genders were analyzed with the Mann-Whitney U
test. The Kruskal-Wallis H test was used to determine whether students’ OPL levels on SNSs
differ according to their use of SNSs and the frequency of changing privacy settings on SNSs.
The relationship between students’ OPL levels on SNSs and their purposes of using SNSs,
and the relationship between OPL levels on SNSs and social network privacy behaviors were
analyzed by Spearman’s Rank-Order Correlation. Statistical significance level was taken as
.05 in the analysis using SPSS software.

Findings
The findings obtained from the research are presented below, taking into account the

order of the research questions. Descriptive statistics about the OPL levels of university
students on SNSs are shown in Table 7.

Table 7. Descriptive statistics about OPL levels on SNSs

N M SD Median Mod Min Max  Skewness Kurtosis
OPL 314 2702 043 3 3 1 3 -1.601 2.332
o
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According to Table 7, it can be said that university students” OPL levels (M=2.7) on SNSs are
high. The Mann-Whitney U test was used to reveal whether the OPL levels of university
students on SNSs differ according to gender. Analysis results are presented in Table 8.

Table 8. Mann-Whitney U test of OPL levels on SNSs by gender

Gender n Mean Rank Sum of Ranks U p
OPL Female 219 164.82 36095 8800 .019
Male 95 140.63 13360

As seen in Table 8, it was determined that there was a significant difference between male
and female students in terms of OPL levels on SNSs [U=8800, p<.05, n?=0.13]. According to
this finding, it can be said that female students have higher OPL levels on SNSs than male
students.

The Mann-Whitney U test was used to determine whether the OPL levels of university
students on SNSs differ according to the use of Facebook, Instagram and Twitter, which were
examined within the context of the research. According to the results of the analysis, it was
determined that there was no significant difference in terms of OPL levels in SNSs between
those who used Facebook, Instagram and Twitter and those who did not. The results of the
analysis results are presented in Table 9.

Table 9. Mann-Whitney U test results according to Facebook, Instagram and Twitter usage
status of OPL levels on SNSs

Using Status n Mean Rank Sum of Ranks U p
Non-user 188 158.74 298435 116105 .75
OPL - Facebook ) . 126 155.65 19611.5
OPL - nstaaram NOM-USer 26 151.02 39265 35755 68
gram - jeer 288 158.09 455285
. Non-user 114 157.05 179035 113485 .94
OPL - Twitter ;e 200 157.76 315515

The Kruskal-Wallis H test was used to determine whether university students’ OPL levels on
SNSs differ according to the frequency of their use of SNSs, and the analysis results are
presented in Table 10.

Table 10. Kruskal-Wallis H test results on the usage frequency of SNSs by students’ OPL
levels on SNSs

Usage frequency n Mean Rank  sd 12 p
A- Less than 1 hour 109 64.58 3 12.40 .006
hB(;uI?Setween 1 and 2 8 26.88 A-B
OPL - Facebook
C- Between 2 and 4 4 83.75 B-C
hours
D- More than 4 hours 5 82.30 B-D
Less than 1 hour 51 141.10 3 3.62 31
Between 1 and 2 100 14793
OPL — Instagram hours
Between 2 and 4 93 13511
hours
More than 4 hours 44 160.50
OPL — Twitter Less than 1 hour 97 96.73 3 3.19 .36
o
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Between 1 and 2

51 97.09
hours
Between 2 and 4 36 10731
hours
More than 4 hours 16 118.91

When Table 10 is examined, it is seen that the OPL levels on SNSs differ according to the
frequency of Facebook usage of the students [y(sd=3, n=126)=12.40, p<.05, n2=0.10]. The
results of Mann-Whitney U tests to determine which groups the difference originated from
showed that it was between those who used Facebook for 1 to 2 hours and others. There was
no significant difference between the OPL levels of SNSs according to usage frequency of
Instagram [x*(sd=3, n=288)=3.62, p>.05] and Twitter [¥*(sd=3, n=200)=3.19, p>.05] by the
students. It is possible to said that the OPL levels of the students on SNSs are similar
according to the frequency of their use of Twitter and Instagram.

The Kruskal-Wallis H Test was used to determine whether university students’ OPL levels on
SNSs differ according to the frequency of changing privacy settings on SNSs. Results of the
analysis are presented in Table 11.

Table 11. Kruskal-Wallis H test results about the relationship between students” OPL levels
and frequency of changing privacy settings on SNSs

Frequency of Changing

Privacy Settings Mean Rank sd x P
Never changed 86 124.45 5 5.25 .386
1-3 times 129 123.94

4-6 times 22 149.20

7-9 times 11 133.64

10-12 times 3 127.00

13 times or more 3 187.00

According to Table 11, the results of the analysis showed that there was no significant
difference between OPL levels and frequency of students changing their privacy settings on
SNSs [x?(sd=5, n=254) = 5.25, p>.05]. In addition, the results of the Mann-Whitney U test
conducted to determine whether there is a difference in terms of OPL levels on SNSs between
students who know (n=254, Mean Rank=159.81) how to change privacy settings on SNSs and
those who do not (n=60, Mean Rank=147.70), showed that there was no significant difference
between the two groups [U=7032, p>.05]. In the context of these findings, it can be said that
OPL levels of students do not change according to their frequency of changing privacy
settings on SNSs.

Spearman’s Rank-Order Correlation test was applied to determine whether there is a
significant relationship between students’ OPL levels on SNSs and their purposes of using
SNSs and between OPL levels and privacy behaviors on Facebook. Analysis results are
shown in Table 12.

Table 12. The relationship between students’ OPL levels on SNSs and their use of SNSs, and
between OPL levels and privacy behaviors on Facebook

OPL level on SNSs
r

Following the agenda and news 16**
Sending private messages to my friends .09
Like or comment on posts 2%
S
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Sharing pictures .02
Sharing an instant message (status) .05
Playing games -.09
Sharing academic knowledge .10
Making new friends -07
Sharing location .00
Sharing videos .06
Sending messages to my friends’ profile page .07
Sending group messages to my friends .04
Privacy behavior on Facebook A3*

* p<.05, ** p<.01

When Table 12 is examined, it is seen that there is a low level of positive correlation between
the students’ use of SNSs to follow the agenda and news (r=.16, p<.01), to like or comment
on posts (r=.12, p<.05), and their OPL levels in SNSs. It was determined that there was no
relationship between using SNSs for other purposes and students’ OPL levels in SNSs. In
addition, it was observed that there was a low level of positive correlation between students’
OPL levels and their privacy behaviors on Facebook (r=.13, p<.05). According to this finding,
as OPL increases, privacy behaviors on Facebook also increase too.

Conclusion and Discussion

The increase of using SNS causes privacy problems in sharing in virtual
environments. The disregard for privacy in social networks causes users to share in these
environments without developing a critical perspective. The results of a meta-analytic review
of individuals’ online privacy concerns and privacy management behaviors confirm online
privacy literacy’s role in promoting the use of privacy safeguards (Baruh, Secinti &
Cemalcilar, 2017).

In this study, which examines university students’ OPL levels on SNSs, according to gender,
frequency of using SNSs, and frequency of editing privacy settings, it has been found that
students have a high level of OPL. Tiirkten (2018) emphasizes that graduate students are
conscious about online privacy, they are careful about sharing their personal information
while sharing, but they are concerned about their privacy despite taking every precaution. The
results of this study showed that female students” OPL levels were higher than male students.
This result may be due to the fact that women have higher privacy concerns than men.
Because the literature shows that women have more privacy concerns and privacy tendencies
than men (Kalaman, 2017; Livberber Go¢gmen, 2018; Saeri et al., 2014; Tirkten, 2018;
Weinberger et al., 2017b). In a study conducted by Fogel and Nehmad (2009) on university
students, it was observed that women have more privacy concerns than men. In addition, it
was stated that men were more likely to share their personal data such as home addresses and
phone numbers on SNSs. Another remarkable point regarding the research findings is that
individuals who are members of online sharing sites have a higher tendency to take risks than
those who do not use the relevant applications. Ivren (2019) found that women’s online
privacy concerns were higher than men’s in a study that examined individuals’ privacy
concerns and surveillance awareness in social networks and collected data from 1848
participants for this purpose.
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In the research, it was determined that the OPL levels of the students were similar according
to the social networking site they use. Also, while the OPL did not change according to the
frequency of using SNSs by the students using Instagram and Twitter, it was seen that there
was a difference in terms of OPL levels according to the frequency of use of the students
using Facebook. When the groups that caused this difference were examined, it was
determined that those who used Facebook between 1 and 2 hours had a lower OPL level than
the others. The findings of the study showed that the OPL levels of the students on SNSs were
similar according to the frequency of changing their privacy settings on SNSs. The literature
indicates that the duration of use of SNSs has an effect on showing less privacy behaviors in
these environments. Because individuals who use SNSs less frequently, generally act more
carefully in the online environment and therefore may have more online privacy behavior
(Acilar & Mersin, 2015; Bartsch & Dienlin, 2016). For this reason, it can be said that the
privacy awareness of users increases as the duration of use of social networking applications
increases (Oz, 2014). It has also been observed that as the time spent by the users in the
Facebook application increases, they tend to limit the shares they make so that only their
friends can access them. Topbas and Gazi (2016), in their study that aimed to measure privacy
concerns in social networks, determined that there was a significant difference between the
duration of social network use and privacy concerns of the participants. According to the
findings of the related research, it was determined that the current difference was between
individuals who use SNSs every day and those who rarely use them; moreover, as the
duration of social media use of individuals increases, they pay less attention to their privacy
settings. Besides, as the number of followers of individuals using SNSs increases, the value
they attach to social network privacy decreases. In this context, it is possible to say that the
duration of using SNSs is an essential variable in terms of social network privacy and online
privacy behavior.

It was determined that there was a low level of positive correlation between the students’ use
of SNSs to follow the agenda and news, to like or comment on posts and their OPL levels on
SNSs. Furthermore, it was detected that there was a low level of positive correlation between
students” OPL levels and their privacy behaviors on Facebook. Sindermann et al. (2021) also
reported that there is a low level of positive and significant relationship between OPL and
privacy behavior. In the study of Govani and Pashley (2005), in which they examined the
users of the social networking site Facebook, it was found that although 84% of the
participants were aware of the existing risks related to privacy and the alternative to changing
their privacy settings, 48% of the participants were insufficient in making any adjustments.
Stutzman, Capra and Thompson (2011) determined that the participants who read the privacy
statement shared less content on online social networks. Researchers draw attention to the fact
that reading the confidentiality agreement increases the privacy concerns of the participants;
however, they underline that this level of anxiety can be minimized by simplifying the
privacy settings and the contract text. When the studies in the literature are examined, it can
be concluded that the development of online security and privacy awareness takes time
(Agosto & Abbas, 2017). This situation can be interpreted as changing privacy settings on
SNSs is more affected by the privacy experiences of users on SNSs. Oztiirk (2015) reached an
important finding that can be evaluated within the context of OPL in his study, which deals
with the effect of new media tools on the transformation in the perception of privacy within
the framework of undergraduate students. According to the research findings, 65.9% of the
396 participants stated that they did not read the confidentiality agreement when creating a
user profile on social media, but 88.9% of the participants stated that they were in control of
the personal information they shared on social media. Likewise, similar findings were reached
in Budak’s (2016) research in which he discussed the concept of privacy and conducted with
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the participation of 736 people. Accordingly, 259 out of 736 participants stated that they did
not read the terms of use and confidentiality agreement while subscribing to social networks,
while 337 participants stated that they read only part of the relevant texts. Therefore, only 140
participants indicated that they had read all the statements in the contract. Tongel (2020)
observed that there is a positive relationship between students’ digital literacy and privacy
awareness in her study, which deals with university students’ online privacy awareness.
Cengiz (2020), who reached similar findings in his research in which he measured users’
perceptions of privacy and privacy, determined a significant relationship between privacy
awareness and security awareness. As a result of the study, it has been observed that as the
security awareness of social network users increases, privacy awareness also increases. OPL
needs to be evaluated within a broad framework of knowledge and skills, such as privacy
knowledge, web usage skills, privacy awareness, digital awareness, information about online
safety tools, online advertising and web cookies, internet literacy, technical familiarity,
awareness of social media applications, social media experience, understanding of online
politics, internet and e-commerce experience, awareness of online security measures,
knowledge of privacy settings, and social privacy literacy (Baruh, Secinti & Cemalcilar,
2017). Such a comprehensive assessment may be necessary to more effectively examine the
variables associated with OPL.

The contributions of the research to the literature can be expressed as follows in terms of the
research results. This study has shown that university students have a high level of OPL.
However, OPL, which is high, is not reflected in the students’ privacy regulation experience.
Because the findings of the study showed that students rarely change their privacy settings,
and the level of the OPL is similar in terms of changing their privacy settings on SNSs. In
general, privacy literacy and attitudes about privacy are two factors that have received a lot of
attention as predictors of privacy management behavior. A widely shared argument is that
people with higher privacy literacy who have declarative and procedural information are
better at protecting their privacy. In the context of the use of social networks, research shows
that having technical skills and familiarity with privacy settings are positively related to
changing privacy settings (Kezer, Sevi, Cemalcilar & Baruh, 2016). In addition, there is no
difference between the students who use the SNSs examined in the study and the students
who do not use it, and the OPL levels of the students. The literature shows that social
networking platforms differ significantly in terms of the possibilities they create for the
selective management of knowledge sharing activities (Bazarova & Choi, 2014). However,
there is no difference between those who use Facebook, Twitter and Instagram and those who
do not, in terms of their OPL levels.

The results presented in the literature on the level of OPL in terms of gender and the results
obtained from the current research show that the level of female students is higher than that of
male. These results show that female students who are advantaged in terms of OPL are more
likely than male to take action to protect their privacy. However, the way to understand this
may be a multidimensional investigation of online privacy behavior in terms of gender with
data obtained from large samples.

The low positive relation between OPL and privacy behavior on Facebook is indicating that
knowing more about online privacy issues does not necessarily go along with corresponding
online privacy protection behaviors. These results suggest that not only OPL, but also more
variables may play a role in explaining online privacy behavior. OPL is important not only to
feel safe, but also to be safe. Because, as the literature emphasizes, OPL is related to privacy
behavior. As a result, when SNS users want to improve their online privacy and want to feel
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more secure in SNSs, they should aim to increase their OPL.

Privacy studies emphasize that surveys may not be the most appropriate option to measure
individuals’ attitudes towards privacy. Because it makes it highly likely that online surveys
will exclude individuals with higher privacy concerns. This possibility is seen as a limitation
of this study (Baruh, Secinti & Cemalcilar, 2017; Evans & Mathur, 2005).

In the 21st-century technology age, it is indisputable that SNSs are indispensable for
individuals’ daily and social lives. The concept of privacy still has a role and place in human
life despite all the changing conditions over the centuries; although the notion has altered
mostly due to the development of technology, it has continued to be a phenomenon that
individuals and societies value. Therefore, the issue of privacy in online environments needs
to be re-evaluated with different samples in terms of changing environment and individual
characteristics. Although OPL seems to be an important factor in online privacy behavior, it
remains unclear which psychological characteristics of a person are associated with OPL and
behavior. Therefore, in future studies, individual differences in OPL along with online
privacy literacy can be investigated. In addition, in a study to be conducted with a large
sample, students with high and low OPL can be examined for the purposes of using SNSs,
privacy behaviors, privacy regulation experiences, and the SNSs they use.

Appendix
Table Al. Items used in the study.
Variable Item

How much time do you spend on average on SNSs in one day? Facebook —
Frequency of use Instagram — Twitter
SNSs (Sosyal ag sitelerinde bir giinde ortalama ne kadar siire gegirirsiniz? Facebook —
Instagram — Twitter)

Privacy regulation How often have you already changed your privacy settings on SNSs in a year?
experience (Sosyal ag sitelerinde gizlilik ayarlarini bir yi1lda hangi siklikla degistirirsiniz?)

Frequency of
communication
with  people or
groups

How often do you communicate with the following people or groups using SNSs?
(Asagidaki kisi ya da gruplarla sosyal ag sitelerini kullanarak hangi siklikta
iletisim kurarsiniz?)

Usage Purpose of Social Network Sites (SNS)
How often do you use social networking sites for the following purposes?
(Sosyal ag sitelerini asagida belirtilen amaglarla hangi siklikta kullanirsiniz?)

Following the agenda and news

UPl (Glindemi ve haberleri takip etmek)

UP2 Sending private messages to my friends
(Arkadaslarima 6zel mesaj gondermek)

UP3 Like or comment on posts
(Gonderileri begenmek ya da gonderilere yorum yapmak)
Sharing pictures

Upa (Resim paylasmak)

UP5 Sharing an instant message (status)

(Anlik ileti (durum) paylasmak)
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Sharing academic knowledge

UP6 (Akademik bilgi paylagsmak)

UP7 Sending group messages to my friends
(Arkadaslarima grup mesajlart géndermek)

UP8 Sending messages to my friends’ profile page
(Arkadaslarimin profil sayfasina mesaj gondermek)
Sharing videos

UP9 (Video paylasmak)
Making new friends

UP10 (Yeni arkadaslar edinmek)

UP11 Sharing location
(Konum paylasmak/Yer bildirimi yapmak)

UP12 Playing games

(Oyun oynamak)

Online Privacy Literacy
Using the privacy settings and tools of SNSs ...
(Sosyal ag sitelerinin gizlilik ayarlarini ve araglarmi kullanarak ...)

I know how to delete or deactivate my account

OPL1 (Hesabimu pasif yapabilirim ya da silebilirim.)

I know how to restrict access to profile information such as hobbies, interests

OPL2 (ilgilerim, hobilerim gibi profil bilgilerime erisimi sinirlandirabilirim.)

I know how to make my profile not accessible via Google
OPL3 (Google arama motoru tizerinden hesabima erisilmesini ya da profilime baglanti
verilmesini engelleyebilirim.)

I know how to control if others tag my name on pictures
OPL4 (Baskalari tarafindan paylasilan fotograflarda adimin etiketlenip etiketlenmedigini
kontrol edebilirim.)

I know how to restrict access to my postings

OPLS (Paylastigim iletilere diger hesaplarin erisimini kisitlayabilirim.)
I know how to restrict access to my contact information (e.g. name, address)
OPL6 (Iletisim  bilgilerime (adim, adresim vb.) diger hesaplarin erisimini

kisitlayabilirim.)

Social privacy behavior

Contact information such as e-mail or phone

SPBl (E-posta ya da telefon numarasi gibi iletigim bilgilerim)
Date of birth
SPB2 (Dogum tarihim)
Relationship status
SPB3 (Tliski durumum)
Religion
SPB4 (Dini inancim)
SPB5 Current school/university/employment
(Mevcut okul ya da egitim bilgilerim)
SPB6 Residential address

(Ev adresim)
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Who can see what others post on your profile?

SPB7 (Baskalarinin profilimde paylastig1 gonderiler)
SPBS Interests (music, sports, hobbies)
(i1gi alanlarima ait bilgiler (begendiklerim, hobilerim vb.))
Status updates/activity feeds
SPB9 N .
(Durum giincellemelerim)
List of friends
SPBI10 (Arkadaslarimin listesi)
Photos
SPBll (Fotograflarim)
Videos
SPB12 (Videolarim)
SPB13 PO.|ItIC.a| 9r'|.er.1.tat|on
(Siyasi goriistim)
Current location
SPB14 (Konum bilgilerim)
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