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Abstract— In this article, the accomplishment of OFDM systems under different jamming attacks is 

analyzed.  Partial band jamming signal suppressing OFDM data packets partially and full band 

jamming signal suppressing all OFDM data packets are examined in this study. Computer simulation 

works are carried out to analyze the achievement of the OFDM system over AWGN and frequency 

selective Rayleigh fading channels under both jamming attacks. In addition, comparative performance 

analysis of different equalizer structures in frequency selective Rayleigh fading channel environment 

is performed. From the obtained results, it is seen that frequency domain equalizers combat jamming 

attack signals in the best way and provide the best performances. 

 

Keywords: OFDM, jamming attack signals, partial band jamming, full band jamming, OFDM-FDE, OFDM-

TDE. 

 

1. Introduction 

 Wireless communication, which is an indispensable part of our lives, has become a widely used 

technology. Mobile communication systems, which are one of the many wireless communication 

application areas today, provide many services to the user such as voice, SMS, image transfer, video 

transfer, internet access (Baltacı, 2018). 

 The widespread use of mobile phones makes communication and life easier, while threatening 

information security (national or commercial) corporate-public interests; It threatens exam security in 

schools, travel safety in intercity buses, peace and security of trials in courtrooms, and security in power 

plants. The problems caused by mobile phones in the cardiology clinics of hospitals are at a very serious 

level. Remotely controlled bombs can be activated by mobile phones. Telephones are used as a means 

of wiretapping, public information is polluted in the cheapest and simplest way, and private companies' 

information is accessed. Both private and institutional sensitivity to this dangerous pollution has 

increased in the direction of preventing the use of mobile phones in certain areas (Baltacı, 2018). 

The purpose of the scrambling process is to prevent the target system from performing its functions 

completely or temporarily. Confusion of cellular communication systems can be defined as the 
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operations performed to prevent the users from getting service from the mobile terminal (Kaplan et al., 

2020; Alakoca et al., 2016). 

 Scrambling methods target certain channels in the mobile terminal-base station interface. Thus, the 

data on the receiver side is tried to be made unrecognizable (Li et al., 2017). 

 Orthogonal Frequency Division Multiplexing (OFDM) is an encouraging scheme that allows high 

data rates to be transmitted. The basic idea of OFDM is to utilize multiple parallel narrowband 

subcarriers to carry information instead of a single broadband carrier. OFDM can efficiently give wide 

band wireless telecommunication in hostile multipath surroundings, thanks to its ability to adapt to 

harsh channel conditions without complex equalization. In addition, OFDM is resistant to Inter-Symbol 

Interference (ISI) and damping caused by multi-path spreading. 

 As OFDM is a very significant nominee for the core technology of next generation wireless 

telecommunication schemes, it is vital to investigate its success under deliberate interference over the 

weakening channel. There are some studies in this subject. In (Kaplan et al., 2020), the accomplishment 

of OFDM telecommunication in the presence of partial band mixing is exhibited. The anti-jamming 

attribute of clustered OFDM has been investigated in (Alakoca et al., 2016), and (Li et al., 2017) gives a 

detailed work on the partial band scrambling effect on OFDM schemes. Notwithstanding all the 

revealed studies, there has not been a comprehensive research on the influences of distinctive mixing 

schemes for OFDM technologies. By evaluating the Bit Error Rate (BER) performance of distinctive 

scrambling methods, the most efficient scrambling method can be determined under several channel 

conditions. This is important for OFDM systems, both for mixing and anti-mixing implementations (Liu 

et al., 2010; Soliman et al., 2018). 

 In this article, the effects of different jamming strategies such as partial band jamming (PBJ) and full 

band jamming (FBJ) on the BER achievement of the equalizers used in the OFDM scheme in the additive 

white Gaussian noise (AWGN) channel and frequency selective Rayleigh fading channel environments 

are evaluated. 

Jamming signal models utilized in studies are summarized in Section 2. Chapter 3 introduces the 

OFDM system under jamming attack signals. In the fourth Section, computer simulation environment 

and studies are introduced. In the last part, the acquired outcomes by considering the computer 

simulation results are interpreted. 

 

2. Jamming Signal Models 

Two types of jamming attack signals are used in this study. The first is a partial band jamming signal 

and the other is a full band jamming signal. 

 

2.1. Partial Band Jamming Signal 

Partial band jamming signal is shown in Figure 1. 

 

Figure 1. Partial band jamming signal (Devellioğlu, 2021). 

As seen in Figure 1, the distorting power of the partial band jamming signal is evenly distributed 

over a part of the whole frequency band of OFDM sub-carriers, and the frequency spectrum of the 

received OFDM signal has two jamming and non-jamming parts. In this study, as can be seen from the 

figure, a jamming signal is applied to the 4 MHz band of the OFDM signal with a bandwidth of 20 MHz. 
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2.2. Full Band Jamming Signal 

The full band jamming signal is shown in Figure 2. 

 

 

Figure 2. Full band jamming signal (Devellioğlu, 2021). 

 As seen in Figure 2, the disruptive power of the full band jamming signal, which is the simplest 

jamming attack kind, is equally dispersed over the entire frequency domain of OFDM sub-carriers. In 

this study, as can be seen from the figure, a jamming signal is applied to the 20 MHz band of the OFDM 

signal with a bandwidth of 20 MHz. 

 

3. OFDM System with Jamming Attack Signal 

 Figure 3 illustrates the transmitter receiver unit scheme of an OFDM system under the influence of 

the jamming attack signal (Devellioğlu, 2021). 

 

 

Figure 3. Block scheme of OFDM transceiver under jamming attack signal (Devellioğlu, 2021). 

 On the transmitter part of the OFDM scheme given in Figure 3, randomly produced serial input 

information bits are subjected to the inverse fast Fourier transform (IFFT) process after being modulated 

in the I-Q Mapping Unit. An OFDM symbol package is then created by adding the cyclic prefix (CP) in 

the CP+ block. The generated OFDM data packets are transmitted via the frequency selective Rayleigh 

fading channel. Later, OFDM data packets deformed by additive white Gaussian noise (AWGN) and 

jamming attack signals reach to the receiver. 

 The generation of jamming attack signals in this study is the same as the generation of OFDM signals 

as described above. 

 On the receiving part, the transmitted information bits are estimated by doing the opposite of the 

procedures on the transmitter part. Then the desired performance criteria are calculated. In this study, 

time domain and frequency domain channel equalizers are used on the receiver part to restore the 

distorted information bits. 
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4. Computer Simulation Studies 

 The simulation studies of computer are composed of two stage. In the first part, AWGN channel 

simulations under jamming attack signals and in the second stage, frequency selective Rayleigh fading 

channel simulations are made under jamming attack signals. 64-point FFT process and 16-length CP are 

used in all of the studies. 

 

4.1. AWGN Channel Simulation Results Under Jamming Attack Signals 

In this section, AWGN channel simulations of the OFDM system are made in the existence of partial 

band jamming attack and full band jamming attack signals. Simulations are performed via 1000 Monte 

Carlo channel loops for 100 OFDM data frames with BPSK and 4-QAM modulated signals.  

In Figure 4, as the signal jamming ratio is SJR = 20 dB, the AWGN channel performances of the BPSK 

and 4-QAM module OFDM system are given under both jamming attack signals. 

 

 

Figure 4. BER performance comparison of OFDM system under different jamming attack signal for 

SJR=20 dB. 

 As Figure 4 is evaluated, it is perceived that the acquired accomplishments in the presence of both 

Jamming attack signals in the AWGN channel are approximately the same. A difference of 

approximately 2 dB between BPSK and 4-QAM modulation is observed in the Figure. 

 In Figure 5, while the signal jamming ratio is SJR = 10 dB and 30 dB, the AWGN channel 

performances of the BPSK and 4-QAM modulated OFDM system are given under the full band jamming 

attack signal. 
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Figure 5. BER accomplishment comparison of OFDM scheme under full band jamming attack signal 

for SJR=10 dB and 30 dB. 

 As Figure 5 is evaluated, it is noticed that the acquired achievements in the presence of full band 

Jamming attack signal in the AWGN channel improve as the SJR value increases. A difference of 

approximately 3 dB between BPSK and 4-QAM modulation is observed in the Figure. 

 

4.2. Frequency Selective Rayleigh Fading Channel Simulation Results Under Jamming Attack   

Signals 

 In this section, frequency selective Rayleigh fading channel simulations of OFDM scheme are 

performed in the existence of partial band jamming attack and full band jamming attack signals. 

Simulations are performed via 1000 Monte Carlo channel loops for 100 OFDM data frames with BPSK 

and 4-QAM modulated signals. Time domain and frequency domain equalizers are used to equalize the 

5-taps frequency selective Rayleigh fading channel. As the time domain equalizer (TDE), 13 taps channel 

matched filter decision feedback equalizer (CMF-DFE), which consists of 9-taps feed forward filter and 

4-taps feedback filter, is utilized. As frequency domain equalizer, classical frequency domain equalizer 

(FDE) and FDE, where channel coefficients are estimated in the time domain and equalized in the 

frequency domain, are used. In the simulation studies in this section, it is supposed that the channel 

coefficients are known on the receiver part. 

 In Figure 6, while the signal jamming ratio is SJR = 10 dB and 30 dB, the frequency selective Rayleigh 

fading channel performances of the BPSK modulated OFDM system under the partial band jamming 

attack signal are given. 
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Figure 6. BER performance comparison of OFDM system under partial band jamming attack signal for 

SJR=10 dB and 30 dB in BPSK modulated signals. 

 As Figure 6 is inspected, it is perceived that the acquired accomplishment with TDE for SJR = 30 dB 

converges to 7E-4 BER after 30 dB SNR. On the other hand, by passing the TDE performance with both 

FDEs, performances converging approximately to 1E-4 BER value after 35 dB SNR value are obtained. 

In addition, it is seen from the Figure that as the SJR value increases, the performances improve. 

 In Figure 7, while the signal jamming ratio is SJR = 10 dB and 30 dB, the frequency selective Rayleigh 

fading channel performances of the 4-QAM modulated OFDM system under the partial band jamming 

attack signal are given. 

 

 

Figure 7. BER performance comparison of OFDM system under partial band jamming attack signal for 

SJR=10 dB and 30 dB in 4-QAM modulated signals. 

 As Figure 7 is investigated, it is noticed that the acquired performance with TDE for SJR = 30 dB 

converges to 3E-3 BER value after 30 dB SNR value. On the other hand, by passing the TDE performance 

with both FDEs, performances converging approximately to 3E-4 BER value after 40 dB SNR value are 

obtained. In addition, it is seen from the Figure that the performances worsen compared to the previous 

results as the modulation depth increases. 

 In Figure 8, while the signal jamming ratio is SJR = 10 dB and 30 dB, the frequency selective Rayleigh 

fading channel performances of the BPSK modulated OFDM system under the full band jamming attack 

signal are given. 
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Figure 8. BER performance comparison of OFDM system under full band jamming attack signal for 

SJR=10 dB and 30 dB in BPSK modulated signals. 

 As Figure 8 is evaluated, it is perceived that the acquired achievement with TDE for SJR = 30 dB 

converges to 6E-4 BER value after 30 dB SNR value. On the other hand, by passing the TDE performance 

with both FDEs, performances converging approximately to 1E-4 BER value after 30 dB SNR value are 

obtained. In addition, it is seen from the Figure that as the SJR value increases, the performances 

improve. 

 In Figure 9, while the signal jamming ratio is SJR = 10 dB and 30 dB, the frequency selective Rayleigh 

damped channel performances of the 4-QAM modulated OFDM system under the full band jamming 

attack signal are given. 

 

 

Figure 9. BER performance comparison of OFDM system under full band jamming attack signal for 

SJR=10 dB and 30 dB in 4-QAM modulated signals. 

 As Figure 9 is evaluated, it is noticed that the acquired accomplishment with TDE for SJR = 30 dB 

converges to 4E-3 BER after 30 dB SNR level. On the other hand, it is perceived that TDE performance 

is exceeded with both FDEs. However, it is observed that the FDE, where the channel coefficients are 

estimated in the time domain and equalized in the frequency domain, exceeds the classical FDE. In 

addition, it is understood from the Figure that the performances worsen compared to the previous 

results as the modulation depth increases. 
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5. Conclusion 

In this study, the effects of partial band and full band jamming attack signals, which are among the 

jamming attack signal types, on the performance of OFDM schemes were evaluated. In order to observe 

the effects of the related jamming attack signals on OFDM schemes, computer simulations were 

executed over AWGN and frequency selective Rayleigh fading channels. Equalizer structures used in 

OFDM systems in frequency selective Rayleigh fading channel environments are compared. The 

obtained results showed that frequency domain equalizers are better than time domain equalizers. 
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