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Abstract—A wireless sensor network consists of a group of distributed sensor nodes to monitor physical and / or environmental
conditions, such as sound, motion, temperature, pressure or pollutants and to cooperatively deliver their data through the network
infrastructure to a main location, generally called sink. Inspite of its several advantages, due to its inherit features, wireless sensor
networks are open to many security risks. Although conventional data security solutions are effective for other types of networks,
they are not effectively applicable to wireless sensor networks. Therefore, trust and reputation management approaches have
been proposed as an alternative. In a wireless sensor network, trust and reputation management enables a node to make their
own opinion about how trustworthy or reputable another node is. This way, it reduces the opportunities of being defrauded and
augments the probability of a successful transaction. It is known that although in the literature there are many trust and reputation
models, stil there is a lack of state-of-the-art models, standart data structures and application programming interfaces, generic
testing tools, and security threats analysis. Accordingly, in this study a contribution to the last one is made and the effectiveness of
two well-known trust and reputation models proposed for wireless sensor networks, namely PeerTrust and PowerTrust, is evaluated
in terms of accuracy, path length, and power consumption.
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1. Introduction there are many security threats that might affect

the proper functioning of WSNs, providing security

A Wireless Sensor Network (WSN) consists of
a group of sensor nodes distributed in an area,
typically deployed for cooperatively realizing a
given task. In the last decade WSNs have been
researched extensively. While they were first used
for military purposes, later on they have been started
to be used for civilian and industrial purposes such
as weather monitoring, pollution detection, traffic
control, and healthcare monitoring [1]. Although

to them is a challenging issue. WSNs must be
secured to keep on-site or cyber attackers from
hindering the delivery of sensor data and from
forging sensor data [2]. Because WSNs are typ-
ically built for remote surveillance purposes and
unauthorized changes in the sensed data have the
possibility of leading to undesired or unexpected
results. Since WSNs are vulnerable to hackers who
might go into the networks with the intent of ren-
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dering them useless, security solutions are critical
for the successful operation of WSNs [2]. Currently,
trust and reputation management approaches are
preferred in many environments in which there is
not enough information about the entities in the
system. Basically, trust and reputation systems allow
an entity to decide which one of the other entities
to have an interaction with, based on the direct trust
given by the former, the global reputation given to
the latter, or a combination of both [3].

Trust and reputation systems typically follow a
five-step process. The steps are gathering informa-
tion, scoring and ranking, entity selection, trans-
action, and reward and punish [4]. The gathering
information step rely on direct experiences, acquin-
tances’ experiences and pre-trusted entities. An ad-
ditional step called checking integrity, which relies
on raters’ reliability, provides information to the
gathering information step. The gathering informa-
tion step creates recommendations and provides data
to the transaction history. The scoring and ranking
step receives the recommendations and the transac-
tion history [5]. As well as the recommendations
provided by the gathering information step, it can
also rely on anonymous recommendations though
they might be quite subjective. Although the trans-
action history is a good indicator, assigning higher
weight to more recent transactions may be useful.
The scoring and ranking step relies on various
mechanisms such as analytic processes, bayesian,
fuzzy logic [6] and bio-inspired approaches [7],
and provides reputation and trust information to the
entity selection step. Then, entity selected by the en-
tity selection performs a transaction. Regarding the
scores, different trust and/or reputation scores can
be given to different services [8] and the scores can
take into account bandwidth, energy consumption,
and scalability for optimal performance. Finally,
depending on the transaction a service is received,

which provides data to the reward and punish step.
Trust and reputation systems should avoid abuse of
a high achieved reputation. Although opportunity
to participate should be given to benevolent new-
comers, it is desired that benevolent nodes have
more opportunities than the newcomers. Finally,
redemption of past malicious entities should be
considered. As a result of the increasing interest on
machine-machine and human-machine interactions,
a multidimensional framework has been proposed
in [9] to classify and compare computational trust
and reputation models. In addition, since in recent
years computational trust and reputation models
have attracted the attention of researchers, surveys
on this area have been provided in [10,11]. Although
there are many trust and reputation models and
several metrics used to evaluate the performance of
trust and repuation models [11], this paper presents
two well-known trust and reputation models, namely
PeerTrust and PowerTrust, and evaluates them in
terms of three commonly used metrics, accuracy,
path length and power consumption, respectively,
to decide their scalability. The rest of this paper is
structured as follows. The second section introduces
PeerTrust and PowerTrust trust and reputation mod-
els. The third section presents the simulation set-
tings and analyzes the results obtained, and finally
the fourth section concludes the paper.

2. PeerTrust and PowerTrust

PeerTrust is a reputation-based trust model de-
signed for peer-to-peer networks [12]. In the model,
two different strategies are employed to implement
the basic trust metrics of PeerTrust [3]. The general
trust metric of PeerTrust for peer e, GT(e), is
defined using Eq. 1.

T(e)

GT(e) = k.Y _NS(e,i).CF(p(e.i)).TCF(e,i) + CCF(e) (1)

1=1
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where k£ and [ represent the normalized weight
factors for the feedback-based reputation evaluation
and the community context factor (CCF) for differ-
ent situations. G7T'(e) represents the total number
of transactions realized by peer e with all other
peers, p(e,i) represents the other participating peer
in peer ¢’s ith transaction, NS(e,7) represents the
normalized amount of satisfaction which peer e
receives from peer p(e, i) in its ith transaction, CF(f)
represents the credibility of the feedback delivered
by peer f, TCF(e,i) represents the adaptive trans-
action context factor for peer e’s ith transaction, and
finally CC'F'(e) is the adaptive CCF for peer e.

In PeerTrust, two different metrics are provided
for the credibility. The first metric proposed by
the authors is Trust Value Metric (TVM) which
is proportional to the general trust metric directly
[3]. Therefore, if a peer provides a more trustwor-
thy service, it becomes more credible for provid-
ing recommendations. The second metric proposed
by the authors is Peer Similarity Metric (PSM)
which is based on using the similarity between
the feedbacks delivered by two different nodes so
that dishonest recommendations can be eliminated
successfully [3]. Because benevolent peers normally
provides similar feedbacks to similar services and
same service providers. PeerTrust uses two different
strategies to implement TVM and PSM [12]. While
Dynamic Trust Computation (DTC) uses fresh trust
data gathered at run-time in the computation of
the trust value, Approximate Trust Computation
(ATC) uses a cache in order to accelerate the trust
computation [3]. The computed trust values are used
either to select the node with the highest trust value
or to assist a node with determining whether to
interact with another peer or not. For any peer,
threshold trust value is the lowest value to trust.

PowerTrust is another reputation model for peer-
to-peer networks. It relies on power nodes, nodes

with more feedbacks, to aggregate the feedbacks
of users and compute the global reputation scores
of every peer [13]. Moreover, whenever a round of
aggregation is completed, it updates the set of power
nodes as the set of nodes with the highest reputation
scores dynamically [3]. PowerTrust gathers all of
the reputation scores v; and the normalized local
trust scores 7;, from those nodes j who have previ-
ously interacted with node 7 so that the reputation
score v; of a node 1 can be calculated. 7, is defined
using Equation 2.

5 )
T‘ij =
Z j S 5

where s;; is the satisfaction of node i about the last

interaction with node j. The aggregation needed to
compute v; is obtained using Equation 3.

vi=(1=k).) (0;Xr;) +k/m (3)

J

The weight of power nodes is determined by the
greedy factor, k. If ¢ is an ordinary node, its global
reputation score is computed using Equation 4.

vi=(1=k). Y (0;Xr;) + k/m 4)

J

In PowerTrust, each node is assigned a global
reputation score aggregated from local trust scores
weighted by the global reputations of all of the
other nodes with a previous interaction with the
former [3]. In addition, each power node receives
an extra reinforcement. As well as achieving quick
aggregation and high accuracy, PowerTrust is robust
to resist malicious peers and suitable for supporting
large-scale peer-to-peer applications [13]. Because
of the replaceable set of power nodes, it is specifi-
cally reliable in case of dynamic behavior of peers.
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Fig. 1: Simulation environment.

3. Performance Evaluation

Performance evaluation of PeerTrust and Pow-
erTrust was performed by using the simulator [14]
shown in Fig. 1. As shown Table 1, node posi-
tions for each scenario (total number of sensors:
100, 200 and 400) were the same for PeerTrust
and PowerTrust. In the simulation study, oscillating
server behavior option was not selected; therefore,
malicious servers did not become benevolent or
conversely after a predetermined number of itera-
tions. Similarly, collusion option was not selected;
therefore, malicious servers did not form collusions
among themselves. As a rule of thumb, malicious
servers assign their minimum rating for benevolent
servers and their maximum rating for other mali-
cious servers [14].

As can be seen from Figures 2-4, increasing the
number of sensor nodes in the environment do
not have any negative impact on the accuracy and
path length performance metrics of PeerTrust. As
expected, only the power consumption increases in
parallel with the increase in the number of sensor
nodes.
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Fig. 2: Results obtained using PeerTrust (numbet tf
sensors: 100).
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TABLE 1: Simulation parameters

Paramater Value
Number of executions 200

Number of networks 50

Number of sensors 100, 200, 400
Percentage of clients 20
Percentage of relay servers 5

Percentage of malicious servers 50

Delay (sec) 1
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Fig. 3: Results obtained using PeerTrust (number of
sensors: 200).
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Fig. 4: Results obtained using PeerTrust (number of
sensors: 400).

Similar to PeerTrust, as can be seen from Figures
5-7 that increasing the number of sensor nodes in
the environment do not have any negative impact on
the accuracy and path length performance metrics of
PowerTrust. As expected, only the power consump-
tion increases due to the increase in the number of
sensor nodes. When all the results are taken into
consideration, it can be seen that at the expense
of higher power consumption, PowerTrust obtain
slightly higher accuracy and less path length scores

compared to PeerTrust. Although this study makes
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Fig. 5: Results obtained using PowerTrust (number
of sensors: 100).

a comparison between PeerTrust and PowerTrust,
the performance of reputation models depend on the
application scenario and current system conditions
as well as the expected performance metrics. There-
fore, a smart multi-reputation engine based system
that can dynamically select the most appropriate one
of the provided reputation engines might be quite
useful. However, this requires a seamless transition
process between the previous reputation computa-
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Fig. 6: Results obtained using PowerTrust (number
of sensors: 200).

tion engine and the new one in order to prevent
a sudden change in the computed reputation score.
Also, for a certain period, both reputation values
should be taken into consideration.

4. Conclusion

The decentralization of wireless sensor networks
comes at the cost of data security. The distributed
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Fig. 7: Results obtained using PowerTrust (number
of sensors: 400).

nature of wireless sensor networks makes them be
vulnerable to attacks from malicious agents. Trust
and reputation management models are effective
tools to combat some of the potential security
threats targeted at wireless sensor networks. Ba-
sically, trust and reputation management models
help their users to decide how trustworthy the other
party is before making a transaction. Different trust
and reputation models were proposed to mitigate

the adverse behavior of unreliable or malicious
nodes in wireless sensor networks. However, our
understanding of how to incorporate an effective
trust and reputation system into these networks
is still limited. Therefore, the specific features of
the wireless sensor networks in which a trust and
reputation system model is to be set up, in addition
to the potential security threats that can reduce its
accuracy should be studied and analyzed in order
to decide which trust and reputation model suits
better. Accordingly, in this study, the effectiveness
of PeerTrust and PowerTrust is evaluated in terms
of the effect of network size on accuracy, path
length and power consumption in order to find out
the most scalable trust and reputation model. As
given in the paper, PowerTrust obtained slightly
better results compared to PeerTrust in the scenarios
held in this study. However, since there is a slight
difference in the results of the two models, there is
a possibility that if a different node distribution is
applied, the results might change slightly on behalf
of both models.
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