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Abstract- In the time we are living in, the nonlinear increassage and reliability on information communizatiechnologies

(ICT) are going to move forward. In this digital@@nment, people, institutions and government takeessary precautions
ranging from personal to strategic level and adhpinselves to live or operate in that new form mfimnment. When we

consider a country' cybersecurity efforts as a whdlstarts with individuals at the bottom, ingtibns, firms and military

organizations at middle and government at the Eopsuring a robust cybersecurity policy in a countequires all levels

(individual, institution, government) to be at th&@me standard. While the government level cyberdggairategy documents
generally present a comprehensive approach, thiutitnal level cybersecurity roadmaps, actionnglare generally not
present or overlooked. Being one of the main eleameha country, military organizations should regared to operate in
this new form of operational environment that i &f malwares, advanced persistent threats (ART) eyber espionage
software. In this study, institutional cybersecufibm the military perspective is analysed in liglt of possible challenges,
organizational structure, the military decision mnakprocess (MDMP) and cybersecurity workforce.

Keywords- Institutional Cybersecurity, military organizatioddDMP, cyber operations, cybersecurity workforce.

1. Introduction multidimensional and strategic effects of cyber
attacks, advanced persistent threats (APT) [1].

Due to living in an interconnected world with _ In today’s security environment, most of the
smart devices and appliances in cyberspace, tgHorts are being done to reach the data running on
cyber security issue has always taken theyStems, structured data, and the data that is not
significant role and emerged as a planning factdhgitalized yet, unstructured data. Although not
almost in every public or private institution. Nandled in this study, one of the main efforts in
Having a close relation with information security,lNiS context is to make the unstructured data
the cybersecurity term has evolved the former asdigitalized, the structured data [2]. Whatever be
result of the increasing number of highly costhe gommermal, military and mtelllgence purpose,
security breaches, irreversible prestige loss. glonmultiple ways to access all kinds of data,
with the use of internet, the use of cutting edgiformation and knowledge require that the
technologies in private and military organizationsconfidentiality, —integrity ~and availability — of
ranging from tactical to strategic level |ike|nformat|.on are ensured. The.cyber intelligence
command, control and satellite systems, has p@fid espionage efforts are getting more and more
the cybersecurity issue much more forward an@omMplex sometimes igniting hard debates and
entailed cybersecurity to be a more comprehensi#@nflicts between nations. How the institutions,
concept over traditional information security. Thehilitary organizations will manage to operate in
concept of information security procedures hallis new form of environment will be handled in
proved insufficient due to the complex naturdhis study. In section two, we discuss institutiona
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cybersecurity and challenges will be discussed. lhable 1. Main dilemmas of national cybersecurity
section three, we discuss how institutionall] [4]

cybersecurity becomes an integral part of cyher
operations and military decision making procesd
(MDMP). In section four, the cybersecurit
workforce and military organizational structur
will be discussed and finally proposals for mo
effective structures will be presented for a bet
cybersecurity approaches from militar
perspective.

Stimulate the Economy vs. Improve Nationa
Security

Infrastructure Modernization vs. Critical
Infrastructure Protection

Private Sector vs. Public Sector

Data Protection vs. Information Sharing

o] 2@ O

Freedom of Expression vs. Political Stability

2. Institutional Cybersecurity

. Similar dilemmas and challenges are present
Cybersecurity efforts generally start from the,, .o o |ess for institutions as well. One of the

government or strategic level and continue to thFhain dilemmas that institutions may face is

botltom, éndlwdlualllev;a]l_ Wf'th dlfferhent_ m?thqu'ﬁecurity vs. Privacy. The cyber attacks are
tools and goals. In this frame, the Institutional,,,,ening all around the world every second.
Wihile these attacks can range from a simple code

and individual level, constitute the main body o reaking to an industrial hacking and stealing from

the cybersecurity efforts. Government leve ompanies intellectual property assets, plans,

cybersecurity activities generally are iSSUING Qagigns and drafts etc., worth billions of dollars.
natlon_al . cybersegurlty strategy documentyy e jngtitutions may therefore wish to watch every
establishing a national cybersecurity center jick of their employees. In that case, the privacy

national computer incidents response - teams employees can be violated and overlooked.
(CIRT) and nation wide coordination of CyberThere are also some other dilemmas for

|nC|dent§. The institutional cybersecurity actie#i institutions as well, that are shown in Table 2 [1]
[3] are first of all to obey and ensure the necgssa

standards coming from the upper level and to formhable 2. Main dilemmas of institutional
an institutional roadmap that clearly address affybersecurity

possible cyber incidents and also the processgs
during cyber incidents and all the other activities
boosting up the cyber efforts. Finally, thge
individual level cyber activities start with 3
situational awareness on cyber incidents, pers lwi
cybersecurity measures, obeying the procedures
rules and not overlooking cyber issuesd
Considering the roles and responsibilities of jabs
all three levels, our assumption is that th
institutions that are most vulnerable are those th

form the ~goverment and have critica The institutional dilemmas stated above are
infrastructures. The difficulty in envisioning the . .
gneric and therefore they may increase or

cyber threats in current times and the enlargeme% crease according to the tvpe. mission. center of
of cyberspace encompassing a new operation? g ype, i

environment for military organizations, there areqrav'ty. and area of folcus (.)f '”S“t“t'or!s- The effe
naturally significant challenges that need to b8f social media and intelligence particularly open

addressed to avert failures. National Cybersecuriﬁ? urce intelligence (OSINT) that is cheap and easy

Framework Manual by NATO Cooperative Cybe implement, are the key factors to be reckoned

Defense Centre of Excellence (NATO CCD COE ith in' public and miIitary.institutions [9]' The
has articulated important national dilemmas th ficreasing use of smart devices and the widespread

should be addressed as shown in Table 1 [4]. use of social networks like Facebook, twitter,

Institutional Cybersecurity vs. Privacy
Privacy vs. Information sharing [5]
Homegrown human resource vs.
Outsourcing [6]

Open source vs. Licensed software [7]
IT Security Cost vs. Institutional
Cybersecurity

Technical vs. Administrative.
Cooperation vs. Loss of Reputation [8]

- d~Po»
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LinkedIn, Instagram and so on has forced thevent (place, time, the make of device and so on)
institutions to implement not only technical butwith their exchangeable image format (EXIF).

also _administrativ_e precautionary MEASUres. - A metadata analysis of collected photos from
Especially when it comes to enforcing anq/a

e . ious sources, can be performed using free tools
sustaining the procedures, strategic awareness

leadershi I o I Besid th ilable on internet. After that kind of effort, a
eadership play a crucial role. besldes 1Nesg .. jaal of valuable information can be attained,
challenges, the resiliency of command and contr

. ) Ike relations of people and their friends, where
§trgcture gnd_ CliSIS response plang In case ofrcybgnd when they had met, which route they track etc.
incidents is vital for getting away with less harm. Seemingly unimportant and trivial things may be

Script kiddies, state sponsored or freelanceome invaluable information for terrorists. Taking
hackers use OSINT due to its ease to access tinéo account these kind of challenges coming with
data, information or even knowledge [10].internet and social networks, a comprehensive
Actually there is limited amount of knowledge thatcyber approach should be applied balancing the
can be found on internet, but there is a hugsecurity and privacy with clear and concrete
amount of data that hackers can simply gather agdocedures in institutions. In this context and in
transform into information and knowledge thankserms of our perspective, the main and growing
to the free tools that are accessible on the ieternchallenges of institutional cybersecurity are as
Consequently the knowledge managemerghown in Table 3 below:

D s 21 onery, neckers enaiie, ai and growing challenges of

. T DYinstitutional cybersecurity
metadata analysis of open source data available on

public websites or with the use of social networks Lack of institutional cybersecurity
[11]. 1 strategy and roadmap.

After gathering user and system information, 2 | Cyber manpower and workforce.
through various sources, and with internet of 3 Strategic Cyber Awareness and
things (loT), attackers can transform the Leadership. (Top-Down)
information to form emulated versions of the 4 Open Source Intelligence, metadata
organizational structure of an institution and krac efforts.
the personnel on social networks with masked 5 | Big Data Analytics.
accounts to serve their future objectives like 6 | Bring your own device (BYOD).
phishing and cyber espionage attacks [12]. 7 | Increasing use of social networks.

Uploading  documents, photos  and 8 | Cyber Crisis Response Planning
announcements to institutional websites can be [ 9 | Resilient Command and Control.
seen a mundane activity within an institution if | 1o | Interoperability of systems and
you underestimate the possible cyber risks. The subsystems among other institutions.

prevailing use of social networks and metadata

obtained from uploaded contents can reveal a quigt Cyber space Operations (CO) and Military
amount of data and information to adversaries.  pecision Making Process (M DM P)

While well known companies gather data

from their users to provide better solutions and According to Joint Publication  3-12,
maximize their income, it can be wrong to assumeyberspace Operations (CO), there are several
that the terrorist organizations and the enemies dgyberspace capabilities whose main purpose is to
not or can’t deal with the big data. The dat&ttain the objectives in or through cyberspace.[13]
attained from a single source can easily be crod§ile commanders, whether in battlefield or in
checked with other services thanks to loT, likdeadquarters should be aware of the cyber use, its
social networks, online profiles or any thing takin @dvantages and risks, in military operations.
its place in internet. Even the photos of an aigtivi Today's and tomorrow’s security environment

in an institution can yield about many detailste t could not be thought apart from information
communication technologies (ICT) which is
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supposed to ensureonfidentiality, integrity ant
availability of information wherand wher it is
needed [14]. In order to succeed in cyberspace
attain the cyber superiority, armies shao
effectively implement cyberspace operations.
some military organizations, cyber capabilities
managed togber or under the frame of electrol
warfare units [15].

For instance, the leading countries in the wi
handle cyber and electronic in a same contexi
merge these two activities like cyber electrc
warfare activities (CEWA) [16] due tthe close
relationsof these two areas in military operatio
When we analyzé¢he cyberspace operation, it
divided in three parts; offensive cybersp
operations, defensive cyberspace operations
DOD information network operations [1

Natlonal

Offensive Cy ber
Operutions

Institutlpan|
Cybempeurity

(Mitirary Organizaes,
Public snd Civillan
Tnstituti ane; Firms:)

Informutinn Network
Operationy

Individual Cybersecurity

\

Fig. 1. Three Intedependent Functions [FIV-38]
interactionwith cybersecurityhierarchy mode

In the operation’s process, planning is hant
with art and first understanding and tf
visualizing a fact and putting forward the ways
reach the target [17]. Operatior@hnning can b
divided in two areas, conceptual and dets
planning [17], [18], [19]. The conceptual planni
deals with a more comprehensive, creative
critical thinking approach in order to put t
operational environment in a frawork applying
an appropriate operational desighhe detailed
planning is the execution of military decisi
making process (MDMP) after getting t
commander’s initial planning guidance [2

MDMP is a continuous and recurrent syst
that facilitates the leaders to derstand the
situation, analys¢he mission and develop coui
of actions [20]. Planning cyberspace operat
whether within electronic warfare concept or st

alone, requiresdetailed plannin leading to
specific MDMP. Cyberspace or cybersecuris a
functional area of battlefield supping operations,
regardless of an operation ongoing, alcor as a
sole tool orsolution achieing military objectives.
We argue that,in future, the integration of
conventional operatiorsnc cyberspace operations
becomes aine-qua-non for military succes:

By following the steps of MDMP [21], startir
from the defining and acceptit the mission and
preliminary examination of it, CO should
analysedthrough all the steps and finally f
forward just like other baefield functional areas
detailinghow it can support the operats. When
an operationadesign isprepared by a group of
staff before plannir, or simultaneously,
operationakyber effects should also iconsidered
under the name ofCyber Operational Design.”
The need foroperatiolal design from cyber
perspective stemf§om the complex nature ai
strategic effects of cyber threats. Therefbefore
or along with the MDMP, cyber operational des
should be prepared in order to supg
commander’s decision and help the MDMPbe
aligned in terms of cyberAn awareness of the
strategic effects oeEnemy’s information systen
and critical infrastructues, CO can be the
commander’s main method to operate in
battlefield before deployinany of its units.

3. Cybersecurity Workforce, Manpower and
Organizational Structure

In order to provide talented and qualified cy
manpower for military organizatiss there should
be a cybersecurity workforce strategy sec
within an institutional cybersecurity roadmi
Considering the sources of manpower, the elic
workforce should beecured athe very beginning
from military high schools, from militar
acadenies and civilian cybersecurity dedica
personnel. However, ils not easy to work with
talented hackers in a military organization,
flexible working hours and other facilitieshould
be provided in that environment. It must be ¢
ensured that a ear definition of roles, jo
descriptions and duties should communicated in
order to classify the areas of responsibilities &r
abide by the rule of law.
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The distribution of responsibilities of cyber »Job descriptions for cyberspace activities should
workforce can be information assurance, cyber be clearly specified and documented, no
intelligence, operations (offensive and defensive), ambiguous areas should be left,
and maintenance in general. As a result ofCivilian contractors meeting the required
cyberspace operational planning in MDMP, military standards, having the necessary
intelligence requirements are going to help idgntif  international certificates in their fields, should
the adversary’s efforts, activities and even center be recruited and assigned in cyberspace
of gravity. Therefore, cyber intelligence gathering operations’ positions.
from multiple sources with multiple tools will have > Talented civilian contractors should especially
an important role in cyberspace operations be used on job and master-apprentice trainings,
planning [22]. However, to find and recruit the>Resilient cyber workforce planning should be
talented, dedicated hackers, programmers and envisaged and necessary adjustments for service
systems administrators to work for your time of contractors should be implemented
institutions is not an easy job. But if institut'on  carefully.
demonstrate that they have a high level of cyber
situational awareness and a special interest H‘]
cyber security and also promise a good salary, |
may attract those people to apply to youp

|nst|tl_Jtt|ons£ In .th's CﬁnteXt’t CB{EerfTeCljmyoperation, we also think of several main elements
recruitment exercises such asapiure the flag, like intelligence and logistics. Particularly the

are (.)f great importance in order to attract anﬁuelligence activities precede the operation in
identify potential and skilled cyber patriots [23]. order to provide all the necessary information and
One more important factor in attractingknowledge, putting forth the action, about the
talented cybersecurity workforce in military enemy then a suitable reaction can be given to a
institutions is coming together with universitiessituation. In this context, in the MDMP process
and having a close collaboration and coordinatiosupporting the commander's decision and
in cyber events like conferences, cyber campsperations order, intelligence becomes one of the
workshops and cybersecurity exercises acrog®re elements of operational plan.
nation-wide. These kinds of events are going to
boost cyber situational awareness and bringn

together the talented people and provide a Soc'ggtween cyber and intelligence units. The same

environment where people can share their knovy- : ; -
. - ssue is also valid for electronic support (ES
how and tacit and explicit knowledge. Whether, PP (ES)

h kinds of ¢ b ed b bIactivities that support all three main elements:
these kinds of events can be organized by pu t%lectronic Attack (EA), Electronic Protection
institutions or private ones, military high schaol

q tudent hould b q EP) and Electronic Support (ES)) of electronic
academy - students - shoul € encouraged o fare (EW). Electronic support activities require
participate in those activities personally or with

) ) . ... close collaboration with intelligence measures
e e s esmadince ey Tocts. on seacing for radte
ike National Security Agency (NSA) andrbﬁectromagnetlc energy for threat analysis [25].
Department of Homeland Security (DHS) are In Fig.2, a proposed cyber command and its
organizing such cyber events [24]. In order to fornelation to intelligence command is shown. Due to
a robust and effective cybersecurity workforce fothe strategic nature of cybersecurity, the cyber
military organizations those initial steps shoul bcommand should be able to respond to the needs of
be taken into account as follows: the army rapidly and with little or no bureaucratic
inertia. Therefore, it should be as proximate as
ossible to the commander of the army. Here,
cyber and electronic units can be separate or
integrated as a single command too. The costs and
benefits of single command of cyber and electronic

Many countries have established their
bersecurity organizations both in government
vel and institutional (military) level. From
ilitary perspective, when we think of an

Therefore, in military cyber organizations there
ould be a close interaction and interoperability

»Having a cyber workforce planning section in
the institutional cybersecurity roadmap o
document,
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units can be analysed in terms of operability, The complex and destabilizing cyber attacks,
efficiency, effectiveness, bureaucracy and cost. whether a denial of service attack, a cyber

It should be remembered that before arrangin§S|Oionalge or an advanced persistent threat (APT),

the organizational structure of the cybersecurit ave s_hown that‘t tge. level OL.r'Sl: '? h'gh ?ﬂd nto
units, following action items should be prepared NE IS Immune 1o being a subject ot cyber threats.

executed and sustained: n public or civil organlzatlpns, the |nst|tgt|onal
_ S cybersecurity can be achieved by having and

- CIear_Iy stated national and InStItutlonaJsustaining a comprehensive approach like
cybersecurity strategy document [26] or anvisioning challenges, dilemmas, cyber risks

roadmap, especially emanating from social networks,
- Government or military level cybersecurityPreparing an |nst|tut|or_1al cyl_oersecur_lty roadmap or
end states action plan, updating information security

procedures to compose cyber issues, balancing

- Legal frame of cyberspace operations angetween privacy and security in institutions.

electronic warfare activities N )
However, from a military perspective the

things that civilian institutions should do forniet

General Staff tier one in military organizations. In addition to
(Deputy) these, tier one, military organizations should be

prepared to operate in cyberspace whether cyber is

a supportive of a full operation (conventional,

| urban warfare, peace support etc.) or an operation

Electronic on its own. Regarding the destructive effects,
Intelligence — Cyber "l Warf - L
Command |*——| Command [+—— arfare collateral damage and killings of both civiliangdan
Command military personnel, cyber wars can play an
important role in preventing the killings and
casualties in battlefield.
Cybevrv:r':;gmic In such a chaotic era, the military organizations
Command need to prepare for the worst by establishing

resilient and cyber command @ structure,
. . interoperable and synchronized planning efforts
Fig. 2. The proposed organization of cybeni electronic warfare command. Due to the
command in military organizations that has closgyanging character of wars from conventional to
relation with electronic warfare and intel”genceunconventional, symmetric to asymmetric and
units. hybrid wars, cyber operations need to be designed

i to defense and sustain the military assets.
3. Conclusion

The understanding and handling of theacknowledgements
cyberspace, cybersecurity efforts vary from

country to country. Some countries see the piCturgnis study is an extended version of the same
more comprehensively [4] including nationalarticle presented in May 2015 at The International
Cr|t|Cal Infl‘aStrUCtureS, e|eCtI’0magnetIC Spectrur‘science and Techn0|ogy Conference at Harvard
electronic warfare and cyber intelligence actigitie pedical School, USA, that is designed by

in the big picture. Therefore, those countries s@@ternational Journal of Arts and Science (IJAS).
the cyberspace and cyber activities as a strategic

means or a new domain within the operations

environment [27]. On the other hand, some other

countries perceive cyberspace as equal to interrfREferences

and ther_efore’ th_ey S|mply_ see the cybersecurity ?ﬁ I. Sisaneci, O. Akin, M. Karaman, and M. SaglaiA
equal to information security. Novel Concept for Cybersecurity: Institutional
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