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Abstract

Thanks to technological advancements in recent years, critical infrastructure has
become both irreplaceable for modern social life—and highly vulnerable. Safe, ef-
fective and efficient management of critical infrastructure is a sign of a state’ social
welfare and economic development. Ensuring the security of critical infrastructure
is essential for national security, and is becoming ever more dependent on network
technology. Indeed, providing for the cybersecurity of critical infrastructure, i.e.,
protecting it from cyber attack, is the chief goal of modern states’ cybersecurity strat-
egy. The present study aims to reveal the importance of ensuring the cybersecurity of
critical infrastructure within the scope of national security. First, the relationship
between the concept of national security and cyber threats is scrutinized from a
realist perspective. The interaction of the critical infrastructure concept and cyber-
security is then analyzed from a theoretical and technical point of view. In addi-
tion to official documents published by the United States, which has the world’s
most advanced cybersecurity infrastructure, the study includes definitions of related
concepts published by Turkey, a country that has made significant progress in recent
years in terms of the cybersecurity of its critical infrastructure.
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Introduction

Critical infrastructure refers to the physical and virtual systems that underlie
modern societies, and are vital for their survival. Providing for the security of
these systems is an essential part of the national security strategies of mod-
ern states. The safe and effective management of critical infrastructure is an
indicator of a state’s social welfare and economic development. Today, the
security of critical infrastructure is heavily dependent on network technolo-
gies; accordingly, providing for the cybersecurity of a state’s critical infrastruc-
ture is synonymous with national security. Protecting critical infrastructure
against cyber attacks is thus crucial for maintaining daily life, as it ensures the
provision of essential public services and reliable commercial and financial
transactions.'

The process of managing critical infrastructure by means of network tech-
nologies, which are mainly operated by mechanical systems under human
supervision, has accelerated since 1990, with the rapid commercialization and
demilitarization of the internet under the leadership of the U.S. As a result, in
the same period, cybersecurity strategies began to be developed at the national
and international level. Many countries in the international system now have
cyber defense and attack capacities commensurate with their developmental
level and economic potential. Since the 2000s, states have endeavored to im-
prove their cyber-attack capacities in various ways, e.g., through space espi-
onage and counter espionage, the spread of disinformation using web-based
platforms, the development of electronic warfare skills, perception manage-
ment and the dissemination of propaganda. In addition to states, many in-
ternational organizations and companies have developed cybersecurity plans
within their fields of activity in tandem with their goals.

The importance of critical infrastructure was first emphasized in U.S. Presi-
dential Policy Directive 63 (PPD-63), accepted by President Bill Clinton in
1998. Since that time, many countries, notably the U.S., have addressed the
security of critical infrastructure in their codes, official plans and strategy pa-
pers.> Many measures, evaluations and recommendations with titles related
to the cybersecurity of critical infrastructure have been and continue to be
circulated in the realm of legal regulations, and in states’ plans and strategy
documents, as a result of the ongoing emergence, proliferation and diversifi-
cation of cyberspace-based threats.

There have been many concrete instances of cyber attacks targeting states’ crit-
ical infrastructure. Many of these occurred in the 2000s, before awareness had
developed as to the nature of this kind of threat. To provide an example, at the
end of the Cold War, the tension between Russia and Estonia that had begun
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in response to Estonia’s rapprochement
with the North Atlantic Treaty Organi-
zation (NATO) alliance became height-
ened due to Estonia’s decision to remove
a Soviet-era statue from Tallinn Square.
Immediately after this decision, a large-
scale Distributed Denial of Service
(DDoS) attack was launched against Es-

There have been many concrete
instances of cyber attacks target-
ing states’ critical infrastructure.
Many of these occurred in the

2000s, before awareness had de-
veloped as to the nature of this

tonia’s critical infrastructure. The cyber kind of threat.

attacks aimed to collapse the country’s

internet infrastructure by targeting the websites of Estonia’s political parties,
its state institutions, parliament, media organizations, banking and financial
systems. The internet sector of Estonia’s critical infrastructure became unser-
viceable for a week as a result of the attacks. Estonia recovered with the help
of NATO, and the decision to close access to Estonia’s national web from

abroad.?

In another instance, a cyber attack involving the Stuxnet Virus was launched
against Iran’s nuclear installation in Natanz in June 2010; the installation was
physically damaged and the development of its nuclear energy capacity was
delayed as a result. Although Iran blamed the U.S. and Israel as the backers of
the attack, no one has claimed responsibility to date.*

Other examples of cyber attacks targeting critical infrastructure were observed
during Russia’s intervention in Ukraine, which began in 2014. The use of
mobile phones in Crimea in the first days of close combat in March 2014 was
prevented by destroying the infrastructure of Ukrtelecom, Ukraine’s official
mobile phone company. Another cyber attack was carried out against a pow-
er plant in the Prykarpattyaoblenergo Region of Ukraine on December 23,
2015, causing a power outage there. According to Ukraine’s allegations, these
cyber attacks were conducted by Russian intelligence services and afhiliated
hacker groups.®

Another example of cyber attacks targeting a state took place in Turkey. On
November 24, 2015, Turkish F-16s shot down a Russian Su-24 fighter jet
for violating Turkish airspace—an incident that created significant political
tension between Turkey and Russia. The tension increased in December 2015
when “DDoS” cyber attacks aimed to erode Turkey’s critical infrastructure,
including its banking and finance systems, public institutions and e-state, by
targeting the bandwidth used by the system where “.tr” extension names are
kept. The attacks had the potential to affect 400,000 websites in Turkey. Rus-
sia is alleged to have been behind those attacks, but has not recognized such
claims.®
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As these concrete cases indicate, organized cyber attacks can target the virtual/
technological systems used in managing critical infrastructure. National in-
telligence services and/or various hacker groups may be associated with these
attacks, which can be almost impossible to trace. And there are many more
such examples. The remarkable point here is that today, states can organize
cyber attacks against rival or adversary states by targeting critical infrastruc-
ture, rather than purely military targets. Indeed, critical infrastructure is now
seen as a military target against which a state can organize cyber attacks. This
situation is a development arising from the use of systems based on network
technologies with cyber space-based technological developments to manage
critical infrastructure.

It is a logical development within this context that states have begun to pro-
vide for the security of critical infrastructure as a crucial component of their
national security strategies. States aim to protect their critical infrastructure by
means of various plans, institutional structuring, legal regulations and strategy
papers. And in addition to providing cybersecurity for their own critical infra-
structure, several states have developed the capacity to carry out cyber attacks
that can damage the critical infrastructure of adversary states as an important
target.

Relations between the concept of national security and cyber threats will be
discussed in this context from a Realist perspective in this study. Subsequently,
the interaction of the critical infrastructure concept and cybersecurity will be
analyzed from a technical and theoretical perspective, drawing upon defini-
tions of these and related concepts found in official documents published by
the U.S. and Turkey.

National Security and Cyber Threats in terms of the Realist
Paradigm

Although the national security concept emerged as the result of the political
conditions of the 20" century, the intellectual foundations of this concept
date back much farther, specifically to the era of the establishment of modern
nation-states. The national security concept was first recorded in U.S.-based
official documents and academic studies after WW!II; U.S. national security in
the period after 1950 focused on coordinating between government agencies
to address the nation’s threats and interests. The national security concept, as
a key component of ensuring the collective security of NATO member states
during the Cold War years, was fundamentally defined within the context of
the struggle against Communism.” In studies conducted during this period,
national security was defined mainly from a historical, military perspective.
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Over time, it developed into a reference that countries use to determine their
domestic and foreign policies. The national security concept, in its current

form, includes both domestic and for-
eign policy elements.

In the post-Cold War era, the national
security concept was redefined in the lit-
erature in light of the disintegration of
the bipolar political system and ideolog-
ical point of view, along with the emer-
gence of new-generation threats, and
the desire to promote liberal values and
develop free trade. Because the national
security concept developed in different
states with different perspectives, it be-

In the post-Cold War era, the
national security concept was re-
defined in the literature in light
of the disintegration of the bi-
polar political system and ideo-
logical point of view, along with
the emergence of new-generation
threats, and the desire to promote
liberal values and develop free

came more controversial in the post-
Cold War era. Across decades, many
different schools analyzed whether secu-
rity is/should be individual, national or international. The modern approach
tends to be critical of any security mentality that discusses national security
solely from a military perspective, and a more human-centered national secu-
rity mentality has come into prominence.® The national security concept, after
moving away from its military debut, has been discussed from points of em-
phasis such as economic security, health safety, individual safety, food security,
societal security, environmental safety and cyber safety. This new theoretical
point of view has vastly extended the scope of the security concept. To provide
an example, Buzan highlights the need to analyze the political, economic,
social, environmental and military dimensions of security.’

trade.

The intellectual foundations of Realist national security policies were built on
the premise that people act with motives such as interest, greed and power,
contrary to Idealist approaches. Realists argue, in contrast to what the Idealists
claim, that it is almost impossible to change human nature at the point of en-
suring security. Instead of changing human nature, then, it should be accepted
that humans are human, and the negative sides of human nature should be
acknowledged and addressed by politics. Only then, we can talk about ensur-
ing security of the people.'

Intellectuals such as Thomas Hobbes, Niccolo Machiavelli and Jean-Jacques
Rousseau had a pessimistic perspective that can be applied to the ways in
which national security needs to be understood. Those intellectuals accepted
the international system as an area where states continuously fight with each
other to pursue their own selfish interests. For this reason, it is impossible
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to establish universal peace, as the Idealists desire. This line of reasoning is
accepted by Realists such as Carr and Hans Morgenthau; in their view, the
only way to prevent a state from becoming a hegemon in the international
system, where there is a constant conflict of interests among states, is for states
to balance each other’s power."" The pessimistic viewpoint of classical Real-
ists is accepted by neo-realists such as Kenneth Waltz and John Mearsheimer,
according to whom security or insecurity is a result of the anarchic nature of
the international system on a large scale. Therefore, international policy will
continuously sustain a tendency to violence.'?

The Realist political approach accepts states as the main actors of the inter-
national system; since the interests of each country differ from each other,
there is always the possibility of war, and some kind of conflict or fighting is
inevitable. The Realist approach defines the international system as anarchic,
and characterizes international policy as a power struggle in which security is
the main agenda item in the realm of international relations. In this respect,
the security concept for Realist theoreticians is discussed through “insecurity”
in general terms, and this theoretic approach is explained via themes of power,
threat and insecurity.

Cyberspace-based developments, today, propose new approaches to states
threat, security and deterrence agendas. Some states have even begun to see
cyber attack and cyber conflict as important methods of engaging in strategic
defense and inflicting damage on their opponents. Developments in cyber-
space bring along new security risks; the importance of removing these risks
has thus also increased, compelling states to develop strategies to address this
issue. For Realist theorists, this makes the international system even more
uncertain and anarchic than before, especially given that cyber attacks can be
caused not merely by states but by individuals.'

In Realist terms, the diversification of risks to cyberspace resources, and the
inability to determine the source of these risks, deepens the anarchic structure
of the international system. A cyberspace attacker can hide his or her identity
by using various forms of crypto software and programs. The attacker can
even conduct a “false flag”'* operation, making it appear that the source of the
cyber attack is another state or a state-sponsored hacker group by using similar
software. All of these circumstances deepen the insecurity of the international
system and reinforce the mutual distrust between states.

Power struggle and competition in the international system have expanded
into a new dimension thanks to internet-based developments. Many states
have used these technologies as an opportunity to develop their hard power.
Improving military power with the help of cyber-based technology and skill
has become an important goal for these states. Allocating budgets, making
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investments, training experts and establishing cyber military commands in
tandem with conventional army development are now essential for states in
order to reach a powerful attack and defense capacity in cyberspace."

All of these developments contribute to what Realists call the “security di-
lemma,” a phenomenon whereby “many of the instruments that are used by a
state to increase its security decrease the security of others.”'® And it is ongo-
ing. When one state makes a military investment or takes a military measure,
this is taken as a threat by another state, which then applies similar measures,
which in turn are interpreted by other states as a threat. The threat perceptions
of states vis-a-vis one another escalate, in some cases leading to an armament
race with mutual measures taken back and forth."”

Based on the security dilemma concept, states evaluate international relations
as a zero-sum game, and plan their behavior patterns in the international sys-
tem based on the assumption of relative earnings. They also avoid cooperation
by asking the question, “who will benefit more?” instead of, “how can we both
profic” As indicated above, the Realist approach adopts a competitive and
confrontational security perspective on the axis of anarchy. Given the rigidity
of this perspective, the limitations and difficulties of cooperation in the Realist
paradigm come into prominence. Because the structure of the international
system is anarchic, according to this approach, this insecure environment pre-
vents states from cooperating in the long term,' a situation exacerbated by
the anonymous structure of cyberspace and its accompanying uncertainties,

which diversify and deepen risks.

Concerning all these evaluations, the mentality that has started to gain cre-
dence recently is that critical infrastructure is an inseparable part of a state’s
cybersecurity and thus its cybersecurity strategies. This perspective is clearly
emphasized in the national cybersecurity documents of many states. For ex-
ample, Turkey’s National Cyber Security Strategy (2020-2023) Document
states, “Cybersecurity is an inseparable part of national security. Providing na-
tional security in an absolute manner depends on achieving [our] goals in the
cybersecurity field”"* As mentioned above, the security of critical infrastructure
and information systems that are mostly managed by internet technologies
has become vital to the security of any state. States, now, are aware that cyber
attacks targeting critical structures can be a serious threat, and that such at-
tacks can negatively affect their political, economic and military security.
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The Relationship between Ciritical Infrastructure and Cyber
Security

Critical infrastructure has two dimensions in terms of cybersecurity: defense
and attack. Let us look first at the cyber defense and security dimension. Rap-
id development in network technologies has led to decisions to manage the
critical infrastructure vital to a state’s national security and public function-
ing by means of operating systems that rely heavily on internet technologies.
Therefore, states that are in a power struggle within the international system
may inflict damage on sectors of each other’s critical infrastructure, accepting
them as military targets. It is now a necessity for a state to protect its critical
infrastructure against cyber attacks by investing in the defense capacity of
these systems and endeavoring to provide security for them.

The other dimension is cyber attack capacity. A state may wish to completely
or partly damage the critical infrastructure of an adversary state by seeking op-
portunities and improving skills in this capacity and organizing covert opera-
tions. A state may prefer this mode of attack due to the anonymous structure
of cyberspace; it is almost impossible to prove allegations or to find concrete
evidence of a cyberspace attack in terms of international law.

As noted above, a state’s critical infrastructure might be exposed to various civ-
il and military threats in terms of both its cyber defense and cyber attack ca-
pacity. Since critical infrastructure sectors are now evaluated within the scope
of strategic systems that need to be protected at the national level, they are
accepted as sensitive targets. To provide an example, Turkey’s National Cyber
Security Strategy (2020-2023) goals include “implementing regulations for
the protection of critical infrastructure sectors; developing cyber risk manage-
ment and emergency plans; ensuring that internet traffic, whose source and
target is domestic, remains in the country; and discussing cybersecurity within
the scope of national security.”*® Even collective security organizations, such
as NATO and the European Union (EU), take measures to protect critical
infrastructure against cyber risks and attacks.

Critical infrastructure is defined differ-

Critical infrastructure is defined
differently in various approaches;
the common trait of all the ap-
proaches identify it as consisting
of vital systems in terms of the
functioning of the state.
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Turkey’s National Cyber Security Strategy and 2013-2014 Action Plan as “In-
frastructures with information systems that may cause loss of life, large-scale
economic damage, national security gaps or disruption of public order when
the confidentiality, integrity or accessibility of the information it processes is
impaired.”' Turkey’s 20162019 National Cyber Security Strategy specified
the sectors that comprise critical infrastructure as follows: “electronic commu-
nications, energy, water management, critical public services, transportation,
banking and finance sectors.”*

Critical infrastructure as defined in terms of U.S. legislation are sectors that
would result in a weakening of the country’s national defense and economic
security if they were to fail or collapse. An official document prepared for the
U.S. in 1997 identifies these sectors as (1) telecommunication; (2) electrical
power supplies and gas and oil storage and production units; (3) banking
and financial institutions; (4) transport units and components; (5) units from
which water is supplied; (6) emergency service units including emergency
medical response units, general law enforcement, fire and search and rescue
units; (7) government services and institutions.”

The U.S. Patriot Act, which entered into force in 2001, defines critical in-
frastructure as “Vitally important physical or virtual systems and assets that can
create a detrimental effect on security, national economic security, national public
health, or any combination of these in case of being inadequate or destroyed.’™
The U.S. Presidential Policy Directive—Ceritical Infrastructure Security and
Resilience, accepted in 2013, specifies the sectors of critical infrastructure as
“chemistry, commercial activities, communication, critical production, dams,
the defense industry, emergency services, energy, finance, food and agricul-
ture, public institutions, health, information technologies, nuclear reactors,

materials and waste, transportation systems, water and wastewater.”?

The U.S. defines its current critical infrastructure sectors as “chemical industry,
trading areas, communication, critical production facilities, dams, defense indus-
try and production areas, financial services, emergency services, energy, food and
agriculture, public health and maintenance, information technologies, nuclear
reactor materials and waste, public buildings and areas, transportation systems,
water and wastewater systems.”**

Almost all of these critical infrastructure sectors—notably energy, telecom-
munications, transportation and water systems—are currently managed by
utilizing internet technology infrastructure. These systems can be perceived as
military targets when we consider that they are strategically important for a
country. It is now possible to damage the critical infrastructure of an adversary
state, causing chaos or turning its economy upside-down via cyber attacks.”
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It is possible, in cyberspace, in which all these systems are interconnected, to
collapse a state’s critical infrastructure, i.e., to make a system based on mutual
dependence unworkable, and thus start a cyber conflict. The general run of
cyber attacks toward operational targets in cyberspace starts by perforating
critical infrastructure systems that are managed by internet technologies,* as
is evident in the cyber attacks against Estonia, Iran, Turkey and Ukraine.

Considering the risks above, protecting critical infrastructure and establishing
cybersecurity entails the following considerations:*

Providing security against physical and cyber threats that could destroy the
operation of critical infrastructure.

Being prepared for the environmental, social, economic and political ef-
fects that could emerge in the event of the disruption or failure of criti-
cal infrastructure arising from the system itself or from natural disasters;
establishing coordination and work safety plans and action steps for this
purpose.

Evaluating the law enforcement personnel, fire stations, search and rescue
and medical units that are involved in ensuring the security and function-
ality of critical infrastructure. Precautions should be taken to ensure con-
tinuance of function, and to maintain the mobility and preparedness of
units that can intervene in the event of a critical infrastructure emergency.

Cyber Security of Critical Infrastructure

Conducting quality checks on the precautions that are taken to ensure the
cyber and physical security of critical infrastructure is important, as is keeping
the effectiveness of these measures up to date. Private companies and/or pub-
lic enterprises apply penetration tests to specify the required measures. These

tests model and simulate possible attacks

The effect of a “third eye,” i.e.,
having an independent contractor
company assess the safety mea-
sures, is essential in providing the
security of critical infrastructure.

against the system.

The effect of a “third eye,” i.e., having an
independent contractor company assess
the safety measures, is essential in pro-
viding the security of critical infrastruc-
ture. The scope and currency of these
measures is even more critical when it is

considered that hackers’ attack methods change day by day.

It is worth going into greater detail in regard to information systems, as these
may require addition measures of protection. Information systems can be di-
vided into two categories: data systems and communication systems. Some
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critical infrastructure sectors use publicly available information systems for
service, while other aspects of their functioning are managed by private in-
formation systems called Industrial Control Systems (ICS). ICSs are used in
critical infrastructure sectors such as electricity transmission/generation and
distribution businesses, power and nuclear power plants, chemical factories,
refineries, water and treatment plants and larger industrial complexes. Provid-
ing cybersecurity to industrial companies, rather than physical security alone,
has grown in importance because of the digitalization trend and increasing de-
mand for productivity. ICSs themselves are divided into two groups based on
their topology and components; Supervisory Control and Data Acquisition

(SCADA) systems and Distributed Control Systems (DCS).
Critical infrastructure information systems fall into four categories:

Information Systems: Computer systems serving an institution and its

stakeholders.

Communication Systems: Systems that provide communication services
to many institutions and organizations, consisting of components geo-
graphically spread over a very wide area.

SCADA Systems: Systems that are used to centrally monitor and control
the components of a geographically dispersed system.

Distributed Control Systems (DCS); Systems with control components
spread throughout the plant to monitor and control an industrial process
limited to a specific facility and location. %

SCADA systems have been used for many years in the management and track-
ing of critical infrastructure installations such as dams, steam power plants
and energy distribution units. SCADA systems had no connection with other
networks in the 1970s and 1980s. There were no known information and
communication technologies in SCADAs in those years—only technologies
developed specifically for infrastructure. In the decades that followed, SCADA
systems began to include standard software, hardware, operating systems and
network protocols that are widely known and used today. Currently, many
SCADA systems that manage and monitor critical infrastructure systems are
associated with enterprise networks and the internet. SCADA systems have
thus become open to cyber attacks, and the security of those systems is seri-
ously questioned.

Industrial infrastructure information systems generally consist of a large num-
ber of different processes that are interrelated with and mutually reliant upon
each other. This is because they are topologies that include multitier rather
than flat network architecture; each layer is in communication with different
layers associated with it, and each layer may vary in terms of mechanisms
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because of different security criteria. Therefore, a defense-in-depth mentality
should be applied for multilayered topologies such as ICS. This mentality was
developed based on the idea that all measures taken against cyber attacks will
somehow be circumvented.

The defense-in-depth approach aims to minimize the success rate of a po-
tential attacker by taking measures based on the requirements of each layer
and its assets at the same time. The use of modern technologies in industrial
infrastructure makes these systems more skillful, while the same technologies
increase the potential for cyber threats by proliferating the possible attack
surfaces of the systems. The “Purdue Model” layered network architecture
was developed by Purdue University, Indiana, and was adapted to ICSs by the
International Society of Automation (ISA)*' both to keep the attack surfaces
to a minimum and to make the management of control systems for each layer
safer. There are private network security architectures for different ICS and
SCADA systems, and various, modified versions of the Purdue model. The
Purdue Model consists of 5 or 6 layers, depending on the reference source and
notation. These layers are the Enterprise Demilitarized Zone (DMZ), Local
Corporate Network, Supervisory, Control DMZ, Logical, Field and Instru-
ments. Four main problems may be encountered in the field for each layer:

Access Control
Log Management
Network Security
Remote Access

Purdue Model layered architecture is based on the principle of separating In-
formation Technology (IT) and Operational Technology (OT) networks into
subnets. The goal is to provide controlled access (through INTER-VLAN
routing or by establishing an Access Control List (ACL) or by creating iso-
lated networks using other technologies) to subnets and restrict unnecessary

access that could become a threat.??

With such systems, there is a need to continuously monitor and work to cor-
rect technical imperfections and deliver the required solutions. Implementing
necessary precautions in a faultless manner is crucial for the security of criti-
cal infrastructure within the ongoing digitalization processes of modern life.
Taking precautions that provide for the security of critical infrastructure must
be seen as essential steps to be taken from the moment an organization is es-
tablished, as cybersecurity precautions and applications are not components
that can be added to systems later. Protecting critical infrastructure by means
of software that is specially designed for SCADA systems is all-important to
keeping crucial services functioning. Research and development (R&D) ac-
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tivities regarding the security of critical infrastructure must be supported in
order to develop national software to prevent cyber attacks from adversary
states and non-state actors. Conducting and financing R&D activities to en-
sure cybersecurity should be basic government policy. As a result of R&D
activities, cybersecurity guidelines that can be used jointly by various sectors,
and that contain consistent information should be prepared for critical in-
frastructure; standards should be established and good practices should be
specified.

Moreover, the critical infrastructure sector itself needs to be expanded, as sys-
tems based on internet technologies have become more common in recent
years, and have expanded to almost all areas of life. In this regard, the critical
infrastructure sectors that need to be protected for a country with a developed
internet infrastructure should include all systems pertaining to the defense
industry, including “all communication systems, information systems and
logistics systems; air defense and command control systems; cryptosystems;
navigation, approach, landing, positioning and direction-finding systems;
satellite and ground systems; space systems; manned and unmanned aerial
vehicle systems,” as well as critical systems pertaining to the functioning of
society, such as:

banks, shopping malls, education and training campuses, public buildings
and enterprises, hospitals, factories, refineries, oil pipelines, natural gas lines,
drinking water pipelines, treatment facilities, fixed facilities installed on pipe-
lines, liquefied natural gas facilities and warehouses, oil wells, large pump
stations, weapon and military equipment factories and facilities, railways,
highways, important bridges and crossings, large ports, marinas, airfields,
navigation auxiliary stations, radar stations, national monitoring, informa-
tion processing system centers, radio, radio link centers, dams, power plants,
transformer centers, strategic mine treatment, and operation factories.*

Inflicting economic damage, tarnishing the reputation of the target state by
making it appear weak, creating panic and fear in society and establishing an
unsafe environment are the reasons such facilities may be selected as targets by
a government or government-sponsored

hacker group. Critical infrastructure fa-  Cyber threats of the asymmetric
cilities should not only be thought of as type are on the rise; 79,790 in-

cyber attack targets, but as the priority
targets of a conventional war that could

formation security violation inci-

be selected to affect the will and tenacity dents and 2 ,122 data leaks were
of the adversary state—or destroy it. reported by 70 organizations

Cyber threats of the asymmetric typeare  from 61 countries.
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on the rise; 79,790 information security violation incidents and 2,122 data
leaks were reported by 70 organizations from 61 countries. Two-thirds of cy-
ber attacks were concentrated on the critical infrastructure of G-7 member
states, especially the U.S. The sectors most affected by the cyber attacks were
public institutions, and private or public companies engaged in technology
and financial activities. ¥

Cyber threat sources may be grouped into three categories: external attackers,
in-house attackers and business partners. External attackers play a role in 80%
of violations, and in 60% of such attacks, the attackers seize the target systems
within minutes. However, determining 75% of the attacks within a few days
is impossible.’® And the scope of cyber attack risk is much greater when we
consider that the statistical information given above includes only data that
can be detected and reported.

Cyber attacks on critical infrastructure can cause vitally destructive/disruptive
results. Those results directly affect end users, and threaten the strategic targets
and national security of the countries in which they occur. It is thus essential
to reduce the number of attacks on critical infrastructure and to implement
and sustain effective protection methods. Moreover, it is now essential for
states to create an integrated security strategy to protect critical infrastructure
and to determine both cybersecurity and physical security measures, along
with their requisite audit needs and methodologies.

States should adopt a comprehensive, integrated approach, in which risks and
threats are evaluated from all angles and the roles of all relevant actors are
defined for the periods before, during and after an attack. Such an approach
should include international actors and all public and private sector stake-
holders. Thinking like a hacker or a terrorist, the weakest and most sensitive
points ought to be identified, the worst scenarios should be anticipated and
prepared for, and the requisite practices to prevent and respond to these sce-
narios should be determined.

After establishing a structure that can organize all these elements, a model
system is required. It must be decided who will react when and in what way, in
the event of an attack. It is of great importance to consider and address these
issues in detail. Priorities within this context include the determination of the
steps necessary for prevention, protection and recovery.

Conclusion

The first hacking events were performed for personal interest in the 1990s;
today, the activities of government-sponsored or individual hackers have
spawned a new generation of threats on a global scale. It has become very im-
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portant to provide for the physical and cybersecurity of critical infrastructure
sectors that render essential services for living and working within the scope
of evolving security paradigms. Cyberspace is now understood as a new field
of struggle on the state level.

International security approaches will continue to evolve as new technologi-
cal advancements emerge. Cyber security-centered developments will play a
significant role within this process. Investments in cyber defense and attack
capacities will increase in the ongoing competition and power struggle within
the international system, which will in

turn affect states’ mutual threat percep-  Attacks by governments, govern-
tions. Generating cybersecurity strate- ment—sponsored hacker groups

gies and practicing them will continue
to increase in importance as states devel-

and independent hackers on dig-

op their cyber security-oriented political ital systems are becoming more
approaches. complex and sophisticated day by

Attacks by governments, govern- day.

ment-sponsored hacker groups and in-

dependent hackers on digital systems are

becoming more complex and sophisticated day by day. Hackers who infiltrate
and damage critical infrastructure by benefiting from system gaps have started
to act like cyber warriors, receiving state support for their efforts. The scope
of the threats they pose has expanded, as modern societies are much more
dependent than ever before on complex and widely used internet-based tech-
nologies.

States and international organizations today focus on precautions against cy-
ber attacks much more intensely than in the past. As a matter of course, it is
hard for critical infrastructure sectors to always be prepared for asymmetric
cyber attack threats. It goes without saying that there is a need for close co-
operation between the government and private companies to effectively guar-
antee the cybersecurity of the critical infrastructure systems of the public and
private sectors.

The confidentiality of the measures a state develops to ensure the cybersecu-
rity of its critical infrastructure can be accepted as the fundamental principle.
However, there is also a need for international cybersecurity alliance and co-
operation based on the principle of mutual dependence when the universality
of cyberspace is considered. Thus, the cybersecurity of shared, critical infra-
structure is not only a national issue—it requires international cooperation.

Most cyberspace threats consist of more than one variable; the multidimen-
sionality of the new generation of threats arising due to technological develop-
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ments obliges a new and wide range of approaches in countries’ national secu-
rity strategies. Providing for the cybersecurity of critical infrastructure sectors
that are now seen as military targets is crucial for governments to survive.
Especially in the last 20 years, critical infrastructure has relied more heavily
on processes dependent on network technologies; this circumstance has made
the provision of cybersecurity for critical infrastructure a very important goal
of states’ national security strategies. Developing cyber defense and attack ca-
pacity in determining states’ national defense strategies is now more necessary
than ever.

Many states prepare strategies, make plans, establish special institutional
structures and reform their armed forces to improve their cyber defense and
attack capacity regardless of their economic size, military capacity or level of
technological development. The main reason for following cyberspace-based
developments so closely and trying to get involved in these processes is the
power struggle and military competition among states within the scope of the
Realist paradigm. States, and even collective security organizations such as
NATO, have accelerated their plans to develop an effective cyber attack and
defense capacity by utilizing network technology-oriented developments.

This study researched why providing security for critical infrastructure is vital
for ensuring national security. We revealed that the security of critical in-
frastructure has become increasingly dependent on network technologies. In
light of the above analysis and evaluations, the conclusion is that providing
the cybersecurity of a state’s critical infrastructures is of vital importance in
ensuring its national security, as states have begun to accept each other’s criti-
cal infrastructure as a military target within the scope of their power struggle
in the international system. Thus, states are now increasing their investments
in cyber defense and attack capacities. It is clear that ensuring the cybersecu-
rity of critical infrastructure will continue to increase in importance in terms
of state security as network technology-centered developments continue to
evolve.
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