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Abstract

In this article, the concept of “homeland security” is divided into two com-
ponents according to the situations that damage physical, social and cultur-
al assets and values, as well as the form of force to be employed in response.
The article interprets border security as a sub-element of homeland security,
while redefining integrated border management (IBM), which is used by
the European Union, in the context of the Turkish defense industry. In
addition to this new and more local definition, current evaluations reveal
that boundaries are no longer just physical, and contemporary threats are
multidimensional, multistage and multifaceted. The final part seeks to de-
Jfine and structure a more proactive defense industry that is ready for these
changes with new wider assessments.
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Introduction

When the concept of border security is considered in its narrow sense in
terms of only physical border protection, up-to-date analyses are mostly
made in the sphere of technological components. Especially in Turkey,
it would seem that no other possible threats are included beyond the
factors that have been troubling the country in the physical sense for
years such as terrorism and migration. This narrow definition, however,
addresses only a small part of the higher-level understanding of security
implied by the terms “national security” and “homeland security.”

In order to provide national security or homeland security at an ef-
fective level, it is necessary to reinterpret the concept of the border,
re-analyze where borders begin and end, and re-evaluate the concept of
border protection within this broader framework. Upon doing so, con-
clusions as to how adaptable technological developments are to these
new border definitions can be interpreted separately.

Changes in both the quality and quantity of effective border security
measures in line with current developments are not necessitated only
by events occurring in the physical dimension. A national defense in-
dustry that is more prepared for these changes is defined in this arti-
cle as one that is more proactive on the level of industrial quality and
addresses the fact that borders are no longer merely physical and that
threats are now multidimensional, multistage and multifaceted. The
term “proactive” refers here to a competent level of industry in terms
of national product and technology development, together with the
design and production capabilities to analyze potential threats before
they occur. In Turkey today, the interpretation of what industrial pro-
activity means at different operational, strategic, and tactical levels, and
decisions about the direction of this sector in this context are currently
being made and carried out through intense interaction with end users
under the authority of the Presidency of Defense Industries (Savunma
Sanayii Bagkanligi, SSB).

This article discusses the qualitative and quantitative changes that are
considered to be necessary in reviewing Turkey’s border security, and
analyzes the situation of the Turkish defense industry within the scope
of integrated border management (IBM). To this end, the first part
of the article seeks to address the identification and classification issue
regarding border security, while the second part focuses on current eval-
uations of Turkey’s border security. Finally, the third part elaborates on
Turkey’s defense industry within the framework of IBM.
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Identification and Classification

Border security, in the narrow sense, means the protection of the phys-
ical structure of a country’s borders. Even if we begin with this conser-
vative definition, however, it is necessary to consider questions such as
where and in what scope the border begins and ends, and how and at
what level the borders should be protected. In this article, the basic defi-
nitions of border security (green homeland, blue homeland, sky home-
land, cyber homeland) and possible alternatives to those definitions are
not given on the basis of international security theories. Instead, the
classification and definitions are more specific with the aim of explain-
ing the approach and the viewpoint of the article.

Dealing with border security only in terms of its physical dimension,
or trying to produce security solutions while defining borders as mere-
ly physical structures will lead to a

narrow and thus inadequate analysis Dealing with border security only

of today’s problems and needs in the
realm of border security.! Therefore,
border security should be defined as
comprising different main elements
and sub-elements in terms of quality
and quantity. Separate analyses and
solution components should be de-
veloped for each of those elements,
and focus should be placed on the

in terms of its physical dimen-
sion, or trying to produce security
solutions while defining borders
as merely physical structures will
lead to a narrow and thus inade-
quate analysis of today’s problems
and needs in the realm of border

development of domestic and na-
tional solutions to ensure that those
solutions can be implemented indi-
vidually or together. The competence of the national defense industry
in this field should be measured by its ability to provide solutions with-
in this broad framework and by the proactivity of its approach to re-
sponding needs. In this article, threat is defined as the sum of the past,
present and potential risks that have the potential to adversely affect
any component of homeland security at any level. The components of
an effective homeland security regime are detailed below based on this
definition.

security.

Homeland Security

It is possible to discuss two different levels of homeland security, ac-
cording to the type of threat and the type of response the threats.
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Hard Components

The threat is the possibility of immediate damage to physical, social or
cultural assets and values; or the situation requires hard power response.
For example:

Military security

Political security

Border security

Critical infrastructure security
Citizen security

Cyber security

Disaster management

Migration management

Soft Components

Threats that entail the possibility of damage to physical, social or cul-
tural assets and values, yet which unfold slowly over a period of time, or
in which the situation does not primarily require the use of hard power,
fall into this soft category. In their initial stage, such threats do not
necessarily require the use of hard power. The search for a solution may
of course include any use of force when necessary, but this classification
refers to situations in which hard power is not preferred. Classification
is made on the basis of what is being protected. If we are to protect
nuclear power plants, for example, the situation would be considered
under the heading of critical infrastructure security. If we are protecting
against the possibility of nuclear fallout, it should be evaluated under
the heading of chemical, biological, radiological, and nuclear (CBRN)
safety. This is why nuclear safety is not included among the following
components:

Food and water security
Economic security
Energy security

Health security

CBRN safety

Environmental safety
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Industrial security

Trade security
Communication security
Transportation security
Education security

Social and cultural security (race, language, religion, etc.)

Naturally, the method of reacting to threats to sectors in these two broad
categories might differ, depending on the circumstances. For example,
hard power measures might be taken against threats occurring in any of
the areas typically considered soft. However, since this article does not
aim to evaluate all possible action and intervention styles, these possible
alternative models are not considered in the above classification.

It should be apparent to the reader that different definitions are re-
quired for the use of hard and soft power in the preservation of home-
land security. For example, is the adoption of an aggressive method as
a response to a cyber-threat within the scope of hard power necessary?
Should it be categorized as soft power when the response to a cyberat-
tack on critical infrastructure is not at the military level? In an effort to
provide more accurate answers to questions such as these, the distinc-
tions between definitions should be emphasized in a clearer way. Also it
is possible for a threat to emerge involving more than one component,
or, in other words, for a threat to affect more than one component
when it occurs.

Terrorism poses a threat to any and all of these hard and soft compo-
nents. For this reason, terrorism is not considered to belong to any one
category. Instead, it is assumed that all kinds of threats can occur on
the basis of terrorism, or, in other words, terrorism can be a threat for
every component (such as cyberterrorism, political terrorism, health
terrorism, etc.).

Another alternative classification may be related to the dimension or
level of the potential threat to the homeland. The threat’s dimension
refers to the sectors the threat affects. The threat’s level refers to whether
it is physical, social/cultural or economic. Basic approaches will also be
defined for the dimensions or levels at which precautions or reactions

should be taken.?

From a state-centered perspective, almost all interpretations of home-
land security are made on the basis of border security.’> As mentioned
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above, however, border security should be considered as only one
sub-element of homeland security.

Some threats are multifaceted, targeting multiple sectors and requiring
a multi-pronged approach to address. A threat can also be interpreted
as a combination of different types of threats.* For example, both the
physical and cyber protection of energy facilities is necessary in en-
suring the safety of critical infrastructure,” and the possible social and
economic problems caused by disruptions in energy supply and distri-
bution should also be considered. In addition to the physical protection
of critical infrastructure, the need to protect them in cyberspace has be-
come evident, thanks to the recent rise in the number of cyberattacks.
When threats are considered as a whole (that is, the sector they target,
the type of threat, its dimension/level, depth, intensity, impact area,
etc.), it is clear that physical protection alone will not be sufficient.

Although border security and management are often included in secu-
rity studies as critical concepts, efforts to consider homeland security as
a whole and to put the idea in operation with a broader perspective also
directly or indirectly affects border security-oriented activities. Doing so
provides an opportunity to add components with different weights to

the equation to ensure safety. Every

Although border security and
management are often included
in security studies as critical con-
cepts, efforts to consider home-
land security as a whole and to
put the idea in operation with a
broader perspective also directly
or indirectly affects border secu-
rity-oriented activities.

single component of homeland secu-
rity has effects of different weights,
and within the general concept of
homeland security, the evaluation of
all affected components as a whole
will make the measures to be taken
or the possible intervention activities
more meaningful. When security is
approached together by all relevant
stakeholders, a multidimensional
and multicomponent (integrated)
perspective can be gained, instead of
a one-dimensional and single-com-

ponent conceptualization of border security. Moreover, by considering
every effective and relevant subcomponent of homeland security, effec-
tive measures can be taken for border security with relatively less but
more focused and intensive effort.

In this respect, the concept of homeland security can be evaluated as a
nation’s efforts to protect itself, i.e., all units of the state, including ev-
ery institution and individual, and to minimize possible damage from
threats and dangers that may adversely affect its existence, security, re-
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sources, health, social and cultural structures, etc., by whatever methods
it deems necessary. In other words, the concept of homeland security,
which can be defined as all national efforts to try to make the home-
land safe and resilient against possible threats and dangers, should be
considered from a higher-level perspective that includes border security.

Border Security

As mentioned above, threats may occur in a variety of different mix-
tures, affecting multiple sectors at once. Within the context of home-
land security, a threat for example arising on a cyber platform should
not be interpreted merely as a cybersecurity threat but as a threat to the
nation’s digital borders, what we might call the cyber homeland. Oth-
erwise, we are drawn back into the narrow definition, by which bor-
der security is only explained with elements of physical security. When
border security is interpreted based on both what is within the borders
and what is beyond them, it is possible to determine to what extent
reactions, measures, infrastructure, technology and industry should be
analyzed in this context.

There are two different action models of border security, which can be
described as models for “preventing” and “allowing.” Each one requires
different technological infrastructures:

Preventing

As we have seen, border protection and external threat prevention have
to do not only with physical elements. Protecting the nation from the
inside out can be considered as any kind of precaution that can be tak-
en for any kind of threat that is defined and understood to be outside
the borders, based on the fact that we are located within many kinds of
borders. Inside-out protection can be considered as a virtual, physical,
social, cultural, etc. walls. Each such application will enjoy a high level
of efficiency when it is planned in detail and its infrastructure is appro-
priately built. For example, when only physical security is being pur-
sued, it is recommended to work on the following points to establish
the appropriate infrastructure before planning the operational model.
However, these recommendations will naturally vary from institution
to institution:

e Services for defining institutional reforms and establishing inter-in-
stitutional interoperability requirements and plans;
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* Identification of systems, physical infrastructure and equipment re-
quired to implement the border management strategy;

* Analysis of what kind of security/control system can be applied ac-
cording to the relevant physical and geographical needs;

* Creation of a multilayered, comprehensive technological architec-
tural structure for ensuring the security of land, air and sea (port
security, coastal security, etc.) borders;

* For each region, risk analyses and threat assessments should be con-
ducted, with infrastructural needs determined according to those
analyses, considering the geographical structure of the land, climat-
ic conditions, social structure, population density, land-use criteria,
economic status of the people of the region, propensity to crime,
neighboring countries, crime routes, records of past years, political
developments in the region, terrorism, etc.;

* Identification of detailed documentation and technical requirements
in the definition of required systems (requirements management);

* Monitoring, project management, efficiency analysis and reporting
of the implementation processes of each border management and
border security project;

e Establishment of distance and local, online and offline education
infrastructures that include the relevant institutions;

* Design and planning of the institutional requirements for the inte-
gration of information and communication subsystems, communi-
cation network environments, information technologies infrastruc-
tures and various basic systems, which are key parts of a national
border management system;

e Converting all these requirements into projects, dividing the proj-
ects into sub-segments and phases for each geographical region, and
making the technical setups traceable;

* Design and monitoring of all planning, budgeting, construction,
operationalization, provision of functionality, and execution pro-
cesses that will enable preventive and protective measures to be tak-
en by dividing physical security into subcomponents such as “phys-
ical prevention,” “observation and control,” “intervention systems
and equipment” and “protection systems.”

284



Ensuring Turkey’s Border Security and Defense Industry: Current Evaluations

Allowing

For example, customs practices, transportation and migration man-
agement fall within the rubric of a/lowing. The entry of consumable
products such as food, medicine and water, is also included here. The
management of the entry and exit of digital data, which is likely to be
used as a soft power tool from a broader perspective, should also be
interpreted within the scope of protection for outside-in flows. In this
context, who and what can enter the borders, how they do so and what
methods of entry will be allowed should be evaluated. This represents
the management of how much of the allowable types of movements
(entry, transmission, communication, etc.) will be permitted, and
which are considered to be beyond any kind of border.

The generally accepted concept of IBM as used by the European Union
should be interpreted, revised, and redefined as the concept of “Na-
tional Integrated Border Manage-
ment” (NIBM), not as it is currently

presented, but rather according to
national requirements, expectations,
capacities, and possible threats.

As many different researchers have
noted, current problems in globaliza-
tion, such as organized crime, terror-
ism and migration, highlight the con-
cept of border management. States
relying on economic power use the
concept of IBM, in which security
and trade are considered together. In

The generally accepted concept
of IBM as used by the Europe-
an Union should be interpret-
ed, revised, and redefined as the
concept of “National Integrated
Border Management” (NIBM),
not as it is currently presented,
but rather according to national
requirements, expectations, ca-
pacities, and possible threats.

this article, IBM is considered as the

formula for the execution of a free

market economy without compromising security.® Thus, IBM can be
expressed as the ability to achieve security and trade together in order to
eliminate possible threats and ensure the continuity of a level of welfare
built on economic power. This means that while economic activities are
carried out effectively, security management in line with new border
security understandings is emphasized.” To give a concrete example, the
EU’s IBM includes three basic elements: (1) regional and wide-ranging
efforts to support mutual trade and transportation and reduce insecu-
rity, smuggling, etc.; (2) interagency cooperation; and (3) cooperation
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in joint border management.® However, there is no definition of border
security systems in the documents created by the EU, and there is no
strategy document that presents the concept of IBM in a wide scope.’
The EU’s internal and external borders are being reinterpreted in line
with enlargement policies and new security approaches. This new view
is defined as IBM as part of a new border security system.'°

Yet, boundaries must truly integrate different actors, functions, and pro-
cesses for safe development. The concept summarized as IBM should
restructure traditional border protection and management processes in
a way that facilitates the passage of goods, services, and people, and it
should be redesigned in a way to present them all in a secure manner."
Border management should be carried out in line with modern eco-
nomic strategies, not by slow bureaucratic institutions.

The term “IBM” was first used by the EU in 2004 in a document en-
titled “IBM Guidelines in the Western Balkans.” The definition in this
guide refers to a holistic management style that emphasizes cooperation
at national and international levels while providing good border securi-
ty and being open to people, goods, and trade. “IBM” is used in North
America with a slightly different definition: it is a strategy that requires
the pooling of resources of various institutions and the participation
of both individuals and institutions.'* Boriboonrat, for instance, uses
the concept of collaborative border management (CBM); similar to the
definition of IBM, CBM refers to the management of the activities
of border-related institutions, ensuring the safe passage of people and
goods and meeting national needs while keeping the borders secure. '?

As mentioned earlier, IBM is interpreted in North America rather as a
strategy for institutions to work together in line with common goals.'*
This cooperation model requires the inclusion of both public and pri-
vate institutions.” This definition could be restructured accordingly as
follows:

For all national assets and values (physical, social, cultural etc.):

To ensure the establishment of all inter-institutional interactions
and action plans in order to protect the borders;

To be ready on individual, institutional and national scales against
all possible elements that may pose a threat to all types of our bor-
ders; and

To take all necessary preventative/protective measures.
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As can be seen, the term “integrated” refers to the ability to prevent
and react to the existence of a wide-scale threat portfolio in a unified
manner. The term “national” emphasizes the power of all institutions
and individuals to work together and be ready within the framework of
ensuring integrated border security.

A narrow view of Turkey’s border security will only allow us to establish
adequate physical security elements in line with current technological
developments. However, when border security is approached in line
with the definition given above, it is necessary to perform evaluations
at many different levels, from the preventative measures to be taken to
the forms of intervention that may be required if a threat materializes.
When all related concepts are considered together, such as the establish-
ment of inter-institutional interoperability for ensuring border security,
social and cultural readiness, technological positioning and industrial
competencies; and measures are taken by analyzing the threat across all
dimensions and levels, it will then be possible to talk about “Integrated”
border management. Any approach to NIBM should be implemented
and managed in this context.

It must also be kept in mind that, while borders are now more perme-
able to people, goods and services, this permeability makes the areas
inside the borders more vulnerable to unwanted elements.

For this reason, based on this seesaw effect, border management should
include but must not be limited to:

Policy development processes for concepts such as immigration and
trade management'’

Resource optimization and continuous technological modernization
to provide physical security management.

In summary, it is recommended that all institutions in Turkey that par-
ticipate in interactions on a national and/or international level should
be involved/included in the nation’s integrated approach to border se-
curity, which is interpreted as a hard component of homeland securi-
ty, and should establish principles of interoperability in line with the
points given below. Naturally, while this approach is particularly rele-
vant to border security and management, it can be similarly applicable
to all other components of homeland security.'®

Once the foundation for interoperability is established according to
the ideal model, other components will also be operable in the same
way. The following components of the interoperability model between
institutions are not offered under the assumption that the model is in-
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complete; rather, they are proposed to advance the debate that existing

interactions in the context of homeland security could be improved:
Consensus on the structure and details of the common working area
where representatives of all relevant institutions will work together;

Determining the level of required information technology/manage-
rial integration between institutions and the principles of data shar-
ing to build a standard information and risk assessment/manage-
ment platform, discussing and determining the basic structures for
the creation of a common data collection and analysis system that
can evaluate national and international information on IBM and
make it available to relevant institutions when necessary;

Determination of the data-sharing model and its limits within inter-
actions among national institutions for border management-related
national and international cooperation;

Negotiations on the expectations for and sharing among national
institutions, with consensus on a model that all will be able to apply
in cooperation;

Designing of the software model required for common use among
the institutions and structuring of data to be shared among institu-
tions;

Determination of the fundamental elements of a command and
control center under border management control and supervision,
including risk analyses and crime intelligence-sharing modules;

In coordination with all authorized institutions, discussions on ca-
pabilities on hand and capabilities that need to be further developed
for crime detection both outside and inside the borders;

Discussion of models and alternatives for a common risk analysis
mechanism among institutions;

Construction of a national risk database and discussion of the oper-
ational usage of this database;

Discussions on the creation of relevant legislation and review of re-
lated regulations;

Development of the fundamentals of NIBM information acquisi-
tion and management;

Establishment of models for data gathering from inside institutions
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and data sharing between institutions to enable preventive measures
to be taken effectively and instantaneously;

Creation of an interaction map and the design of the main features
of the interaction platform needed to produce reports and outputs
subject to emergency management;

Discussions of what institutions can contribute to the process, both
in terms of assets and expertise, with the aim of developing the nec-
essary information and decision support infrastructure for decisions
about initial and secondary-level preventive measures;

Discussions on eliminating administrative/technical obstacles to
the establishment of a common model where the information in-
frastructures of institutions are not affected, but can be used in line
with national/international security objectives;

Design of infrastructure, based on consensus, for a central and in-
tegrated education center that can meet the inter-institutional and
intra-institutional managerial and operational education require-
ments;

Building a data infrastructure that generates and records critical data
with the aid of traceability and effectivity analysis;

Ensuring that institutions interact with each other in real time and
have common decision-making systematics allowing for rapid inter-
vention;

Design of an infrastructure for instantaneous detection of the affect-

ing and affected factors according to the type of the threat;

Establishment of infrastructures, hierarchies and administrative
functions to be ready for use at any time,

Maintenance of alternative policy development processes based on
relevant scenarios to be ready at all times and stages together with
the maintenance of the resources for those needs.

Current Evaluations of Turkey’s Border Security

Various projects have been developed and implemented, and will con-
tinue to be implemented, for the physical protection of Turkey’s home-
land borders. In addition, in line with the Integrated Border Manage-
ment Action Plan approved in 2006, a group of projects carried out
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with EU funding have also been implemented.” With the latest proj-
ects, in which high technology is used intensively, more and more effec-
tive solutions have been offered and serious advances have been made
to ensure more effective border security. Unmanned systems have now
replaced manned systems, and a wider area has been brought under
control more quickly with systems offering more advanced observation
capabilities. As Ankara’s security discourse has evolved recently from an
emphasis on the integrity of Turkey’s physical land borders to encom-
pass its territorial waters, undersea resources and airspace, as evident in
the current prominence of the “Blue Homeland” and “Sky Homeland”
concepts, the understanding of border security has expanded well be-
yond a line in the sand. At the same time, developments in the realm of
cybersecurity have increased global awareness of the digital dimensions
of border security.

In line with these developments and advances in technology, the scope

of ensuring Turkey’s physical border security has been expanded to-

ward a three-dimensional model rather than a two-dimensional one.

To summarize briefly, when border protection is considered in the

context of physical security as simply protecting a line, that protec-

tion remains rather primitive when there is no analysis of previous or

future movements. When we consid-

er how movements, violations, and

In line with these developments possible threats will affect situations

and advances in technology, the both inside and outside borders, the

concept of line protection turns into

. . the concept of protecting a surface.

ical border security has been ., degth ispadded, §s the idea

expanded toward a three-di- of “Blue Homeland” and “Green

mensional model rather than a Homeland” (underground resources)

implies, and when height is added, as

in the concept of “Sky Homeland”

(without an upper limit), a three-di-

mensional concept of protection evolves. Although “Cyber Homeland”

does not have any physical or visible borders, any type of national data

or data that may have value for national benefits and rights (including

the protection, storage, sharing and transmission of the data) are the

elements defining this invisible border. The violation of these rights and

benefits and attempts to access such data should also be interpreted as a
violation of the Cyber Homeland.

scope of ensuring Turkey’s phys-

two-dimensional one.
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Turkey’s Defense Industry and IBM

In this section, industrial-scale evaluations of the integrated/consolidat-
ed/holistic approach will be made, where the application area is border
security. Border security, as the focal point for these evaluations, has
been interpreted here as a hard component of homeland security. It is
addressed in terms of Turkey’s land, air, sea and digital (cyber) borders
and is evaluated considering the aforementioned models of prevention
and allowance.

Every security-oriented capability may also have a countermeasure or a
relevant countermeasure may be developed. Therefore, one should not
fail to notice the possibility that those who violate the border could be
informed about the products we possess or could acquire or develop
different products and solutions.

In this context, if both sides are utilizing the same solutions and prod-
ucts, the solutions themselves may become potential security problems.
These solutions may be, for example, systems, tools, components or
software. It must be kept in mind that external actors can easily obtain
non-national or non-native elements and that measures against such
products and systems can be easily taken. Although attempts to violate
borders are also made by those who do not use technology, maintaining
national systems and solutions at the highest levels possible, regardless
of the nature of the threats, will allow us to be ready for threats and take
preventive measures.

At this stage, it is necessary to interpret the concepts of “domestic”
and “national” specifically within the considered scope. “Domestic” re-
fers to a nation’s internal production using local assets and capabilities.
“National” refers to products and technologies that are controlled by
the state at every stage from design to final production. Control of a
product means the ownership of the proprietary rights, or the design
or the production process. The fact that a product is domestic does not
necessarily mean that it is national, and it is likewise not always possible
to say that a national product is totally domestic. In summary, national-
ly controlled products or technologies should not contain components
or stages that are domestically uncontrollable, even though domestic
production may not always be provided. More detailed definitions of
these concepts may be given as follows:

Domestic: A product, service, or competence being domestic means
that all or a part of that product, service, or competence is produced
locally, using domestic industry competencies, domestic raw materials,
domestic labor forces, etc.
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National: A national product emerges from, is produced by, and is used
in the interest of the state, i.e., to meet the state’s expectations, needs
and capabilities, from its design to its production and from the in-
tellectual dimension to the usage stage. No international commercial
concerns or limits should interfere in a product’s being national. The
design, production and development of a national product, system or
subsystem cannot be changed or blocked by non-national parties for
any reason.

To summarize, based on these definitions, the national quality of a
product, system or subsystem means that all the rights, powers and
capabilities of that product are within the scope of national industrial
competencies.

Observing international examples of advanced technology develop-
ment and production, it may be seen that there is a focus on consum-
er electronics and the automotive and aerospace industries. Countries
producing advanced technology products in these sectors strategize to
be the best in the technological areas in which they enjoy leadership.
This competition is sometimes purely driven by consumer markets, and
sometimes occurs in line with national, strategic goals. In the latter
case, the process of choosing a national commercial model with broad
participation and adopting specific “technological distinction and su-
periority areas” are guided by the central authorities. The main such
authority in Turkey, the SSB, has developed many projects to shift the
geopolitical balance in Turkey’s favor with increasing momentum in
recent years, and has been carrying out this process in a highly quali-
fied way to achieve technological superiority. Especially in the last few
years, there has been a significant increase in the number of projects
carried out under the authority of the SSB; important steps have been
taken in the fields of localization and industrialization, dominance over
the relevant sectors and technology has increased, the development of
Turkish technologies and the production of original products have been
ensured through successful R&D projects.

The administrative requirements for selecting and focusing on specific
areas of technology in terms of border security, regardless of which in-
stitution is managing the process, should be considered as follows:

1) In which areas should investments in advanced technology be made,
and which areas need to be domesticized;
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2) Which national, domestic or industrial strategies should be used in
choosing these areas and how these areas are to be chosen;

3) Which of these areas should be owned, expanded, operated and
marketed by which institutions and establishments (corporate own-

ership);

4) How industrial and technological separation should occur (which
companies should invest and improve themselves in which areas),
preventing the duplication of investments;

5) What kinds of purchase guarantee models can be applied to support
or defend these investments and improvements;

6) How to evaluate long-term national border security strategies on
a geopolitical basis in a technological context and discuss them as
deep, long-term industrial strategies rather than short-term ap-
proaches;

7) How to ensure superiority in the market and overall technology by
developing the basic technologies at the basis of the need, in addi-
tion to analysis of the extent to which the purchased, acquired, or
developed technology and competencies can meet the need.

Although each of the above items may be worked on by national insti-
tutions individually and with focus, it is critical for the IBM approach
to integrate and generalize these efforts, advance them on a talent-based
basis, and adopt them as national strategic technology areas. Caudle
divides the capability-based risk management framework into four di-
mensions: force management (the ability to manage threat readiness),
operational management (the ability to use military capabilities against
sudden developments), potential challenges (foresight, readiness, ac-
quisition of new capabilities) and corporate management (the ability
to use resources efficiently and establish the effective functioning of the
defense ecosystem).?

We can expand the term “industrial proactivity” in border security to in-
clude the analysis of possible threats and the need for managing threats
before they occur, and, to this end, reach a more successful industrial
level with the development, design, and production of national prod-
ucts and technologies. In other words, emphasis is placed on predicting
a threat before it becomes real, on the development of all types of in-
dustry-oriented policies in advance, and on all types of efforts carried
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out in advance and in a pioneering fashion on the basis of technology
and product ownership. These efforts to predict threats should be so
deep and so broad that both operational proactivity (event-, scenario-,
and field-oriented) and strategic proactivity (industrial policies- and in-
dustry development-oriented) are ensured.

When the studies carried out by the SSB in recent years are evaluated
in terms of border security, it is seen that activities are implemented
under the following main headings, as described above, with a focus on
industrial proactivity:

Creating a consolidated list of products/technology in areas that can
be domestic, in light of data obtained from companies, key contrac-
tors and relevant institutions/organizations;

Identifying potential investment areas that are considered critical for
advanced technology production;

Classifying the technological development capabilities needed in
these fields with the assignment and categorization of relevant aca-
demic platforms;

Performing general analysis of which companies, academic institu-
tions or industrial clusters can work in which technological fields;

Generating a general competence and technology matrix that can be
used in determining national and international strategic technolog-
ical areas;

Creating a technology development database of elements that do
not require reinvestment, allowing recommendations for the consol-
idation of such investments.

Conclusion

Considering that a border has two sides, the fact that a secured border
is expected to bring multiple international actors closer to each oth-
er with common security concerns —and that the opposite case can
also occur— naturally requires the weights of factors for international
interactions based on border security to be analyzed individually and
repeatedly. Domestic/national industrial dominance, levels of advance-
ment, technology development and production capacities, and inte-
grated defense industry-oriented policies and practices, all of which are
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independent of international interactions, are all crucial parts of such
analyses. Naturally, borders have two sides, and both sides must protect
themselves according to their own threat and risk levels.

Homeland security cannot be provided through border security alone,
just as the establishment of physical border security does not mean that
the homeland is safe. Of course, it is difficult and expensive to take all
possible measures against every possible threat, but effective homeland
security management must be established with a holistic perspective,
considering an adaptive and active infrastructure for inter-institutional
interactions, responses, precautions and notifications. This integrated
approach should primarily be carried out on an industrial axis, and
administrative and technical policies should be developed on that basis.

This article has sought to reinterpret the concept of borders to allow
the provision of national security
or homeland security at an effective

level, to analyze where borders be-
gin and end regarding the technical
dimension that concerns the indus-

trial approach, and to offer a broad

Homeland security cannot be
provided through border security
alone, just as the establishment of
physical border security does not

framework of the concepts of border ~mean that the homeland is safe.

protection that can be considered in
this context.

As the discussion above indicates, changes in the quality and quantity of
the needs for effective border security in line with current developments
are not only occurring in the physical dimension. Security concerns
and needs may change depending on where and how the boundaries
are drawn, in addition to their dimensions. It has been emphasized that
a national defense industry that is more ready for these changes should
be prepared for the fact that borders are now more than physical and
threats are now multidimensional, multistage and multipronged. The
national defense industry should also be more proactive, reaching a
higher level of industrial competence, capable of analyzing threats and
needs before they occur, and possessing all relevant national product
and technology development, design, and production capabilities.

In a broader sense, approaches to establishing border security require
evaluations at many different levels, from the measures to be taken to
the forms of intervention. When all relevant aspects are considered as
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a whole, such as establishing interagency interoperability for border se-
curity, social and cultural readiness, technological positioning and in-
dustrial competencies, and when threats can be analyzed in all dimen-
sions with proper precautions taken, only then will it be possible to talk
about “integrated” border management in the fullest sense.
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