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Dijital Hak ve Sorumluluklar Olcegi Gelistirme Calismasr’

Sevgi YILDIRIM!, Hafize KESER?

Ozet

Bu ¢alismanin amaci, ortaokul égrencilerinin dijital haklarini
kullanma durumlari ile dijital sorumluluklarina uyma
durumlarini  belirlemeye ydnelik bir O6lcek gelistirmektir.
Arastirma ic Anadolu Bélgesi'nde blytiksehir statlstinde bir
ilde 6grenim gérmekte olan 760 ortaokul 6grencisinin katilimi
ile gerceklestirilmistir. Veri toplama sureci 2019-2020 egitim
ogretim yilinda gergeklestirilmistir. Verilerin analizinde SPSS
programindan yararlanilmistir.  Yapilan ag¢imlayici  faktor
analizi sonucu, olgegin dijital haklar bélimdundn 3 faktér ve 18
madde, dijital sorumluluklar bélimundn ise 4 faktor ve 19
maddeden olustugu belirlenmistir. 3 ve 4 faktérden olusan bu
yapilar dogrulayici faktér analizi ile dogrulanmistir. Cronbach
Alpha i¢ tutarlilik katsayisi Dijital Haklar élceginin tamami icin
.88, Dijital Sorumluluklar d&lgceginin tamami igin ise .92
bulunmustur. Dijital haklar 6lgceginin alt faktor degerleri
sirasiyla; .86, .78 ve .75 olarak, Dijital Sorumluluklar dlgceginin alt
faktor degerleri ise sirasiyla; .88, .87, .74 ve .69 olarak
hesaplanmistir. Calisma sonucunda ortaokul 6grencilerinin
dijital haklarini kullanma ve dijital sorumluluklarina uyma
durumlarini  belirlemek Uzere kullanilabilecek guvenilir ve
gecerli bir 6lgcek gelistirilmistir.
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Giris
Dijital teknolojilerin hizli gelisimi, kullanim alanlarinin yayginlasmasi ve
kullanici sayilarinin artmasi ¢cocuk, geng¢ ve yetiskin yasamini dnemli
oOlcude etkilemistir. Cocuklar basta olmak Uzere tum bireyler
yasamlarinda énemi giderek artmakta olan dijital teknolojileri egitim, is
ve gunluk hayatlarinda yogun ve etkin bir sekilde kullanmak
durumunda kalmaktadir. Hizla gelisen bu teknolojilerle birlikte bireyler
ile ilgili veriler anne karninda cenin halindeyken baslayarak

dogumundan dlumune kadar veri tabanlarina kaydedilmekte ve her bir
birey dijital varlik olarak yasamlarini surdurmektedir.

DuUnya genelinde nufusun %48'i internet kullanirken, c¢evrimici olan
genclerin orani (aktif olarak interneti kullanabilen) %77dir (UNICEF,
2017). internet kullanicilarinin Ggte birinin 18 yasindan kicguk cocuk ve
ergenlerden olustugu tahmin edilmektedir (UNICEF, 2017). 2010 yilinda
Tuarkiye'nin de pargasi oldugu 24 Ulkeden 23,420 Avrupall 9-16 yas
internet kullanicisi cocuk ve ebeveynleriyle yapilan “Euro Kids Online”
baslkli Avrupa Cevrimici Cocuklar Projesi bulgularina bakildiginda
Avrupa'da 9 ile 16 yas arasindaki cocuklarin %93'Unun haftada en az bir
defa cevrimici oldugu, %60'Inin  her gun c¢evrim ici oldugu
goérulmektedir. Bu durum cocuklarin gunlik yasamlarinin bir
parcasinin internet kullanimindan olustugunu gdstermektedir. Diger
taraftan internet kullanim yasinin giderek dustugu ve interneti
kullanmaya 7-10 yas arasinda (%59) baslandigi, hatta 7 yasindan énce
internet kullanmaya baslayanlarin oraninin %13.3 oldugu gorulmustuar,
15-16 yasindaki cocuklar icin bu oran %80'e kadar ¢cikmaktadir (EU Kids
Onling, 2010).

GUnumuzde cocuklarin bu sekilde cevrimici yasamasi hem bazi firsatlar
saglamakta hem de bazi risklerin  olusmasina sebebiyet
verebilmektedir. Diger bir deyisle firsatlari artirmak risklerin artmasina
neden olabilmektedir (Livingstone ve Helsper, 2010). Bu riskler;
bagimlilik, cinsel icerikli siteler, zararli yazilimlarin indirilmesi,
taninmayan kisiler ile iletisim halinde olma, kisisel bilgilerin paylasimi
vb. olarak siralanabilir.

Ayni arastirmanin (EU Kids Online, 2010) diger verilerine bakildiginda,
pek cok sosyal medya sitesine kayit olma sartlari arasinda 13 yas ve
ustunde olma sarti istenmesine karsin, 13 yasin altinda olan ¢cocuklarin
yaklasik ucte birinin sosyal medya ortamlarini kullandigr géralmustur.
Diger taraftan, kisisel bilgileri herkese acik olan ¢cocuklarin oraninin %46,
adres bilgilerini sosyal medya ortamlarinda paylasan c¢ocuklarin
oraninin %19 ve telefon bilgilerini sosyal aglar Uzerinde paylasan
cocuklarin oraninin ise %8 oldugu belirlenmistir. Arastirmanin bir diger
bulgusuna gore cinsel icerikte fotograflarla karsilasan cocuklarin orani
%11, cinsel icerikli mesaj alan cocuklarin orani ise %I11.5tir. Verilen
cevaplara gére internette karsilastiklari durumlardan dolayr Uzulup
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rahatsiz oldugunu belirten cocuklarin orani %12'dir. Bu oran, 9 ile 10
yasindaki cocuklar icin %9 olarak belirlenmistir. Cocuklarin %14’ son bir
yil icinde acikc¢a cinsel icerikli cevrimici goruntuler gérdugunu ve Ugte
biri bu durumdan rahatsiz oldugunu belirtmistir. Sanal zorbalik
konusunda ise, cocuklarin %6'sI internette mustehcen ya da rahatsiz
edici mesaj aldiklarini, %3'0 ise bu tur mesajlari baskalarina
goénderdiklerini belirtmistir. Bu tur mesaj aldigini belirten ¢cocuklardan
cogu sosyal bir destek almak isterken doért cocuktan sadece biri bu
durumdan kimseye bahsetmedigini ifade etmistir (EU Kids Online,
2010).

Euro Kids Online anketinin ana bdélumlerine mobil araclara da
odaklanan bir tema eklenerek daha &nce Euro Kids Online
arastirmasinda yer alan 8 ulkede 2013-2014 yillarinda 3500 Avrupali 9-16
yas internet kullanicisi ile “Net Children Go Mobile” baslikli arastirma
yapilip bulgular 2010 yilinda yapilan arastirma bulgular ile
karsilastirilmistir. Arastirma sonuclarina bakildiginda ¢ocuklarin nefret
icerikli mesajlar alma durumu %13'ten %17'ye, sifir beden vurgusu yapan
icerikle karsilasma durumlarinin %7'den %11'e, siber zorbalik yasama
durumlarinin ise %7'den %12'ye ve internette tanistigi biriyle bulusma
olasiliginin %9'dan %12'ye ciktigi gozlemlenmistir (Mascheroni ve
Olafsson, 2014, akt: Odabasi, 2017).

Tum bu verilere bakildiginda c¢ocuklarin  geleceginin  dijital
teknolojilerden giderek daha cok etkilenecedi ifade edilebilir. Her gecen
yil daha fazla dijital ara¢ ve c¢evrimici ortam kullanima sunulmakta,
yapay zeka, nesnelerin interneti gibi yeni teknolojiler dijital dunyayi
degdistirip donusturmeye devam etmektedir. Tum bunlar olurken bilgi
ve iletisim teknolojileri hem olumlu hem de olumsuz yonde cocuklarin
yasamlarini sekillendirmeye devam edecektir.

Ribble (201), dijital araclari kullanan bireylerin yaslarinin giderek
dusmesi ve yeni dogan neslin dijital yerli olmasi sebebiyle, kUcUk
yaslarda dijital vatandaslik algisinin baslamasi gerektigi ve dijital
araclarin dogru kullanimi konusunda cocuklara egitim verilmesi
gerekliligini belirtmistir. Benzer sekilde Selwyn ve Facer (2007) da dijital
toplumlarin  cocuklar ve genclerin dijital teknolojilere erisimini
saglarken, bu teknolojiler ile gerceklestirdikleri faaliyetlerde bilingli
secimler yapabilmesi konusunda onlara destek sunmasi gerektigini
belirtmektedirler. Aslinda bu destegin en o&énemli basamagini
cocuklarin dijital ortamlardaki hak ve sorumluluklari konusunda
bilgilendirilmesi olusturmaktadir. Cunku ebeveynler ya da kurumlar
dijital dUnyanin risklerine karsi ne kadar 6nlem alirlarsa alsinlar cocuklar
kendi hak ve sorumluluklarinin farkinda olmadigi slUrece bu dnlemler
kalici cdézUmler sunamayacaktir.

Dunyanin hizla dijitallesmeye baslamasiyla ortaya cikan olumlu ve
olumsuz gelismeler dijital hak ve sorumluluklarin &éncelikli konular
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arasindayer almasina neden olmustur. Cocuklarin, dijital ortamndaki hak
ve sorumluluklarinin farkinda olarak, bu haklarini kullanabilmeleri ve
dijital ortamdaki sorumluluklarina uymalari gunumuz dunyasinda
onemli bir gerekliliktir. Peki, cocuklar dijital hak ve sorumluluklarinin ne
kadar farkindadir? Bu haklarini kullanma ve dijital ortamdaki
sorumluluklarina uyma durumlari nedir? Alanyazin incelendiginde
Tarkiye'de  “dijital  vatandaslik” Uzerine yapilan  calismalara
rastlanmaktadir (Bakir, 2016; Cubukcu ve Bayzan, 2013; Karaduman,
OztUrk 2014; Kaya, 2014; Kocadag, 2012; Ozturk, 2015). Uluslararasi alanda
yapilan ¢calismalara bakildiginda da yine dijital vatandaslik ve cocuklarin
dijital ortamlari kullanim durumlari ile dijital ortamlari kullanim
amaclarini iceren calismalarin yapildigr goérulmuastur (EU Kids Online,
2010; Ribble ve Bailey, 2007; Shelley, Thrane vd.; 2004; Symantec, 2010).
Third ve arkadaslari (2014), 16 farkli Ulkede 148 cocuk ile calisarak
yaptiklari arastirmada dunyadaki cocuklarin dijital haklarina yonelik
goruslerini belirlemeye calismistir. Ancak, cocuklarin dijital hak ve
sorumluluklari konusundaki farkindaliklari, bu haklarint kullanim
durumlari ya da dijital ortamdaki sorumluluklarina uyma durumlarini
belirlemeye yonelik herhangi bir calismaya rastlanmamistir. Oysa
cocuklarin bu farkindalik durumlarinin belirlenebilmesi, bu dogrultuda
dijital ortamdaki haklarint kullanim durumlari ve sorumluluklarina
uyma durumlarina goére gerekli onlemlerin alinip cocuklarin bu
ortamlari haklarinin ve sorumluluklarinin farkinda olarak guvenli ve
dogru bir sekilde kullanabilmesi saglanmalidir. Bu baglamda, bu
arastirma c¢ocuklarin dijital haklarini kullanma ve sorumluluklarina
uyma durumlarini belirlemeye ydnelik bir dlcek gelistirmek amaciyla
gerceklestirilmistir.

Yéntem
Arastirma Modeli

Arastirma, Yurdugul (2005) tarafindan tanimlanan deneysel &lcek
gelistirme modeli kullanilarak gercgeklestirilmistir. Deneysel surecte
alanyazin taramasi ve uzman goérusleri alinarak on olcek formu elde
edildikten sonra hedef kitleyle benzer nitelikte bir 6rneklem grubu
Uzerinde &n form uygulanir. Denemesi yapilan on élcek formunun
psikometrik 6zellikleri tanimlanarak uygun maddeler ile nihai form elde
edilir. Bu sUrec nicel bir &zellik gdstermekte ve genelde faktér analizleri
kullanilmasi ile buyuk o&rneklem grubu Uzerinde calisiimasini
gerektirmektedir (Yurdugul, 2005).

Calisma Grubu

Alanyazindaki 6lcek gelistirme calismalarina bakildiginda ulasiimasi
beklenen o6rneklem buyuklugu hakkinda farkl gorus ve dlcutler oldugu
gorulmektedir. Orneklem buyuklaguni belirlerken, faktor veya madde
sayisi gibi élcutler kullaniimakta, dl¢cekteki madde sayisinin 5 ya da 10
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kati 6rneklem buyuklugunun olmasi beklenmektedir (Kass ve Tinsley,
1979). Kline (1994), 200 kisilik orneklem alinmasinin yeterli oldugunu,
ancak daha DbuyUk orneklem alinmasinin faydali olacagini
belirtmektedir. Buyukdzturk, Cokluk ve Sekercioglu (2010) ise drneklem
icin asgari miktarda 300 sayisina ulasmanin faktor analizi icin uygun
olacagi kuralini ortaya koymuslardir. Bu dogrultuda bu arastirmanin
calisma grubunu, ic Anadolu'da buyUksehir statUstndeki bir ilin
rastgele secilen doért ilcesinde 6grenim gdérmekte olan 760 ortaokul
ogrencisi olusturmaktadir.

Calismanin ilk asamasi olan acimlayici faktor analizi (AFA) icin, elde
edilen bilgiler ve kayip verilerin olma durumu gdz &nunde
bulundurularak rastgele secilen ilcelerden ikisi genel, biri imam hatip
ortaokulu olmak Uzere toplam 3 ortaokuldan 480 6grenciye ulasiimistir.

Calismanin ikinci asamasl olan dogrulayict faktér analizi (DFA)
asamasinda ise rastgele secilen ilcelerden ikisi genel, biri imam hatip
ortaokulu olmak Uzere toplam 3 ortaokuldan 340 6grenciye ulasiimistir.
Ancak likert tipi hazirlanan él¢cme aracinin analizi asamasi dncesinde
maddelerin standart sapma degerlerine bakilmis ve ayni secenekleri
isaretleyen katilimcilar arastirmadan cikarilmistir. Bu cergevede
calismanin AFA asamasinda 226 kiz, 220 erkek toplam 446 égrencinin
verileri, DFA asamasinda ise 146 kiz, 168 erkek toplam 314 égrencinin
verileri  calismaya dahil edilmis ve istatistiksel ¢6zumlemede
degerlendirmeye alinmistir. Tablo 1'de calisma gruplarinin demografik
bilgileri sunulmustur.

Tablo 1
Calisma Gruplarinin Cinsiyete Gore Dagilimlari
Cinsiyet AFA DFA
N % N %
Kiz 226 50.7 146 46.5
Erkek 220 49.3 168 53.5
Toplam 446 100.0 314 100.0

Veri Toplama Araglari

Arastirmada veri toplamak icin ¢calismanin bagimsiz degiskenlerine ait
verilerden olusan Kkisisel bilgiler formu, arastirmaci tarafindan
gelistirilen Dijital Hak ve Sorumluluklar Taslak Olcedi kullaniimistir.
Olcek gelistirme asamalari asadida ayrintili olarak anlatiimistir.

Dijital Hak ve Sorumluluklar Olceginin Gelistiriimesi

Arastirmada kullanilan olcek U¢ bolumden olusmaktadir. Giris
boélumunde dlcegin cevaplanmasina iliskin aciklamalara ve dnemli
oldugu dusunulen bazi tanimlara yer verilmistir. Birinci bdélum
katilimcilara iliskin kisisel bilgiler formundan olusmaktadir. Bu boliumde
ogrencilerin cinsiyeti, sinif duzeyleri, okul tird, anne ve babanin egitim
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durumu gibi sorularin yani sira 6grencilerin dijital ortamlarda bulunma
durumlarina iliskin ¢ikarimlarda bulunabilmek amaci ile bilgi ve iletisim
teknolojilerine sahip olma durumlari, sosyal medya Uyelikleri, gunluk
internet kullanim sureleri gibi sorulara yer verilmistir.

Ikinci boliumde, 6Jrencilerin dijital hak ve sorumluluklarini bilme
durumlari sekiz hak boyutunda degerlendirmeyi amaclayan dijital hak
ve sorumluluklar bilgi formu yer almaktadir. Bu boyutlar Erisim Hakki,
Gelisme Hakki, Ayrimcihiga UJramama Hakki, Katiim Hakki, Ozel
Hayatin Gizliliginin ve Kisisel Verinin Korunmasi Hakki, Kisi Guvenligi
Hakki, Eglenme ve Bos Vakit Degerlendirme Hakki, Unutulma Hakkidir.

UclncU bdlumde ise yine belirlenen sekiz hak boyutunda édrencilerin
bu haklarint kullanma durumlarini ve bu haklarla birlikte gelen
sorumluklarina uyma durumlarini belirlemek amaciyla olusturulmus
dlcek maddeleri yer almaktadir. Dijital Hak ve Sorumluluklar Olcegi
gelistirme surecinde:

1. Problem durumu, amacg ve sorularin belirlenmesi
2. Maddelerin yazilmasi ve taslak bir form olusturma
3. Uzman goruslerine basvurulmasi,

4. On uygulama formunun olusturulmasi

5. On uygulamanin yapilmasi,

6. Analiz ve dlcege son halini verme (Akgun, Buyukoézturk, Cakmak,
Demirel ve Karadeniz, 2018) adimlari izlenmistir.

Problemi Tanimlama.

Arastirmada yapilan alanyazin taramasinda ortaokul ogrencilerinin
dijital haklarini kullanma ve sorumluluklarina uyma durumunu olcen
bir 6lcme araci olmadigi gérulmustur. Bu sonuctan hareketle ortaokul
ogrencilerinin dijital haklarini ve kullanma ve sorumluklarina uyma
durumlarini belirlemek amaciyla bu olcegin gelistiriimesine karar
verilmistir. S6z konusu haklar dijital ortamlarda; Erisim Hakki, Gelisme
Hakki, Ayrimciliga Ugramama Hakki, Katim Hakki, Ozel Hayatin
Gizliliginin ve Kisisel Verinin Korunmasi Hakki, Kisi Guvenligi Hakki,
Unutulma Hakki ve Eglenme ve Bos Vakit Degerlendirme Hakki olmak
Uzere sekiz basliktan olusmaktadir. Bu basliklarin belirlenmesinde
“Evrensel insan Haklari Beyannamesi”, “Birlesmis Milletler Cocuk
Haklari Sézlesmesi”, “Kisisel Verilerin Korunmasi Kanunu”, “Turkiye
Cumhuriyeti Anayasas!”, “Avrupa Konseyi Cocuk Haklari Stratejileri”,
“Internette insan Haklari ve ilkeleri Sartlari ve Kuresel Dijital Vatandas
Vakfl tarafindan hazirlanan Dijital Vatandaslik Sozlesmeleri” esas
alinmistir.
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Madde Havuzu Olusturma.

Madde havuzu olusturma sureci iki asamada gerceklestirilmistir. ilk
olarak alanyazin taranarak maddeler olusturulmaya baslanmistir. ikinci
asamada ise kolay ulasilabilir 3 6zel okul belirlenerek 5.6. 7. ve 8. siniftan
toplam 10 6grenciye dijital hak ve sorumluluklari konusundaki gorusleri
sorulmustur. Bu amacla égrencilere arastirmaci tarafindan hazirlanmis
bir form verilmistir. Verilen formda o6grencilere dijital ortamda sahip
olduklarint dusundukleri hak ve sorumluluklar sorulmus, ayni zamanda
daha dnce sekiz tema altinda toplanan her bir hakka dair dusuncelerini
yazmalari istenmistir. Odrenci goérusleri ve alanyazin taramasi sonucu
elde edilen bilgiler 1siginda olcekte yer almasi dusunulen 95 madde
belirlenmis ve 6lcegin taslak bir formu olusturulmustur.

Uzman Géruslerinin Alinmasi ve On Uygulama Formunun
Olusturulmasi.

Madde havuzu tamamlandiktan sonra hazirlanan formun goérunus ve
kapsam gecerliliklerini test etmek icin uzmanlara génderilmek Uzere,
“Dijital Hak ve Sorumluluklar Olcedi Uzman Degerlendirme Formu”
olusturulmustur. Form iki bélumden olusmaktadir. ilk bélumde, konu
alani uzmanlarina madde havuzunun nasil olusturuldugu ile konunun
amacl konusunda bilgi veren, maddelerin icerik ve niteligi bakiminda
uygunluguna dair goéruslerinin  soruldugu bir sunus yazisi
bulunmaktadir. ikinci bélumde ise ortaokul 6grencilerinin dijital hak ve
sorumluluklari konusunda bilgi durumlarint sekiz boyut altinda
belirlemeye ydnelik maddeler yer almaktadir. Bu kisimda, belirlenen
her bir boyutun altindaki maddeler icin uzmanlardan, maddenin
yapilacak calismanin amacina uygun olup olmadigina, gerekli olup
olmadigina, maddenin yer aldigi alt boyut ile uygunluguna, ifadelerin
anlasilirhgr ve dogruluguna dair bir degerlendirme yapmalari
istenmistir. Son olarak, uzmanlarin maddenin uygunluguna dair
goruslerini belirtmeleri icin, “uygun/uygun degdil” seklinde, maddelere
dair elestiri ve duzeltme onerilerini belirtmeleri icinse her bir madde ve
bolumde “dUzeltme/dneri” kisimlarina yer verilmistir. BayUkozturk ve
digerleri (2010, s. 168), uzman goérUsleri belirlenirken “uygun/uygun
degil” seklinde bir format kullanilmasi halinde gecerli maddeler icin
uyusma yuzdesinin %90-100 arasinda olmasi gerektigi, uzmanlarin
%70-80 oraninda fikir birligi gosterdigi maddelerin ise elestiriler
dogrultusunda duzeltilerek dlcekte tutulabilecegini belirtmislerdir.

Olusturulan maddeler Bilgisayar ve Ogretim Teknolojileri Bolumd'nden
4 profesor, 2 docent, T uzman, 3 6gretim gorevlisi, 1 arastirma gorevlisi;
Sinif Egitimi BolumuU'nden 1 dogent; Egitim Yoénetimi ve Planlamasi
BolUmu'nden cocuk haklari ve insan haklari konusunda 1 uzman,
Hukuk Fakultesi'nden 1 6gretim gorevlisi, 1 arastirma goérevlisi; farkl
devlet okullarindan 3 Bilisim Teknolojileri 6gretmeni olmak Uzere
toplam 18 uzman tarafindan degerlendirilmistir.
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Uzmanlarca degerlendirilen dlcek maddelerinin kapsam gecerliligine
dair hesaplamalar ilk olarak uzmanlarin maddeler Uzerindeki uyusma
oranlari hesaplanarak degerlendirilmistir. Ardindan Lawshe (1975)
teknigiile maddelerin Kapsam Gecerlilik Oranlari (KGO) hesaplanmistir.
KGO asagidaki formul ile elde edilmektedir:

Ng

KGO=N/2

-1 Nc: Maddeye iliskin “Uygun” gorusu belirten
uzman sayisl

N: Toplam Uzman Sayisi

KGO'nun en dusuk degerleri Veneziano ve Hooper (1997) tarafindan
a=0.05 anlamlilik duzeyinde tablolastirilmistir (Tablo 2).

Tablo 2
KGO’'nun a=0.05 Anlamlilik DUzeyinde En DUsUk Degerleri
Uzman Minimum Uzman Minimum Uzman Minimum Uzman Minimum

Sayisi Deger Sayisl Deger Sayisi Deger Sayisi Deger
5 0.99 9 0.75 13 0.54 25 0.37
6 0.99 10 0.62 14 0.51 30 0.33
7 0.99 N 0.59 15 0.49 35 0.31
8 0.78 12 0.56 20 0.42 40+ 0.29

Kaynak: Veneziano ve Hooper (1997)

Her bir maddeye yonelik KGO hesaplandiktan sonra, élcegin tamamina
yoénelik Kapsam Gecgerlilik indeksleri (KGi) hesaplanmistir. Bu arastirma
kapsaminda 18 uzmanin dederlendirmesi alindigindan KGO ve KGi
degeri 0.42 belirlenmis olup, bu degerin altindaki maddeler ol¢cekten
cikarilmistir.  Taslak  formdaki 95 maddenin  67'si  uzman
degerlendirmesi sonucunda “uygun” degerlendirmesi almistir. Ancak,
uzman onerileri dogrultusunda anlam olarak birbirine yakin maddeler
tek bir madde altinda toplanmis ve madde sayisi 50'ye dusurulmustur.
Olusturulan 50 maddelik formun KGi degderi 0.72 olarak hesaplanmistir.

Son olarak olcekteki maddelerden 6grenciler tarafindan anlasilmayan
maddeleri belirlemek amaciyla élcek 5. sinifta 6grenim géren 3, 6. sinifta
ogrenim goren 6, 7. sinifta 6grenim goren 2 ve 8. sinifta 6grenim gdéren
3 6grenci olmak Uzere toplam 14 odgrenciye uygulanmis ve
ogrencilerden alinan donutler dogrultusunda maddeler daha sade ve
anlasilabilir olacak sekilde yeniden duzenlenmistir.

Uzman degerlendirmeleri sonucu besli likert seklinde derecelenebilen
2 bolumden olusan bir dlgcek formu olusturulmustur. Bu dlUzenlemeye
gore Haklar ve Sorumluluklar kismi iki ayri bolume ayrilmistir. Haklar
kisminda bu haklarin kullanim sikhgini 6lcmek icin Hi¢ kullanmam (1),
Nadiren kullanirim (2), Bazen kullanirim (3), Siklikla kullanirim (4) ve Her
Zaman kullanirm (5) seklinde begsli likert olusturulmustur.
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Sorumluluklar kisminda ise verilen bu sorumluluklara uyma sikhgini
olcmekicin Higc Uymam (1), Nadiren uyarim (2), Bazen uyarim (3), Siklikla
uyarim (4) ve Her zaman uyarim (5) seklinde begsli likert olusturulmustur.

On Uygulama, Analiz ve Olcege Son Seklini Verme.

Olcek formu icin uzman goérUsleri alinarak gerekli duzeltmeler
yaplildiktan sonra élcedin gecerlik calismasini yapmak icin bir Olcek On
Uygulama Formu hazirlanmistir. Gerekli duzenlemeler yapildiktan
sonra éncelikle etik kurul onayi alinmis ardindan “Ankara il Milli Egitim
Mudurlugu'nden odlgcegin Milli Egitim Bakanhgi'na (MEB)" bagl
ortaokullarda uygulamasinin yapilmasi icin gerekli izinler alinmistir.
Uygulama izni alindiktan sonra AFA'ya yénelik verilerin toplanmasi icin
ilgili okullarda bulunan okul yoneticileri ile goérusulerek olcek
uygulamalarinin yapilacagi gunler ve tarihler belirlenmistir. Ardindan
Olcek On Uygulama Formu belirlenen &érneklem Uzerinde
uygulanmistir.

Verilerin Toplanmasi ve Analizi

Veri toplama sureci toplam 5 ay suren calismanin AFA asamasinda 446,
DFA asamasinda 314 olmak Uzere toplam 760 &grencinin verisi
istatistiksel analiz icin uygun olarak belirlenmistir. Calismanin érneklem
buayukligunun belirlenmesinde alanyazina bakildiginda olcekte yer
alan madde sayisinin 5 ile 10 kati kadar érneklem buyUklugunun olmasi
istenmektedir (Kass ve Tinsley, 1979; Kline, 1994). Kline (1994), 200 kisilik
orneklem alinmasinin  yeterli oldugunu, daha buyuk orneklem
alinmasinin ¢alisma icin daha uygun olacagini belirtmektedir. Cokluk,
Sekercioglu ve Buyukdzturk (2010), ise en az 300 orneklem sayisina
ulasmanin faktor analizi icin uygun olacagi kuralini ortaya koymuslardir.
Bu dogrultuda gerceklestirilen calismanin 6rneklemini olusturan ilk
uygulama grubu Uzerinde AFA (n1=446), ikinci uygulama grubu
Uzerinde ise DFA (n2=314) yapiimistir.

Bulgular

Calismada, gelistiriimesi planlanan Dijital Hak ve Sorumluluklar Olcegdi,
Dijital Hak ve Dijital Sorumluluk olmak Uzere iki dlcekten olusmaktadir.
Bu cercevede gelistirilen olceklere iliskin AFA ve DFA calismalari
basliklar altinda sunulmustur.

Dijital Haklar Olcegi Acimlayici ve Dogrulayici Faktér Analizleri
Acimlayici Faktér Analizi (AFA)

Ogrencilerin  dijital haklarint  kullanma durumlarini  belirlemeyi
amaclayan ve dlgcme aracinin birinci kategorisi olan dijital hak dl¢ceginin
gelistirilmesi asamasinda olusturulan 26 maddelik ilk form belirlenen
ornekleme uygulanmistir. Kaiser Guttman ve Yamacg Birikinti Grafigi
(ScreePlot) yontemleri kullanilarak faktdor yapisi belirlenmistir. Elde
edilen veriler ile ilk olarak faktdér yapisini gostermek icin
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dondurulmemis temel bilesenler analizi yapilarak Kaiser-Guttman ilkesi
geregince faktdr sayisinin belirlenmesinde 6z degerleri den ¢cok olan
faktorler incelenmistir (Tablo 3). Ardindan Yamac¢ Birikinti Grafigi
sonuclarina bakilarak olcekte &z degeri 'den buyuk 3 faktér oldugu
belirlenmistir (Sekil 1). Faktor 6z degerlerine ait cizgi grafigi ve aciklanan
varyanslar incelenerek (Zwick ve Velicer, 1986), yuk degeri dusuk ve
binisik maddeler dlcekten tek tek cikartilmistir (Cokluk vd., 2010). Bu
cercevede AFA 9 kez tekrarlanmis ve gerceklestirilen analizler
sonucunda “Dijital Haklar” kategorisinde 18 madden olusan 3 faktéorlu
bir yapinin ortaya ciktigi belirlenmistir.

Sekil 1
Faktér Oz Degerleri Cizgi Grafigi

Gizgi Grafigi

||||||||||||||||
H 5

Faktér Sayisi

AFA sonucunda olusan maddelere dair faktdr yukleri Tablo 3'te
verilmistir.

Tablo 3

Dijital Haklar AFA Sonuclari
Olcek Maddeleri Faktorl Faktor 2 Faktor 3
H23 816 .080 144
H22 760 7 128
H19 759 .091 224
H20 736 156 125
H21 .685 201 115
H18 643 171 242
H7 .084 .690 183
H4 109 .655 163
Ho6 258 646 .080
H3 .054 .628 149
H5 M 619 164
H1 103 574 157
H9 144 546 254
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H12 186 .099 74
H14 176 188 713
H13 128 252 .679
H10 194 246 574
HM 177 304 542
KMO 904

Aciklanan Varyans (%50.66) 32,691 11,378 6,591
Cronbach Alpha («a=.878) .858 .780 748

Analiz sonucunda KMO .904 olarak hesaplanmis (x?=2546.75, p=.000) ve
olusan Uc¢ faktorld yapinin acikladigr toplam varyansin %50.66
duzeyinde oldugu belirlenmistir. Aciklanan varyansin sosyal bilimler
arastirmalarinda %40 ve %60 arasinda olmasi cok faktérlu olcek
yapilarinda yeterli gorulmektedir (Tavsancil, 2005). Bu kritere dayanarak
uc faktérlu dlgcek yapisinin 6grencilerin dijital haklarini kullanma
durumlarini belirlemek icin yeterli oldugu gorulmuastuar. Faktor yuk
degerleri ise Odlgcekteki 18 maddenin tUmu igin .54'Un Uzerindedir.
Alanyazina bakildiginda faktér yuk degeri .45 ve UstUnde gdsteren
maddelerin dlcekte tutulmasi gerekliligi (Buyukozturk, 2011 124, Kline,
2000, s. 167-168) olcutune dayanarak bu maddeler icin AFA'da
belirlenen haliyle DFA yapilmistir. Ayrica, AFA sonrasinda odlcek ve
Olcegin alt olcekleri icin, d6lcme aracinin olctugu durumu ne kadar
dogru olctugune dair ic tutarhihdi/homojenligi hakkinda bilgi veren
Cronbach Alpha i¢ tutarlilik katsayisi hesaplanmistir (Tezbasaran, 2008).
Guvenilirlik katsayisinin .70 ya da fazla olmasi, yeterli olarak kabul
edilmektedir (Nunnally, 1978). Olcedin butinune ait Cronbach Alfa ic
tutarhlik katsayisi .878 olarak belirlenmis olup alt faktoérlere ait
degerlerin ise sirasiyla; .858, .780 ve .748 oldugu goérulmustur. Elde
edilen bulgular olcegin guvenilirliginin yuksek oldugunu ve ortaya
konulan haliyle DFA'ya tabi tutulabilecegini gostermistir.

Dogrulayici Faktoér Analizi (DFA)

AFA sonrasi DFA calismasi yapilarak ortaya cikan yapinin gecerligi
degerlendirilmistir. Calismanin model uyum indeksleri; “lyilik Uyum
indeksi (GFI), Yaklasik Hatalarin Ortalama Karekokl (RMSEA), Ki-Kare
(x2) lyilik Uyumu, DuUzenlenmis lyilik Uyum indeksi (AGFI) ve
Karsilastirmali Uyum indeksi (CF1)"dir. Uc faktorll yapinin yapisal esitlik
modeli degerleri Sekil 2" de sunulmustur.
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Sekil 2
Uc Faktérla Yapiya iliskin Yapisal Esitlik Modeli
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Uc faktorll yapilya bagl olarak yapilan DFA'da modelde herhangi bir
deneme yapilmadan ve onerilen degisiklikler gerceklestirimeden 6nce
ulasilan uyum iyiligi indeksleri Tablo 4'te gosterilmistir.

Tablo 4

Dijital Haklar Olcedinin Gézden Gecirilmis Faktér Yapisina iliskin DFA Uyum
Indeksleri

Uyum indeksi Uyum
¥ 322,529 (p =.000)
X2 /sd 2,443
GFl .893
AGFI .862
CFl 908
RMSEA .068

Yapisal esitlik modelinde uyum indeks kriterlerini ve kabull icin kesme
noktalarint  dikkate alarak modelin  uyum lyiligi indekslerine
bakildiginda Ki-Kare/serbestlik derecesi iyilik uyumu degerinin 2.443
(kicuk orneklemlerde 2.5 degerinin altindaki modellerde mukemmel
uyum) oldugu belirlenmistir (Cokluk vd., 2010; Kline, 2005). Yine analizler
sonucunda sirasiyla GFI=.893, AGFI=862, CFI=908 (GFIl, AGFI>90
mukemmel uyum; GFI>.85 ve AGFI>.80 kabul edilebilir uyum; Joreskog
ve Sorbom, 1993) hesaplanmistir. RMSEA degeri ise .068 olarak
hesaplanmistir. RMSEA degerinin .08'den kucuk olmasi beklenir ancak
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bu deger .05'in altinda ise daha iyi bir uyumluluk gdstergesi olarak
kabul edilmektedir (Fossati, Maffei, Acquarini, Di Ceglie 2003; Simsek,
2007).

Elde edilen bulgulardan yola c¢ikarak U¢ faktorlu yapilya bagh
gerceklestirilien DFA'da modelde yeniden sinama yapilmamis ve “Dijital
Haklar” élcedinin uyum indekslerine bakilarak kullanilabilir duzeyde
olduguna karar verilmistir.

Dijital Sorumluluklar Ol¢egi Acimlayici ve Dogrulayici Faktér
Analizleri

Acimlayici Faktér Analizi (AFA)

Olcme aracinin ikinci kategorisi olan dijital sorumluklara uyma
durumlarini belirlenmeyi amaclayan dijital sorumluluklar olceginin
gelistirilmesi asamasinda olusturulan 24 maddelik ilk form belirlenen
ornekleme uygulanmistir. Faktor yapisini belirlemek icin  Kaiser
Guttman ve Yamag Birikinti Grafigi (ScreePlot) yontemleri kullaniimistir.
Elde edilen veriler ile ilk olarak faktor yapisini gostermek icin
dondurulmemis temel bilesenler analizi yapilarak Kaiser-Guttman ilkesi
geregince faktdr sayisinin belirlenmesinde 6z degerleri 'den ¢ok olan
faktorler incelenmistir (Tablo 6). Ardindan Yamac¢ Birikinti Grafigi
sonuclarina bakilarak olcekte 6z degeri Tden buyuk 4 faktér oldugu
belirlenmistir (Sekil 3). Ozdegerleri Tden buUydk olan faktorler
incelenerek faktor 6zdegerlerine ait cizgi grafigi ile aciklanan varyanslar
Isiginda (Zwick ve Velicer, 1986), yuk degeri dusuk ve binisik maddeler
olcekten cikartiimistir (Cokluk vd., 2010). Bu cercevede AFA 6 defa
tekrarlanmis ve gerceklestirilen analizler sonucunda “Dijital
Sorumluluklar” boyutunda 19 maddeden olusan 4 faktorlU bir yapinin
ortaya c¢iktigi belirlenmistir.

Sekil 3
Faktér Oz degerleri Cizgi Grafigi

Gizgi Grafigi

4

Ozdeger

T T T T T T T T T T T
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19

Faktor Sayisi
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AFA sonucunda olusan maddelere dair faktor yukleri Tablo 5'te
verilmistir.

Tablo 5

Dijital Sorumluluklar AFA Sonuclari

Olcek Maddeleri Faktor 1 Faktor2 Faktor3  Faktor 4
S20 773 .079 189 153
S19 710 289 321 -.033
S22 693 277 156 187
S21 690 239 254 .056
S14 .659 328 196 .095
S13 640 336 .033 109
S18 568 042 -.028 446
S15 539 270 .020 425
S7 145 777 .079 227
S8 171 767 107 154
S9 293 4 167 .019
S10 379 577 231 .036
S6 236 555 191 374
ST 347 483 .077 227
Sl 213 161 .800 .057
S2 180 202 776 112
S3 138 .055 613 453
S5 100 226 141 799
S4 193 282 376 581
KMO 931

Aciklanan Varyans (%60,66) 40,643 7,517 6,971 5,526
Cronbach Alpha (a=.917) .880 .872 735 .685

Analiz sonucunda KMO .93 olarak hesaplanmis (x?=3669.69, p=.000) ve
olusan doért faktérlu yapinin acikladigr toplam varyansin %60.66
duzeyinde oldugu belirlenmistir. Aciklanan varyans %40 ve %60
arasinda olma sartini (Tavsancil, 2005) sagladigindan dort faktorlu dlcek
yapisinin  ogrencilerin dijital sorumluluklarina uyma durumlarini
belirlemek icin yeterli oldugu goérulmusttr. Olcekteki 19 maddenin
tumu icin faktor yuk degerleri ise .48'in Uzerindedir. Faktér yuk degeri
45 ve Ustunde olan maddelerin  olcekte tutulmasi gerekliligi
(BUyukozturk, 2011: 124, Kline, 2000, s. 167-168) dlcutune dayanarak bu
maddeler icin acimlayici faktor analizinde belirlenen haliyle DFA
yapiimistir. Olcedin tamamina ait Cronbach Alfa ic tutarhlik katsayisi ise
917 olarak belirlenmis olup alt faktérlere ait degerlerin ise sirasiyla; .880,
872, 735 ve .685 oldugu goérulmustur. Elde edilen bulgular dl¢cegdin
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guvenilirliginin yuksek oldugunu ve ortaya konulan haliyle DFA tabi
tutulabilecegini gostermistir.

Alanyazinda bir faktorun cok kararli olabilmesi icin en az 3 maddeye
sahip olmasi gerektigine isaret edilmektedir (Hogarthy vd; 2005; Ford,
MacCallum ve Tait, 1986; Maccallum vd, 1999; Velicer ve Fava, 1998).
Diger taraftan birden fazla faktdére sahip o&lceklerin, istisna olarak
gorulmeleri gerekmesine ragmen faktér basina iki kadar az madde ile
tanimlanabilecedi (Raunbenheimer,2004) ve hatta tek maddeli
olcumlerin de kabul edilebilir psikometrik 6zelliklere sahip olabilecegini
belirten (Bergkvist & Rossiter, 2007; Drolet & Morrison, 2001, Wanous,
Reichers, & Hudy, 1997) calismalar gorulmektedir. Bu noktada guclu
teorik ve pratik nedenler séz konusu ise faktorun muhafaza edilip
edilmeyecegine karar verirken yorumlanabilirlik gibi diger kriterlerin
g6z o6nunde bulundurularak bir faktorin iki madde icerebilecedi
belirtilmistir (Worthington & Whittaker, 2006).

Cherdantsava ve Hilton (2013) bilgi guvenligine dair temel bilesenleri
belirlerken;, gizlilik, batunldk, ézgunluk ve guvenirlik boyutlarina yer
vermistir. Whitman ve Mattord (2017) bilgi guvenliginde gizliligi
saglamak i¢in bilginin guvenliginden sorumlu kisilerin ve kullanicilarin
egitilmesi gerektigini belirtmistir. Bu baglamda hem bilgiyi kullanan
hem de saglayan bireyler oldugumuzu dusundugumuzde bilgiyi
kullanma ve yayma konusunda guvenilir kaynaklari tercih edip ayni
zamanda bu konudaki sorumluluklarimizin  farkinda olmamiz
gerektigini soyleyebiliriz. Diger taraftan butunluk ilkesi bilginin zarar
gérmemesi ve degistirilmemesi olarak tanimlanmaktadir (Knorr &
Rohrig, 2001). BuUtunligun bozulmasi bilginin aktarilmasi ya da
saklanmasi esnasinda meydana gelmektedir. Yine bu noktada bilginin
saklandigi kaynadin gavenilirligi dnemli bir hal almaktadir. Ozgunluk
boyutuna bakildiginda ise bilgi depolanirken veya aktarilirken ilk halini
koruyabildigi surece 6zgundur ve 6zgunluk bir bilginin iddia edilen
kaynaktan geldigini taahhut etmektedir (Gungor, 2021). Bu durumu
sorgulamak icin ise bilginin kimligi dogrulanmalidir (Cherdantsava &
Hilton 2013).

“Dijital Ortamlarda Bilgi Guvenligi ile ilgili Sorumluluklar” faktoru
altinda yer alan iki maddeye bakildiginda;

1. Dijital ortamlarda ihtiyac duydugum bilgiye guvenilir kaynaklari
kullanarak ulasmam gerekir.

2. Dijital ortamlardan edindigim bilgilerin dogrulugunu kontrol etmem
gerekir.

seklinde oldugu gérulmektedir.

Bu bilgilere bakildiginda o6lcme aracinda Dijital Ortamlarda Bilgi
Guvenligi ile ilgili Sorumluluklar faktért altinda yer alan iki maddenin
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bilgi guvenligi anlaminda temel teskil eden bilesenleri yansittigi ve
arastirma acisindan bu boyutu yeterince temsil edecek nitelikte oldugu
dusunulerek olgcekte kalmasina karar verilmistir.

Dogrulayici Faktér Analizi (DFA)

AFA sonrasi DFA calismasi yapilarak ortaya cikan yapinin gecerligi
degerlendirilmistir. Calismanin model uyum indeksleri; “lyilik Uyum
indeksi (GFI), Yaklasik Hatalarin Ortalama Karekékl (RMSEA), Ki-Kare
(x2) lyilik Uyumu, DuUzenlenmis lyilik Uyum indeksi (AGFI) ve
Karsilastirmali Uyum indeksi (CFI)"dir. Dért faktorld yapiya iliskin yapisal
esitlik modeli degerleri Sekil 4'te sunulmustur.

Sekil 4
Dért Faktérla Yapiya lliskin Yapisal Esitlik Modeli
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Dort faktorll yapiya bagli olarak gerceklestirilen DFA'da modelde
herhangi bir deneme yapilmadan ve onerilen degisiklikler
gerceklestiriimeden dnce ulasilan uyum iyiligi indeksleri Tablo 6 'da
gosterilmistir.
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Tablo 6
Dijital Sorumluluklar Olceginin Gézden Gegirilmis Faktér Yapisina iliskin DFA
Uyum Indeksleri

Uyum indeksi Uyum
X 343760 (p=.000)
2 /sd 2.355
GFl 894
AGFI .862
CFlI 917
RMSEA .066

Yapisal esitlik modelinde uyum indeks kriterlerini ve kabulu icin kesme
noktalarint dikkate alarak modelin  uyum yiligi indekslerine
bakildiginda Ki-Kare/serbestlik derecesi iyilik uyumu dederinin 2.355
(kucuk orneklemlerde 2.5 degerinin altindaki modellerde mukemmel
uyum) oldugu belirlenmistir (Cokluk vd., 2010; Kline, 2005).Yine analizler
sonucunda siraslyla GFI=.894, AGFI=.862, CFI=917 (GFI, AGFI>90
muUkemmel uyum; GFI>.85 ve AGFI>.80 kabul edilebilir uyum; Jéreskog
ve Sorbom, 1993) hesaplanmistir. RMSEA degeri ise .066 olarak
hesaplanmistir. RMSEA degerinin .08'den kuguk olmasi beklenir ancak
bu deger 0.05'in altinda ise daha iyi bir uyumluluk isareti olarak kabul
edilmektedir (Fossati, Maffei, Acquarini, Di Ceglie 2003; Simsek 2007).

Elde edilen bulgulardan yola ¢cikarak dort faktorl yapiya iliskin olarak
gerceklestirilen dogrulayici faktor analizlerinde DFA'da modelde
yeniden sinama yapilmayarak “Dijital Sorumluluklar” élceginin uyum
indeksleri bakimindan kullanilabilir duzeyde olduguna karar verilmistir.

Tartisma ve Sonug¢

Alanyazin incelemesinde dijital hak ve sorumluluklar konusunda
yapilan calismalarin dijital vatandaslik, cocuk ve genclerin ¢cevrimigci
ortamlari kullanim durumlari ve ¢evrimici ortamlarin riskleri uzerinde
yogunlastigr gérulmustur.  Ayrica, dijital vatandaslik konusunda
bireylerin dijital vatandaslk duzeylerinin durumu ve bu duzeylerin
gelistiriimesi konusunda neler yapilabilecedi incelenmistir. Ozturk
(2015), yaptigi yuksek lisans tezinde ortaokul ogrencilerinin dijital
vatandaslik duzeylerini incelemistir. Arastirma, 2014-2015 ogretim
yilinin  bahar déneminde Kastamonu ili Merkez ilcesindeki yedi
ortaokulda belirlenen 6, 7 ve 8.sinif égrencileri ile gerceklestirilmistir.
Arastirma sonucuna goére &égrencilerin teknolojik iletisimm araclarini
yvaygin olarak kullandiklari, ancak ogrencilerin haklarini  ve
sorumluluklarini yeterince bilmedikleri ortaya ¢ikmistir.

Karakus ve digerleri (2014), Avrupa Cevrimici Cocuklar projesi
sonuclarina gdére Turkiye ve 23 Avrupa Ulkesinin bulgularini
karsilastirmistir. Calisma verileri Avrupa genelinde 23 tlkeden 23.000 ve
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Tarkiye'den 1018, 9 ile 16 yas arasi internet kullanan cocuk ve aileleriyle
yapilan goérusmelerden edinilmistir. Sonuclar, cocuklarin interneti
kullanirken pek cok riske maruz kaldiklarini, codunun internet
kullanma becerilerinin yeterli olmadigini gdstermektedir. Ayrica, varilan
sonuclar arasinda Turkiye'deki ailelerin internet’in risklerinden
cocuklarint uzak tutmak icin yeterince bilgiye sahip olmadiklari
bulunmaktadir.

Third ve arkadaslar (2014), 16 farkh uUlkede 148 cocuk ile calisarak
yaptiklari calismada dunyadaki cocuklarin dijital haklarina ydnelik
goruslerini belirlenmeye calismistir. Proje 2014 yili Mayis ve Agustos
aylari arasinda yurutulmustur. Projede BM Cocuk Haklari Bildirgesinde
ortaya konan ¢cocuk haklari rehber alinarak bu haklarin dijital ortamdaki
yansimalari  sorgulanmistir.  Arastirmada  c¢ocuklara; gundelik
hayatlarinda dijital ortamlari ne kadar, hangi amaclar ile kullandiklari ve
dijital ortam deneyimlerinin haklarini nasil gelistirdigi ile haklarini
kullanmalari 6nunde engel olabilecek riskler sorulmustur. Proje
sonuclarina gore pek cok cocugun haklari oldugunu bu arastirma ile
fark ettigi belirlenmistir. Cocuklarin erisim konusunu temel haklari
olarak gérmekte oldugu ancak, bazi Ulkelerdeki cocuklarin erisim
konusunda sorunlari oldugu ve bu konunun c¢dzUmunun devlet
tarafindan saglanmasi  gerektigi dusuUncesine sahip oldugu
goérulmustar. Arastirmanin diger bir bulgusu ise cogu ¢ocuga dijital
medyanin haklarini nasil olumlu yonde etkileyebilecegini dusunme
firsati verilmedigi, ancak pek cogunun dijital medyanin dijital cagdaki
haklarini nasil ihlal ettigi konusunda daha net bir anlayisa sahip oldugu
acik bir sekilde gdzlemlenmistir.

Livingstone ve Bulger (2013), cocuklarin cevrimici firsatlardan
yararlanabilmesine ydnelik calismalarin; kUresel arastirma, duzenleme
ve uygulama topluluklari icinde birincil derecede énemli oldugunu
belirtmislerdir (Akt: Odabasi, 2017).

Alanyazina bakildiginda dogrudan cocuklarin dijital hak ve sorumluklari
konusunda yapilmis calismalarin oldukg¢a sinirli oldugu, bu baglamda
bu hak ve sorumluluklarina dair farkindaliklarinin  nasil
belirlenebilecegine iliskin herhangi bir calismmanin olmadigi tespit
edilmistir. Dijital dunya bircok firsat ve risk ile her gecen gun
hayatimizdaki yerini artirmakta, bunun sonucu olarak da bu dunyanin
icine dogan cocuklar en buyuk etkiyi gormektedir. Tum bu sebeplerle
cocuklarin bu dinyanin icinde varlklarini surdurebilmesi icin dijital hak
ve sorumluluklarina dair bilgiler edinmeleri olduk¢ca o6nem arz
etmektedir. Bu arastirma kapsaminda alanyazindan elde edilen dijital
hak ve sorumluluklar ile ilgili farkindalik gostergeleri esas alinarak
ortaokul o6grencilerinin dijital hak ve sorumluluklarina yoénelik
farkindalik durumlarini belirleyecek, bu haklari kullanim durumlari ile
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sorumluluklarina uyma durumlarini ortaya cikarabilecek bir olcek
gelistirilmistir.

Yap! gecerliligi calismalarinda “Dijital Haklar” boyutunda yer alan 18
madde, 3 faktér altinda toplanmis ve acikladigl toplam varyansin
%50.66 oldugu gdrulmustur. Bu oran cok faktorlu olgcek yapisiicin yeterli
kabul edilmektedir. iIk faktor “Dijital Ortamlarda Korunma Hakki” olarak
adlandiriimis olup, bu faktéran acikladigi toplam varyans %32.69'dir.
Ikinci faktor “Dijital Ortamlara Erisim Hakki” olarak adlandiriimis olup,
bu faktérdn acikladigi toplam varyans %11.38'dir. UclUncU faktor ise
“Dijital Ortamlara Katilim Hakki" olarak adlandirilmis olup, bu faktérun
acikladigi toplam varyans %6,59'dir. Olcedin butunune ait Cronbach
Alpha i¢ tutarlihk katsayisi .878 olarak hesaplanmis olup bu deger
madde toplam puanlarl arasinda, madde analizleri sonucu guclu bir
korelasyon iliskisi oldugunu gdstermistir (Tablo 3). Alt faktérlere ait
degerler ise siraslyla; .858, .780 ve .748 olarak bulunmustur. Elde edilen
bulgular dikkate alindiginda o6l¢cegin guvenilirliginin yuksek oldugu
dusunulmektedir.

Olcegdin diger kategorisi olan “Dijital Sorumluluklar” boyutunda yer alan
19 madde, 4 faktér altinda toplanmis olup, bu faktorun acikladigi
toplam varyansin %60.66 oldugu gérulmustur. Bu oran c¢ok faktorlu
dlcek yapisiicin yeterli kabul edilmektedir. ilk faktdr “Dijital Ortamlarda
Korunma ile ilgili Sorumluluklar” olarak adlandiriimis olup, bu faktéran
acikladigi toplam varyans %40.64'tur. ikinci faktor “Dijital Ortamlara
Katilim ile ilgili Sorumluluklar” olarak adlandiriimis olup, bu faktdérdan
acikladigr toplam varyans %7.52'dir. UcUncU faktdr “Dijital Ortamlara
Erisim ile ilgili Sorumluluklar” olarak adlandirilmis olup, bu faktérin
acikladigr toplam varyans %6.97'dir. Dorduncu faktor ise “Dijital
Ortamlarda Bilgi GUvenligi ile ilgili Sorumluluklar” olarak adlandiriimis
olup, bu faktérin acikladigi toplam varyans %5.53'tdr. Olcedin
butunune ait Cronbach Alfa i¢ tutarlilik katsayisi .917 olarak belirlenmis
olup bu deger madde toplam puanlari arasinda, madde analizleri
sonucu guclu bir korelasyon iliskisi oldugunu gdstermistir (Tablo 6). Alt
faktorlere ait dederler ise sirasiyla; .880, .872, .735 ve .685 olarak
bulunmustur. Elde edilen bulgular dikkate alindiginda &l¢cegin lyi
duzeyde guvenirlige sahip oldugu dusunulmektedir.

Olcegdin her iki boyutuna uygulanan DFA'nin ortaya cikardidi standart
degerler acimlayici faktér analizleri ve uyum iyiligi indeksleri ile ortaya
konan cok faktorli yapinin uygunluguna isaret etmektedir. Ki-
Kare/serbestlik derecesi iyilik uyumu (x2 /sd) dederlerine bakildiginda
mukemmel uyum tespit edilmistir. Yine analizler sonucunda elde
edilen RMSEA degerleri géz énune alindiginda iyi bir uyum, GFI, AGFI
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ve CFl degerleri géz onunde bulunduruldugunda ise kabul edilebilir
derecede uyum saglandigi tespit edilmistir.

Olcegin “Dijital Haklar” bolumunde yer alan sorulara verilen yanitlar: Hic
kullanmam (1), Nadiren kullanirim (2), Bazen kullanirm (3), Siklikla
kullanirim (4) ve Her Zaman kullanirim (5) seklinde kodlanmistir. Bu
kisimda toplam 18 madde yer almaktadir ve alinabilecek en dUsuk puan
18, en yUksek puan ise 90 olarak belirlenmistir (Tablo 8). Olcegdin ikinci
kismi olan Dijital Sorumluluklar bolumunde yer alan sorulara verilen
yanitlar ise: Hic uymam (1), Nadiren uyarim (2), Bazen uyarim (3), Siklikla
uyarim (4) ve Her zaman uyarim (5) seklinde kodlanmistir. Bu kisimda
toplam 19 madde yer almaktadir ve alinabilecek en dusuk puan 19, en
yuksek puan ise 95 olarak belirlenmistir (Tablo 7).

Tablo 7
Olcek Alt Faktérleri, Faktérlere Dahil Olan Maddeler ile En Dustk ve En
Yuksek Puanlar

Dijital Haklar Madde En Dusuk En YUksek
Sayisi Puan Puan

Dijital Ortamlarda Korunma Hakki 13-18 6 30

Dijital Ortamlara Erisim Hakki 1-7 7 35

Dijital Ortamlara Katilim Hakki 8-12 5 25

Olcek Toplam 18 20

Dijital Sorumluluklar

Dijital Ortamlarda Korunma ile ilgili 12-19 8 40

Sorumluluklar

Dijital Ortamlara Katilim ile ilgili 6-T1 6 30

Sorumluluklar

Dijital Ortamlara Erisim ile ilgili 1-3 3 15

Sorumluluklar

Dijital Ortamlarda Bilgi Guvenligi ile 4-5 2 10

llgili Sorumluluklar

Olcek Toplam 19 95

Bu calisma sonucu elde edilen dlcek ile égrencilerin dijital haklarini
kullanma ve dijital sorumluluklarina uyma durumlari belirlenebilir. Bu
olcek kullanilarak yapilacak durum tespitleri sonrasinda boylamsal ve
kesitsel arastirmalar yapilarak hem sure¢ icinde degisen durumlar
tespit edilip hem de okul kademeleri arasindaki farkhliklar tespit
edilebilir. Elde edilen sonuclar sonraki sureclerde hazirlanacak egitim
programlari ve egitim materyalleri icin ihtiyaclarin belirlenmesinde yol
gobsterici olabilir.

Etik Kurul izin Bilgisi: Bu arastirma Ankara Universitesi Sosyal
Bilimler Etik Kurulunun 27/05/2019 tarihli 211 sayili karari ile alinan
izinle yaruatalmauastdar.
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Yazar Cikar Catismasi Bilgisi: Yazarlarin beyan edecedi bir c¢ikar
catismasi yoktur.

Yazar Katkisi: Yazarlarin makaleye katkisi esit duzeydedir.

Kaynakc¢a

Bakir, E. (2016). Sinif 6gretmeni adaylarinin dijital vatandaslik seviyelerinin
dijital vatandaslik alt boyutlarina gére incelenmesi. [Yuksek lisans tezi,
Karadeniz Teknik Universitesi.] Ulusal Tez Merkezi.

Bergkvist, Lars & John R. Rossiter (2007). The Predictive Validity of Multiple-
item Versus Single-item Measures of the Same Constructs. Journal of
Marketing Research, 44,175-184. https://doi.org/10.1509/jmkr.44.2.175

Buyukdzturk, S. (20M). Sosyal bilimler icin veri analizi el kitabr (13. b.). Pegem
Akademi.

BuUyUkoztark S., Kilic C. E., Akgun O. E., Karadeniz S., ve Demirel F. (2018).
Bilimsel arastirma yontemleri (23. Baskl). Pegem Akademi.

Cherdantseva VY., & Hilton J. (2013, September). A reference model of
Information assurance & security [Paper presented]. In 2013
International Conference on Availability, Reliability and Security, 546-
555.

Cubukcgu, A, ve Bayzan, S. (2013). Turkiye'de dijital vatandaslik algisi ve bu algiyi
internetin bilincli, guvenli ve etkin kullanimi ile artirma yontemleri.
Middle Eastern & African Journal of Educational Research, 5, 148-167.
https://www.guvenliweb.org.tr/dosya/73bDc.pdf

Cokluk, O, Sekercioglu, G., ve Buyukozturk, S. (2010). Sosyal bilimler icin cok
degiskenli istatistik spss ve lisrel uygulamalari. Pegem Akademi.

Drolet, A. L., & Morrison, D. G. (2001). Do we really need multiple-item measures
in service research? Journal of Service Research, 3(3), 196-204.
https://doi.org/10.1177/109467050133001

EU Kids Online (2010). EU Kids Online - Avrupa Cevrimici Cocuklar Ozet
Bulgular. https://www.lse.ac.uk/media-and-
communications/assets/documents/research/eu-kids-
online/participant-countries/turkey/TurkeyExecSum.pdf

Ford, J. K, MacCallum, R. C,, & Tait, M. (1986). The application of exploratory
factor analysis in applied psychology: A critical review and
analysis. Personnel Psychology, 39(2), 291-314.
https://onlinelibrary.wiley.com/doi/10.1111/j.1744-6570.1986.tb00583.x

Fossati, A, Maffei, C., Acquarini, E., & Di Ceglie, A. (2003). Multigroup
confirmatory component and factor analyses of the Italian version of
the aggression questionnaire. European Journal of Psychological
Assessment. 19 (1), 54-65. https://doi.org/10.1027//1015-5759.19.1.54

Gungér N. (2021). ic Denetimde Bilgi Teknolojileri ve Siber Guvenlik. Gazi
Kitapevi.

434


https://doi.org/10.1509/jmkr.44.2.175
https://www.guvenliweb.org.tr/dosya/73bDc.pdf
https://doi.org/10.1177/109467050133001
https://www.lse.ac.uk/media-and-communications/assets/documents/research/eu-kids-online/participant-countries/turkey/TurkeyExecSum.pdf
https://www.lse.ac.uk/media-and-communications/assets/documents/research/eu-kids-online/participant-countries/turkey/TurkeyExecSum.pdf
https://www.lse.ac.uk/media-and-communications/assets/documents/research/eu-kids-online/participant-countries/turkey/TurkeyExecSum.pdf
https://onlinelibrary.wiley.com/doi/10.1111/j.1744-6570.1986.tb00583.x
https://www.researchgate.net/publication/232586357_Multigroup_Confirmatory_Component_and_Factor_Analyses_of_the_Italian_Version_of_the_Aggression_Questionnaire1

PAUEFD, 61, 414-437 [2024] https://doi.org/10.9779/pauefd. 1062067

Hogarty, K. Y., Hines, C. V., Kromrey, J. D., Ferron, J. M. & Mumford, K. R. (2005).
The quality of factor solutions in exploratory factor analysis: The
influence of sample size, communality and overdetermination.
Educational and Psychological Measurement, 65, 202-226.
https://doi.org/10.1177/001316440426728

Joéreskog, K. G., & Sorbom, D. (1993). LISREL 8: Structural equation modeling
with the SIMPLIS command language. SS| Scientific Software
International Inc.

Karaduman, H. ve Ozturk, C. (2014). Sosyal bilgiler dersinde dijital vatandasliga
dayali etkinliklerin 6grencilerin dijital vatandaslik tutumlarina etkisi ve
dijital vatandaslik anlayislarina yansimalari. Journal of Social Studies
Education Research, (5)1, 38-78. https://doi.org/10.17499/jsser.20331

Karakus, T., Cagiltay, K., Kasikcl, D., Kursun, E. ve Ogan, C. (2014). Turkiye ve
Avrupa'daki cocuklarin internet aliskanliklari ve guvenli internet
kullanimi. Egitim ve Bilim,39(171).
http://eqitimvebilim.ted.org.tr/index.php/EB/article/view/1867

Kass, R. A, & Tinsley, H. E. A. (1979). Factor analysis. Journal of Leisure Research,
(11)2,120-138. https://d0oi.org/10.1080/00222216.1979.11969385.

Kaya, A. ve Kaya, B. (2014). Teacher candidates’ perceptions of digital
citizenship. Journal of Human Sciences, 11(2), 346-361. https.//|-
humansciences.com/ojs/index.php/IJHS/article/view/2917

Kline, P. (1994). An easy guide to factor analysis. Routledge.

Kline, R. B. (2000). Principles and practice of structural equation modeling.
The Guilford Press.

Kline, R. B. (2005). Principles and practice of structural equation modeling
(2nd ed.). The Guilford Press.

Knorr, K, & Roéhrig, S. (2001). Security requirements of e-business processes. In
Towards the E-Society Springer.

Kocadag, T. (2012). Ogretmen adaylarinin dijital vatandaslik ddzeylerinin
belirlenmesi. [YUksek lisans tezi. Karadeniz Teknik Universitesi]. Ulusal
Tez Merkezi.

Lawshe, C. H. (1975). A quantitative approach to content validity. Personnel
Psychology, 28, 563-575. https://doi.org/10.1111/j.1744-6570.1975.tb01393.x

Livingstone, S., & Helsper, E.J. (2010). Children, Internet and risk in comparative
perspective. Journal of Children and Media 7(1), 1-8.
https://doi.org/10.1080/17482798.2012.739751

Livingstone, S. & Bulger, M. (2014). A global research agenda for children’s
rights in the digital age. Journal of Children and Mediaq, 8 (4), 317-335.
https://doi.org/10.1080/17482798.2014.961496

MacCallum, R. C,, Widaman, K. F., Zhang, S., & Hong, S. (1999). Sample size in
factor analysis. Psychological Methods, 4(1), 84-909.
https://doi.org/10.1037/1082-989X.4.1.84

435


https://doi.org/10.1177/001316440426728
https://www.researchgate.net/deref/http%3A%2F%2Fdx.doi.org%2F10.17499%2Fjsser.20331
http://egitimvebilim.ted.org.tr/index.php/EB/article/view/1867
https://doi.org/10.1080/00222216.1979.11969385
https://j-humansciences.com/ojs/index.php/IJHS/article/view/2917
https://j-humansciences.com/ojs/index.php/IJHS/article/view/2917
https://books.google.com.tr/books?id=EkMVZUxZrgIC&printsec=references&hl=tr&vq=%22Principles+and+Practice+of+Structural+Equation+Modeling,+Second+Edition%22&source=gbs_citations_module_r&cad=3
https://books.google.com.tr/books?id=EkMVZUxZrgIC&printsec=references&hl=tr&vq=%22Principles+and+Practice+of+Structural+Equation+Modeling,+Second+Edition%22&source=gbs_citations_module_r&cad=3
https://doi.org/10.1111/j.1744-6570.1975.tb01393.x
https://doi.org/10.1080/17482798.2012.739751
https://doi.org/10.1080/17482798.2014.961496
https://doi.org/10.1037/1082-989X.4.1.84

PAUEFD, 61, 414-437 [2024] https://doi.org/10.9779/pauefd. 1062067

Mascheroni, G. and Olafsson, K. (2014). Net Children Go Mobile: risks and
opportunities. Second Edition. Educatt.
https://doi.org/10.13140/RG.2.1.3590.8561

Nunnally, J. C. (1978). Psychometric testing. New York: McGraw-Hill.

Odabasi, F. (2017). Dijital ortamda ¢ocuk haklari. Pegem Yayincilik.

Ozturk, M. (2015). Ortaokul 6grencilerinin dijital vatandaslik dizeyleri. [YUksek
lisans tezi, Kastamonu Universitesi].

Raunbenheimer J. (2004). An item selection procedure to maximise scale
reliability and validity. SA Journal of Industrial Psychology 30 (4), 59-64.
https://doi.org/10.4102/sajip.v30i4.168

Ribble, M, & Bailey, G. (2007). Digital citizenships in schools. The International
Society for Technology in Education (ISTE).

Ribble, M. (2011). Digital citizenship in schools (2nd ed). The International
Society for Technology in Education (ISTE).

Selwy, N. & Facer, K. (2007). Beyond the digital divide: Rethinking digital
inclusion fort he twenty-first century. Bristol Future Lab.
https://pdfs.semanticscholar.org/286c¢/8d6945982292e40bf54a515be0a
df34a3e73.pdf

Shelley, M., Thrane, L, Shulman, S,, Lang, E., Beisser, S,, Larson T., & Mutiti, J.
(2004). Digital citizenship parameters of the digital divide. Social

Science Computer Review, (22)2, 256-269. doi:
https://doi.org/10.1177/0894439303262580

Symantec. (2010). The Norton online family report.
https://www.proguest.com/docview/375655914?sourcetype=Wire%20F
eeds

Tavsancil, E. (2005). Tutumlarin &lgctlmesi ve spss ile veri analizi. Nobel
Yayincilik.

Tezbasaran, A.(2008). Likert tipi dlcek gelistirme kilavuzu. TPD.

Third, A, Bellerose D., Keltie E. & Pihl K, Dawkins U.(2014).
https://www.aeema.net/WordPress/wp-
content/uploads/2014/10/Childrens-Rights-in-the-Digital-Age.pdf

UNICEF. (2017). Dunya Cocuklarinin Durumu. [The State of the World's
Children]
https://www.unicef.org/turkey/media/4291/file/D%C3%BCNnya%20%C3%
870cuklar%C4%BIn%C4%B1N%20Durumu%202017:%20Dijital%20bir%2
0D%C3%BCnyada%20%C3%87ocuklar.pdf

Velicer, W. F., & Fava, J. L. (1998). Effects of variable and subject sampling on
factor pattern recovery. Psychological Methods, 3(2), 231-251.
https://doi.org/10.1037/1082-989X.3.2.23]

Veneziano L. & Hooper J. (1997). A method for quantifying content validity of
health-related questionnaires. American Journal of Health Behavior,
21(1),67-70.

436


https://doi.org/10.13140/RG.2.1.3590.8561
https://doi.org/10.4102/sajip.v30i4.168
https://pdfs.semanticscholar.org/286c/8d6945982292e40bf54a515be0adf34a3e73.pdf
https://pdfs.semanticscholar.org/286c/8d6945982292e40bf54a515be0adf34a3e73.pdf
https://doi.org/10.1177/0894439303262580
https://www.proquest.com/docview/375655914?sourcetype=Wire%20Feeds
https://www.proquest.com/docview/375655914?sourcetype=Wire%20Feeds
https://www.aeema.net/WordPress/wp-content/uploads/2014/10/Childrens-Rights-in-the-Digital-Age.pdf
https://www.aeema.net/WordPress/wp-content/uploads/2014/10/Childrens-Rights-in-the-Digital-Age.pdf
https://www.unicef.org/turkey/media/4291/file/D%C3%BCnya%20%C3%87ocuklar%C4%B1n%C4%B1n%20Durumu%202017:%20Dijital%20bir%20D%C3%BCnyada%20%C3%87ocuklar.pdf
https://www.unicef.org/turkey/media/4291/file/D%C3%BCnya%20%C3%87ocuklar%C4%B1n%C4%B1n%20Durumu%202017:%20Dijital%20bir%20D%C3%BCnyada%20%C3%87ocuklar.pdf
https://www.unicef.org/turkey/media/4291/file/D%C3%BCnya%20%C3%87ocuklar%C4%B1n%C4%B1n%20Durumu%202017:%20Dijital%20bir%20D%C3%BCnyada%20%C3%87ocuklar.pdf
https://doi.org/10.1037/1082-989X.3.2.231

PAUEFD, 61, 414-437 [2024] https://doi.org/10.9779/pauefd. 1062067

Yurdugul, H. (2005). Olcek gelistirme calismalarinda kapsam gecerlidi icin
kapsam gecerlik indekslerinin kullaniimasi. XIV. Ulusal Egitim Bilimleri
Kongresi, Pamukkale Universitesi EJitim Fakultesi, 28-30 Eylul 2005,
Denizli.

Zwick, W. R., & Velicer, W. F. (1986). Comparison of five rules for determining
the number of components to retain. Psychological Bulletin, 99(3), 432—
442, https://doi.org/10.1037/0033-2909.99.3.432

Wanous, J. P, Reichers, A. E., & Hudy, M. J. (1997). Overall job satisfaction: How
good are single-item measures? Journal of Applied Psychology, 82(2),
247-252. https://doi.org/10.1037/0021-9010.82.2.247

Whitman, M.E. & Mattord H.J.(2017).Risk management: controlling risk. ME
Withman & HJ Mattord, Management and Information Security.

Worthington, R. L, & Whittaker, T. A. (2006). Scale Development Research: A
Content Analysis and Recommendations for Best Practices. The
Counseling Psychologist, 34(0), 806-838.
https://doi.org/10.1177/0011000006288127

437


https://doi.org/10.1037/0033-2909.99.3.432
https://doi.org/10.1037/0021-9010.82.2.247
https://doi.org/10.1177/0011000006288127

PUIJE, 61, 414-437 [2024]

Pamukkale University Journal of Education

ISSN: 2757-8127

https://doi.org/10.9779/pauefd. 1062067

qersites; o
& &

1992

kka/e
Q’b«\u ale G
. N
nyes Ot

Digital Rights and Responsibilities Scale Development

Study
Sevgi YILDIRIM!, Hafize KESER?

Abstract

The aim of this study is to develop a scale to assess the extent to
which middle school students utilize their digital rights and
adhere to digital responsibilities. The research involved 760
middle school students in a metropolitan city in the Central
Anatolia Region. Data collection took place during the 2019-
2020 academic year, and data analysis was performed using
SPSS software. The results of the exploratory factor analysis
indicated that the digital rights section of the scale comprised 3
factors and 18 items, while the digital responsibilities section
consisted of 4 factors and 19 items. These structures, with 3 and
4 factors, were confirmed through confirmatory factor analysis.
The Cronbach's Alpha internal consistency coefficient was found
to be .88 for the entire Digital Rights scale and .92 for the entire
Digital Responsibilities scale. The sub-factor values of the Digital
Rights scale were calculated as .86, .78, and .75, respectively,
while the sub-factor values of the Digital Responsibilities scale
were .88, .87, .74, and .69. In conclusion, the study resulted in the
development of a reliable and valid scale for assessing middle
school students' utilization of digital rights and adherence to
digital responsibilities.
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Introduction

The rapid development of digital technologies, the widespread
expansion of their applications, and the increase in user numbers have
significantly impacted the lives of children, youth, and adults.
Individuals, including children, find themselves compelled to use
increasingly important digital technologies extensively and effectively
in their education, work, and daily lives. With the swift evolution of these
technologies, data about individuals are recorded in databases from the
prenatal stage to death, and each individual continues to exist as a
digital entity throughout their life.

While 48% of the population worldwide uses the internet, the rate of
young people online (those who can actively use the internet) is 71%
(UNICEF, 2017). It is estimated that one-third of internet users are
children and adolescents under the age of 18 (UNICEF, 2017). Looking at
the findings of the "Euro Kids Online" titled European Online Children's
Project, conducted with 23,420 European 9-16-year-old internet user
children and their parents from 24 countries, including Turkey, in 2010,
it is observed that 93% of children aged 9 to 16 in Europe are online at
least once a week, with 60% being online every day. This indicates that
internet usage has become an integral part of children's daily lives. On
the other hand, it has been observed that the age of internet usage is
decreasing, with 59% starting to use the internet between the ages of
7-10, and even 13.3% starting before the age of 7. For children aged 15-16
this rate goes up to 80% (EU Kids Online, 2010).

Nowadays, children's online life in this way both provides some
opportunities and may cause some risks. In other words, increasing
opportunities can also lead to an increase in risks (Livingstone &
Helsper, 2010). These risks can be listed as follows: websites with sexual
content, downloading harmful software, communicating with
unknown people, sharing personal information, etc.

A look at other data from the same study (EU Kids Online, 2010) shows
that despite the stipulation that many social media sites are intended
for users aged 13 and over, around a third of children under the age of
13 use these sites. On the other hand, it was determined that the rate of
children whose personal information is publicly available is 46%, the
rate of children who share their address information on social media is
19%, and the rate of children who share their phone information on
social networks is 8%. According to another finding of the research, the
rate of children encountering sexually explicit photos is 11%, and the rate
of children receiving sexually explicit messages is 11.5%. According to
the answers given, the rate of children who stated that they were upset
and disturbed by the situations they encountered on the internet was
12%. This rate is determined as 9% for children aged 9 to 10 years. 14% of
children stated that they had seen overtly sexual online images in the
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last year and one third of them stated that they were disturbed by this
situation. Regarding cyberbullying, 6% of children stated that they
received obscene or disturbing messages on the internet, and 3%
stated that they sent such messages to others. While most of the
children who stated that they received such messages wanted to
receive social support, only one in four children stated that they did not
tell anyone about this situation (EU Kids Online, 2010).

By adding a theme focusing on mobile devices to the main sections of
the Euro Kids Online survey, a research study titled "Net Children Go
Mobile" was conducted with 3500 European internet users aged 9-16 in
2013-2014 in 8 countries previously included in the Euro Kids Online
survey, and the findings were compiled in the research conducted in
2010. He findings were compared with the research conducted in 2010.
When looking at the research results, it is observed that the incidence
of children receiving hate messages increased from 13% to 17%,
encountering content promoting a zero-body emphasis increased from
7% to 11%, experiencing cases of cyberbullying increased from 7% to 12%,
and the likelihood of meeting someone they met online increased from
9% to 12% (Mascheroni & Olafsson, 2014, cited in Odabasi, 2017).

Looking at all this data, it can be stated that the future of children will
be increasingly influenced by digital technologies. Each passing year
introduces more digital tools and online environments, and new
technologies such as artificial intelligence and the Internet of Things
continue to change and transform the digital world. While all of this is
happening, information and communication technologies will
continue to shape the lives of children both positively and negatively.

Ribble (2011) emphasizes the decreasing age of individuals using digital
tools and the fact that the newborn generation is inherently digital.
Therefore, he suggests that the perception of digital citizenship should
commence at an early age, and it is essential to provide children with
education on the proper use of digital tools. Similarly, Selwyn & Facer
(2007) argue that digital societies need to support children and young
people in making informed choices in their activities with digital
technologies while ensuring their access to these technologies. In
essence, one of the most crucial steps in providing this support is to
inform children about their rights and responsibilities in digital
environments. Regardless of the precautions parents or institutions
take against the risks of the digital world, these measures will not offer
lasting solutions unless children are aware of their rights and
responsibilities.

The rapid onset of digitalization in the world has given rise to both
positive and negative developments, making digital rights and
responsibilities prominent among priority issues. In the contemporary
world, it is crucial for children to be aware of their digital rights and
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responsibilities, enabling them to exercise these rights and adhere to
their digital responsibilities. To what extent are children conscious of
their digital rights and responsibilities? What is their status in using
these rights and complying with their responsibilities in the digital
environment?

Upon reviewing the literature, it is evident that studies on "digital
citizenship" in Turkey have been conducted (Bakir, 2016; Cubukc¢cu and
Bayzan, 2013; Karaduman, OztUrk 2014; Kaya, 2014; Kocadag, 2012;
OztUrk, 2015).Similarly, when we look at the studies conducted
internationally, it is seen that studies have been conducted on digital
citizenship, children's use of digital environments and their purposes
for using digital environments (EU Kids Online, 2010; Ribble & Bailey,
2007; Shelley, Thrane et al.; 2004; Symantec, 2010). Third et al. (2014), in
their research conducted with 148 children in 16 different countries,
aimed to determine children's perspectives on their digital rights.
However, no studies have been found that specifically focus on
children's awareness of digital rights and responsibilities or investigate
their actual utilization of these rights and adherence to responsibilities
in the digital environment. It is crucial to determine children's
awareness in these aspects so that necessary precautions can be taken,
and children can use these environments safely and appropriately with
an understanding of their rights and responsibilities. In this context, this
research is conducted with the aim of developing a scale to assess
children's use of digital rights and adherence to responsibilities.

Method
Research Method

The study was conducted using the experimental scale development
model defined by Yurdugul (2005). In the experimental process, a
preliminary scale form was obtained through a review of the literature
and obtaining expert opinions. Afterward, the preliminary form was
applied to a sample group with similar characteristics to the target
audience. The psychometric properties of the preliminary scale form
were identified, and a final form was obtained with suitable items. This
process demonstrates a quantitative nature and typically necessitates
working with a large sample group, often involving factor analyses
(Yurdugul, 2005).

Study Group

When examining scale development studies in the literature, there are
varying opinions and criteria regarding the expected sample size.
Criteria such as the number of factors or items are utilized in
determining the sample size, and it is expected that the sample size
should be 5to 10 times the number of items in the scale (Kass & Tinsley,
1979). Kline (1994) suggests that a sample size of 200 is sufficient, but
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taking a larger sample would be beneficial. Buyukézturk, Cokluk, &
Sekercioglu (2010), on the other hand, propose a minimum of 300 for
the sample size, which is deemed suitable for factor analysis.
Accordingly, the study group for this research consists of 760 middle
school students attending randomly selected four districts of a
metropolitan-status city in Central Anatolia.

In the first stage of the study, Exploratory Factor Analysis (EFA),
considering the information obtained and the existence of missing
data, 480 students from three middle schools (two general and one
religious vocational) in two randomly selected districts were reached.
In the second stage of the study, Confirmatory Factor Analysis (CFA),
340 students from three middle schools (two general and one religious
vocational) in two randomly selected districts were reached. However,
before the analysis of the measurement tool prepared in Likert type, the
standard deviation values of the items were examined, and participants
marking the same options were excluded from the study. In this
context, in the EFA stage of the study, the data of 446 students (226
females and 220 males) were included, and in the CFA stage, the data
of 314 students (146 females and 168 males) were included and
evaluated in the statistical analysis. Table 1 presents the demographic
information of the study groups.

Table1
Distribution of Study Groups by Gender
Gender EFA CFA
N % N %
Female 226 50.7 146 46.5
Male 220 49.3 168 53.5
Total 446 100.0 314 100.0

Data Collection Instruments

In the research, data were collected using a personal information form
consisting of data related to the independent variables of the study and
the Digital Rights and Responsibilities Draft Scale developed by the
researcher. The stages of scale development are detailed below.

Digital Rights and Responsibilities Scale Development

The scale used in the research consists of three sections. In the
introduction section, explanations about responding to the scale and
some definitions considered important are provided. The first section
comprises a personal information form related to the participants. In
this section, in addition to questions about students' gender, grade
levels, school types, and parents' educational backgrounds, there are
guestions about students' access to information and communication
technologies, their presence in digital environments, social media
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memberships, and daily internet usage durations. The purpose is to
make inferences about students' situations in digital environments.

In the second section, there is a Digital Rights and Responsibilities
Information Form designed to assess students' knowledge of digital
rights and responsibilities in eight dimensions. These dimensions
include the Right to Access, Right to Development, Right to Non-
Discrimination, Right to Participation, Right to Privacy and Protection
of Personal Data, Right to Personal Safety, Right to Entertainment and
Leisure, and Right to be Forgotten.

In the third section, there are scale items created to determine
students' usage of these rights and their compliance with the
responsibilities that come with these rights in the identified eight
dimensions. In the process of developing the Digital Rights and
Responsibilities Scale:

In the second section, there is a Digital Rights and Responsibilities
Information Form designed to assess students' knowledge of digital
rights and responsibilities in eight dimensions. These dimensions
include the Right to Access, Right to Development, Right to Non-
Discrimination, Right to Participation, Right to Privacy and Protection
of Personal Data, Right to Personal Safety, Right to Entertainment and
Leisure, and Right to be Forgotten.

In the third section, there are scale items created to determine
students' usage of these rights and their compliance with the
responsibilities that come with these rights in the identified eight
dimensions. In the process of developing the Digital Rights and
Responsibilities Scale:

1.Identification of the problem situation, objectives, and questions.
2.Writing items and creating a draft form.

3.Consulting expert opinions.

4. Creating a preliminary application form.

5.Conducting the preliminary application.

6.Analysis and finalizing the scale (Akgun, Buyukozturk, Cakmak,
Demirel, & Karadeniz, 2018).

Problem Identification.

During the literature review conducted in the research, it was observed
that there is no measurement tool assessing the use of digital rights
and adherence to responsibilities among middle school students.
Based on this finding, the decision was made to develop a scale to
determine middle school students' use of digital rights and their
compliance with responsibilities. The rights in question in digital
environments consist of eight categories: Right to Access, Right to

419



PUIJE, 61, 414-437 [2024] https://doi.org/10.9779/pauefd. 1062067

Development, Right to Non-Discrimination, Right to Participation,
Right to Privacy and Protection of Personal Data, Right to Personal
Security, Right to be Forgotten, and Right to Entertainment and
Leisure. In determining these categories, reference was made to the
"Universal Declaration of Human Rights," the "United Nations
Convention on the Rights of the Child," the "Personal Data Protection
Law," the "Constitution of the Republic of Turkey," the "Council of
Europe Strategies for Children's Rights," and the "Digital Citizenship
Agreements" prepared by the Global Digital Citizen Foundation, based
on the conditions and principles of human rights on the Internet.

Creating Item Pool.

The process of creating the item pool was carried out in two stages.
Firstly, a literature review was conducted to start generating items. In
the second stage, three private schools were selected for accessibility,
and a total of 10 students from grades 5, 6, 7, and 8 were asked about
their opinions on digital rights and responsibilities. For this purpose, a
form prepared by the researcher was given to the students. In the
provided form, students were asked about their perceived rights and
responsibilities in the digital environment, and they were also
requested to express their thoughts on each right gathered under eight
themes. In light of the information obtained from student opinions and
the literature review, 95 items intended to be included in the scale were
identified, and a draft form of the scale was created.

Expert Opinions and Development of the Preliminary
Application Form.

Following the completion of the item pool, a "Digital Rights and
Responsibilities Scale Expert Evaluation Form" was created to send to
experts in order to test the appearance and content validity of the
prepared form. The form consists of two parts. In the first part, there is
an introduction letter providing information to domain experts about
how the item pool was created and the purpose of the subject. Their
opinions on the appropriateness of the content and quality of the items
are sought in this section. The second part includes items aimed at
determining middle school students' knowledge about digital rights
and responsibilities under eight dimensions. For each item under the
identified dimensions, experts were asked to evaluate whether the item
is suitable for the purpose of the study, whether it is necessary, its
compatibility with the sub-dimension it belongs to, and the clarity and
accuracy of expressions. Finally, for experts to express their opinions on
the appropriateness of the items, a "appropriate/inappropriate" format
was provided. Additionally, for each item and section, spaces were
designated for experts to provide criticisms and correction suggestions
in the "correction/suggestion" sections.
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Buyukdzturk et al. (2010, p. 168) stated that when determining expert
opinions using an "appropriate/inappropriate" format, there should be
a match percentage of 90-100% for valid items, and items where experts
reach a consensus of 70-80% can be retained in the scale after being
corrected based on critiques.

The generated items were evaluated by a total of 18 experts from the
Department of Computer and Instructional Technologies (4 professors,
2 associate professors, 1 specialist, 3 lecturers, 1 research assistant), the
Department of Classroom Education (1 associate professor), the
Department of Educational Administration and Planning (1 specialist in
child and human rights), the Faculty of Law (1 lecturer, 1 research
assistant), and 3 Information Technologies teachers from different state
schools.

Calculations regarding the content validity of the scale items evaluated
by experts were first assessed by calculating the agreement rates
among the experts on the items. Then, the Content Validity Ratios (CVR)
of the items were calculated using Lawshe's (1975) technique. CVR is
obtained with the following formula:

KGO = N _ NG=Number of experts giving the “appropriate”

N/2 opinion for the item

N: Total number of experts

The minimum values of CVR were tabulated by Veneziano and Hooper
(1997) at a significance level of a = 0.05 (Table 2)

Table 2
Minimum Values of CVR at a=0.05 Significance Level

Number Minimum Number Minimum Number Minimum Number Minimum

of Value of Value of Value of Value
Experts Experts Experts Experts

5 0.99 9 0.75 13 0.54 25 0.37

6 0.99 10 0.62 14 0.51 30 0.33

7 0.99 N 0.59 15 0.49 35 0.31

8 0.78 12 0.56 20 0.42 40+ 0.29

References: Veneziano ve Hooper (1997)

After calculating the Content Validity Ratios (CVR) for each item,
Content Validity Index (CVI) values were computed for the entire scale.
Given that assessments from 18 experts were obtained in this study,
CVR and CVI values were determined as 0.42, and items with values
below this threshold were excluded from the scale. Out of the 95 items
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in the initial draft, 67 received a favorable evaluation based on expert
assessments. However, following expert recommendations, items with
similar meanings were consolidated under a single item, reducing the
total number of items to 50. The CVI value for the resulting 50-item
scale was calculated as 0.72.

Finally, to identify items in the scale that were not comprehensible to
students, the scale was administered to a total of 14 students: 3 students
inthe 5th grade, 6 students in the 6th grade, 2 studentsin the 7th grade,
and 3 students in the 8th grade. Based on the feedback received from
students, the items were restructured to be simpler and more
understandable.

Expert evaluations have resulted in the development of a scale form
consisting of two sections that can be rated on a five-point Likert scale.
In accordance with this arrangement, the Rights and Responsibilities
section has been divided into two separate parts. In the Rights section,
a five-point Likert scale has been established to measure the frequency
of using these rights, with options ranging from Never use (1), Rarely use
(2), Sometimes use (3), Often use (4), to Always use (5). In the
Responsibilities section, a five-point Likert scale has been created to
measure the adherence frequency to the given responsibilities, with
options including Never adhere (1), Rarely adhere (2), Sometimes
adhere (3), Often adhere (4), and Always adhere (5).

Preliminary Application, Analysis and Finalizing the Scale.

After obtaining expert opinions and making necessary adjustments to
the scale form, a Scale Pre-Application Form was prepared to conduct
the validity study of the scale. Following the required modifications,
ethical approval was obtained. Subsequently, permissions were
secured from the "Ankara Provincial Directorate of National Education"
to implement the scale in middle schools affiliated with the "Ministry of
National Education (MEB)."

After obtaining the necessary permissions for application, discussions
were held with school administrators in the relevant schools regarding
the collection of data for AFA. Subsequently, the days and dates for
implementing the scale applications were determined. Following this,
the Scale Preliminary Application Form was administered on the
specified sample.

Data Collection and Analysis

The data collection process for the study, spanning a total of 5 months,
resulted in data from 760 students being deemed suitable for statistical
analysis, with 446 in the AFA stage and 314 in the DFA stage. When
examining the literature for determining the sample size of the study,
it is recommended that the sample size be 5 to 10 times the number of
items in the scale (Kass and Tinsley, 1979; Kling, 1994). Kline (1994)
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suggests that a sample size of 200 is sufficient, but a larger sample
would be more appropriate for the study. Additionally, Cokluk,
Sekercioglu, & Buyukozturk (2010) propose a rule that reaching a
minimum sample size of 300 is suitable for factor analysis. In line with
these considerations, the first application group for the study,
consisting of 446 participants, underwent Exploratory Factor Analysis
(AFA), while the second application group, comprising 314 participants,
underwent Confirmatory Factor Analysis (DFA).

Findings

In the study, the proposed Digital Rights and Responsibilities Scale
consists of two scales: Digital Rights and Digital Responsibilities. Within
this framework, the scales developed were presented under the
headings of Exploratory Factor Analysis (AFA) and Confirmatory Factor
Analysis (DFA).

Exploratory and Confirmatory Factor Analysis of the Digital Rights
Scale

Exploratory Factor Analysis (EFA)

In the developmental stage of the Digital Rights Scale, which
constitutes the first category of the measurement tool aiming to
determine students' use of digital rights, the initial form consisting of
26 items was administered to the designated sample. The factor
structure was determined using the Kaiser-Guttman and Scree Plot
methods. Initially, an unrotated principal component analysis was
conducted to demonstrate the factor structure, and factors with
eigenvalues greater than 1, following the Kaiser-Guttman principle,
were examined (Table 3). Subsequently, by examining the results of the
Scree Plot, it was determined that there were three factors with
eigenvalues greater than 1in the scale (Figure 1). Line graphs of factor
eigenvalues and explained variances were examined (Zwick & Velicer,
1986), and items with low factor loadings and cross-loadings were
individually removed from the scale (Cokluk et al., 2010). In this context,
EFA was repeated nine times, and as a result of the analyses, a three-
factor structure comprising 18 items in the "Digital Rights" category was
identified.
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Figure 1
Line graph for the factor Eigenvalues
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Factor loadings of the items resulting from EFA are given in Table 3.

Table 3
Digital Rights EFA Results

Scale ltems Factor 1 Factor 2 Factor 3
H23 .816 .080 144
H22 760 N7 128
H19 759 .091 224
H20 736 156 125
H21 .685 201 115
H18 643 171 242
H7 .084 .690 183
H4 109 .655 163
Ho6 258 646 .080
H3 .054 .628 149
H5 111 .619 164
H1 103 574 157
HO 144 546 254
H12 186 .099 T4
H14 176 188 713
H13 128 252 679
H10 194 246 574
HT 177 304 542
KMO 904
Explained Variance 32,691 11,378 6,591
(%50.606)
Cronbach Alpha .858 780 748
(a=.878)
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According to the analysis results, the Kaiser-Meyer-Olkin (KMQO)
measure was calculated as 904 (x?=2546.75, p=.000), and it was
determined that the three-factor structure explained a total variance of
50.66%. In social science research, it is considered adequate for
explained variance to fall between 40% and 60% in multifactorial scale
structures (Tavsancil, 2005). Based on this criterion, it was observed that
the three-factor scale structure is sufficient for determining students'
use of digital rights. The factor loading values for all 18 items in the scale
are above .54. Upon reviewing the literature, it has been decided, based
on the criterion that items with factor loading values of .45 and above
should be retained in the scale (Buyukozturk, 2011: 124; Kline, 2000, s.
167-168), to conduct Confirmatory Factor Analysis (CFA) for these items
as determined in the Exploratory Factor Analysis (EFA).

Additionally, after the EFA, the Cronbach's Alpha internal consistency
coefficient was calculated for the scale and its subscales, providing
information about how accurately the measurement tool measures the
situation it intends to measure (Tezbasaran, 2008). A reliability
coefficient of .70 or higher is generally considered acceptable (Nunnally,
1978). The Cronbach's Alpha internal consistency coefficient for the
entire scale was determined as .878, and the values for the sub-factors
were .858, .780, and .748, respectively. The findings indicate that the
scale has high reliability and can undergo Confirmatory Factor Analysis
in its presented form.

Confirmatory Factor Analysis (CFA)

Following the Exploratory Factor Analysis (EFA), a Confirmatory Factor
Analysis (CFA) was conducted to assess the validity of the structure that
emerged. The goodness-of-fit indices for the model in the study include
the "Goodness-of-Fit Index (GFIl), Root Mean Square Error of
Approximation (RMSEA), Chi-Square (x2) Goodness of Fit, Adjusted
Goodness-of-Fit Index (AGFI), and Comparative Fit Index (CFI)." The
structural equation model values for the three-factor structure are
presented in Figure 2.
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Figure 2
Structural Equation Model for the Three-Factor Structure
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In the Confirmatory Factor Analysis (CFA) conducted based on the
three-factor structure, the goodness-of-fit indices achieved before any

modifications or attempts were made in the model are presented in
Table 4.

Table 4

Goodness-of-Fit Indices for the Revised Factor Structure of the Digital Rights
Scale in CFA

Fit Indices Fit
X2 322,529 (p =.000)
X*/sd 2,443
GFI .893
AGFI .862
CFlI 908
RMSEA .068

Considering the goodness-of-fit indices and their cutoffs for acceptance
in the structural equation model, it is observed that the Chi-
Square/degrees of freedom goodness-of-fit value is 2.443 (models with
values below 2.5 indicating excellent fit in small samples) (Cokluk et al.,
2010; Kling, 2005). The computed indices for the model are as follows:
GF1=.893, AGFI=.862, CFI=.908 (GFI, AGFI > .90 indicating excellent fit; GFI
> 85 and AGFI > .80 considered acceptable fit; Joreskog & Sérbom, 1993).
The Root Mean Square Error of Approximation (RMSEA) value is
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calculated as .068. It is expected that the RMSEA value should be less
than .08, and values below .05 are considered a better indicator of fit
(Fossati et al., 2003; Simsek, 2007).

Based on these findings, it is determined that the three-factor structure
of the Digital Rights Scale in the conducted Confirmatory Factor
Analysis (CFA) is acceptable, and no further retesting of the model has
been conducted. The Digital Rights Scale is considered to be at a usable
level based on the goodness-of-fit indices.

Exploratory and Confirmatory Factor Analysis of the Digital
Responsibilities Scale

Exploratory Factor Analysis (EFA)

The first form of the Digital Responsibilities Scale, which aims to
determine compliance with digital responsibilities, was administered to
the designated sample during the development stage of the scale,
consisting of 24 items and serving as the second category of the
measurement tool. To determine the factor structure, the Kaiser-
Guttman and Scree Plot methods were employed. Initially, an
unrotated principal component analysis was conducted to
demonstrate the factor structure, and factors with eigenvalues greater
than 1, following the Kaiser-Guttman principle, were examined (Table
6). Subsequently, by examining the results of the Scree Plot, it was
determined that there were four factors with eigenvalues greater than
1in the scale (Figure 3). Factors with eigenvalues greater than 1 were
examined, and a line graph of factor eigenvalues was used to guide the
removal of items with low factor loadings and cross-loadings from the
scale (Zwick & Velicer, 1986; Cokluk et al., 2010). In this context, the
Exploratory Factor Analysis (EFA) was repeated six times, and as a result
of the analyses, a four-factor structure comprising 19 items in the
"Digital Responsibilities" dimension was identified.

Figure 3
Line graph for the factor Eigenvalues
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Factor loadings of the items resulting from EFA are given in Table 5.
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Table 5
Digital Responsibilities EFA Results
Scale ltems Factor 1 Factor2 Factor3 Factor 4

S20 773 .079 189 153
S19 710 289 321 -.033
S22 693 277 156 187
S21 .690 239 254 .056
S14 .659 328 196 .095
S13 .640 336 .033 109
S18 568 042 -.028 446
S15 539 270 .020 425
S7 145 777 .079 227
S8 71 767 107 154
SO 293 74 167 .019
S10 379 577 231 .036
S6 236 555 191 374
SN 347 483 .077 227
SI 213 161 .800 .057
S2 180 202 776 12
S3 138 .055 613 453
S5 100 226 141 799
S4 193 282 376 581

KMO 931

Explained Variance (%60,66) 40,643 7,517 6,971 5526

Cronbach Alpha (a=.917) .880 .872 735 .685

As a result of the analysis, the Kaiser-Meyer-Olkin (KMO) measure was
calculated as .93 (x2=3669.69, p=.000), and it was determined that the
four-factor structure explained a total variance of 60.66%. Since the
explained variance meets the condition of being between 40% and 60%
(Tavsancil, 2005), it is observed that the four-factor scale structure is
sufficient for determining students' compliance with digital
responsibilities. The factor loading values for all 19 items in the scale are
above .48. Based on the criterion in the literature that items with factor
loading values of .45 and above should be retained in the scale
(Buyukozturk, 2011 124; Kline, 2000, p. 167-168), Confirmatory Factor
Analysis (CFA) was conducted for these items as determined in the
Exploratory Factor Analysis (EFA). The Cronbach's Alpha internal
consistency coefficient for the entire scale was determined as .917, and
the values for the sub-factors were .880, .872,.735, and .685, respectively.
The findings indicate that the scale has high reliability and can undergo
Confirmatory Factor Analysis in its presented form.
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In the literature, it is pointed out that for a factor to be highly stable, it
should have at least three items (Hogarthy et al.,, 2005; Ford et al., 1986;
Maccallum et al., 1999; Velicer & Fava, 1998). On the other hand, studies
suggest that scales with multiple factors can be defined with as few as
two items per factor, and even single-item measures can have
acceptable psychometric properties under certain circumstances
(Bergkvist & Rossiter, 2007; Drolet & Morrison, 2001; Wanous, Reichers,
& Hudy, 1997; Raunbenheimer, 2004). In this context, it has been
suggested that, if there are strong theoretical and practical reasons, a
factor can be retained with as few as two items, taking into account
other criteria such as interpretability when deciding whether a factor
will be retained (Worthington & Whittaker, 2006).

Cherdantsava & Hilton (2013) identified fundamental components of
information security, including the dimensions of privacy, integrity,
authenticity, and reliability. Whitman & Mattord (2017) stated that
individuals responsible for the security of information and users need
to be educated to ensure privacy in information security. In this context,
considering that we are both users and providers of information, it can
be said that we should prefer reliable sources when using and
disseminating information and be aware of our responsibilities in this
regard. On the other hand, the integrity principle is defined as ensuring
that information is not harmed or altered (Knorr & Rohrig, 2001). The
compromise of integrity occurs during the transfer or storage of
information. Again, the reliability of the source where information is
stored becomes crucial at this point. Looking at the authenticity
dimension, as long as information can maintain its original state when
stored or transferred, it is considered authentic, and authenticity
pledges that the information comes from the claimed source (GUngér,
2021). To question this, the identity of the information must be verified
(Cherdantsava & Hilton 2013).

Examining the two items under the "Responsibilities Regarding
Information Security in Digital Environments" factor:

1. I need to access the information | need in digital environments using
reliable sources.

2. | need to verify the accuracy of the information | obtain from digital
environments.

It is observed that these two items under the factor "Responsibilities
Regarding Information Security in Digital Environments" reflect the
fundamental components of information security. Considering that
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these items adequately represent this dimension for the research, it
was decided to retain them in the scale.

Confirmatory Factor Analysis (CFA)

Confirmatory Factor Analysis (CFA) was conducted after the Exploratory
Factor Analysis (EFA) to assess the validity of the structure that
emerged. The goodness-of-fit indices for the model include the
"Goodness-of-Fit Index (GFl), Root Mean Square Error of Approximation
(RMSEA), Chi-Square (x?) Goodness of Fit, Adjusted Goodness-of-Fit
Index (AGFI) and Comparative Fit Index (CFI)." The values of the
structural equation model for the four-factor structure are presented in
Figure 4.

Figure 4
Structural Equation Model for the Four-Factor Structure
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In the Confirmatory Factor Analysis (CFA) conducted based on the four
factor structure, the goodness-of-fit indices achieved before any
modifications or attempts were made in the model are presented in
Table 6.
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Table 6
Goodness-of-Fit Indices for the Revised Factor Structure of the Digital
Responsibilities Scale in CFA

Fit Indices Fit
X2 343.760 (p=.000)
x2 /sd 2.355
GFlI .894
AGFI .862
CFlI 917
RMSEA .066

Examining the goodness-of-fit indices of the model while considering
the cutoffs for acceptance and the criteria for fit in the structural
equation model, it is determined that the Chi-Square/degrees of
freedom goodness-of-fit value is 2.355 (models with values below 2.5
indicating excellent fit in small samples) (Cokluk et al., 2010; Kline, 2005).
Additionally, the calculated indices for the model are as follows:
GF1=.894, AGFI=.862, CFI=.917 (GFI, AGFI > .90 indicating excellent fit; GFI
> .85 and AGFI > .80 considered acceptable fit; Joreskog & Sérbom, 1993).
RMSEA value is calculated as .066. It is expected that the RMSEA value
should be less than .08, and values below .05 are considered a better
indicator of fit (Fossati et al., 2003; Simsek, 2007).

Based on these findings, it is decided that, for the four-factor structure,
no further retesting of the model is necessary in the Confirmatory
Factor Analysis (CFA), and the "Digital Responsibilities" scale is
considered to be at a usable level based on the goodness-of-fit indices.

Discussion and Conclusion

The literature review reveals that studies on digital rights and
responsibilities in the field often concentrate on digital citizenship, the
usage patterns of children and adolescents in online environments, and
the risks associated with online platforms. Additionally, investigations
have been directed towards assessing individuals' levels of digital
citizenship and exploring potential measures for enhancing these
levels.

Ozturk (2015) examined the digital citizenship levels of middle school
students in his master's thesis. The research was conducted during the
spring semester of the 2014-2015 academic year with 6th, 7th, and 8th-
grade students selected from seven middle schools in the central
district of Kastamonu province. According to the findings, it was
observed that students  extensively utilize  technological
communication tools; however, they lack sufficient knowledge about
their rights and responsibilities in the digital realm.

Karakus et al. (2014) compared the findings of Turkey and 23 European
countries based on the results of the European Online Kids project. The
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study data were obtained through interviews conducted with 23,000
children and families aged 9 to 16 who use the Internet, representing 23
countries in Europe, as well as 1,018 participants from Turkey. The results
indicate that children are exposed to various risks while using the
Internet, and a majority of them lack sufficient Internet literacy skills.
Furthermore, among the conclusions drawn is the observation that
families in Turkey may not possess adequate knowledge to keep their
children away from the risks associated with the Internet.

Third et al. (2014) conducted a study involving 148 children from 16
different countries, aiming to determine the perspectives of children
worldwide regarding their digital rights. The project was carried out
between May and August 2014. The researchers examined the
reflections of children's rights in the digital environment by referring to
the guidelines outlined in the UN Convention on the Rights of the Child.
In the study, children were asked about how much they use digital
environments in their daily lives, the purposes for which they use them,
how their digital experiences contribute to the development of their
rights, and the risks that may hinder them from exercising their rights.

According to the results of the project, many children became aware of
their rights through this research. It was identified that children
consider access as a fundamental right, but there are challenges
related to access in some countries. Many children believe that the
resolution of access-related issues should be provided by the
government. Another finding of the research is that most children were
not given the opportunity to think about how digital media could
positively impact their rights. However, many of them had a clearer
understanding of how digital media could violate their rights in the
digital age.

Livingstone and Bulger (2013), emphasized that efforts aimed at
enabling children to benefit from online opportunities are of primary
importance within global research, regulatory, and implementation
communities (Cited in: Odabasi, 2017).

Upon reviewing the literature, it has been determined that there are
limited studies directly addressing children's digital rights and
responsibilities. In this context, there is a lack of research on how
awareness of these rights and responsibilities can be assessed. The
digital world continues to play an increasing role in our lives, presenting
numerous opportunities and risks. Consequently, children born into
this world experience the most significant impact. For these reasons, it
is crucial for children to acquire knowledge about digital rights and
responsibilities to sustain their presence in this evolving environment.

Within the scope of this research, awareness indicators related to digital
rights and responsibilities obtained from the literature have been used
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to develop a scale. This scale aims to identify the awareness levels of
middle school students regarding their digital rights and
responsibilities. Additionally, it seeks to reveal their adherence to these
rights and responsibilities based on their usage patterns.

In the validity studies, the 18 items within the "Digital Rights" dimension
have been categorized into three factors, explaining a total variance of
50.66%. This percentage is considered sufficient for a multifactorial
scale structure. The first factor, labeled "Right to Protection in Digital
Environments," accounts for a total variance of 32.69%. The second
factor, named "Right to Access Digital Environments," explains a total
variance of 11.38%. The third factor, identified as "Right to Participation
in Digital Environments," contributes to a total variance of 6.59%.

The overall Cronbach's Alpha coefficient for the scale is calculated at
878, indicating a strong correlation relationship among the total scores
of the items based on the results of item analyses (Table 3). The values
for the sub-factors are found to be .858, .780, and .748, respectively.
Considering the obtained findings, it is believed that the scale
demonstrates high reliability.

In the dimension of "Digital Responsibilities," the 19 items are grouped
into four factors, explaining a total variance of 60.66%. This percentage
is considered sufficient for a multifactorial scale structure. The first
factor, named "Responsibilities Regarding Protection in Digital
Environments," accounts for a total variance of 40.64%. The second
factor, identified as "Responsibilities Regarding Participation in Digital
Environments," explains a total variance of 7.52%. The third factor,
labeled "Responsibilities Regarding Access to Digital Environments,"
contributes to a total variance of 6.97%. The fourth factor, named
"Responsibilities Regarding Information Security in  Digital
Environments," accounts for a total variance of 5.53%.

The overall Cronbach's Alpha coefficient for the scale is determined to
be 917, indicating a strong correlation relationship among the total
scores of the items based on the results of item analyses (Table 6). The
values for the sub-factors are found to be .880, .872, .735, and .685,
respectively. Considering the obtained findings, it is believed that the
scale exhibits a high level of reliability.

The standard values revealed through exploratory factor analyses and
fit goodness indices of the applied Confirmatory Factor Analysis (CFA)
on both dimensions of the scale indicate the appropriateness of the
multifactorial structure. The observed Chi-Square/degrees of freedom
goodness-of-fit ratios (x2/df) suggest an excellent fit. Additionally,
considering the Root Mean Square Error of Approximation (RMSEA)
values obtained from the analyses, a good fit is evident. When taking
into account the values of Goodness-of-Fit Index (GFl), Adjusted
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Goodness-of-Fit Index (AGFI), and Comparative Fit Index (CFl), an
acceptable level of fit is determined.

The responses to the questions in the "Digital Rights" section of the
scale are coded as follows: Never use (1), Rarely use (2), Occasionally use
(3), Frequently use (4), and Always use (5). This section comprises a total
of 18 items, with the minimum possible score set at 18 and the
maximum score at 90 (Table 8). In the second part of the scale, the
"Digital Responsibilities" section, the responses to the questions are
coded as: Never adhere (1), Rarely adhere (2), Occasionally adhere (3),
Frequently adhere (4), and Always adhere (5). This section consists of a
total of 19 items, with the minimum possible score set at 19 and the
maximum score at 95 (Table 7).

Table 7
Scale Sub-Factors, Items Included in the Factors, and Lowest and Highest
Scores

Digital Rights Number of Lowest Score  Highest
ltems Score
Right to Protection in Digital 13-18 6 30
Environments
Right to Access Digital Environments 1-7 7 35
Right to Participate in Digital 8-12 5 25
Environments
Scale Total 18 20
Digital Responsibilities
Responsibilities Regarding Protection 12-19 8 40
in Digital Environments
Responsibilities Regarding 6-T1 6 30
Participation in Digital Environments
Responsibilities Regarding Access to 1-3 3 15
Digital Environments
Responsibilities Regarding 4-5 2 10

Information Security in Digital
Environments

Scale Total 19 95

The scale obtained as a result of this study can be used to determine
students' utilization of digital rights and adherence to digital
responsibilities. Following the situational assessments conducted using
this scale, both longitudinal and cross-sectional research can be carried
out to identify changing situations within the process and differences
across school levels. The results obtained can serve as a guiding factor
in identifying the needs for future educational programs and materials.
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