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Keywords: Abstract: The popularity of blockchain, which is a technology with a distributed
Cryptographic Hash, architecture, is increasing day by day due to the advantages it provides. Along with
Blockchain, blockchain, interest in high-performance and efficient hash algorithm applications is
BLAKEZb, increasing rapidly. While considering the amount of power and environmental problems
SHA-256 required for these applications, more efficient algorithms were needed. In this study, a
Proof of Work comparison of SHA-256 and BLAKE2b, one of the most popular algorithms, is presented.

In the experiments, a 4 core Intel i5 with 2.5 GHz frequency based computing system is
used. The benchmarking approach focuses on computationally heavy processes such as
Proof of Work and Merkle Tree. This article presents a comparison of these two
algorithms in a Bitcoin-like mining architecture.

(Arastirma Makalesi)

Emek Ispati Mimarisinde SHA-256 ve BLAKE2b'nin Performans Degerlendirmesi

Anahtar Kelimeler:

Ozet: Dagitilmis mimariye sahip bir teknoloji olan blokzincirinin, giiniimiizde, sagladig

Kriptografik Ozet, avantajlar nedeniyle popiilerligi her gegen giin artmaktadir. Blokzinciri ile, yiiksek
Blokzinciri, performansh ve verimli 6zet algoritma uygulamalarina ilgi de hizla artmaktadir. Bu
BLAKEZb, uygulamalar i¢in gerekli giic miktar1 ve ¢evre sorunlart diigiiniilirken daha verimli
SHA-256 algoritmalara ihtiya¢ duyulmustur. Bu ¢alismada en popiiler algoritmalardan biri olan
Emek Ispati SHA-256 ile BLAKE2b'nin karsilastirmasi sunulmaktadir. Gergeklestirilen deneylerde,

4 ¢ekirdekli 2.5 GHz frekansa sahip bir Intel i5 tabanli bilgi islem sistemi
kullanilmaktadir. Kiyaslama yaklasimi, Emek Ispati ve Merkle Tree gibi hesaplama
acisindan agir siireglere odaklanmaktadir. Bu makale, Bitcoin benzeri bir madencilik

mimarisinde bu iki algoritmanin bir karsilagtirmasint sunmaktadir

1. INTRODUCTION

A blockchain is a public digital ledger of transactions held
by a network of peer computers in a way that makes it
difficult to hack or modify. Blockchain offers a secure
way for individuals to compromise directly with each
other without an intermediary such as a government or
bank.

*[lgili yazar/Corresponding Author: yolacan@ogu.edu.tr

60

A blockchain can be described as a historical record of
transactions. Each transaction is stored in blocks. These
transactions may include information about who, when,
where, how much, etc. In the Bitcoin network, a block
contains more than 1500 transactions on average [1].
These blocks confirm the exact time and order of
transactions. In a way that makes it impossible to change
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information or order of blocks, the blocks are securely
connected. New transactions in the network are collected
into the transaction data section of the new block. Each
transaction is hashed, paired, and rehashed until a single
root hash, called the Merkle root, is left. The Merkle root
is stored in the block header. All blocks also store the hash
of the previous block’s header. Block design in bitcoin is
presented in Figure 1.

In the cryptography aspect of blockchain technology,
hashing algorithms are used in digital signatures, Merkle
trees, consensus algorithms, and blocks. Hash functions
are critical to the security of the digital ledger. If a hash
function is broken, important hash values (such as the
block's chains or a Merkle tree's values) are left
completely unprotected. This means that malicious nodes
can change the system by running unauthorized software
on the blockchain.

Block
Block Header (Block Hash)

| PrevHash | [ Nonce |

Root Hash

' Hash01 -

Hash23 :
Hash0: Hash1 |Hash2' |Hash3
0| [m | [m2]| | ™3|

Figure. 1. Block Design in Bitcoin [2]

Since there is no central authority present to validate and
verify the transactions in a blockchain, the validation of
the ledger is maintained by consensus protocols. The
consensus algorithm is a procedure in which all peers of
the blockchain network agree about the current state of the
network. Consensus mechanisms ensure security in the
blockchain network and create trust between unknown
peers. There are several commonly used consensus
algorithms such as Proof of Work (PoW), Proof of Stake
(PoS), Byzantine Fault Tolerance (BFT), and Practical
Byzantine Fault Tolerance (PBFT) [3].

PoW is the consensus mechanism included in Bitcoin.
PoW network is executed by miners, who are responsible
for adding new blocks to the network. In return, these
miners receive incentives in the form of block rewards in
fixed amounts and transaction fees that paid by users.
Miners compete for these rewards by adding computing
power to the network; the more computational power, the
higher the chance of receiving incentives. This
mechanism causes miners to waste huge amounts of
energy in the process.

In this work, we develop and demonstrate a PoW based
blockchain which uses the BLAKE2b hash function for
security. Our purpose is to increase speed and energy
efficiency in the software architecture of blockchain. In
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order to achieve this, we focused on hash functions and
observed energy efficiency by comparing 2 different hash
functions. With our study, we will make energy use more
efficient by directly testing the effect of hash functions on
the software architecture of blockchain. For this purpose,
we analyze the performance of BLAKE2b compared to
SHA-256 hashing algorithm to use in PoW consensus
mechanism. Rest of the paper is organized as follows.
Related work is presented in Section 2. The methodology
of our work is explained in Section 3. Experimental
results and discussion are provided in Section 4. Finally,
in Section 5, the conclusion and future work is presented.

2. RELATED WORK

In this section, we presented related work on hash
algorithms and the effect of different hash functions on
the overall performance of the blockchain. Research
shows that hash functions appreciably affect blockchain
architecture [4]. There are various hashing algorithms on
the security market, such as STRIBOG, KECCAK,
RIPEMD, BLAKE, SHA (Secure Hashing Algorithm),
MD (Message Digest) algorithms [5]. Table 1 shows
some algorithms and their usage areas.

Table 1 Usage areas of hashing functions

Hash Function Usage Areas
BLAKE Blakecoin cryptocurrency
SHA2 Some government programs
KECCAK Nexus (NXS), MaxCoin (MAX), Helix
Coin (HXC), and so on
STRIBOG izz.io, BigNet, NWP Solution

In this work, we analyze SHA-256 and BLAKE2
algorithms. The SHA-256 algorithm is a kind of SHA-2,
which was published by the National Security Agency in
2001 as a successor to SHA-1 [6]. The SHA-256 hash
algorithm takes a message with a length that is smaller
than 26* bits as an input and then it produces a 256-bit
message digest of the input as an output [7]. SHA-256 is
one of the most secure and most used hashing functions
among the hash functions [6]. The BLAKE2 family of
hashing functions was published in 2012 and designed by
Jean-Philippe Aumasson et al [8]. The BLAKE2 family
has four hash functions which are BLAKE-224, BLAKE-
256, BLAKE-384, and BLAKE-512. Like the SHA-2
algorithm, the BLake has functions for the 32-bit version
and 64-bit version as well. These are BLAKE-256 and
BLAKE-512, respectively [5]. BLAKE2 design is
dependent on the concept of HAIFA structure [8].

There are studies about the development and performance
evaluation of blockchain platforms. Xu et al. [9] talked
about the software architecture of blockchain and the
different factors affecting this architecture. Koteska et al.
[10] explored requirements, quality issues, and solutions
for a blockchain architecture. These studies show the need
for improvement in some aspects of the blockchain
platform such as latency, security, cost-effectiveness,
privacy, scalability, and performance. A wide field of
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research focuses on methods to improve blockchain
performance. To evaluate blockchain design options,
Yasaweerasinghelage et al. [11] presented a simulation
and performance modeling framework that predicts the
latency of a blockchain-based system. This type of work
has proven that changing the parameters of interval and
block size is one of the important improvements to solve
the latency problem in the blockchain.

Although there is some work involved in evaluating
performance of blockchain, to the best of our research,
there is not much research on the effect of hash functions
on blockchain performance. Among the related works,
BLOCKBENCH [12], is the one we find closest to our
work. BLOCKBENCH provides benchmarking of
various performance metrics across proprietary
blockchain platforms such as Ethereum, Hyperledger, and
Parity. But BLOCKBENCH has some weak points, such
as the inability to generalize for comparison. It is also
intended for only a few private platforms. There are a lot
of metrics that have been considered about the effects of
blockchain performance in BLOCKBENCH. The most
critical point for us, the effects of hash functions on these
performance metrics have not yet been considered
comprehensively. In addition, in the study developed over
the BLOCKBENCH framework, the effect of hash
functions on the blockchain architecture was examined.
Wang et al. [3] chose a private blockchain, Ethereum, for
their work. Normally, Ethereum is built on SHA-3, but
they also included Ethereum architectures that use various
hash functions to expand their research. There are very
few studies in the literature on the effects of hash
functions on blockchain. When we examine this situation,
our main motivation is to measure hash functions and
their impacts on the blockchain architecture.

3. MATERIALS AND METHODS

For the comparison of SHA-256 and BLAKE2b in terms
of speed, functions should simulate the common
processes in new block creation. Since our goal is
benchmarking these two algorithms, concepts like
memberships, orders, smart contracts are out of this
work's scope. We focus on concepts hashing algorithms
commonly used in blockchain architectures. To do that,
we implement our platform using Python, a high-level
programming language, instead of using Ethereum or
Hyperledger based networks.

3.1. Hashing Algorithms

We performed our experiments using BLAKE2b and
SHA-256 hashing algorithms. BLAKEZ2b is the successor
of BLAKE [13]. BLAKEZ2b does 12 rounds, and BLAKE
does 14 rounds. This difference makes BLAKE2b about
%25 faster than its ancestor [14]. To compute BLAKE2b
in our work, we use the Python hashlib module.

SHA-256 does 64 rounds, quite a lot compared to
BLAKE2b. SHA-256 uses variable-length messages that
are divided into 512-bit blocks and 256-bit key length as
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BLAKE2b. To compare to BLAKE2b, SHA-256
implementation in the Python hashlib module is used.

3.2 Consensus Mechanism

Consensus algorithms can be defined as mechanisms that
enable a decentralized network to make unanimous
decisions when it is necessary [15]. In this work, PoW is
selected as the consensus mechanism. PoW is a
cryptographic proof that the miner node proves that a
certain amount of computational power has been spent
[16]. This is one of the most popular consensus algorithms
where hashing algorithms are heavily used. Because of its
common usage, we use PoW to compare BLAKE2 and
SHA-256, similar to one in the Bitcoin network. The
puzzle of our PoW is “find a number x that when hashed
with the previous block’s solution, a hash with n leading
Os is produced *“. The miner node will try to find a proof
X that hashing with previous proof will produce a 256-bit
length hash with n leading zeroes. Several leading zeros n
is a variable that differs in each round of comparison.

3.3 Data Structure

Merkle tree is a type of data structure that holds the root
hash of all transactions in a block. A Merkle Tree
(presented in Figure 2) totals all transactions in a block
and generates a hash of the entire transaction, allowing the
user to verify whether it includes a transaction in the
block. It is used to validate data integrity efficiently. To
compare SHA-256 and BLAKE2b effectively,
transactions per block is a variable that changes in every
round.

Top Hash
hash (ABCD)

Hash
hash (AB)

Hash
Hash (CD)

Hash Hash
hash (A) hash (B) hash (C) hash (D)

[ | I [

Hash Hash

1 I 1 1

Iransaction

TIransaction Transaction

A B c D

Transaction Data
Blocks

Figure 2. An Example of Merkle Tree [17]

3.4 Blockchain Architecture

A blockchain that includes functions to create a new
transaction and a new block need to be implemented. The
blockchain architecture to be used includes PoW and
Merkle Tree to compare the performance of BLAKE2b
and SHA-256. For each hashing algorithm, various
implementations of the proposed architecture in Python
are used as presented in Figure 3.
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Block 1 Block 2 Block 3
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Merkle Root Merkle Root Merkle Root
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Transactions

Block 2
Transactions
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Transactions

Figure 3. A high-level diagram of the proposed
architecture.

In order to make transactions and interact with the
proposed chain, an HTTP API (Application programming
interface) needs to be implemented. There are 3 endpoints
which are for new transactions (POST), mining operations
(GET), and monitoring the chain (GET). For HTTP
operations, FastAPI, a Python web framework, is used.
As a client requests, a Python HTTP library is used.

3.5 Test Environment Specifications

Since BLAKEZ2b is optimized for 64-bit architectures
[14], we use a 64-bit CPU to get the best performance.
The technical specifications of the machine used for
testing are following:

e Intel i5-7300HQ, 4 cores, 2,50 GHz, CPU

e 2x DDR4, 8192 MB, 2400 MHZ RAM

e NVIDIA GeForce GTX 1050 Graphics Card

e 256 GB SSD

e Arch Linux with Kernel 5.11

To perform our experiment, two hashing algorithms are
compared in different scenarios. In each round, the
maximum length of the blockchain is 10 blocks, and the
running time for a block of two algorithms is measured.
There will be 3 different puzzles for POW: 2, 4, 6 leading
zeros, and 2, 4, 6 transactions per block for each different
puzzle. In total 9 different configurations is used. Official
implementation of our work can be accessed on
https://github.com/mucozcan/sha-blake-benchmark.

4, RESULTS

There are 9 different cases defined to test performances of
SHA-256 and BLAKEZ2b. Each case is slightly more
complex than the previous case. In total 18 cases were
executed (9 for each algorithm). All the transactions made
in block operations were identical. Configurations can be
seen in Table 2.

Table 2 Test Cases

Round | Puzzle Transactions | Number of
#1 2 2 10
#2 2 4 10
#3 2 6 10
#4 4 2 10
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#5 4 4 10
#6 4 6 10
#7 6 2 10
#8 6 4 10
#9 6 6 10

An automated client is implemented for the testing
process. Using Python’s requests module, a script has
been written to make requests on certain defined
endpoints. There are 3 endpoints in total to create
transactions, trigger mining operations, and view the
chain’s current state (presented in Table 3).

Table 3 API Endpoints

HTTP Method URI Path Description
GET /chain Retrieves the current
state of the chain
GET /mine Triggers mining
operation with
current transactions
POST [txInew Adds a new
transaction

{
"message" :
" {
"amount" :

"Transaction will be added to block 2",

"sender": "ﬁéd243?5h59f4d465534cfc6cfaca$5&",
"recipient": "Sbbhfa%eebd73482e96c57a84a27a86a7"

Figure 4. Transaction response

An example of a returned response after creating a
transaction can be seen in Figure 4. After sending required
transaction requests for a block, a mining request is sent
to the server. Measuring time for a given hashing
algorithm to mine is started immediately after a request
has been received and finished after a block is created.
Firstly, PoW runs and returns a proof and a nonce.
Creation of a transaction of miner reward is created
immediately after. A Merkle root is created with all
pending transactions. Using this Merkle root, previous
hash, and nonce, a new block is created and the proof is
started. After creating a block successfully, the elapsed
time from start is taken in nanoseconds, and timing results
are saved to a file and a response is returned. For a given
single plaintext, BLAKE2b is about 2 times faster than
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SHA-256, in the proposed test environment. The result is
presented in Figure 5.

Execution Time Comparison for Given Single Plaintext

6000
EEE BLAKEZb

SHA-256

4000 A

3000 A

Nanoseconds

2000 -

1000 4

o4

Hashing Algorithms

Figure 5. Execution time comparison for a given single
plaintext.

After 18 rounds, 90 mining operations for each hashing
algorithm, results are compared. In the first 3 rounds,
there was very little difference between SHA-256 and
BLAKE2b. In Figure 5, elapsed time is given in
nanoseconds for visual purposes. Since it was a single
iteration process, it took much less time than other testing
processes.

Execution Time Comparison Over The Second 3 Rounds

B BLAKE2b
SHA-256

0.008 4

0.007 4

0.006 4

0.005

Seconds

0.004 4

0.003 4

0.002 4

0.001 4

0.000 -

#1 #2 #3

Figure 6. Execution time comparison over the first 3
rounds.

There are also some inconsistencies in measured times
due to the randomness in the number of iterations required
for mining a block. Some mining operations can be done
more quickly or slowly depending on the input hashes,
even with the same transactions. Figure 7 shows that in
round 6 BLAKE2b based PoW runs too many iterations
compared to SHA-256 one.
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Execution Time Comparison Over The Second 3 Rounds
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Figure 7. Execution time comparison over the first 3
rounds.

Since PoW contains a puzzle, finding proof to get desired
hash with given inputs, it’s an algorithm with a high
computational cost. BLAKE2b has a 64-byte digest size
while SHA-256 has a 32-byte. Because of this difference,
getting valid nonce using BLAKEZ2b is about 2 times
slower compared to SHA-256, assuming the same number
of iterations are done in PoW. Figure 8 shows that SHA-
256 outperforms BLAKE2b in harder puzzles (must be 6
leading zeros in nonce) rounds.

Execution Time Comparison Over The Second 3 Rounds

EEE BLAKEZb
SHA-256

600 -

Seconds

100 +

o

T
#7 #8 #9

Figure 8. Execution time comparison over the first
3 rounds.

As can be seen in results of 9 test cases, our study shows
that BLAKE2b is faster than SHA-256 for hashing a
single plaintext but for complex and computationally
expensive algorithms like PoW, SHA-256 outperforms
BLAKEZ2b due to the smaller digest size.

4. DISCUSSION AND CONCLUSION

Today, blockchain has started to be used in almost every
field, especially where data needs to be tracked or
accessed. Considering the nature of the blockchain, the
copy of the data must be located and processed on all
nodes, the first of its advantages is that the data can be
processed within the consensus. In addition to the
advantages provided by this structure, the computing
speeds of blockchain networks with various architectures
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and mechanisms have also gained importance. Hashing
algorithms have been considered to have an important
place in this sense. This article presents a comparison of
these two algorithms in a Bitcoin-like mining architecture.
Even though BLAKE2b is faster than SHA-256 for
hashing a single plaintext, SHA-256 performs much faster
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