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ABSTRACT

There are several public key cryptosystem around that use computational hardness of either conjugacy search
problem or the word problem for non-abelian groups. In this paper we use decomposition problem in near-ring to
construct a public key cryptosystem and improved the security of key establishment protocol based on the

decomposition problem.
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1. INTRODUCTION

Public key cryptography (PKC) was introduced by Diffie
and Hellman [7] in 1976, many public key cryptography
schemes have been proposed and broken. Today most
successful PKC schemes are based on the perceived
difficult of certain problem in particular large finite
commutative rings. For example, the difficulty of solving
the integer factoring problem defined over the ring Z,
forms the ground of the basic RSA cryptosystem[18] and
its variants, such as Rabin-Williams schemes[19,20,21]
and Cao’s schemes[5,6]. In 1999 Anshel introduced a new
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key agreement scheme using non-commutative groups
known as the Commutator KAP exploiting the difficulty
of conjugacy search problem and Ko et al. in 2000 and
Cha et al[16]. In 2001 proposed new schemes that also
work over non-commutative groups. A more recent key
agreement protocol that relies on solving multivariate
equations on non-commutative rings has been proposed
by Yagisawa[22] in 2012.The currently, the security of
cryptosystems on non-abelian group G is based on any of
the following problems;
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The Conjugator Search Problem (CSP).
Given (x, y) eGxG, the problem is to find z € G such that

y=127"xz.

The Decomposition Problem (DP). Given
(X,y)erGand ScG,the problem is to find

2,2, e Ssuchthaty = z,xz, .

The Symmetric Decomposition Problem (SDP). Given
(x,y)eGxGand m,neZthe problem is to find

zeG such that y=z"xz".

The Generalization of the Symmetric Decomposition
Problem  (GSDP).  Given(x,y)eGxG,S <G and

m, N € Z,the problem is to find zeS such that

y=2"xz".

Several authors have used non-abelian groups for public
key exchange. Below we mention a few of them without
going into details. In [1, 2, 14, 15] the authors suggest to
use the braid groups as platform groups for their
respective protocols. In [12] the authors present a PKC
based on rings. We can find some attacks on this
cryptosystem in [10,11].In [17]the authors introduce the

DLP for matrix rings with entries in Fq ,while a Diffie-

Hellmann key exchange protocol based on matrices can be
found in [8].More recently, B.Hurley and T.Hurley[13]
presented a public key cryptosystem using groups rings.
The main Idea of this work is design a new key exchange
protocol based on decomposition problem using
centralizer of near-ring.

The rest of the paper is organized as follows in Section 2
we recall the some basic definition of near-rings and
centralizer of near-rings. Section 3 we introduced new
protocol based on decomposition problem, Section 4 we
discuss the possible attacks, and section 5 is conclusion.

2 . PRELIMINARIES
Definition 1

A near-ring N is a system with two binary operations
addition and multiplication, such that:

i The element of N from a group N ™ under
addition.

ii. The element of N from a multiplicative
semi-group.

iii. x(y+z)=xy+xzforall x,y,zeN.
Definition 2

Let (N,+)be a group, not necessarily abelian, and let S

be a subsemigroup of End N. The set
Mg(N)={f:N—>N|fa=af forevery « S} forms a near-

ring under pointwise addition and function composition
and is called the centralizer near-ring determined by the
pair (s,N).Since every near-ring with identity is
isomorphic to an M (N) for some pair (s,N), these near-
rings are quite general and are difficult to study without
some restriction on SorN

2.1 New Cryptography Assumption of Near-Rings

Suppose that (N,+e)is a near-ring. For any random
picked element a e N, we define aset p, c N by

p2{f(a): f(x)eZ,[x]}.
Then, let us consider the new versions of GSD and CDH
problems over (N,e)with respect to its subset P, and

name them as polynomial symmetric decomposition
(PSD) problem respectively:

The Conjugator Search Problem (CSP).
Given(x,y)eNxN, the problem is to find z e N such

that y=z"xz.

The  Decomposition  Problem  (DP). Given
(x,y)eNxNand scn,the problem is to find
z,,z, e Ssuch thaty = z,xz, .

The Symmetric Decomposition Problem(SDP). Given
(x,y)eNxNand mneZthe problem is to find
z e N such that y=z"xz".

The Generalization of the Symmetric Decomposition
Problem (GSDP). Given (x,y)eNxN,ScNand
m,ne Z,the problem is to find zeS such that
y=2z"xz".

Polynomial ~ Symmetrical Decomposition (PSD)
Problem over near-ringN: Given (axy)eN®and

m,neZfind ze p, such that y=2z"xz".

Polynomial Diffie-Hellman (PHD) Problem over near-
ring N : Compute x** (x=*)for given a,x,x*andx“,

where a,xeN,z,,z, €P,.
Accordingly, the PSD cryptographic assumption says that
PSD problem over (N,e)is intractable, there does not

exist probabilistic polynomial time algorithm which can
solve PSD problem over (N,e)with non-negligible

accuracy with respect to problem scale.
3. DIFFIE-HELLMAN LIKE KEY EXCHANGE

PROTOCOL BASED ON DECOMPOSITION
PROBLEM(DHK-DP)
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Now, let take a near ring N with Decomposition Problem
(DP) as the underlying work fundamental infrastructure
for the key exchange protocol

Protocol 3.1

The decomposition search problem, which we
subsequently call just the decomposition problem. The
problem is given two elements «,«, of the platform near-

ring Nand two subnear-rings P,Qc N find element
peP,qeQsuch that ¢, = paq .It’s straight forward to
arrange a key establishment protocol based on this
problem assuming pg=qp forany peP,qeQ

Step 1: One of the parties Alice publishes a random
element ¢ eN

Step 2: Alice chooses p,, p, € P and sends p,ap, to Bob
Step 3: Bob chooses g,,q, € Q and sends g,aq, to Alice

Step 4: Alice computes K, = pgeaqp,q, and Bob
computes K, = ¢, p,aqp,g,

If pg;=q;pthen K,=K,in N .Thus Alice and Bob
have a shared secret key.
Security of such a protocol will, of course, depend on a

particular platform near-ring N .If DH-like key exchange
men in middle attack present a serious threat.

3.2 Man in Middle Attack

Above protocol 3.1 is vulnerable to a man in middle
attack. In this attack, an opponent, adversary, does the
following

Step 1: Adversary intercepts Alice public value p,ap, and
sends p,ap, to Bob.

Step 2: When Bob transmits his public value q,xq, ,
adversary substitutes it with p,ap, and sends it to Alice.

Step 3: Adversary and Alice thus agree on one shared key
K, = p,p,ap, p, and adversary and Bob agree on another

shared key K, =gq,p,ap,d,.

After this exchange, adversary simply decrypts any
messages sent out by Alice and Bob, and then reads and
possibly modifies them before re-encrypting with the
appropriate key and transmitting them to the correct party.
This vulnerability is due to the fact that Diffie-Hellman-
like key agreement does not authenticate the participants.

In this article, we introduce two new ideas that improve
the security of Diffie Hellman-like key establishment
protocols based on the decomposition problem:

e We conceal one of the subnear-rings p,Q.

e We make Alice choose her left private key
p, from one of the subnear-rings P,Qand her

right private key p, from the other subnear-ring.
Same to Bob.

These two improvements together will obviously avoid
men in middle attacks.

Let N be a near-ring neN. Denote Cg(n)the
centralizer of nin N,ie, the set of elements
meN such that mn=nm.For S={n,-n}cN,
Cy(n,...,n,) denotes the centralizer of SinN , which is
the intersection of the centralizers C, (n),i=12.. k.

Now, given a public «eN,Alice privately selects
p,eN and publishes a subnear-rings
QcC,(p,). Similarly, Bob privately selects p, eN and
publishes a subnear-ring P<C,(q,). Alice then select
p,ePand sends o =pap,to Bob, Bob selects
g, € Q and sends «, = g,aq, to Alice.

Thus, in the first transmission, say, the adversary faces the
problem of finding p,p,such that o, = pap,, Where
p, e P, but there is no explicit indication of where to
choose p, from. Therefore, before arranging something

like a man in middle attack the adversary would have to
compute the centralizer c, (qQ) first (because p, cc, (P)),

which is usually a hard problem by itself.

4. NEW DIFFIE HELLMAN-LIKE KEY
EXCHANGE PROTOCOLS BASED ON NORMAL
FORM IN CENTRALIZER OF NEAR-RING

Protocol 4.1

In this section we introduce new normal form N(x)

which is sequence of symbols uniquely defined for a
given n. A specific way of constructing such a sequence
depends, of course, on a particular platform near-ring N
which we discuss in subsequent sections of paper.

Stepl: Alice chooses an element p, e N chooses subnear-
ring of C,(p)and publishing its generators
Pz{(pl,...,(pn}

Step 2: Bob Choose an element g, e N chooses a subnear-
ring of C,(q,), and publishes its generators
Q={yr ¥}

Step 3: Alice chooses a random element p,from

(vy,..-,,) and sends the normal form W, =N(peap,)to
bob
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Step 4: Bob chooses a random element (,from
(¢,.....p,)and sends the normal form W, =N(gaq,)to
Alice

Step 5: Alice computes K, = pW,p,
Step 6: Bob compute K, =qW,a,

Since pg, =q,p, and p,q, =q,p, We have K=K, =K,the
shared secret key.

4.2 Attacks on the Protocol

Attacks on Alice’s private key

Find an element p, which commutes with every element
of the subnear-ring (p)and an element p, <(Q), such that
W, =N(piap,). The pair (p),p,)Iis equivalent to(p,, p,).
(That means, p.ap,=pap, and therefore the pair
(p\.p,)can be used by the adversary to get the shared
secret key.)

Attacks on Bob’s private key

Find an element g, which commutes with every element
of the subnear-ring (q)and an element g, € (P), such that
W, = N(q.aq,). The pair (q,,q,).is equivalent to(p,,p,).
(That means, q,aq,=0qaq,, and therefore the pair
(d,,0,) can be used by the adversary to get the shared
secret key.)

Consider the attack on Alice and Bob private key. The
most obvious way to carry out such an attack is the
followings.

1. Compute the centralizer C, (P).

2. Solve the search version of the membership
problem in the double coset C (P)-a<(Q)

To make the protocol secure. We want both
problems to be computationally hard. For the problems (2)
to be hard, it’s necessary for the centralizer c (p)to be

large. Otherwise the adversary can use the “Brute force”
attack. i.e., enumerate all elements of Cy(P) and find

candidates for p, .

4.3 Requirements on the Platform of Near-Ring N

i N should be a near-ring which is non-
commutative.

ii. There should be an efficiently computable
normal form for elements of N.

iii. It should be computationally easy to perform
near-ring operations on normal forms.

iv. It should be computationally easy to generate
pairs (p,{p,....p,})such that pp, =p,p for
each i=1,...,k.

V. Multiplication and inversion of elements should
be computationally easy with the representation.

Vi. For a generic set {n,,...,n,} of elements of N it
should be difficult to compute
vii. C(ny,..n,)=C(n)N---NC(n).
viii. Even if R=C(n,...,n,) are computed, it

should be hard to find peRand geR
(where R, is some fixed subnear-ring given by a

generating set) such that paq=«/, i.e., to solve

the membership search problem for a double
coset.

5. CONCLUSIONS

Recently, some promising build public-key cryptosystem
have been constructed on non-commutative groups, such
as braids groups, Thompson’s groups, etc. In this article
we described totally different method for designing a new
public key cryptosystem based on near-ring structure. The
security of our scheme is depending upon the
decomposition problem in near-ring.
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