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Abstract: Security is crucial in this age of rapidly advancing technology for stopping various crimes and thefts. 

This contradiction gave rise to a creative concept for how to raise the level and address the issues already there. 

A clever idea for how to raise the bar and deal with the existing problems resulted from this paradox. This article 

suggests a suitable multilayer security system for use in homes, bank lockers, and other venues. In contrast to 

the widespread use of password and biometric double-layer security methods, this embedded solution 

sequentially identifies fingerprints, OTP, and RFID. A microcontroller with a GSM module connects and 

controls essential modules. The mobile application displays the status of each action, and the system pushes 

every action it does to the IoT cloud. The magnetic switch may only be opened with the proper authorization, 

and any unauthorized access sets off the alarm and sends the necessary message alerts. The multistage security 

of the proposed system makes it more dependable and efficient, and the combination of all three phases makes 

it difficult to break. The whole system's workings indicate by led flashes. This implementation has shown better 

results and a higher performance rate than existing methods. 
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1. Introduction 

 

Since ancient times, humans and powerful beasts have had to safeguard precious things. But in this 

modern century, human life depends on technology. It instils a strong belief in multi-level 

technological security. In a traditional security system, there are RFID, password, or biometric-based 

systems that are more likely to break such a one- or two-level security system. The main impact of 

this study is to offer multi-level protection which doesn’t breach the security of the unknown person, 

and the term "multi-level" refers to the three-tiered security provided by RFID, fingerprint, and OTP. 

The microcontroller operates the consecutive layers of the system. Every incorrect and correct 

operation performed by the system is sent to the IoT cloud, and the mobile app displays the status of 

each action. To verify authorised or unauthorised persons, the system uses Radio Frequency 

Identification (RFID) technology as the first level of security. The active RFID uses a 13.56 MHz 

electromagnetic field that communicates with RFID tags. It communicates with a microcontroller 

using the Serial Peripheral Interface (SPI) communication protocol to send a unique identifier (UID) 

code. A notification is sent to the authorised individual if someone tries to open the door without 

authorization. Next to RFID, the system uses biometrics as the second-level verification, and the 

wrong attempt that happened in between will increment the count for alarm operation. In the second 

level of authentication, the system requires the user's fingerprint to identify the accurate identification 

of authorization. Optical fingerprint sensors capture high-resolution images at the fingertips and 

create rows of identifiers used uniquely to identify a particular fingerprint. It can store more than 

single-person data, so the system enables a more user-friendly option, and multi-access enhances 
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large-scale business. If the fingerprint is identical to the registered fingerprints, access is accepted, 

and the GSM module generates a random One-Time Password (OTP) for the user's mobile number. 

The greatest merit of the OTP-type system is that it is not necessary to remember any passwords. 

There is a possible reason to easily copy fingerprints to overcome this issue, as the third level of 

security provided by GSM generates random OTPs for the registered mobile numbers. If the user has 

successfully reached the third level of security, the system will give access to the user, which will be 

shown in the mobile application. 

 

The paper is organised as follows: Section 2 outlines the literature survey related to the work 

proposed. The proposed methodology is elucidated in Section 3, and the results are reported in Section 

4. Section 5 reports the conclusion. 

 

2. Related Work 

 

Abdulwahid et al.  [1] discussed how the network performance of the president building of the 

University of Medical Technology was explored based on the ap space in the target building. Wireless 

insight software was used to conduct this analysis, which was based on an estimate of path loss and 

the power measurements obtained. The results showed a significant difference in network 

performance and building-wide coverage. As a result, a major contribution to improving network 

performance was proposed by reducing the number of app devices used from 13 to 8. Abdulwahid et 

al. [2] introduced an RSS-based scaling-based localization technique for efficient app deployment. 

RSS measurements were taken on a variety of real-world sites. The optimal direction for each given 

point was determined using measurement results collected with special software. The algorithm was 

a two-step localization approach with a data collection phase and a localization phase. The 

investigation was seen as a silent verification of the results achieved using wireless intelligence 

software and access to 3D ray tracing. Anand et al. [3] explained how to control and manage home 

appliances and equipment and how to express a combination of hardware and software. In today's 

society, the basic goal of using the internet (IoT) to monitor electronic devices is to manage them 

according to their location. As technology advances, the need for effective monitoring increases as 

performance improves and more energy and resources are conserved. Doing so eliminates the need 

to turn on the lights during the day. Nodemcu is very popular for in-house automation. IoT 

development was a breeze thanks to its wi-fi capabilities and Arduino IDE support. Home appliances 

could be controlled with the blinking app on an Android processor. Bhatt et al. [4] described a bank 

security vault. It overcomes the issues in conventional systems. It used a two-door security system. 

The first door used biometric and keypad entry security levels. Finally, the second door required an 

OTP and was subject to detection entry. This proposed technology would aid in the high-level 

protection of bank vaults. Dioses et al. [5] explained how home automation had given life a whole 

new meaning. Home equipment such as televisions, air conditioning, lighting, and fans were all 

controlled by a controller. Instead of a remote-controlled computer, these devices could only be 

controlled by remote control. The method employed only the Arduino and smartphone with the 

existing Bluetooth transmission. The fan speed was automatically controlled from speed no. 1 to 

speed no. 2 using voice recognition in the Philippine language. The user utilises voiced instructions 

to carry out specific tasks. Fan speeds 1 and 2 obtained 50% accuracy in the test, while speeds 3 and 

4 both reached 100% accuracy. Fan et al. [6] described RFID as a key technology in IoT. The usage 

of the RFID in the medical practise could effeciently resolve this issue of medical privacy. RFID tags 

on a computer could collect useful information and transfer it to the reader via a back-end server. The 

entire communication process was primarily carried out via text message. In the context of IoT, the 

article presented a lightweight RFID medical privacy protection plan. This programme guaranteed 

the privacy of data collected through secure authentication. The security analysis and evaluation of 

this programme indicate that the protocol could effectively prevent the risk of easy leakage of medical 

privacy data. Govindraj et al. [7] stated that today's contemporary world is a transition to a wireless 

world. This system focused on authentication time. This proposed solution was based on a one-of-a-
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kind smart door design that employs a biometric NFC band and OTP authentication procedures to 

provide secure and convenient entrance into our homes. Goyal et al. [8] created a high-security 

surveillance system. For high-level enterprises, the technique comprises primary and secondary 

security. A hex keypad, Bluetooth, and RFID were all part of this three-stage system. The secondary 

system consists of a fingerprint sensor, and the primary and secondary are independent. When the 

primary system was complete, it would be moved to the inner vault. The valuables in the inner vault 

were further protected by a fingerprint scanner, as the second structure was independent of the 

primary system. If anyone tries to reach most circles, three-level security authentication is required, 

which becomes the primary level of security. The Raspberry Pi computes the entire system. Once a 

security breach was discovered, the SMS shield would notify the appropriate authorities. The 

raspberry pi enables the additional feature of 24x7 surveillance monitoring. The vault was segregated 

from the core system to improve reliability, and the Raspberry Pi camera operation monitor has a 

fingerprint sensor. Gupta et al. [9] built a multi-layer security system. This methodology consists of 

RFID, passwords, and biometrics. A microcontroller controls all three stages. The multi-stage system 

was more efficient and reliable, and the combination of all three levels made it difficult to breach. 

The LCD shows the instructions and status of the system. If unauthorised attempts occur, a 

notification would be sent. Hersyah et al. [10] developed a dual authentication method known as 

"biometric authentication," which used fingerprints and passwords. The double authentication system 

in the laboratory room was meant to strengthen security and make admission to the laboratory room 

easier for the user. It took around 0.62 seconds for the system to change the condition of a closed 

door to “opened”, and 3.74 seconds to change the state of an opened door to “closed”. Imran et al. 

[11] developed an alert system with theft protection. The methodology consists of fingerprints, GSM, 

GPS, and solar panels to power the system. This advanced system is used in the surveillance area for 

valuable items. In this system, fingerprinting with a GPS module was enabled, and the system 

recognised the actual position of the event. Jacobsson et al. [12] described the risk analysis used for 

a smart home automation system developed in a research project involving leading industry actors, 

with 9 of the 32 risks classified as low and 4 classified as high. Most of the risks identified were 

considered moderate. Higher risks were related to human factors or software components of the 

system. The results indicate that by implementing standard safety features, new and current risks 

could be minimised to an acceptable level, although the most serious risks, those derived from the 

human factor, have been carefully considered. were inherently complex to handle. Jamal et al. [13] 

described multi-level home management, security, and safety systems based on the Arduino 

microcontroller board. The recommended system illustrates the reliability of the performance system 

in IoT-based applications. Furthermore, this system demonstrated independence at one point of 

failure. Moreover, such a system could be considered a low-cost technology used to achieve high 

security levels in various locations and protect against widespread disasters. Noman et al. [14] 

outlined how automobiles would start using RFID, fingerprint, or password technology. If an 

unauthorised person tries to open the door of the vehicle, they would be asked for the correct RFID, 

password, or fingerprint. The tilted sensor detects any breakage or movement of the vehicle's 

windows or doors and notifies the owner's phone via the GPS-GSM module. A warning was also 

triggered by the computer. Also, the connection to the car's fuel injector was disabled to prevent the 

vehicle from starting without permission. This improved the anti-theft mechanism. Shukla et al. [15] 

described the proposed smart ration card system that uses RFID and IoT to combat fraud and 

corruption in the current ration distribution system. An RFID tag would replace the traditional ration 

card. The user authentication of this RFID tag had been checked at the Fair Price store. A 

microcontroller linked to an Amazon Web Services (AWS) database verifies the user's identity. For 

added security, the user's registered mobile number would receive a one-time password (OTP), which 

must be entered into the system. The monthly ration quota available to the user would have been 

displayed if the user had been verified to be genuine. Taha et al. [16] described a fire extinguishing 

robot commonly used to extinguish a fire and treat fires in closed areas to protect personnel in the fire 

department from burning, exposing, or inhaling toxic gases. The basic idea of the fire detection and 

treatment robot was to detect the fire with a wireless camera, turn on the water pump, suppress the 
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fire by sending a command from the mobile phone via Bluetooth connection, and then extinguish the 

fire. Tahmidul Kabir et al. [17] articulated the security system that is enabled with the RFID module, 

GPS, and gsm module. The system includes a memory module, an ultrasonic sensor, fingerprint 

security, an RFID module, GPS, and a GSM module, among other things. The security breach was 

solved using the proposed system. Tahmidul Kabir et al. [18] described a security system for 

transferring or owning items while preventing unwanted access. The system includes a memory 

module, PIR sensor, fingerprint protection, encoder-decoder, RF module, GPS module, and gsm 

module to give the highest leveled of security. The suggested security method would significantly 

enhance the transit of vital papers, money, or jewelry from one location to another, particularly for 

banks transporting valuables. Tshomo et al. [19] reported a dual-locked system that includes radio-

frequency identification and fingerprint recognition. It was a secure and trustworthy locking system 

that may be utilised in homes, businesses, schools, and other organizations. Wang et al. [20] described 

the development of a wirelessly controlled module-based smart home management system. Mobile 

phones may be used to remotely operate and monitor household appliances through the internet in 

real-time, as well as handle crises in a timely manner. As a result, the quality of life at home, as well 

as security and comfort, may have been significantly enhanced. 

 

3. Proposed System 

 

The proposed system builds to develop high security with a multi-level security system. Compared 

to conventional approaches, the novel idea offers more advantages. The proposed solution is unique 

in that it provides three levels of security: RFID, fingerprint, and OTP verification. This system comes 

along with the multi-user feature. Every operation of the system has instantly reflected in the mobile 

application. It's always connected to the IoT cloud, which is more reliable. Authorized users can 

connect to the system from a distance using the mobile application. This method employs off-grid 

battery power to prevent problems such as power failures. To avoid the hacker's attack, a series of 

false attempts will activate the alarm and notification. 

 

The first stage of the RFID module comprises a reader and a transponder UID tag. If an unauthorised 

person tries to access it, a notification is sent to the authorised person via the system's GSM module, 

as shown in Figure 1.  

 
 

Figure 1. GSM Mobile OTP 

All authorised users have that registered UID tag, and a UID contains a set of unique hexadecimal 

codes to show off. The reader then identifies it and sends it to the microcontroller for verification. 

The nodemcu sends every action to the cloud access point, which is used to update the mobile 
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application shown in figure 2. This approach is helpful to determine the state of the security system. 

Remote users can monitor the operation status via the mobile application. 

 

 
Figure 2. NodeMCU Mobile Application 

 

The second layer contains fingerprint verification. So, fingerprint registration and fingerprint 

matching are two steps required. During the registration procedure, the user must place his finger 

twice. The user can save fingerprint data to the module and configure it in 1: 1 or 1: N mode to 

identify a person. This module can capture fingerprints at a resolution of up to 500 dpi. The user must 

then enter his password using the keypad. The GSM module sends a random OTP to the consecutive 

operating user. The system uses a 4x4 matrix-configured keyboard to enter a one-time password 

manually. When the following user enters the code into the matrix keypad, the microcontroller 

confirms the code. Its characters are made up of numerals 0–9, letters a, b, c, d, and special characters 

* and #. If the user continues to input the incorrect code, the associated buzzer will sound an alert, 

and the user will be unable to access the door. In addition, a notification is sent to authorised users. 

The GSM module can be used as a receiver, sending an alert to the authorised person to notify him 

of the entry. For the GSM module, AT instructions were used. The system employs the required 

cellphone number for this purpose. 

 

Stage 1: As shown in the block diagram (Fig 3), the first level of the authentication process starts with 

the RFID module. If the RFID UID tag matches, the loop advances to the next level of the fingerprint 

sensor; otherwise, the procedure is restarted. At this instant, with up to three false occurrences, the 

system allows the user to show the correct UID tag to pass this level. A series of wrong attempts 

beginning of security levels will eventually trigger an alarm and send an alert notification to 

authorized mobile phones by the GSM module. The system is coming along with the feature of multi-

user customization. So, the system can store selective UID tags for the RFID reader. At the end of 

the first level of verification, the system will automatically scan the corresponding mobile number to 

send the OTP and ask for the corresponding user's fingerprint. A green LED blinks for RFID level 

verification, and a red LED indicates that the person needs to complete this stage. The progress of 

RFID operations is frequently updated in the IoT cloud, and remote users may monitor the status of 

the operation via the mobile application. 

 

Stage 2: Continue with a biometric security level. Once the user has placed the fingerprint correctly, 

the system will move to the next stage of the OTP authentication level. Otherwise, the system will 

restart. Instantly, the system updates the operations in the IoT cloud. The multi-user feature enables 

the system to store multiple fingerprints. Due to consecutive verification, only RFID-confirmed users 
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can place their fingerprints at this step. The green LED blinks for fingerprint level verification, and 

the red LED indicates that the person has not verified this stage. 

 

Stage 3: At the OTP stage, the registered mobile number that has completed two levels will receive 

an OTP. When the user has finished all of the stages, the magnetic switch will open. Otherwise, the 

process needs to be restarted by the user. Finally, three green LEDs will blink to show the magnetic 

switch's open position, and the updated IoT Cloud and mobile app will show all three levels. 

 

 
 

Figure 3. Block diagram of the approach 

3.1. Design and Implementation 

 

3.1.1. RFID Module 
 

The primary level of security is the RC522 RFID tag system. The system has already defined the 

unique identification code for authorized users. Whenever the user brings the RFID tag closer to the 

reader, it will begin to signal to the controller if the tag code matches the pre-defined system code. 

Figure 4 shows the RC522 RFID module, and table 1 shows its specifications. When the system 

detects an unregistered tag, the code does not match, and the actuator does not transmit a signal to the 

microcontroller. The green LED shows the current level of the system, and the buzzer beeps for 

correct and incorrect operations. Nodemcu will update the data in the cloud when the RFID level is 

complete. 

 

Fig. 4. RFID Module 
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Table 1. RFID Module Specification 

 

Parameter Specification 

Operating Voltage 3.3V 

Operating Current 26mA 

Interface SPI 

 

3.1.2. Fingerprint Sensor 

 

After passing the RFID level, the system's secondary security is an optical fingerprint scanner, R307. 

Figure 5 shows the R307 Fingerprint sensor, and Table 2 shows its specifications. It has an 

independent secondary processing unit and supplies power separately, and it stores data of authorized 

users' fingerprints. When a consecutive user tries the fingerprint level, it matches the stored 

fingerprint and moves the loop to OTP. The LED shows the current stage of the system. The buzzer 

sounds give the correct fingerprint identification. 

 

Fig. 5. Fingerprint Sensor 

 

 

Table 2. Fingerprint Sensor Specification 

 

Parameter Specification 

Operating Voltage 5V 

Operating Current 50mA 

Interface UART 

 

3.1.3. Matrix Keypad 

 

Fig. 6. Matrix Keypad 
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The Hex Keypad is the ultimate authentication level to go inside the premises in this multi-level 

security system. Figure 6 shows the 4x4 matric membrane keypad, and table 3 shows its 

specifications. Proper OTP allows the user to change the solenoid lock and open the door. Arduino 

activates the solenoid lock when the authorized user enters the correct OTP. The GSM module sends 

a random OTP to authorized mobile numbers. Finally, a double beep indicates the door’s open status, 

and the mobile application shows the entry notification. 

 

Table 3. Matrix Keypad Specification 
 

Parameter Specification 

Operating Voltage 3.3V 

Operating Current 30mA 

Interface UART 

 

3.1.4. Matrix Keypad 

 

Figure 7. GSM Module 
 

The GSM SIM900A module is employed to send messages and make emergency calls. The Arduino 

microcontroller connects to this module. Figure 7 shows the GSM Module SIM900A, and Table 4 

shows its specifications. A 2G full-size SIM card will work properly in this GSM module. It is capable 

of making phone calls and sending text messages. A built-in microphone is used to record and convey 

voice messages. It has an external antenna; however, it should be placed in a signal-rich region, or 

errors may arise while it is functioning. The UART protocol uses all communication between the 

microcontroller and the GSM module. 
 

Table 4. GSM Module Specification 
 

Parameter Specification 

Operating Voltage 4.1V 

Operating Current 2A 

Interface UART 

 

3.1.5. Microcontrollers  

 

The system uses an Arduino Mega 2560 and a node microcontroller, the ESP8266. Figures 8a and 8b 

show the Arduino Mega 2560 and NodeMCU ESP8266, and Table 5 shows their specifications. The 
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Arduino Mega handles all input and output peripherals, while the Node MCU handles all cloud work. 

The sensors use power sources from the Arduino Mega, which has 54 digital input and output pins 

that can be used to connect more sensors. The Arduino Mega provides the 3.3 volt power supply for 

the NodeMCU. The Arduino Mega and NodeMCU can communicate with each other through serial 

communication. 

 

 

Figure 8. Arduino Mega 2560 (a) and NodeMCU ESP8266 (b) 

 

 

Table 5. Microcontroller Specification 

 

Specification Development Boards 

Arduino Mega 2560 NodeMCU ESP8266 

Operating Voltage 5V 3.3V 

Operating Current 40mA 600mA 

Controller ATmega2560 WiFi capability 

Maximum Clock Speed 16 MHz 80 MHz 

 

3.1.6. Magnetic Reed Switch 

 

A magnetic door sensor MC-38 is an electrical switch that activates a magnetic field. Figure 9 shows 

the Magnetic Reed sensor, and Table 6 shows its specifications. It sends a signal to the microcontroller 

as it moves one another, instructing it to complete the necessary action. This sensor is appropriate for 

activating the pulse or functioning in tandem with the door. The sensor magnet induces this wire. Its 

high or low signal operation depends upon the magnet's distance from another one. The circuit will 

shut or open if the magnetism is too far away from the source. 

 

 

Figure 9. Magnetic Reed Switch 
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Table 6. Magnetic Reed Switch Specification 
 

Parameter Specification 

Operating Voltage 5V 

Operating Current 15mA 

 

3.1.7. Solenoid Switch 

Figure 10. Solenoid Switch 

The electrical opening and latch lock refer to a solenoid lock. The most common type of solenoids or 

electromagnets are electronic locks. Figure 10 shows the magnetic reed sensor, and Table 7 shows its 

specifications. When a user "opens" the lock, the current running through the wire coil generates a 

magnetic field that unlocks a metal plunger or lock pin. 

 

Table 7. Solenoid Switch Specification 
 

Parameter Specification 

Operating Voltage 12V 

Operating Current 80mA 

Power rating 9.6W 

 

3.1.8. Flow Chart 

 

The whole system consists of three primary loops, with the RFID acting as the first verification loop 

shown in Figure 11. It repeats the initial cycle three times until the proper RFID is recognized. Once 

verified, the correct UID code advances to the next fingerprint ring and sends the status to the mobile 

application. The second loop is the fingerprint verification loop. 

 

If the user's fingerprint is the same as the saved fingerprint, it will move to the last ring. Finally, OTP 

verification is vital since it provides a person's unique authorization. It opens the magnetic door switch 

and allows entrance after third loop verification, and concurrent updates are available on the mobile 

app. Instantly, every incorrect status sends as a notification to the mobile app. 

 

4. Result and Discussion 

 

The final results have been obtained in a similar manner to that of the flow chart. Figure 11 shows 

the approach of the whole prototype. The algorithm works with the sequential operations of RFID, 

fingerprint, and OTP verification. Firstly, RFID reads the UID tag; secondly, the fingerprint module 

scans the biometrics; and finally, the GSM module triggers the OTP typed on the matrix keypad. The 
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mobile application frequently displays every operation and any required emergency switching 

performed by this user application. 

 
Figure 11. Proposed Flow Chart 

 

 
Figure 12. Proposed System Prototype 

 

Mobile applications enable global access through the Node microcontroller. If all three levels are 

successfully confirmed, the magnetic switch will open and entrance will be allowed. The LEDs 

display the status of each stage, and the advantage of the sensor technology is that it offers a multi-
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user feature. Security breaches will result in a security alarm and notification to authorized users via 

the GSM module. Table 9 specifies the option of predicting the time a user can break the security 

system. The objective of the proposed system matched the obtained results, which are favorable for 

enhanced safety. Table 8 represents the comparative analysis with other security systems. Figure 12 

shows the hardware implementation of the work and figure 13 its schematic sketch. Hardware wiring 

diagram is illustrated in Figure 14 

 

 

Figure 13. Proposed Schematic Diagram 

 

 
 

Figure 14. Hardware Wiring diagram 

 

Further the security system with parameters like security level, RFID etc have been estimated with 

two different approaches. It can be seen that the estimated time required to hack the System is very 

low. The security breaching is also very low. The system is also tested with passwords of various 
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combinations as seen from table 9. A high level of security is ensured when RFID, Biometric and 

OTP are combined. 

 

Table 8. Degree of secrutiy 

 
 

Table 9. Security Level Estimation 

 

S. No Security System Estimated Time Requied 

To Hack  The System 

System Breaching 

1. Security level Low Low 

2. RFID Few Minutes Could be Breached 

3. Password contains 0-9 

&Aa-Zz 

Within 1 minute Could be Breached 

4. Password contains 0-9 

&Aa-Zz and Special 

Characters *@#$%  

More than 3 minutes Could be Breached 

 

5. Conclusions 

 

The suggested system provides features for owner alert, theft prevention, and maintaining the safety 

of businesses, residences, etc. The anti-theft security system can be solved with multi-level protection, 

which offers a very safe and dependable solution. 

The provided security system satisfies all relevant requirements. The technical advantages of this 

security system are improved. The upgraded multi-level system was researched and made to 

incorporate the technologies of the RFID tag, matrix keypad, biometrics, and GSM. This technology 

gives improved advantages in internet of things connectivity devices, making it suitable for usage in 

locations requiring extraordinary security. This security technology has the potential to reduce costs 

even more. 
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