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Abstract- Blockchain is one of the most interestingly developing technologies today, with its applications in many fields
from smart contracts to cryptocurrencies. In this respect, blockchain is a hot modern topic nowadays. This study presents a
mathematical analysis of cryptographic hash functions, which are one of the most important elements for understanding the
security foundations of this technology. In this analysis presented; Hash functions, which are one of the building blocks of
blockchain technology, used to ensure information integrity, have proven to be resistant to collision resistance, which is very
important in data mining. Thus, a theory has been put forward that will contribute to time and energy saving, which is one of
the important problems in data mining, in which blockchain technology is used.
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Blok Zincir i¢in bir Kriptografik Ara¢ Olarak Hash Fonksiyonlarinin Matematiksel Analizi

Oz: Blockchain, akilli sézlesmelerden kripto paralara kadar birgok alanda uygulamalariyla giiniimiizde en ilging gelisen
teknolojilerden biridir. Bu baglamda, blockchain giiniimiizde sicak ve modern bir konudur. Bu ¢alisma, bu teknolojinin
giivenlik temellerini anlamak i¢in en 6énemli unsurlardan biri olan kriptografik 6zet fonksiyonlarinin matematiksel bir
analizini sunmaktadir. Sunulan bu analizde; Bilgi biitiinliigiinii saglamak i¢in kullanilan blockchain teknolojisinin yap1
taglarindan biri olan hash fonksiyonlariin veri madenciliginde olduk¢a 6nemli olan ¢arpigma direncine kars1 direngli oldugu
kanitlanmistir. Boylece blockchain teknolojisinin kullanildig: veri madenciliginde 6nemli sorunlardan biri olan zaman ve
enerji tasarrufuna katki saglayacak bir teori ortaya konulmustur.

Anahtar kelimeler: Hash fonksiyonlari, blok zincir, kriptografik hash fonksiyonlar1, matematiksel analiz
1. Introduction

Blockchain is one of the most popular and developing technologies in recent years. This technology is briefly;
It can be defined as an interconnected chain of data blocks that allows the creation of transaction records based on
a managed distributed consensus protocol without a central authority. Thanks to this structure, any of the
participants cannot change the content of the blocks that have been agreed upon. Therefore, only new transactions
can be added or merged to eliminate or modify existing ones. In this structure, three basic features complete the
principle of immutability;

1. A summary of the state of the entire chain should be available at any time to prevent and detect
manipulation of any block of the chain.

2. It is necessary to verify whether a transaction is included in the blockchain.

3. Parties involved in a transaction in any block should be allowed to do so in a so-called anonymous manner.

Conceivably one of the best-known applications of this technology, bitcoin, the cryptocurrency so named for
its use makes several cryptographic primitives, and ensures the pseudo-anonymity of participants, and the
immutability of stored records, and distributed consensus without recourse to a central authority[1].
In this study, the most basic cryptographic concept of blockchain technology and the concept of the hash function,
which is the primary tool in providing information integrity, are reviewed. In addition, the mathematical proof that
it is a collision-resistant function is presented.
The remainder of this article is organized as follows; In the second chapter, the definition and properties of the
hash function used in verifying data integrity and the definition and properties of the concept of modular arithmetic
are given. In the third part, a theorem that can be a solution to the computational problem of data miners
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using blockchain technology, which includes finding partial collisions of a certain hash function, has been proved.
Finally, the results of the study are presented in the fourth chapter.

2. Hash Functions

Hash functions are among the cryptographic primitives that have grown in relevance in recent years. It is
important to point out that such functions do not encrypt or decrypt messages. However, they are an indispensable
tool for verifying data integrity, apart from other applications equally interesting, hash functions can be defined as
functions that are capable of transforming any block of binary data into another fixed-size binary block[2,3]. The
result of such a transformation is called has hor digest.

In addition to this initial use, hash functions have been applied to other areas concerned with the protection
of information in general, and its integrity in particular. Therefore, it can detect corrupt data, the presence of
viruses, etc. They are also used to detect.

One-way functions that take any variable-length input and convert it to a fixed-length output are called hash
functions[3].

The hash function is the operation that creates a fixed-length unique value with mathematical functions of
various lengths of data. In other words, hash functions, which have a very important place in cryptography,
compress data of any size to a fixed length. It is a one-way function and although a relationship is established
between the processed text and the summary value, the original data cannot be obtained from the summary value.
In the hashing process, the same value is produced for the same data, but when there is the slightest chance, the
value created by the hash function changes. Hash functions are widely used in areas such as verifying the integrity
of data, storing passwords, digital signatures, message authentication code, and blockchain.

In hash functions, different inputs can produce the same output. This situation is called conflict. This is not
desirable for hash functions and compromises their security. Hash functions have advantages such as guaranteeing
data integrity, producing fixed and small-sized outputs, and producing fast output for each input length.

Mathematically, the hash function is expressed using the concept of a One Way Function.

m; variable size and predetermined message,
M; a particular set that gives a summary of the message m
n; dimension provided that;
AM - {0,1}",
h(m) = m.

In other words; AtY = f(x), They are functions that are easy to find when x is known, but difficult to find when
Y is known. Hash functions with this property are collision-proof functions.

2.1. Properties

For an ideal cryptographic hash function to be considered secure, it should have the following three properties[4];
L. Collision Resistance: Messages should be difficult to find when the digest of two separate messages is the same.
For m; # m,, when fi; = fM,, calculating m,, m, should be difficult.

IL. Inverse Image resistance: The original data cannot be found from the hash function generated by the hash
function. That is, it should be difficult to find m when the summary M is given.

f~1(M) must not be computable.

1. Secondary Reverse Image Resistance: It must be very difficult to have the same digest of two separate
messages.

For m; # m,, it should be m; # m,.

As stated earlier, blockchains are chains of information blocks where each block has an associated hash
value. These hashes are used to create a data index. If each data block contains the hash of the block previously
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added to the chain, a linked blockchain is obtained, where the hashes play the role of pointers. In this context, it
is important to define a method by which it is possible to determine whether a particular block has been
obtained. This can be done with the hash function[5].

For quite some time, the most widely-used hash function was MD5 (Message Digest 5), proposed by
Rivest[4], which generates hashes of 128 bits. However, when some security vulnerabilities were published in
2005, the use of the MDS5 function was discontinued[6]. Although still used in insecure contexts such as
checking the integrity of downloaded files, it is prohibited in environments where security is a critical element.
The SHA-1 (Secure Hash Algorithm-1) function, which produces 160-bit hashes, was adopted by the National
Institute of Standards and Technology (NIST) in 1995[7 Although there are collisions, SHA-1 continues to be
used quite frequently today[8]. As in the MDS5 example, its use is discarded by most international institutions
and organizations within the scope of secure applications. Another function that provides 160-bit hashes and is
still used in some scenarios today is the RIPEMD-160 (RACE Integrity Primitives Assessment Message Digest)
function[9]. The SHA-2 family of hash functions is the successor to the SHA-1 function. The SHA-2
specification includes the functions SHA-224, SHA-256, SHA-384, and SHA-512, which provide hashes of 224,
256, 384, and 512 bits, respectively; where SHA-224 and SHA-384 are shortened versions of SHA-256 and
SHA-512 functions, respectively. This range of hash sizes significantly improves security compared to the
output lengths of MDS5 and SHA-1[6].

2.2. Modular Arithmetic

The set of remaining classes according to the module m, m € z*,
Z2/m=1{0,1,2,..,m—1},
2/, = 6,1,2,..,n=1).
Explanation:
Ifx,y € z,x =y (mod m),
1. The remainder of x and y divided by m are equal.
2. The difference between x and y is divisible by m.x =y (mod m) = x —y = k.m,
3. The remainder in the division of a sum equals the sum of the individual remainders.
x+ty=x+7y.
4. The remainder in the division of multiplication is equaled to the multiplication of the individual remainders.
Xy =x}.

aEb(modm)} a+c=b+d(modm)
"¢ =d (modm) a.c=b.d (modm) °’

6. a=b(modm) and k€z >a=bxkm.

5

7. a=b (mod m) and n € z* while
a™ = b™ (mod m).
3. Collisions Problem of Hash Functions

Miners using blockchain technology are accountable for figiire out the computationally arduous problem, which
involves finding partial collisions of a given hash function. A collision consists of finding two different messages
m, and m,, m; # m,, such that i, = M,. In this case, the chosen hash function is SHA-256[6].

To find a partial collision, each miner takes into account the values (titles and transactions) that make up a block,
then uses the difficulty corresponding to the moment he did his computations and tries different nonces until the
resulting hash value is lesser a certain threshold. This threshold value is equivalent to a certain number of leading
zero hashes. Such several zeros are determined by the number of miners in the network (and their computing power),
so the time required to find a solution is about 10 minutes on average. It is obvious that the higher the number of
leading zeros, the more difficult it is to solve the problem.
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The mathematical problem of finding partial collisions guarantees not to use of the same block. This is known in
the cryptocurrency literature as Proof of Work (PoW)[10,11].

3.1. Theorem

While p is a prime number, g = pT_l is also prime. This situation is called absolute primality.

a and P, primitive roots of a® = f (imod p),
a; being unknown
Let a hash function be defined as h: £ / 42z -Z /p . This function, for the message

m=r,+nq (0 <1y,1; £ q—1)expressed as h(m) = a0 ™ (mod p). This h function is highly
resistant to collision resistance.

3.2. Proof

Let's assume that; form =1, + 1,9 vem, =1,/ +17'q,

a™f™ =1 (mod p). €))

Since B = a®*(mod p) the above equivalence can be written as

qri=r1')=r0'=10) = 1 (mod p). 2)

However, since there is a primitive root in « mod p, the following result is obtained,;
a? =1 (mod p) © b = 0 (mod p — 1). Therefore;

a(r,—n') = (' — 1) (mod p — 1).

If g = OBEB(r; — ry’,p — 1), then using the properties of modular arithmetic we can say that equivalence (2) has
exactly g solutions[2].

Sincepz;lis primeand0 <7 ,r;’ <q—1,itmustbe —(q—1)<nr,—n,' <qg-—-1.

Soifr; —r' # 0 then q > |r; — ry’|. Therefore, there are solutions g, and g,.

From the equivalence a® = 3, we can say that only two possible values of a, and one of them will give 3. If we can
show that is hidden, that is, unknown, of a, we have proved the theorem.

=1 =1 =1, (modp — 1) becomesry, = 1’ from the inequality —(q — 1) <1, —r;’ < q — 1 means. This
indicates that massages m ve m, are the same. That is, m = m,, which contradicts the assumption that messages
m ve myare different. Then it is r; — ;" # 0. This indicates that a is hidden, that is, unknown. Therefore, the
function h(m) = a™ ™ (mod p) is a strong collision-resistant function.

4. Conclusions

As a result; It is thought that this study will contribute to the solution of the computationally difficult problem,
which includes finding the collisions of hash functions, which is very important for data mining in which the
blockchain technology used in the crypto money system, which is very popular today, is very important. Also,
miners compare the obtained hashes using one-time keys to find partial collisions of a particular hash function. They
spend a lot of time and energy making these comparisons. Considering the methods and concepts used in
mathematical analysis, they will save time and therefore save energy.

When dealing with blockchains, hash functions appear in a few places. On the one hand, they are used as part
of numerical signature algorithms. On the other hand, hash functions play a significant role in implementing Merkle
trees, a notion that allows to efficiently check whether a particular block exists in a blockchain. Thanks to the
combination of these elements, it has been possible to form a promising trustworthy technology - a blockchain.

Finally; We have shown mathematically that the above-mentioned partial collisions can be found
mathematically, namely PoW, and that double spending can be detected in a short time.
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