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Abstract—With the increase in lung cancer cases in recent years, rapid advances have been made in imaging technologies for lung
cancer detection. Thanks to these advances in image processing and medicine, more successful disease diagnosis is achieved. On
the other hand, the security of these images is one of the issues that are overlooked or little thought about in this field. The security
of images such as Magnetic Resonance Imaging and Computed Tomography is as important as disease detection. Manipulations
such as cyber attacks, commit insurance forensic and destruction of evidence can be carried out on health images for various
purposes. This problem is included in the study area of both image processing and information security. In this study, we developed
a new image forgery detection method based on Center Symmetric Local Binary Pattern texture extraction algorithm, which has not
been used on lung cancer images before as far as we known. We tested this method that we have developed on a very up-to-date
lung cancer image data set. Although the success of the method is the first study, it is satisfactory. The experimental results of the
proposed method show that our method can be used in this field.

Keywords—information security, lung cancer images, computed tomography, passive image security

1. Introduction televisions) use them to make images better or more

interesting. On the other hand, malicious people

As a result of the developments in the area of
image and video processing in recent years, success-
ful image and video editing programs have started
to be used on multimedia. By using these edit-
ing programs, even people who do not have basic
knowledge in image or video processing can easily
make the changes they want on photos, pictures and
videos. Through these editing programs, while end
users make changes on photos and videos for enter-
tainment purposes in daily life, professional media
organizations (magazines, newspapers, news sites,

commit different crimes by using such programs on
images.

Lung cancer detection studies is one of the areas
where technological developments are most adapted
and progress is made. Even until the first quarter
of the twenty-first century, the technological pos-
sibilities of medical oncology and radiation on-
cology were quite limited. In particular, devices
that serve to show the internal structure of the
human body were not sufficiently developed. Lung
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cancer images, in its simplest form, is to make
the internal structure of the human body visible by
various methods. The basic devices that fall into
this definition can be listed as Radiography De-
vices, Magnetic Resonance Imaging(MRI) Devices,
Nuclear Medicine Imaging Systems, Computed To-
mography(CT), and Ultrasound. Today, these de-
vices are produced by a complex synthesis of med-
ical physics, biomedical, electronic engineering and
computer science, as well as anatomy and phys-
iology knowledge. Specific protocols and systems
are also being developed for archiving and storing
lung cancer images [1]]. On the other hand, when the
studies on disease detection are examined, it is seen
that there are also machine learning-based studies
in recent years, apart from the algorithms developed
based on classical methods [2]].

Multidimensional image data in the lung cancer
studies field has also increased with progressive
developments in the field of image and signal pro-
cessing in recent years. With these developments,
two different problems arise in the field of lung
cancer imaging. The first of these problems is that
lung cancer images have a more complex struc-
ture, both quantitative and content wise, than non-
healthcare images. By looking at the whole of the
non-healthcare images, oddities on the image can
be noticed. In lung cancer images, however, it is
difficult for oncologist to see the finding on a small
image and diagnose the disease [3]].

The second problem on lung cancer images is
related to the data security of these images. It is
the fact that malevolent people can attack on cancer
images and modify them, resulting in oncologist
writing false reports and giving people the wrong
treatment about their health, leading doctors to
decide on the wrong prognosis. While most people
edit images for fun, if someone’s intention is to
harm an innocent patient through the manipulation

of lung cancer images, that person may face some
real-world consequences detecting whether there is
an attack on the lung cancer image and if there
is a forged, detecting the region and ensuring the
accuracy of the image has been both a security
problem and a current study area of image, signal
processing science [4]. This negative situation; In
the field of computer science, information security,
image and video processing, signal processing has
created a new field of study that creates a common
working area: image forgery detection. As for the
detection of such attacks on images, when the
methods developed in the literature are examined, it
is seen that they are grouped in two different ways.
These are active methods and passive methods. In
active methods (watermarking, steganography, etc.)
preliminary information on the image is needed
in advance, while preliminary information is not
needed in passive methods. Passive methods are
also divided into two sub-studying areas, copy-move
forgery and image splicing forgery [3].

The most common image forgery is the copy-
move image attack. In copy-move forgery, one or
more regions are copied on the same image and
pasted to another region on the image. However,
in the image splicing forgery, two or more regions
are cut through different images and combined with
the image to be counterfeited [S]. Studies in the
field of copy-move forgery solve forgery problems
with two different methodologies: block-based and
keypoint-based. Although both methodologies have
advantages and disadvantages compared to each
other, block-based forgery detection methods are
more often used. Since cancer images are important
to everyone, in this study, a block-based method was
proposed using the Central Symmetric Local Binary
Pattern (CSLBP) [6]] feature extraction algorithm on
lung cancer images in the representation of blocks
at the feature extraction stage.
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The proposed method has been tested in 10 im-
ages on an up-to-date lung cancer image dataset [7]].
In the following parts of the study, studies conducted
in the literature included in Chapter [2 the proposed
method included in Chapter (3| experimental results
included in Chapter @] and results and recommen-
dations included in the last chapter.

2. Related Works

The difference and success of methods in block-
based copy-move forgery is based on feature ex-
traction stage. For this purpose, many extraction
methods in the literature in the field of signal
processing are used for block representation and
feature extraction. Some of these are; the Discrete
Cosine Transform (DCT'), Discrete Wavelet Trans-
form (DWT), Hu moments (HU), principal com-
ponent analysis (PCA), Kernel-PCA (KPCA),
Fourier-Mellin Transform (F'MT') and various com-
binations of these are used for copy-move image
forgery [8]]. Fridrich [9] brought the first study in
this field to the literature using DCT'. In Fridrich’s
study, the image was divided into equal blocks
and the DCT of each block was calculated. DCT
coefficients and the feature vector of the image
were created, and these coefficients were sorted
alphabetically to determine similarities between the
blocks. In another study [[10], proposed an algorithm
based on Discrete Wavelet Transform (DWT) for
detecting copy move forgery. In this study, after the
feature of each block were obtained by DWT' by
dividing the image into equal blocks. Wang et.al
[L1] proposed Hu’s moments as features extraction
and showed robustness for post-processing, includ-
ing rotation, scaling, and translation in the copy
move forgery. Only the first 4 moments are used
to reduce computational complexity. Bayram et.al
[12] proposed Fourier-Mellin Transform (F'MT') to
compute 45 block based features and matching stage

was reduced using the counting bloom filter vice of
lexicographical sorting.

Another study carried out in the literature is
the Local Binary Pattern (LBP) feature extraction
method, which is often used in texture extraction
[13]]. The Central Symmetric Local Binary Pattern
(CSLBP) algorithm [6], used in the method pro-
posed in this study, which we do on lung cancer
images, is an algorithm that works on a neighbor-
hood basis, as in the LB P algorithm. The C'SLBP
method [6] was developed with inspiration from the
LBP pattern extraction operator [[13]].

The security policies of health systems are lagging
behind. While many health images, especially lung
cancer images, are protected in terms of data access,
data security (availability, integrity) is ignored [14],
[15]. Even the leading companies that manufacture
imaging devices do not store their lung cancer
images encrypted on their servers. In fact, many
imaging devices do not support encoding lung can-
cer images [16]. This situation jeopardizes the safety
of lung cancer images. On the other hand, in recent
years, studies in the field of information security
have also focused on data anonymization [[17], [18].

When the research conducted in the field of copy
move forgery detection in the literature in recent
years are examined, it is seen that there are 2 differ-
ent methods. These methods are classical methods
(DCT, DWT, LBP etc.) and learning based (deep
learning, CNN etc.) methods. A large number of
images are needed in learning-based methods [19].
In classical methods, even 5 images are sufficient
to measure the average performance [20]. Since
we proposed a classical method in this study, 10
images were sufficient to determine the success of
our algorithm.
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3. Proposed Method

Before moving on to the proposed method, ex-
plaining the algorithmic logic of the Local Binary
Pattern (LBP) algorithm and then explaining the
operation of the Central Symmetric Local Binary
Pattern (C'SLBP) algorithm will provide a better
understanding of the proposed method.

The LBP was originally developed as a gray
scale for pattern analysis. The LBP operator cal-
culates by comparing the neighborhood values of
the central pixel with respect to the 3 x 3 neigh-
borhood. For each neighborhood, the LB P code is
generated for each pixel value in the image. Rule
of thumb for LBP code generation; If the center
pixel is greater than or equal to the neighboring
pixel, the neighboring pixel takes the value °I’.
If the center pixel is smaller than the neighboring
pixel, the neighboring pixel will take the value ‘0.
After these pairwise comparisons, starting from the
upper left corner of the matrix, the LBP code is
generated clockwise, respectively. This code, which
is produced by comparison between the center pixel
and the neighboring pixel, will be in the range of
0-255 (8 bits). The equation used to calculate the
LBP code is given in Equation (I). The values
of the s(¢) function in this equation are shown by
Equation (2)). The = value specified in the equation
gives the position of the center pixel. z; represents
the position of the pixel with index ¢. Generating
the sample LB P code is shown in Figure 1| below.

p—1
LBPpp(Xe,Ye) =Y S (ip—ic)2" (D)
p=0
0, <0
s(x) = { (2)
1, z>1

Different neighborhoods of the LBP operator
can be calculated according to the 8- and 16-bit

distances. After calculating the LB P operator for
each pixel in the image, a new LBP image is
obtained according to the pixel values varying in
the range of 0-255. Then the histogram of the image
is taken and a 256-bit texture distribution is found
for a particular texture. Although LB P has many
successful and widespread applications in the field
of image processing, it also brings disadvantages
such as the length of the histogram size and being
affected by neighboring pixel noises. Therefore,
many different feature extraction algorithms have
been developed in the literature. C'SLBP, which
was inspired by LBP to remove the histogram
length disadvantage of LB P, is a feature extraction
algorithm developed to reduce the histogram length.
CSLBP; It is used in many areas such as tex-
ture extraction, face recognition, object recognition.
Developed with inspiration from LBP, C'SLBP
works in a similar structure. As in the L B P method,
it compares according to the central pixel, but it
calculates according to the neighbor that is circu-
larly opposite to it as a neighborhood. Generating
the sample C'SLBP code is shown in Figure

The LBP operator produces long histograms.
Therefore, it has some difficulties in use. For this
reason, C'SLBP has made a change in the com-
parison of neighboring pixels. Instead of comparing
each pixel with the central pixel, it uses the method
of comparing central symmetric pairs as seen in
Figure 2. This symmetrical comparison is performed
on the same number of neighbors. For example, for
8 neighborhoods, LB P will calculate 256 different
patterns, while C'SLBP will calculate only 16
patterns. Therefore, it will have a smaller histogram
value. The equation used to calculate the C'SLBP
code is given in Equation (3). The values of the s(t)
function in this equation are shown by Equation (#).

(5)-
CSLPrr(e,y) = 3 S (ni—n(s))2 @

1=0

16



INTERNATIONAL JOURNAL OF INFORMATION SECURITY SCIENCE
B. Gurunlu et. al., Vol.11, No.3, pp.13-20

77 46 148

52 99 35

=> o

=>| 8o

76 27 99

Figure 1. LBP code generation in decimal.
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Figure 2. Calculation of LBP and CSLBP for
eight-pixel neighborhoods [6].
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Here, n; and n;+(n\2) gray level central symmet-
ric pixels represent pixels with radius R equal to N.
It has V(N — 1)+ 2 different homogeneous patterns
for N neighborhoods. This represents 58 patterns
for 8 neighborhoods. Three different metrics are
used for CSLBP feature extraction. The radius (R),
number of neighboring pixels (N), threshold value
(T') value is used for gray level differences. For
these metrics in the studies; It is seen that R gives
successful results when taken in the range of {1, 2},
N in {6,8}, and T in the range of {0,...,0.02}.
Feature weighting was not performed for our study.

The success of copy-move forgery detection meth-
ods depends on the success of the feature extraction
methods used. The simplicity of the models to be
used in this area will facilitate important calcula-
tions. For this reason, we proposed a method to

work on lung cancer images based on the C'SLBP
algorithm, which has previously achieved successful
results in the field of texture recognition, which
eliminates the neighboring pixel noise of the LB P.

The pseudocode of our proposed method is shown
in Algorithm [T}

Algorithm 1 Algorithm for proposed CSLBP based

copy move forgery detection on lung cancer images
Require: R x C' sized image(/), d: block numbers, stopping
threshold.
repeat

Step 1. If the R x C' sized image is colored, convert to gray
level

(Y =0.299K + 0.5870Y + 0.1140M)
Step 2. Divide the R x C' size gray level image into D
blocks of d x d size.

0<i<l=(R—d+1)and (C—d+1)
Step 3. Apply the CSLBP to all D blocks of size d x d and
generate a feature vector of length d?
Step 4. Create | zd* dimensional matrix with feature vectors
forming rows.
Step 5. Reorder the matrix so that rows of the matrix are
ordered from smallest to largest.
Step 6. Calculate shift vector.
/I Take the absolute values of two consecutive rows of
ordinal matrix and find differences.
Step 7. Calculate the frequency of occurrence of shift
vectors and eliminate values less than the threshold values.
Step 8. Calculate the Minkowski distance for remaining
values.
Step 9. Eliminate values less than a certain threshold (se-
lected block sizes).
until threshold criteria are satisfied
Resulted image = copied and pasted are marked in forged
lung cancer image.
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Figure 3. Proposed Method Diagram.

In the next section, we showed the metrics we use
in our proposed method and the success comparison
according to the known methods.

4. Experimental Results

Conducting experimental studies on lung cancer
images and testing the achievements of their de-
veloped algorithms is one of the challenges in this
area. Because a lot of pre-processing is required on
images taken from a real-life hospital environment,
these hospital images are replaced by ready-made
data sets [21]. With the realization that the safety
of lung cancer image data is of vital importance,
medical data sets have also begun to be introduced
into the literature for researchers in this field. To
test the success of the proposed method, we used the
random 10 images from the lung cancer image fraud
detection dataset [/]]. We determined the accuracy
of the developed method according to four metrics:
TP (True Positive) states that it has been correctly
determined that the rate has been tampered with,
TN (True Negative) states that it was correctly
determined that the rate was not tampered with, F'/V
(False Negative) states that although the forgery was
made, it could not be detected, F'P (False Positive)
states that forgery has been detected although it is
not a forgery. The accuracy (ACC') evaluation over
these values determines the success of the proposed
method and is shown in formula (3) below.

Detected Result

TP +TN

A =
ce TP+ FN+TN+ FP

&)

The algorithm we suggested, on lung cancer im-
ages; For R = 2 and N = 3, N = 4, we got the
ACC (Accuracy) values in Table [I] when we tested
for 8 x &8, 12 x 12 and 16 x 16 block sizes. When
we examine the values in Table [I} it is seen that
the accurace rate decreases with the increase of the
block sizes, and the accurace rate increases with the
increase in the N value.

Table 1.
Accurace Rates of the Proposed Method.

R/N | 88 12x12 | 16x16

R=2, N=3 (LBP) | 0.7186 | 0.6883 | 0.6492
(CSLBP) | 0.7209 | 0.6815 | 0.6408

R=2, N=4 (LBP) | 0.7254 | 0.6924 | 0.6547
(CSLBP) | 0.7286 | 0.6879 | 0.6493

The visual result resulting from the execution of
the proposed method is shown in Figure

The first image in the lung cancer detection image
in Figure [] is the original CT image, the second
image is that has been frauded CT, and the third
image shows copy moved areas detected in blocks.
And last image is false positive detected regions.
When the visual results are examined, it is seen that
FP (False Positive) shows the multiplicity of blocks

18



INTERNATIONAL JOURNAL OF INFORMATION SECURITY SCIENCE

B. Gurunlu et. al., Vol.11, No.3, pp.13-20

Fraud Detected Region False Positive
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Figure 4. Visual Results of the Method.

that are erroneously marked as forgeries. This, in
turn, is a factor that reduces the performance rate.

5. Discussion and Conclusion

Image forgery detection is one of the new and
exciting spheres of work in the field of information
security. As in many other areas, the security of
lung cancer images (MRI and CT) should be en-
sured against various attacks. Many new algorithms
continue to be developed in this area in recent
years. Lung cancer images have a very wide field of
study, and active research and development work is
still ongoing. Standards on this issue are advancing
every day.

In this study, a method of detecting lung can-
cer image forgery was proposed using the Central
Symmetric Local Binary Pattern (CSLBP) method,
which is a texture-based method in the field of
copy-move forgery of lung cancer images. The aim
of the study was to minimize the effect of noise
on neighboring pixels and to increase the accuracy
rate. It has been observed that the performance
rates of the CSLBP algorithm may differ according
to the selected threshold value. Another notable
issue is that if the size of the copied and moved
region is less than the size of the selected block,
the detection rate decreases. For further studies,

different methods (machine learning, deep learning,
etc.) can be developed on the data set used. Arti-
ficial intelligence optimization studies can also be
practiced to find the optimal threshold value for the
CSLBP algorithm. While this study was carried out
on lung cancer images, the use of this study on real
systems in hospitals should also be evaluated among
the targets.
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