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Abstract: The usage of the cameras in facilities in the energy sector is becoming more and more common.
In addition, with the widespread use of SCADA and the increase in automation of camera-based
applications, ensuring security in video data communication has become more and more important.
In this study, methods that have been successful in providing image security in previous studies in
Ref.[1] have been improved to ensure the security of video data communication. These methods
use Kurt-Modified Chua’s Circuit (KMCC) as random number generator. Proposed algorithms are
efficient for energy sector secure video communication because of using hyperchaotic random
number generator and also bit level scrambling, diffusion encryption to each frame of video.
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1. INTRODUCTION

Video-based applications, which have become widespread in all areas of life such as business,
entertainment and military, reveal security requirements. This situation has led to the need for many
segments to produce solutions in this field, from personal data security to industrial data security [2-4].
The security of in-plant video images, which are critical in data communication between facilities in the
energy sector, is becoming increasingly important. For this purpose, the use of encryption processes on
images of energy systems has begun to increase [5,6]. In the literature, there are traditional some
encryption methods such as DES [7], IDEA [8], RSA [9] and AES [10]. However, while these methods
are successful for plain text and binary data encryption, they are not suitable for direct use for video
encryption due to several reasons. One of the reasons is that video data mostly has large size and requires
real time processing, such as image displaying, seeking time, frame modify, bit rate control and
recompression. The other reason is that the videos consist of consecutive frames and the difference
between these frames will be a few pixels. Traditional methods will not be sufficient to encrypt the
visible information containing these few pixels of information.

Considering these situations, different studies have been put forward [11,12]. Some of them followed
the zig-zag permutation algorithms [13] and some of them followed the encryption method by
compressing the video files with DCT [12]. Some studies for encrypt MPEG video files contain I, P and
B pictures, just by using I intraframes and DCT (Discreate Cosine Transform), Huffman entropy coding
and quantization in order to compress the mpeg video file [14]. In addition, the video compression
techniques are divided into 2 groups as lossy and lossless. Lossless compression doesn't sacrifice visual
content or detail either. However, in this case, the compression process is more limited than lossy
compression. Lossless compression should be preferred if the loss of information in the compression
process causes so much damage. Huffman algorithm and run length coding can be given as examples of
lossless compression algorithms. In lossy compression, on the other hand, unnecessary information that
users cannot see and does not affect image quality is removed, results in a higher compression ratio than
lossless compression [15]. However, the point to be noted here is that the data removed during the
compression process cannot be recovered. Therefore, although the losses will be unnecessary and will
not affect the image, it should still be considered whether the losses in the video to be compressed are
critical or significant.

Another issue that is as important as compression techniques in the processing of the video file to be
encrypted is that the encryption technique should be quite strong, as the variation between frames is low
in video encryption, as mentioned above. There are many different algorithms in the literature on
encrypting colored images. One of them is a successful study using the method of scrambling and
diffusion at the bit level [16] and this study presents efficient and fast color image algorithms that can
be used in video encryption. Besides, another important factor in encryption is the random number
generator to be used in the encryption map. The more unique and complex the randomness of the number
generator, the more advantageous the encryption algorithm is against attacks. This situation has
increased the interest in implement chaotic theory to the encryption algorithms [17]. Because, chaotic
number generators are not iterative. Therefore, any external source will not be enough to decrypt random
data. Of course, this system has one disadvantage, which is that the chaotic generators in the encryption
circuit and the decryption circuit must be synchronized.

Kurt-Modified Chua’s Circuit (KMCC) is used in this study because it is a very powerful random
number generator which exhibits hyperchaotic behavior under certain parameters [16]. In addition, the
frames generated from video files are encrypted at the bit level with scrambling and diffusion methods
in Refs [1,16]. Therefore in the present work, we aim to combine the hyperchaotic feature with the
advanced ciphering/deciphering techniques to prove the efficiency of the technique in video
cryptography field.
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In Sec. 2, the determination of the hyperchaotic circuit namely KMCC will be presented. Sec. 3 gives
the methology of the present work. Sec. 4 gives the experimental findings of the proposed video
cryptology technique. The security analyses on the ciphered images are given in detail in Sec. 5. Finally,
the paper ends with a conclusion section where the concluding remarks are highlighted.

2. HYPERCHAOTIC SYSTEM DEFINITION

In this study, chaotic random numbers are needed to provide high security video encryption/decryption.
Therefore KMCC is used to generate the random numbers required for encryption/decryption. Because
with certain initial parameters, this circuit generates hyperchaotic data and the circuit has a strong
randomness in the phase space. The equations of the circuit are as follows [17]:

|(5c =y—bx—%(a— b)[|x + sin(z)| — |x — sin(2)|],

y=-By +x)+fsin(v), @
G2%

vV=w

Here, the control parameters are a, b, @, 8, w and f. The tangent of the nonlinear diode is described by
the parameters a and b for the threshold regions of three-segmented-structure. The parameter g is the
parameter including capacitance, inductance and the conductivity. The parameter f includes excitation
amplitude in volts, £ and segment location in voltage - current characteristics of the diode (see details
at Refs. [18,19]).
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Figure 1. (a) 2D attractor of random number generator circuit with the parameters of a=-4.2, b=-0.31, 5=0.3,
?=-15.9, w=-4.2, f=9.1, (b) Lyapunov spectrum of this circuit.

Lyapunov spectrum represented in Fig. 1(b) shows that this system is hyperchaotic because of two
positive exponents. Also, 2D attractor of KMCC is presented in Fig. 1(a).

3. METHODOLOGY

In this paper, the image encryption procedure in Refs. [16,18,19] is adapted to video encryption. Besides,
the secret key generation and initial value definition are used in Refs. [16,18,19]. However, we explain
some changes such as frame generating and encryption modifies. In our technique, initially a video file
is converted to the frame structures. The frames are created as png (Portable Network Graphic) format
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because of lossless and highest compress ratio jpg format is better than png with compress ratio but jpg
is a lossy format and this loss causes disruptions in the recovered frames of the video. After the frame
creation SHA-256 secret key, chaotic numbers and key matrix generated, respectively for first frame of
video. This method does not make a weakness in encryption because our number generator KMCC
generates hyperchaotic data and we apply scramble and diffusion in bit level. Afterwards, application
of the encryption for each frame is made.

Fig. 2 presents the first stage of algorithm creating secret key, chaotic numbers and key matrix for the
encryption. Unlike previous study in Refs. [16,18,19], in this study, key matrix is produced with a
different method. This method depends on creating two arrays with using frame x and y dimension and
create a new array with crossing those two arrays. These two arrays include random numbers generated
from KMCC. This method allows generating key matrix with fewer iterations and hence less chaotic
numbers, but this method allows higher quality frames to be encrypted at the encryption time in Refs.
[16,18,19].
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Figure 3. Flow chart of encryption process.
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Fig. 3 presents encryption algorithm. This algorithm split the frame into 2 different pieces shown in Fig.
3. This feature of Ref. [16,18,19], which was previously mentioned in image encryption and which is
different from the algorithms in the literature, was used in the present study. However, in this study
modified important part splitted 4 pieces while scramble & diffusion apply. This method is necessary
for use Key Matrix which created with new method. The encryption process presented in Fig. 3 was
applied to each frame. This process is applied after the process presented in Fig. 2. This approach speeds
up the encryption, especially in applications such as real-time webcams. For the deciphering process,
vice-versa of this algorithm is used.

4. EXPERIMENTAL RESULTS

The initial parameters of KMCC for the generation of secret key and random numbers are a=-4.2, b=-
0.31, p=0.3, =-15.9, ®=-4.2, respectively. The circuit dynamics exhibit a hyperchaotic scenario for f >
9.1 as also stated in Ref. [18]. The sample secret key is,

F815BA4402FF42A3FESBACCBCIFC0490COEFDCF54E0F34612940169672FA8B64C.

With using this secret key and control parameters stated in Eq. (1), the initial state variables of KMCC
are obtained. Driving amplitude f is also obtained. These procedure is similar in Ref. [1,16]. Some
frames of the raw video are presented in Fig. 4(a,b). Here, 2 sample frames belong to an energy plant
video are presented, indeed the video itself has 200 frames in total.
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Figure 4. Sample frames from the energy plant video for the encryption/decryption: (a) is the first frame and (b)
is the 180" frame.

Fig. 5 (a,b) presents the ciphered frames respectively with using algorithm in Fig. 3.

.i»‘

Figure 5. The ciphered stages of the frames shown in Fig. 4(a,b).
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It is obvious with a naked eye that the ciphering procedure works well. On the other hand, some security
test should be applied to ensure to what extend the ciphering is strong. Many security tests applied in
this study to be at the safe side. In the meantime decrypted frames are presented in Fig. 6(a,b),
respectively.

Turbine, HRSG and BOP Turbine, HRSG and BOP

@ (b)
Figure 6. The decrypted energy plant video frame samples: (a) the first frame and (b) the 180" frame of decrypted
video.

5. SECURITY TESTS
5.1. Key Space Analysis

A strong key space can neutralize the brute-force attacks. The encryption key consists of initial values
given by (x4, y1,2,,v1) and f as initial parameter stated in Ref. [1,16]. Therefore, initial conditions of
the chaotic characteristic precision must be as high as possible. To be more precise on the initial values
we should apply 15 digits after the comma [20]. In that case, the key space is S = 1070 = 2232 > 2100
[20], thereby it means that our cryptosystem and algorithms has resistance to the brute-force attacks.

5.2. Key Sensitivity Test

As mentioned earlier, our secret key generation is only done at the beginning of the entire process and
this secret key depends on generated has value of the plain frame and added noise. Therefore, if there
exists a slightly change caused in the initial condition, that causes differences at the encrypted frame. In
Fig. 7(a,b,c), the encrypted first frame with a slightly changed secret key frame, encrypted frame and
the difference between these two frames are represented, respectively.

©

Figure 7. Sensitivity of secret key in encryption process.

Note that here, the changed key for the second frame (i.e. Fig. 7(b)) is defined as,
F815BA4402FF42A3FESBACCBCIFC0490COEFDCF54E0F346129401696727A8B64C

5.3. Differential Attacks

In the image encryption terminology, the encrypted image must be different from the plain image (i.e.
unencrypted image). In the literature, this difference is evaluated by a criteria called NPCR [21] and
UACI [22]. Tables 1 and 2 show the NPCR and UACI test results in this manner.
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Table 1. Average, minimum and maximum values of UACI (%) by using proposed algorithm.

Frame R G B
index Max Mean Min Max Mean Min Max Mean Min
1 34103 33,456 32.810 34.865 34.207 33.550 34.980 34.500 34.010

180 34450 33.430 32.400 34.200 33.400 32.590 34.960 34.060 33.160

Table 2. Average, minimum and maximum values of NPCR (%) by using proposed algorithm.

Frame R G B
index Max Mean Min Max Mean Min Max Mean Min
1 99.280 99.225 99.170 99.370 99.308 99.247 99.480 99.423 99.367

180 99.340 99.335 99.330 99.400 99.245 99.091 99.500 99.447 99.395

5.4. Resisting Noise Attack Analysis

Different noises in the transmission channels used in the transmission of the image may affect the
transmitted image. Therefore, the algorithm should be designed to ensure that the transmitted encrypted
image is resistant to these noises applied in an external manner. The criterion for how well the decrypted
image meets this requirement is Peak Signal-to-Noise Ratio (PSNR). The PSNR value is calculated by
the following formula [23]:

PSNR =10 [1og10 (%)] (dB) @)
x Y
1
MSE =— >3 Waem) = J> (k)] ©)

k=1k=1

The MSE presented in Eq. (3) is the mean square error between the original frame (J,(k, m)) and the
recovered frame (J,(k,m)). Those frames have a size of axb. In this study, Gaussian and salt paper
noised applied and tested proposed algorithms. Fig. 8 shows the results of the salt pepper noise test in
this regard. For this test, the 180" frame of the video is exposed to salt pepper noise. PSNR, MSE and
correlation values in presented in Table 3. The PSNR values under 30 dB but quite near 30 dB and the
correlation is very high. As can be seen from the results in Table 3, the proposed algorithm is resistant
to the noise attacks.

'-Turbine, HRSG and BOP. : ‘ " Turbine, HRSG and BOP

Turbine, HRSG and BOP

(d) (€ (f)
Figure 8. The 180™ decoded frame of the video and the salt-and-pepper noise-encoded forms are: (a) and 0.01
intensity noise (d); (b) and 0.05 intensity noise (€); (c) and noise of 0.1 intensity (f).
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Table 3. MSE, PSNR and correlation values of Fig. 8 for each noise density.

Frame Noise MSE PSNR Correlation
index Density R G B R G B R G B
0.01 115 110 112 27539 27.703 27.638 0.9948 0.9941 0.9954
180 0.05 543 552 564 20.785 20.710 20.617 0.9752 0.9697 0.9746

0.1 1106 1118 1121 17.695 17.645 17.635 0.9435 0.9429 0.9472

5.5. Information Entropy Analysis

Information entropy is the measurement of the arbitrary distribution for an image. The information
entropy formula is calculated as follows [24]:

2n—1

1
Hmr=;pmm%5ﬁﬁ ()

According to Ref. [25], this value should be close to 8 for an encrypted image. Table 4 shows the results
and values are quite close to 8 by using Eq. (4).

Table 4. Information entropies of the decrypted images.
RGB Components

Frame index R G B
1 7.9869 7.9833 7.9697
180 7.6984 7.7613 7.8277

5.6. Correlation Coefficient Analyses

Statistical attacks use the relationship between of neighboring pixels in original frame image. To
counteract this attack encrypted frame image must have lower relationship in neighboring pixels. To
calculate this correlation value, following formulation used [26]:

OB )
. N i=1
D) = £ (o~ E@)? ©)
) N i=1
cov(x,y) = 3 ) (= EG) 0 — EG)) ™
S cov(x,y) @®
7 D@ D)

Fig. 9 shows the vertical, horizontal and diagonal correlation distributions of two adjacent pixels of the
encrypted and plain frame. In Fig. 9, it can be clearly seen that the correlation between two neighboring
pixels has decreased significantly. Table 5 shows the detailed values of the correlation coefficient
analyses.
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Figure 9. Correlation distributions of two adjacent pixels of the plain frame (a),(b),(c) are vertical, horizontal and
diagonal respectively and correlation distributions of two adjacent pixels of the encrypted frame (d),(e),(f) are
vertical, horizontal and diagonal respectively.

Table 5. Encrypted and plain frame correlation values.

. L Original Encrypted
Frame index Directions R G B R G B
Diagonal 0.9409 0.9407 0.9256 -0.0012 0.0349 0.0107
1 Vertical 0.9738 0.9702 0.9681 0.1244 0.1150 0.0258

Horizontal 0.9677 0.9659 0.9704 0.0657 0.0749 0.0411
Diagonal ~ 0.9601 0.9564 0.9515 0.0882 0.0703 0.0732
180 Vertical 0.9663 0.9774 09713 0.2298 0.1557 0.1199
Horizontal 0.9733 0.9763 0.9769 0.0504 0.1250 0.0287

5.7. Histogram Analysis

In the literature, histogram is used to obtain the pixel distribution values of an image. While a plain
frame has several and different peak value, encrypted frame has quite nearly constant distribution. This
situation is shown in Fig. 10.
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Figure 10. The histograms of (a) the first raw frame of the video and (b) the encrypted form of the same frame,
respectively.

5.8. Speed Analysis

In addition to encryption security, speed is also an important factor. Since in this study focused on
increasing the level of security, DCT and other compression techniques that developed to increase speed
have not been implemented yet. Therefore, the speed performance is not satisfactory. The video used in
this study is 6 s length and the encryption time for the video is 12 s. The system used for the present
work is AMD RYZEN 3900x CPU, 16 GB 3200MHz RAM, SSD and MatLab 2017b.

6. CONCLUSION

In this study, a new hyperchaotic algorithm has been developed for the energy sector video data
communication security. The strong and new secure video ciphering has been obtained with bit level
scrambling and diffusion encrypting algorithm and also used KMCC as the random number generator.
In order to ensure the ciphering secure capability, some security tests are applied to the ciphered frames
and tests proved that the proposed system can be used for energy sector video data secure
communication. To improve the ciphering speed performance, a coding/encoding video
compression/decompression technique such as DCT (Discrete cosine transform) will be applied to this
system and also the algorithms will be improved for speed up process for the future work.
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