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Abstract—Wireless networks are inherently more susceptible to attacks than their wired counterparts. Our personal information
transmitted over a wide range of networks, from wireless local area networks (WLAN) to wireless wide area networks (WWAN), can
easily be accessed and used by third parties. The simplicity of transmitting and receiving messages for legitimate users also makes
it possible for intruders to access these networks easily. Hence traditionally, cryptographic methods have been exploited to provide
security and privacy against this. However, these approaches still need to fulfill the needs of current technologies, such as loT
devices with limited computation and energy sources, and friendly jamming (FJ) emerges as a promising solution to this problem
due to being a computationally cheap and energy-efficient operation. Many studies have tried to cope with one of the challenges
of FJ, its viability, but they are complicated and focus on old technologies. Many technologies, including 5G, IoT, Mobile Ad-hoc
Networks (MANETS), and Wireless Sensor Networks (WSNs), also utilize the FJ mechanism. However, they face some restrictions,
such as fulfilling real-world effects, blocking illegitimate transmission to a maximum extent, affecting legitimate transmission to a
minimum extent, and consuming energy efficiently. This study proposes a more lightweight and flexible FJ scheme to address these
tradeoffs. We also demonstrate that our model has the same performance parameters as other studies in this area but offers a
solution more straightforwardly.
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1. Introduction these consume significant computational power and

energy. Thus, current resource-constraint technolo-
Using an open and shared medium is both a

blessing and a curse for wireless networks. They

gies require more efficient solutions. In this regard,

friendly jamming is considered by researchers to be

constitute a large-scale communication infrastruc- a promising defense mechanism, although it can be

ture from home-based internet to satellites that can considered a threat from the attacker’s perspective.

be considered an advantage. However, this limitlesS  The main idea of jamming is communication disrup-

growth of gathering, processing, and transmitting  (jon by decreasing signal to noise ratio (SNR) due

personal private data brings severe security and
privacy concerns. Moreover, this open and shared

to the introduction of external noise. This attack can

also be exploited for defensive purposes if it disrupts

nature of wireless networks render them more sus- jjjegitimate communication, such as eavesdroppers.

ceptible to attacks than their wired alternatives.

Conventionally, the security of wireless networks
is based on cryptographic techniques. However,

Due to its efficiency in terms of computation
and energy, various emerging technologies, such
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as 5G [, [2], Industrial IoT (Internet of Things)
[3], IoT [4], Visible Light Communication (VLC)
5], [6], and Wireless Sensor Networks (WSNs) [7]]
exploit the friendly jamming approach. However,
the mentioned models above have to tackle the
following challenges

« Compliance with real-world conditions, such as
Rayleigh fading and shadowing

o Maximum performance (disrupting illegitimate
communication as much as possible)

e Minimum side-effect (disrupting legitimate
communication as little as possible)

« Energy efficiency

Although some studies try to meet real-world
requirements [8]], [9], they are complicated models
and need to be updated for new technologies. There-
fore, our primary motivation and the contribution in
this study is to propose a mechanism that is well-
posed to meet real-world needs with the following
features

« simplicity
« flexibility

In this study, we are dealing with generating
jamming signals based on the received signal power.
It is claimed that not only energy efficient but also
more realistic solution to the generation of optimum
jamming power problem can be provided by uti-
lizing the received signal (see Section 3). If other
parameters are kept constant, wireless signals atten-
uate proportional to the path loss exponent specific
to each medium. Although finding the free space
path loss is straightforward, determining a more
realistic solution needs a comprehensive effort. Our
motivation behind using the received power is the
properties inherent in its nature exposed to real-
world effects.

In order to exemplify our model, a cellular net-
work scenario is selected where all nodes have the

same transmission power. If we are asked to block
all the communication inside the desired range, we
need to generate a signal whose power matches the
signal received from the furthest node in the region.
Blocking all the communication can be performed
by adding transmit power to the power lost due to
that distance according to the classical lost-power
centric models. Nevertheless, those models have two
drawbacks: (i) determining the exact loss is not
possible since all the real-world effects cannot be
calculated precisely; (ii) that calculation is cum-
bersome, as can be seen in [10] and also in the
following sections. However, we can measure them
exactly where the core of our model lies. In our
model, the lost power is substituted with the differ-
ence between the transmitted power and the received
power, giving rise to the same results. We eliminated
the first issue above by measuring the exact real-
life data that is the received signal. Furthermore,
we do not need to calculate anything since we can
measure it. Therefore, the abovementioned issues
are eliminated by our model.

The remainder of the paper is organized as fol-
lows: other models in the literature are reviewed
in Section 2, the proposed model is stated and
proven in Section 3, and in Section 4, the evaluation
part which is comprised of model validation via
simulations is discussed, and the paper is concluded
in Section 5.

2. Related Work

The authors of [11] propose a friendly jammer
scheme to increase the secrecy sum rate for the
Non-Orthogonal Multiple Access (NOMA). There
are novel secrecy capacity (SC) schemes and as-
sessments of the FJ efficiency in [12]. Authors have
an optimal power allocation approach exploiting FJ
for PLS by increasing the secrecy outage probability
(SOP) [13].
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The effect of cooperative and FJ on the security
of wireless networks is investigated in [14]. The
authors proposed a full-duplex jammer protocol
with a half-duplex version for energy harvesting
and security [15]. A novel scheme, ally-friendly
jamming, is also proposed for authentic communi-
cation through secret keys [16]. A game-theoretic
scheme is presented to exploit non-altruistic users
as cooperative jammers for secure communication
in[17]. The amount of confidentiality gathered by
exploiting FJs is evaluated in [[18]. They consider
an attacker with multiple antennas. An FJ-based
security model is proposed in [19]], and analysis
for different channel state information (CSI) is pre-
sented to provide optimal jamming.

3. System Model

Our first step in attacking the problem is opti-
mizing the power of the jamming signal. We have
utilized a well-defined mathematical function con-
cerning distance. It is the summation of transmission
power and the lost power on the path. However, we
substituted the lost power with the difference be-
tween the transmit power and the received power. In
this way, we both have the received power approach,
which is our contribution, and guarantee to provide
the received signal equal to the transmission power
sufficient to jam the sources at the given distance.

In the following theorem, we state our model
formally and claim that all the nodes inside the
desired range will be jammed.

Theorem 1 (Optimum Jamming Power) Let n be
the number of nodes in a cellular network, T be the
transmission power and T(k) be the transmission
power of the k' nearest node where 1 < k < n.
Assume T = T(k) for all k. Let J be the optimum
jamming power and d be the desired distance to

jam. Let C' = (7

)2 where v is the speed of light,

f is the carrier frequency and ~y is the path loss
exponent such that 2 < v < 6. The optimum power
to jam the distance d is

J(d) =T —10.log10C + 10.v.logrod (1)

Proof: Let R be the received power. According
to the simple path loss model, the received power
from the k" nearest node is

R(k) = 10.log10C — 10.v.log1od + T (2)

Let L be the lost power and L(k) be the lost power
of the k' nearest node. Since the largest one is
sufficient to jam the network, the optimum jamming
power is

J = maz(J(d,), J(ds), ..., T(dn)) (3

The received power from the jammer has to be T
and in order to compensate the path loss it has to
be added. Thus,

J=max(T + L(1), T+ L(2),....,T + L(n)) 4)
Since the lost power of the n'" nearest node is
larger than all the others, then

J(dy) =T + L(n) 5)

Since the lost power is the difference between T
and R(n), it follows that

J(dn) =T+ (T — R(n)) (6)
Substitute equation 2, then
J(d,) =T —10.log10C + 10.v.logrod,  (7)
Without loss of generalization
J(d) =T — 10.log1oC + 10.v.logipd ~ (8)
[]

Corollary 1.1 (Finding Path Loss Exponent)
Let d be the present distance to jam and ~y be
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the regarding path loss exponent. Let d be the

desired distance to jam. Then the regarding path

loss exponent is

r_ v lOglod
logrod’

v )

provided that

J(d) = J(d') (10)

Proof: Let J be the optimum jamming power
and J(d) be the optimum power to jam the distance
d. According to Theorem 1

J(d) =T —10.log1oC + 10.7.logyod (11)
In the same manner,
J(d) =T —10.10g10C + 10.4'.log1od (12)
Since
J(d) = J(d) (13)
It follows that
logrod
"= . 14
v = logrod (14)
L]

Corollary 1.2 (Center of d and ) Let n be the
number of nodes in a cellular network, d; be the
distance to the i node and ~y; be the path loss
exponent of the i'" node where 1 < i < n. Let d, be
the center of distance to jam and . be the center
of path loss exponent to jam. Then,

1 2 _ ] ne
di"Mdy?. .y, = dS e

(15)

Proof: Let J be the optimum jamming power,
J(d;) be the optimum power to jam the distance d;
such that 1 < i < n and J(d.) be the optimum
power to jam the center of distances. It follows that

J(dy) + ...J(d,) = n.J(d,.) (16)
According to Theorem 1
J(dz) =T — 10.[09100 + 10.’7i.l0910di (17)

Substituting eq.17 into eq.16 we get

logio(dy™.dy™?...d, ™) = logrod, " (18)
Therefore,

di"d?.d, = d e (19)

L]

4. Evaluation

In this section, the proposed model is validated
using Monte Carlo simulations in MATLAB, and
simulations were run 1000 times (see Algorithm 1).
Moreover, the results of our approach and the pro-
posed model in [10] were compared and discussed
using the same parameters shown in Table 1.

Table 1.
Parameters of the [10]

PARAMETER VALUE | UNIT
SNRuIN 9 dB

Poweryrax -15 dBm

Frequency(f) 1880 | MHZ
Distance(d) 10 m
Free Space Loss 58 dB

By its definition, SNR is as follows

SNR(dB) = Signal(dB) — Noise(dB)  (20)

Here, Noise is the jamming power at the receiver,
input power.
9= —15— Noise(dB) (21)

Noise(dB) = —24dBm (22)

It follows that we have to add the path loss to find

the output power (jamming power),
Power jomming = FreeSpaceLoss + Noise (23)
Power jamming = 58 + (—24) (24)
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Algorithm 1 The MATLAB algorithm of simula-

tions
1: siment = 1000 (Simulation count)

2. Pt = 1072 (Transmit power in mW)

3. PtdBm = 10 * log19Pt; (Transmit power in
dBm)

f = 1.88 % 10%; (Frequency in Mhz)

Gt =1 (Transmitting antenna gain)

Gr =1 (Receiving antenna gain)
gamma = 2 (Path loss exponent)
2.99 * 108/ f (Wavelength in

® X >0k

wavelength =

Mhz)

9: C' = Gt*Grx*(wavelength/(4*7))?* (Constant
based on selected wavelength)

10. r1 =1:1:15 (Distance)

11: OurPr = C'*Ptx(ry)~? (Our received transmit
power in mW)

12: OurPrdBm = 20% (log19(2.99%10%) —logig4 —
logiom — logiorl — logiof) + PtdBm (Our Pr
in dBm)

13: OurJ = 2% Pt — OurPr (Our jamming power
in mW)

14: OurJrdBm = 20% (log9(2.99%10%) —logi94 —
logiom — logiorl — logiof) + OurJdBm (Our
received J in dBm)

15: PaperFspldBm = 32.44 + 20 * logip(r]l *
1073) + 20 % log101880 (Free space loss of [10]
in dBm)

16: PaperJdBm = PaperFspldBm + PtdBm
(Jamming power of [10] in dBm)

17: Paper RdBm = PaperJdBm —
PaperFspldBm (Received power of [10]
in dBm)

18: QurCounter = QurJrdBm > PtdBm (Con-
dition for coverage probability)

19: OurSimulation = Ourcounter/siment (Our
coverage probability)

Paper RdBm > PtdBm

(Condition for coverage probability of [10])

20: PaperCounter =

21: PaperSimulation = PaperCounter /siment

(Coverage probability of [[10])
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Figure 1. Jamming power comparison with re-
spect to distance
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Figure 2. Received jamming power comparison
with respect to distance

Power jomming = 34dBm (25)

In Figure 1, we compared the jamming powers
of the two models. Since the jamming of longer
distances needs much more power, an increasing
curve can be observed as expected. However, the
most significant deduction is the overlapping of two
models, which implies that our model performs as
well as the model of [10] in free space.

The received jamming powers of the two models
are illustrated in Figure 2, which is another expected
result. According to the assumptions of both models,
transmit powers are all the same and independent of
the distance. If optimized jamming powers are lost
due to the path, received powers have to be equal to
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Figure 3. Coverage probability comparison with
respect to distance

the transmit power of target nodes preventing them
from hearing each other.

Figure 3 depicts that two models cover any de-
sired region with perfect performance. By compos-
ing the abovementioned analyses, it is not surpris-
ing, either. As the first result shows a case where,
jamming power is optimized. It follows that the
received power is the same as the noise, which
means that the two models perform perfectly. Thus,
nodes cannot hear each other since there is a noise
with their communication level. Therefore we can
infer that %100 jamming coverage is provided for
the desired range on top of the first two simulations.
After determining path loss exponents, calculations
of the optimized jamming power become straight-
forward. As expected, the received power from 10
m is higher than the received power from 100 m,
and hence the jamming power of 100 m is higher
than the jamming power of 10 m, too (see Figure
4).

Last but not least is the side effects of our model,
basically disrupting legitimate communication. To
minimize that effect, we have to choose the desired
range to jam as the diameter of the corresponding
cell in which the attacker resides. Thus, only the
transmission inside that cell will be affected. More-

300
R(10)
200 J(10)
= —--=-R(100)
-------- J(100)
G 100) TN e
g o
(o]
o
100 F-2-2.220 0
-200 ‘ ‘ R ——
2 3 4 5 6

Path Loss Exponent (v)

Figure 4. Received and jamming power com-
parison with respect to path loss exponent

over, the network’s density should be considered
for improving the effectiveness by exploiting some
models, such as [20].

5. Conclusion

The nature of wireless networks is a double-edged
sword. On the one hand, it is possible to easily
share and reach information, including our private
data, anywhere and anytime, provided that we are
in the coverage area. On the other hand, attackers
can also exploit the convenience of this prevail-
ing world. They inherently devise unprecedented
attacks with new toolsets for each novel technology.
Most conventional methods against these attacks are
based on cryptography, which consumes significant
energy and computing power. However, these tech-
niques fail to meet the requirements of some current
technologies, such as 5G and IoT, since eligible
devices for them have energy and computing power
constraints.

Moreover, any attacker with significant resources
can make these methods ineffective. Therefore,
friendly jamming (FJ) is a promising solution to
these challenges due to its operability with consid-
erably low energy and computation sources. Besides
the advantages, there are also disadvantages of FJ,
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such as the applicability. Although some models are
proposed to tackle that issue, they are not straight-
forward and must be updated for new technologies.
In this paper, we propose a lightweight and flexible
FJ model that is well-posed for the mentioned draw-
backs of the studies. It is also clearly illustrated that
our model has the same performance as one of the
mentioned studies above in a more straightforward
way. Therefore, the proposed model in this study is
energy-efficient and computationally cheap, which
is also viable for new technologies. However, there
are some limitations of our research:

o Although we have mathematically proved our
model, it needs to be implemented physically to
observe its viability on various types and sizes
of networks

« Testing the model for different attackers will
increase its robustness

« Last but not least is the issue of legal restric-
tions. Since each government has different regu-
lations on jamming, such as permitted hardware
and frequency, they must be considered while
performing FJ

As future research, we aim to study the first two
limitations.
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