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Abstract

This study contributes to the literature on tracking money laundering activities. It is important that the proposed methods are
applied only to individuals under suspicion of crime and within the framework of existing legal regulations, without violating
individual rights and freedoms. The use of relevant methods should adhere to ethical and legal limitations, taking into
account important aspects such as privacy and personal data protection.

The main innovation of this study is the presentation of blockchain-based analysis methods for monitoring cryptocurrencies
and detecting criminals' money laundering techniques. This study examines how criminals use tools such as cryptocurrency
mixers to hide their traces and create illicit money flows. Based on the study findings, monitoring methods are proposed for
mixers with low transaction counts and simple operation logic. However, tracking becomes more challenging in complex
mixers with a higher volume of transactions, where it is more likely for criminals to blend in with other users.

This study provides a significant contribution by focusing on the opportunities provided by blockchain technology in
detecting money laundering activities. It also serves as a valuable resource for identifying steps in digital evidence analysis
and tracking processes.

In this study, an approach that will detect money laundering is presented through sample scenarios by bringing a broad
perspective to crypto money-based money laundering methods, which are very difficult to trace due to their nature. In
addition, it is expected that the difficulties in the implementation of the proposed approach will be clearly addressed and will
shed light and inspire further study.
Keywords: Bitcoin, clustering heuristics, cryptocurrency, blockchain, digital forensics, digital evidence, coin mixers, money
laundering, cryptocurrency tracking

Oz

Bu caligma, kara para trafiginin takibi konusunda literatiire katkida bulunmayi amaclamaktadir. Onerilen yontemlerin
yalnizca sug siiphesi altindaki kisilere uygulanmasi ve mevcut yasal diizenlemeler gergevesinde bireysel hak ve 6zgiirliikleri
ihlal etmemesi 6nemlidir. Etik ve yasal sinirlamalara uygun olarak ilgili yontemlerin kullanimi, mahremiyet ve kisisel veri
korumasi gibi 6nemli yonleri dikkate almalidir.

Bu ¢alismanin ana yeniligi, kripto para birimlerinin izlenmesi ve suglularin para aklama ydntemlerinin tespiti i¢in blockchain
tabanli analiz yontemlerinin sunulmasidir. Makalede, suglularin kripto para karistiricilari gibi araglari kullanarak izleri
kaybettirmesi ve kara para trafigi olusturmasi incelenmistir. Calisma sonuglarina gore, diisiik islem sayisina sahip ve basit
islem mantigia sahip karstiricilar i¢in izleme yontemleri Onerilmistir. Ancak daha karmasik ve daha fazla islem yapilan
karistiricilar i¢in izlemenin zor oldugu ve suglularin diger kullanicilar arasinda izlerinin kaybolmasinin daha olast oldugu
belirlenmistir.

Bu ¢aligma, suglularin para aklama faaliyetlerini tespit etmede blockchain teknolojisinin sagladigi olanaklara odaklanarak
o6nemli bir katki saglamaktadir. Ayrica, sayisal delil analizi ve takip siirecleri i¢in adimlarmn belirlenmesi agisindan da degerli
bir kaynak olusturmaktadir.

Bu c¢aligmada; yapis1 geregi iz siirmenin ¢ok zor oldugu kripto para merkezli kara para aklama yontemlerine genis bir bakis
acis1 getirilerek, ornek senaryolar iizerinden kara para aklamay1 tespit edecek bir yaklagim sunulmaya caligilmistir. Ayrica
onerilen yaklagimin uygulamadaki zorluklar agik bir sekilde ele alinarak daha sonra yapilacak g¢aligmalara 1s1k tutmasi ve
ilham vermesi beklenmektedir.

Anahtar Kelimeler: Bitcoin, kiimeleme bulussal yontemleri, kripto para, blok zincir, adli bilisim, dijital kanit, coin
karigtiricilari, kara para aklama, kripto para takibi
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I. INTRODUCTION

The phenomenon of cryptocurrency, considered one of
the greatest technological advancements in the digital
world, has rapidly gained popularity and attracted
significant public attention [1]. Cryptocurrency is a
digital asset that employs cryptography to secure
transactions and maintain control within its own
system. Consequently, transactions are conducted
autonomously without the involvement of any central
authority, safeguarding the privacy of individuals'
personal information [1].

Transactions within cryptocurrency are recorded on
the blockchain, ensuring data integrity; however, the
sender and receiver details remain undisclosed if the
'private key' is unknown to researchers [2]. Bitcoin,
the first cryptocurrency, was introduced by an
enigmatic individual or group known as Satoshi
Nakamoto on January 9, 2009 [3]. Nakamoto
announced the publication of the initial version of
Bitcoin, an electronic cash system usinga peer-to-peer
network to prevent double spending, operating
independently of servers or central authorities [3].

After this announcement, numerous valid and invalid
cryptocurrencies flooded the market due to high
demand, substantial price fluctuations, and intense
public interest [4]. While this situation has victimized
thousands of people, it has also been exploited by
illegal organizations for activities like money
laundering [5]. Criminals and terrorists have swiftly
leveraged Bitcoin's unique characteristics, such as its
peer-to-peer structure and pseudo-anonymity, to
facilitate extensive financing and money laundering
schemes [5].

Governments, on one hand, defend Bitcoin as a
currency to protect their national interests and exhibit
tolerance toward it. On the other hand, opposing
parties have led to a bureaucratic war, hindering the
establishment of comprehensive regulations and
classifications for cryptocurrency, thereby preventing
the surpassing of existing legal boundaries [6]. Money
serves as a vital element supporting illegal terrorist
and criminal organizations, allowing them to survive
and sustain their activities [7]. These groups acquire
financing  through various means, including
government sponsorships, illegal trade, extortion,
theft, support donations, and personal wealth [8]. The
centralization of currencies and the development of
control mechanisms have driven these entities to shift
their focus to cryptocurrencies.

The decentralized nature of cryptocurrencies has
proven advantageous in many regions, bypassing
existing banking systems, especially in areas plagued
by corruption. However, this unregulated and
decentralized structure has raised significant concerns
for governments and intelligence agencies. The
supposed anonymity of cryptocurrency users implies

that personal information may never be disclosed;
however, in certain special cases, the structure can be
traced to multiple computers or identified through a
specific public key associated with the user.
Additionally, the instantaneous and irreversible nature
of international cryptocurrency transactions, detached
from existing banking systems, further reinforces the
uncontrolled aspect of this structure [6].

II. RELATED WORKS

Studies on detecting money laundering methods using
cryptocurrencies are novel and up date. Despite these
negative aspects, efforts have been made to
understand the structures of cryptocurrency derived
from criminal proceeds and to transform the various
stages of digital forensics analysis of devices used in

cryptocurrency transactions into more concrete
processes [2]. These efforts involve -clustering
heuristics,  attribution  tags, and  analyzing

cryptocurrency payment flows to investigate criminal
activities, highlighting key components of modern
cryptocurrency analytical techniques [9]. However,
the proposed clustering method and the diversity of
input-output transactions in coin mixers have not been
addressed. Another study discussed different
approaches to detecting cryptocurrency mining in
corporate networks, presenting two detection methods
and practices to prevent the unauthorized use of
company resources [10]. Advancements in learning
algorithms, such as logistic regression (LR), random
forest (RF),multi-layer perceptron (MLP), and graph
convolutional networks (GCN), hold promise for anti-

money laundering efforts and predicting illicit
transactions [11]. Although the association of
cryptocurrencies with various crimes such as

narcotics, firearms, money laundering, terrorism, child
abuse, and ransom attacks may seem negative, the
development of specialized analytical tools can
facilitate the detection of large criminal networks [12].

The aim of this study is to provide preliminary
information on detecting wallets involved in money
transfers  through public crypto transactions,
considering the available money laundering methods
for law enforcement in this dark realm. The article is
organized as follows: the first part explains definitions
and expressions related to cryptocurrencies, the
second part reviews relevant literature, the third part
provides detailed explanations of existing money
transfer methods, the fourth section presents scenarios
for monitoring coin mixers and proposes a detection
method, the fifth chapter includes a sample application
for law enforcement and digital forensics experts,
demonstrating tools and scanners for analyzing wallet
movements. The final section evaluates and discusses
the results.

The unique contributions of this study are as follows:
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® Introducing an approach to detect money
laundering and suspicious wallet movements in
cryptocurrency transfers, which operate outside

the control of central authorities and are
untraceable.
® Discussing methods related to laundering

proceeds of crime using cryptocurrencies and
providing insights for future studies in
identifying these methods.

® Offering detailed information on various money
laundering methods used in the world of
cryptocurrencies.

® Providing recommendations for analyzing and
tracking these money laundering methods.

® [Examining scenarios for tracking suspects
through the input and output values of coin
mixers, a widely used method for money
laundering, and presenting detection approaches.

® Including tools and methods that digital forensic
experts can use for tracing activities in the world
of cryptocurrencies.

III. MATERIALS AND METHOD

3.1. Cryptocurrency

Cryptocurrency is an electronic payment system that
operates on the basis of cryptographic evidence,
allowing direct transactions between any two willing
parties. Its peer-to-peer (P2P) nature eliminates the
need for central banks or verifiers to facilitate and
authenticate transactions. It operates on a fully
decentralized and distributed open-source software
platform, enabling users to connect and participate in
the network at any time [9]. The Bitcoin system
comprises essential components for executing these
transactions, including cryptocurrencies, wallets,
public-private keys, and the blockchain [10]. Users
use digital wallets to store their cryptocurrencies,
which provide them with an account number.
However, it is uncommon for users to input real
credentials when acquiring a wallet [9]. Each wallet,
and therefore each user, is associated with a public
and private key. The public key is shared across the
network and is used to generate cryptocurrency
addresses, sign transactions, and verify payments [9].
In essence, the public key represents the address to
which the cryptocurrency is sent and is also used to
verify the signatures of transactions signed with the
private key. While it is possible to derive a public key
from a private key, the reverse is not possible.
Therefore, it is crucial for users to securely store their
private keys. Moreover, since the user in possession of
the keys associated with the cryptocurrency is the only
person capable of transferring it, the loss of keys
renders the cryptocurrency inaccessible [11]. On the
other hand, the blockchain is a publicly accessible
ledger that records every transaction. Each record
contains the public keys of both the sender and the
receiver, along with the transaction amount and
timestamp. Users can acquire cryptocurrencies
through online purchases, cryptocurrency vending

machines, or mining. Mining refers to the process in
which miners solve complex mathematical problems
to wvalidate transactions and add them to the
blockchain [12].

3.2. What is Money Laundering?

Money laundering refers to the process in which
criminals disguise illicit funds as legitimate money,
investments, or financial assets [13]. This operation is
designed to make the proceeds from illegal activities,
such as drug trafficking, appear to originate from
lawful sources. Once the illegal funds have been
laundered, the perpetrator can freely spend or invest
the illicit income in legitimate assets. Money
laundering poses a significant threat to the global
economy, undermines the integrity of financial
systems, and funds further criminal activities that
impact community safety and well-being [14].

3.3. Blockchain Explorer

When transactions occur on public networks such as
Bitcoin and Ethereum, the data is transformed into a
unique value through cryptographic transactions.
These unique values are stored in blocks, and all users
can access them. Not only the transaction hashes but
also the hash values of all wallets and transactions
associated with those wallets are publicly available.
This feature has both positive and negative aspects.
On one hand, it allows for easy tracking of "how much
cryptocurrency is held in which wallet" and "when
transfers were made in a particular wallet." However,
the owners of these wallets remain anonymous and
their identities are unknown. In other words, there are
numerous wallets and transactions, but the individuals
behind these wallets are unidentified. The websites or
programs that visualize all cryptocurrency blocks and
present them to the public are known as "Blockchain
Explorers."
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Figure 1. Blockchain Explorer

As shown in Figure 1, the content of an Ethereum
block retrieved from Blockchain.com, one of the most
well-known blockchain explorers, is shown. Here, it is
easy to access a lot of information about the block,
from which the miner approves the block [15].
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Figure 2. Web page view showing registration
information for cryptomoney transfers

As shown in Figure 2, the interface of these browsers
provides access to information such as the amount of
money transferred between wallets and the
corresponding charges. Each transaction also has a
cryptographic summary. Based on the available
information, it can be concluded that the data on the
blockchain is transparent in terms of transaction
details but anonymous in terms of the identities
involved.

3.4. Anti-Money Laundering Act (AML)

The Anti-Money Laundering Act (AML) encompasses
regulations and laws aimed at preventing the transfer
and laundering of illegal funds. AML software
typically detects suspicious behaviors, including large
fund transfers, consistent inflow of funds into an
account, and cross-checks against watch lists. AML
measures are not limited to cryptocurrencies but apply
to all assets and currencies, subject to AML
regulations [16].

3.5. Anti-Money Trace and Money Laundering
Methods

Just as the use of anonymity technologies makes it
challenging to identify individuals, the wuse of
cryptocurrencies can make it difficult to hold specific

individuals accountable for money laundering
activities. However, by tracing a particular
cryptocurrency account to the corresponding

exchange, it may be possible to establish a connection
between the laundered money and other accounts of
the individual [17]. For instance, if the funds in a
wallet account are obtained illegally, and the wallet
address is known, the transactions performed by that
wallet can be tracked, revealing the wallets to which
the funds are transferred. However, criminals are
aware of this situation and have developed various
methods to launder their money.

3.5.1. Buying NFT (Non-Fungible-Token) at
exorbitant prices

This method is prevalent in the real world and has
been practiced for a considerable time. For example,
purchasing worthless paintings for thousands of
dollars or buying products of little value at excessively
high prices on online platforms can be cited as
examples. NFTs, known for their unique
product/artwork value, are often used for money
laundering purposes. Criminals employ two main
methods to evade detection in tracked wallets. In the
first method, they create a new wallet and purchase
their own NFTs at inflated prices. In the second
method, they negotiate with an NFT seller and buy the
seller's NFT at a higher price, obtaining a significant
portion of the paid amount back from the seller.

3.5.2. Selling on exchanges in the dark web
Criminals frequently employ this method to convert
their traceable cryptocurrencies (such as Bitcoin and
Ethereum) into Monero, as tracking transactions in
Monero is nearly impossible. Additionally, since these
exchanges do not require authentication, criminals can
casily sell their cryptocurrencies. AlphaBay Market
serves as an example of such exchanges.

3.5.3. Converting black coins to cryptocurrencies
like Monero

Monero is a cryptocurrency that uses a variety of
privacy-enhancing technologies to hide transactions
and make them anonymous. One of the key
technologies that Monero uses is ring signatures.

The ring signature is a signature technique used by
Monero to ensure transaction privacy. In this method,
a user initiating a transaction creates a "ring" that
includes signatures from randomly selected other
users. This ring is used to hide the real identity of the
user initiating the transaction and make it untraceable.
Monero utilizes Bulletproofs+ with a ring signature
size of 16. This means that each transaction contains
16 signatures. As a result, it becomes even more
challenging to infer the identity of the user initiating
the transaction and to track the transactions [30].

Key image (cick Amount

Figure 3. Contents of Monero transaction [31]

In Figure 3, addresses that signed the input part of the
Monero transaction with the address
"ble814aed40bf79a2b652753edca346d15bae90ee4d3
63¢25b9c0d915a82430f" can be seen. There are 16
addresses, and these signatures are specifically
generated for the address receiving XMR (Monero's
cryptocurrency). The signature addresses for the
sender address are different from those shown in
Figure 3.

3.54. Real-world face-to-face  shops by
withdrawing cryptocurrencies to cold wallet

In this method, criminals transfer funds from their hot
wallets to portable digital wallets known as cold
wallets. After withdrawing the funds to a cold wallet,
they sell them at a price lower than the market rate.
Unsuspecting buyers, enticed by the opportunity to
purchase cryptocurrencies below market price,
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conduct the exchange in person for cash. It is
understood from the web pages that such buyers
started their activities by opening liaison offices [32,
33]. On the other hand, it is possible to make cash
payments by using crypto money ATMs, which are
active in many places [34]. However, if the buyer of
the cold wallet is unaware of its origin and
subsequently transfers the funds to an authenticated
exchange for selling, the recorded transactions on the
network can easily reveal the trail leading to the cold
wallet.

3.5.5. Using online gambling sites

In this method, criminals deposit the cryptocurrencies
they want to launder into their accounts on online
gambling sites that accept cryptocurrency payments.
They then engage in betting activities to avoid raising
the suspicion. Finally, they withdraw the funds from
their accounts, effectively converting the illicit funds
into clean money. Typically, multiple gambling
accounts are used to minimize attention. If online
gambling companies detect large sums of
cryptocurrencies in user accounts, they are likely to
become suspicious of the account holder [17].

3.5.6. Purchasing real-world barter services with
coins or tokens

Tokens are used in the real world to acquire services
or products. For instance, a movie theater chain
operating in various provinces of Turkey may issue a
token exclusively redeemable for purchasing tickets at
its  theaters.  Criminals can convert their
cryptocurrencies into tokens and use them to purchase
services (e.g., UBER rides, movie theater tickets) and
products. If the clearing service provider maintains
records, there is a high likelihood of detecting and
apprehending criminals. Additionally, criminals may
collaborate with a barter service provider and purchase
a product worth 0.01 BTC for 1 BTC, thereby
laundering their money. In certain cases, they might
engage in larger-scale money laundering by acquiring
a service that is unlikely to occur for 10 BTC.
Moreover, during these transactions, they can easily
conduct illicit activities by establishing a company or
charity organization on paper to present a legitimate
front.

3.5.7. Using cryptocurrency mixers

Cryptocurrency  mixing involves  aggregating
cryptocurrencies from different users and transferring
the funds to the designated accounts of the sending
users at specific intervals [18].

Wallet 1

Wallet 2

Figure 4. Coin mixer

While some cryptocurrency mixers trade at user-
specified times (such as setting the outputs to be made
24 h after the login), some trade after reaching a
certain number of entries or after the time required for
the next round has eclapsed. For example, Wasabi
Wallet, one of the most used mixers in the world,
makes one round when the number of entries is 100 or
every 1 h (Figure.5).

Figure 5. Wasabi Wallet Application

Also, mixers with a significant number of users are
less likely to be identified as guilty, as some mixers
operate on the principle of torrents. In other words,
they circulate funds between their own accounts
before sending them to the destination address. This
method makes it nearly impossible to trace the
criminal.

Cryptocurrency mixers can sometimes take the form
of a wallet, while other times smart contracts can be
designed as mixers [19]. Networks that do not support
smart contracts, such as the Bitcoin network, employ
bitcoin wallets as mixers. Users who wish to avoid
tracking download mixer wallets and transfer their
cryptocurrencies from their own wallets to these mixer
wallets, where the funds from different users
accumulate in a single wallet [20]. Websites like
unijoin.io, coinomize.biz, and yomix.io provide coin
mixing services and allow users to specify when the
mixed cryptocurrencies will exit the mixer [21, 22,
23].

When transferring cryptocurrencies to a mixer wallet,
users can choose which wallets the outputs will be
sent to and the duration before the outputs are sent.
During the login process, a user can send their crypto
funds to the mixer in a single transaction and set the
outputs to be sent to six different wallets. Moreover,
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the execution times of these transactions can vary,
making it quite challenging to predict which output
corresponds to which input value.

In networks that support smart contracts, such as the
Ethereum network, smart contracts can also function
as cryptocurrency mixers. Smart contracts designed in
these networks can act as wallets, hold funds, send
funds to other addresses, and most importantly, they
are decentralized [24]. Therefore, organizations or
groups can create a coin mixer using smart contracts,
simultaneously send funds to the smart contract, and
forward the outputs to different accounts.

IV. SCENARIO AND DETECTION
APPROACHES FOR MONITORING
COIN MIXERS

Criminals using coin mixers do not always send the
coins they input into the mixer to specific output
accounts. In additionally, they have the option to
stagger the transfers of the requested funds to the
specified output accounts. For example, a user
wanting to launder money may transfer a portion of
the funds two hours after the initial transaction, and
the remaining amount after 72 h. The higher the
number and volume of transactions in a mixer per unit
of time, the lower the probability of leaving a trace.
However, in mixers with very few transactions,
suspicious outputs can be traced.

4.1. The Reliability of Cryptocurrency Mixers
For a cryptocurrency mixer to be considered reliable,
it must be decentralized and have a large user base.

Decentralization: Security is paramount for a coin
mixer, and decentralization is a crucial aspect. Mixers
managed by a central system require users to trust an
institution or individual, which is not preferred. With
transactions managed from a central location, security
forces can easily access the obtained records. In short,
decentralization is the most important factor for
ensuring the safety of a coin mixer.

Number of Users: Another important factor is the
number of users using the coin mixer. The anonymity
of transactions carried out in a coin mixer is directly
proportional to the number of users. Therefore, the
more people using a mixer, the more difficult it
becomes to track transactions.

4.2. Tracking Scenarios for Cryptocurrency Mixers
One consideration in monitoring mixer processes is
the ratio of inputs to outputs. If the number of inputs is
high and the number of outputs is lower than the
number of inputs, the number of accounts to be
tracked will decrease.

20 BTC
35BTC

10BTC

10 BTC 15 BTC

10 BTC 10 BTC

10 BTC

Figure 6. Too many inputs, too few outputs Coin
Mixer

As seen in Figure 6, the total number of BTC
transferred to the mixer is 60 and the total number of
BTC released is 60. When the scenario in Figure 6 is
examined, if the person being followed is the owner of
the account that transfers 20 BTC and there are three
transactions as output, 15 BTC, 10 BTC and 35 BTC,
there are different partners working together with the
person being tracked. This account should also be
followed, as it will result that other accounts
transferring to the mixer are associated with this
person.

Junction checkinputC io(tra Inputs, outputTy

if transferredinputs.length > 0 and outputTrans

ions.length < transfe

dinputs.length:
return true

else:
return false

If all of the criminal's wallets are being tracked and
there are transactions from the criminal's wallets
among the entries into the mixer, all the criminal's
wallets should be considered as one wallet.

10BTC 10 BTC

10 BTC 10 BTC

10BTC

10BTC

10 BTC 10 BTC

10 BTC 10 BTC

Figure 7. Scenario where suspicious wallets enter the
Coin Mixer

As shown in Figure 7, cryptocurrencies from different
accounts entering the mixer, which works simply,
should be treated as one transaction, and it should be
known that all three transactions exiting the mixer are
accounts associated with this account. If a mixer takes
a set of inputs that will increase its average daily
trading volume, the outputs of these inputs are likely
to be noticed. This is somewhat similar to the fact that
the larger and more ostentatious parent duck is easily
distinguished from the baby ducks.

function identifyHighVolumeTransaction(inputTransactions, outputTransactions, dailyTradingVolume):
Jfor transaction in outputTransactions:
if transaction.value > dailyTradingVolume:
i = findA. i
if associatedInput is not None:
associateTr i iated| tre ction)

inputTre ctions)

In this pseudocode, inputTransactions represents the
list of input transactions entering the mixer,
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outputTransactions represents the list of output

transactions exiting the mixer, and
dailyTradingVolume represents the average daily
trading volume. The function

identifyHighVolumeTransaction iterates over each
output transaction. If the value of the transaction is
greater than the daily trading volume, it indicates a
high-volume transaction. The function then attempts
to find the associated input transaction for the high-
volume output transaction by calling the
findAssociatedInput function. If an associated input
transaction is found, the associateTransactions
function is called to associate the input and output
transactions.

&
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Figure 8. Transaction volume and visibility

As shown in Figure 8, there are no essential features
that distinguish baby ducks from each other. If a
person says that one of the baby ducks is guilty, it is
difficult to guess which baby is guilty. But if he says
that the culprit is the biggest and most developed duck
(parent duck), it is very easy to determine which he
means. The throughput in the mixers was just like in
this example. On the other hand, in a scenario where a
criminal steal 500 BTC and keeps it all in one wallet.
There are two possible scenarios if this criminal wants
to use a mixer to avoid being tracked:

In the First Option; After distributing all the money in
your wallet to different wallets, transferring them to
the mixer and increasing the number of entries,
reducing the likelihood of being tracked. This option
is also divided into two.

A. The partial outflow of money that is entered in
parts.

[
8
=
I

100 BTC 100 BTC

100 BTC 2 BTC

50 BTC
12 BTC

0.5 BTC
50 BTC

12 BTC
0.5 BTC
2BTC

50 BTC

50 BTC

= o [
8 8 §
=] o

A a7

Figure 9. Segmented Entry and Segmented Exit
scenario

In a scenario visualized in Figure 9, if the total value
of the transfers in the black box is 500 BTC and it
belong to the criminal being tracked, the sum of the
inputs excluding the inputs made by the criminal can
be calculated as 4.5 BTC. When we look at the output
values, it is necessary to focus on values greater than
64.5 BTC or 50 BTC. In Figure 9, the suspect has
provided 5 inputs of 100 BTC, and there are 4
transactions of 100 BTC as output. In this case, it can
be thought that the criminal extracted a transfer with a
value of 100 BTC by dividing it out. When examined
carefully, there is one 50 BTC transaction as the input
value, while there are 3 50 BTC transactions in the
output values. That is, it can be said that the criminal
split the 100 BTC input into two 50 BTC. One of the
important points here is that it is certain that the
outputs of 100 BTC belong to the criminal and these
transactions should be followed.

Sfunction trackSplitTransactions(totalTransferValue, inputs, outputs):

= filterCrimi

c uts
sumOfExcl = calculateSumOfE;

for transaction in outputs:
if transaction.value > (totalTransferValue
iateTransactionWithCriminal,

- sumOfExcls
ion)

In this pseudocode, totalTransferValue represents the
total value of transfers in the black box, inputs
represent the list of input transactions, and outputs
represents the list of output transactions. The function
trackSplitTransactions first filters out the inputs made
by the criminal wusing the filterCriminallnputs
function. It then calculates the sum of the inputs
excluded from  the  criminal wusing  the
calculateSumOfExcludedInputs function.

B. The money that is entered piecemeal comes out in
less pieces or in one piece.
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100 BTC
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100 BTC
100 BTC
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0.8 BTC

Bl EEEE

Figure 10. Partial entry, mass exit scenario

As can be seen in Figure 10, the 5 accounts of the
criminal that were followed provided 100 BTC input
to the mixer. Looking at the output values, there is an
eye-catching 400 BTC transaction. On the other hand,
there is a high probability that the person who ordered
this action is the aforementioned criminal. If attention
is paid, it will be understood that the total value of the
inputs does not match the total value of the outputs.
So, it is likely that the said criminal will extract the
remaining BTCs at a different time.

function trackMi: hedl utputs(inputs, outputs):
totallnputValue = calculateTotallnputValue(inputs)

totalOutputValue = calculateTotalOutputValue(outputs)

if totallnputValue != totalOutputValue:

ialR: ini Value - totalOutputValue

i ialR Value, inputs)

Value =

identify Potenti iningT:

In this pseudocode, inputs represent the list of input
transactions, and outputs represent the list of output

transactions. The function
trackMismatchedInputsOutputs first calculates the
total  value of the inputs using the

calculateTotallnputValue function and the total value
of the outputs using the calculateTotalOutputValue
function.

Next, the function checks if the total input value is
different from the total output value. If they do not
match, it suggests mismatched inputs and outputs
situation. The function then calculates the potential
remaining value by subtracting the total output value
from the total input wvalue. It calls the
identifyPotentialRemainingTransactions function to
identify any transactions that may be associated with
the remaining value.

In the Second Option; It is to transfer all the money in
the wallet to the mixer in one go. This option is also
divided into two.

A. Collective outflow of money that is entered
collective.

55 -
ks

Figure 11. Batch Entry Mass Exit Scenario

In the scenario in Figure 11, the criminal made 500
BTC entries. When the values coming out of the mixer
are examined, an; outflow of 500 BTC has been
observed. This 500 BTC output is probably the
aforementioned culprit.

Sfunction trackTotallnputOutput(inputValue, outputValue):

if inputValue == outputValue:
identifiedCriminal = true
markAsCriminal(identifiedCriminal)

In this pseudocode, inputValue represents the total
value of the inputs made by the criminal, and
outputValue represents the total value of the outputs
observed from the mixer. The  function
trackTotallnputOutput compares the input and output
values. If they are equal, it indicates that the total
input and output values match, suggesting that the
identified criminal is associated with the 500 BTC

output. The function then marks the identified
criminal using the markAsCriminal function.

B. Partial outflow of money that is entered
collectively.

%
3
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Figure 12. Batch Entry Split Exit scenario

In the scenario in Figure 12, the aforementioned
criminal has transferred 500 BTC, and the outputs of
any round after the transfer are shown in the image. If
we look at the outputs, there are three (100 BTC, 200
BTC, 110 BTC) values that are much more than
normal output values. Looking at these available data,
it can be said that the aforementioned criminal has a
high probability of transferring 310 BTC of 500 BTC
in this round. The accounts to which these outputs are
transferred and the next transactions of those accounts
should be followed.
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function analyzeOutputs(outputs):
for each output in outputs:
if output > normalOutputThreshold:
identifiedCriminal = true
transferValue = output
markAsCriminal(identi
break

riminal, transferValue

In this pseudocode, outputs represent the list of output
values observed in the scenario.
normalOutputThreshold is a threshold value that
determines what is considered a normal output value.
The function analyzeOutputs iterates over each output
value and checks if it exceeds the normal output
threshold. If an output value is higher than the
threshold, it indicates a suspicious transaction. The
function then marks the identified criminal using the
markAsCriminal function and stores the transfer value
for further analysis.

V. SAMPLE APPLICATION FOR
TRACKING CRYPTOCURRENCY
TRANSACTIONS

In open blockchain networks, the transaction
performed by the account is clearly recorded in the
ledger, so it is not known to whom the transactions
occurred [25].

EYsLockeyPHER [ - | a

=

ses ’ soure
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Vabue Trarsacted : 1252872153 LT

04796 LT For e e BATAZITC 10
B =

Ve Trarsacted 047823999 |

Figure 13. Two transactions that occurred in the
Litecoin block [26].

As shown in the example in Figure 13, it can be easily
understood by looking at the ledger which outputs are
from which account and when the outputs occurred.
This provides an advantage in terms of forensic
computing. If a cryptocurrency wallet/transaction is to
be tracked in a forensic investigation, only
information provided by an explorer should not be
trusted. To avoid any doubt, transactions on more than
one explorer must be followed and the information
obtained from the explorers must be compared. If the
case is an important case such as a terrorism case, the
wallet ledger in question should be downloaded and
research should be done on that ledger.
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Figure 14. Screenshot taken from etherscan.io [27]

Figure 15. Screenshot taken from Blockchain.com
(28]

When the screenshots taken from Etherscan.io shown
in Figure 14 and the screenshots taken from
Blockchain.com shown in Figure 15 of the same
transaction are examined; It is seen that both contain
the same information for the same transaction value
(hash value). This confirms the value of the
transaction in question and between which accounts it
took place.

5.1. Ways to Follow for Suspicious Accounts

There are two ways for a suspected cryptocurrency
wallet to be tracked by the digital forensic
investigator, downloading the Coin ledger and
obtaining information from third-party sites.

A. Downloading the Coin Ledger.

This method is quite difficult. Because after the
notebook is downloaded, an explorer is also needed to
navigate on that notebook. In addition, even if the
explorer is written, if the tracked wallet has made too
many transactions and there are complex transactions
that cannot be examined manually, another tool should
be written to determine the relationship between the
accounts that perform these transactions. Also, since
the blockchain  technology wused by every
cryptocurrency is not the same, these transactions
need to be repeated for every cryptocurrency.

B. Collecting Information Using Third Party Sites
Like Maltego.

If the followed account has made too many
transactions, it is very tedious and time consuming to
manually track these transactions and link the
accounts where the transactions occurred. For such
cases, the use of information-gathering tools such as
Maltego eases the processing load of the reviewer.
Before starting the process in Maltego, the add-on to
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be monitored must be installed. Related add-ons can
be listed by clicking on the “Cryptocurrency” category
in the Add-ons section. In the example in this study, it
was continued with the Tatum plugin made by
Maltego himself. Other options are also available. For
example, the Blockchain.info (Bitcoin) plugin pulls
data from Blockchain.com.

T T 2 e

Figure 16. The Screenshot of Maltego homepage [29]

After the selection is made and the plugin is installed,
a new review page should open.

Figure 17. Wallet/transaction tracking screen-1 [29]

The “Bitcoin Address” option on the left side of the
page that opens should be selected and the address to
be followed should be entered here. The resulting
shape should be right-clicked with the mouse and the
Tatum Blockchain Explorer option should be selected
in the pop-up menu.

Wem e @ W

Figure 18. Wallet/transaction tracking screen-2 [29]

A choice must be made among the options that appear,
according to the purpose of the examiner. For
example, "To Input Address" option should be
selected if it is desired to determine from which wallet
the funds transferred to the said wallet come from.
This option only finds transactions from other wallets.

But the "To Input Transaction" option reflects UTXO
inputs and normal transactions.

Figure 19. Wallet/transaction tracking screen-3 [29]

An image of the selection screen is shown in Figure
19. Controls can be provided on wallets by making
relevant selections on this screen.

Figure 20. “To Input Address” Window [29]

As shown in Figure 20, after selecting the "To Input
Address" option, it can be clearly seen that 11 wallets
have been transferred to the address we have followed.
The same process can be applied to a user who send
money. Thus, the number of suspicious wallets can be
increased.

1F1tAazSx1HUXrCNLbtMDgcw6Eo5 GNnd.

bclgsfmBex7Ifnjh39neknrwS2k5tmg. 1Ez695nzzmePmZX3WpEzMKTrcBF2gpN.

Figure 21. Applying the “To Input Address” option to
other addresses [29]

Figure 21 shows the screenshot showing that money
transfers made to the address are also clearly visible
because of applying the "To Input Address" option to
other addresses. One of the points that should not be
forgotten here is “time”. As these outputs are all
transactions so far, follow-up needs to be done
considering the time of the crime.

VI. CONCLUSIONS

Using blockchain technology, cryptocurrencies have
become significant financial instruments for criminal
and terrorist organizations, enabling them to pursue
their objectives through their decentralized structure,
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peer- to- peer processing, and user anonymity.
Undoubtedly, as digital transformation unfolds
rapidly, crimes have transitioned into virtual realms,
leading to the development of numerous unique
money laundering methods in the criminal world.
However, these crimes cannot escape the untraceable
methods brought forth by the digital age. While
criminals continue to employ methods and platforms
to conceal their activities, law enforcement agencies
are determined to combat these activities.
Consequently, states, intelligence organizations, and
law enforcement units must systematically understand
existing systems and expose criminal methods.

This study highlights blockchain-based methods in the
context of money laundering. It discusses the methods
and steps digital investigators should follow when
monitoring cryptocurrency wallets, transactions, and
money laundering techniques implemented using
blockchain-based systems. One of these methods,
namely the use of mixers to hide money trails, is
examined through the creation of various scenarios.

While the proposed solutions presented in this study
are applicable to mixers with a low volume of
transactions and straightforward operational logic,
theit process becomes more complex in specific
mixers with several transactions, making it
challenging to distinguish the targeted criminal from

other wusers. Nevertheless, considering that the
blockchain system can contribute to detecting
criminals within this intricate and anonymous

structure, this study is a significant step toward
preventing crimes.

Furthermore, an exemplary application is provided for
digital forensic experts and law enforcement officers,
outlining the initial steps required to trace such illicit
funds. The application proposes an approach for
detecting money transfers through manual analysis of
transaction ledgers and subsequent analysis using
third-party applications.

While crypto-based methods are complex, this study
delves into essential clues for tracking illicit funds,
which can be invaluable for investigating illicit
financial activities. It is anticipated that this study will
contribute to the literature and support law
enforcement efforts by shedding light on the topics
discussed and inspiring new perspectives.
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