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Abstract:

Electronic identification (elD) and Identity Management (IDM) in the context of information systems is considered
of crucial importance for citizen data safety, since it can authorize the proper stakeholders to access sensitive data.
The plethora of information systems’ users and devices, the need for increased data confidentiality and integrity, as
well as the requirement for proper data exchange considering short-range and long-range distance data exchange
protocols and networks, increases the overall necessity for proper IDM mechanisms and techniques. Nevertheless,
it needs to be identified that IDM mechanisms are not only security tools that improve technical skill sets, but the
leaders towards opportunities that emerge. This manuscript provides an overview of state-of-the-art IDM standards
and regulations towards interoperable elD, namely SAML, WS-Federation, OAuth, OpenID, FIDO, and Mobile
Connect, including their latest versions. It considers different architectural components and scenarios, covering
aspects of multiple domains, with the ability to be exploited across several networking and communication systems.
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COMPUTERS AND INFORMATICS

1. INTRODUCTION

Electronic identification (elD) within information systems can be considered as the cornerstone of
citizens' safety. Improvements in elD processes and systems is considered as a crucial challenge
worldwide, and especially for the states in Europe aiming to improve interactions and relationships
among Citizens and Governments (G2C), Consumers and Businesses (B2C), and Employees and
Businesses (B2E) [1]. Especially in healthcare, although the past years have been highly disruptive due to
the COVID19 pandemic, the long-term trend in several countries has reflected significant annual
increases in healthcare spending [2]. The impact that an elD could have in making such spending more
efficient, more convenient, and more secure is growing exponentially. Various policies and regulations
are being provided to make sure that signatures in electronic form and elDs within the healthcare
ecosystem provide a legal standing which is equal to signatures which are handwritten. Electronic
IDentification, Authentication, and trust Services (elDAS) and National Institute of Standards and
Technology-Digital Signature Standard (NIST-DSS) for the European Union (EU) and United States of
America (USA) respectively are examples of such regulations [3].

Proper Identity Management (IDM) is considered crucial for todays' organizations [4], since it can help
to protect against user credentials which have been compromised, as well as it can also help against
passwords which are easily cracked that are considered as network entry points for hackers. IDM in
general can enhance data security, it can facilitate within the overall regulatory compliance, it can reduce
human errors, it can provide more effective access to specific resources, it can increase data
confidentiality, while it can also help towards managing access rights across browsers and devices.
Especially in healthcare with a plethora of users, devices, and the need for increased data confidentiality
and integrity, proper IDM mechanisms and techniques are considered of vital importance [5]. Since
health-related information needs to be exchanged on top of data exchange protocols and accessed by
specific users, implementing IDM in the facilities of healthcare can facilitate healthcare professionals and
citizens/patients to have an identity of single view, while minimizing errors created by humans,
decreasing costs, and improving data compliance and overall security. Consequently, healthcare
organizations need authentication beyond the current state-of-the-art (e.g., simple login screen).
Monitoring, auditing, and enforcing security policies is another advantage considering modern
authentication. It needs to be identified that IDM is not only security tools that improve the technical
sets of skills, but the way towards the healthcare opportunities that arise and emerge. This manuscript
provides an overview of state-of-the-art IDM standards and regulations towards elDs of high
interoperability, considering different architectural components (e.g., data’s domain and confidentiality
requirements) and scenarios, along with the usage of short/long-range distance data exchange
protocols [6].

The remaining document has the following structure. Section 2 provides an overview of IDM within the
healthcare domain, with details about elDAS. Section 3 discusses the most widely adopted IDM
standards, while section 4 includes our concluding remarks, as well as our next steps.

2. IDENTITY MANAGEMENT IN HEALTHCARE

A Digital Identity contains the data and information that is utilized to represent someone in an
Information and Communication Technology (ICT) system [7]. This can be a human, a device, a business
organization, or a software application. elD gives the suitable authentication means for citizens/patients
when requesting healthcare in a state of the EU, keeping safe their rights of access. IDM is the tool or
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set of tools that entities employ to perform claims management regarding their identities of digital
nature. Working on IDM in the healthcare industry involves authenticating not just patients/citizens but
also healthcare organizations and experts. Health data of personal type are considered as data of
sensitive type, therefore defining and controlling rights is essential to achieving a situation that complies
with the legal frameworks of the EU member states [8]. The most known IDM models [9] are (i) the
Isolated Model where the provider of the service (SP) and the provider of the identity (IdP) are merge
into a unique server, (ii) the Centralized Model that has to do with centralizing the storage of the identity
while considering services’ separation, and (iii) the Federated Model where the stakeholders involved in
the IDM create an agreement on the involved stakeholders which are participating into the overall
system, about how they must be referred to, and about the parameters related with the configuration
of the participating stakeholders. In addition, there are a number of Identity Federations in the public as
well as in the fields of government, research, and education. The STORK [11] and elDAS [3] are the two
hybrid Identity Federations that are most known in the literature, according to [10]. The foundation of
identity federations is the development of trust relationships between organizations. By using a singular
digital identity that is shared by the entire federation, any user inside it can access the services and the
resources of different types of organization. It makes user administration by SPs and credential control
by users easier [12].

The elDAS Regulation [13] on elD and trust services for completing transactions electronically in the
European Internal Market was developed as an evolution of both based on the research of the STORK
programs. In order to ensure that people and businesses can use their national elDs to access services
of public type across all of Europe with the identical-level legal validity as customary methods being
paper-based, the eIDAS Regulation was published in 2014. Transparency and accountability are ensured
through elDAS, which also encourages and makes it easier to use cross-border elD and trust services.
The goal is to increase and spread awareness of the usage of elD among EU citizens in their interactions
with institutions and the commercial sector. According to elDAS, citizens are defined as all people and
businesses who use their national elD to access online services from any EU member state with validated
cost/time benefits, usability, and overall security [14]. By the use of Nodes and Connectors, elDAS elD
streamlines the output of the several separate national elD schemes. The corresponding national input
is conditioned and mapped to an interoperable transport form using the elDAS Node in Country-A, the
elDAS Security Assertion Markup Language (SAML) assertion. Similar assertions may be obtained by an
SP via an elDAS Connector in Country-B during an authentication request [15]. Citizens, European states,
node or point of connection operators, attribute suppliers and IdPs that supply knowledge about elDs
and that validate the identities of the users, and SPs that offer services with access authentication via
elD make up the majority of an average elD ecosystem [16]. To sum up, elD in eHealth takes into account
patient and citizen safety as well as security against unauthorized exposure of medical information,
although being acknowledged as a challenging endeavor [17][18].

3. IDENTITY MANAGEMENT IN HEALTHCARE

IDM and authentication standards generally fall into two categories: de facto) standards and de jure
standards. A timeline of these standards which can support both wireless short-range and long-range
distance data exchange, is depicted in Fig. 1.
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SAML 1.1 OpeniD
Liberty WS-Federation Connect
2002 Alliance ID-FF 3005 1.1 2007 OpeniD2.0 544, FIDO 2015

SAML1.0 2003 SAML2.0 2006 gauth 1.0 2008  opAuth2.0 2014 Mobile
OpeniD 1.0 Connect
Figure 1. Identity and Authentication standards timeline

3.1. Security Assertion Mark-up Language (SAML)

SAML [19] is categorized as a standard of open nature with an XML basis, built to exchange data related
with authentication and authorization among stakeholders, and specifically between an IdP and a SP.
This security information is translated as portable SAML assertions that can be trusted by services and
applications functioning across the security sector. The standard of OASIS SAML specifies the exact
syntax and regulations in order to create, request, use, and communicate the aforementioned assertions.
Assertions, Protocols, Bindings, and Profiles make up the bulk of the standard. SAML is among the most
significant web-based federated identification standards, which is supported by SaaS companies that
want to accept credentials from big business clients. The foundation of it is directing a user's browser to
a website on the web that is maintained by their home organization, similar to other identity standards
in the federated category. Since this site is considered trustworthy, the home organization provides new
data and knowledge about the specific requestor to the original site. In accordance with this standard,
IdPs transmit identity data to SPs using digitally signed XML documents.

Three roles are specified by SAML: the principal (a user, for example), the IdP, and the SP. The user asks
the SP for a specific service in the first use case that SAML addresses. The SP asks the IdP for and receives
an authentication assertion. The SP may decide to execute the service for the connected principal based
on the premises of this assertion and make an access control decision. In SAML, an IdP can offer SAML
assertions to several SPs. In a similar way, a SP may trust and rely on assertions from several different
IdPs. A SAML assertion is an XML statement, provided by an IdP about a person (subject) for a recipient
(relying party (RP)) usually a website (SP). SAML specifies the way that both assertions and protocol
messages are structured, being utilized for transferring this knowledge: (i) SAML assertions include
statements for a principal that it claimed to be true from an asserting party. The assertion skeleton is
specified by the XML Schema of the SAML assertion, and (ii) messages of the SAML protocol are utilized
to create SAML responses and their corresponding requests. The messages’' content and skeleton are
specified by the XML Schema of the SAML-defined protocol. Additional profiles of SAML are specified
for a specific business use case. Profiles usually specify barriers on the SAML assertions’ contents,
bindings, and protocols to resolve the business-related scenarios with high degrees of interoperability.
There also exist attribute profiles, that specify the way to exchange attribute information via assertions
through aligning with multiple environments. Fig. 2 depicts the relationships among the basic SAML
concepts.

Profiles

Bindings Authentication Context
Protocols

Metadata

Figure 2. Basic SAML concepts

For a SAML environment, two extra SAML concepts—Metadata and Authentication Context—are crucial.
While an Authentication Context is utilized in a statement of authentication of an assertion to convey
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details related with the overall authentication strength and type that someone provided during the
authentication, Metadata specifies the means for disseminating details regarding configuration among
SAML parties.

3.2. Web Services (WS)-Federation

WS-Federation is a specification of Identity Federation, specifying techniques that allow multiple realms
of security to send knowledge and data on identity attributes, authentication, and identities [20]. WS-
Trust, WS-SecurityPolicy, and WS-Security offer a state-of-the-art federation model between IdPs and
RPs. The latter specify techniques for assertions’ (claims) codification regarding someone who requests
(requestor) in the form of tokens of security that can be utilized for protecting and authorizing requests
from web services along with specific policies. WS-Federation enhances it through specifying the way
that models of the claim transformation inherent in exchanges of security tokens are able to provide
more trustworthy relationships of enhanced services' federation. This offers use cases of high value
where accessing to resources being managed in a single realm can be offered to security experts whose
attributes and identities are considered in external realms. It contains the ability for attribute retrieval,
identity brokering, and discovery, claims related with authorization and authentication among federation
stakeholders, and guarding these claims’ privacy across the boundaries of organizations. A federation is
considered as an overall list of realms (security domains) with specific sharing resources’ relationships in
a secure manner. A provider of the resource in a single realm can authorize access to the managed
resource according to claims regarding a principal (e.g., identity attributes) which are being asserted by
an IdP in a different realm. The federation’s establishment value is to make easier the utilization of
attributes related with security principal across boundaries of trust to install a context of federation for
that specific principal. A RP is able to utilize this to give or deny a resource access of specific type. When
that a federation needs to be established when IdPs and Resource Providers function in external realms,
it needs agreement among them on the claims and demands agreement on techniques for transferring
these claims via networks which are not protected.

3.3. OAuth 2.0

OAuth [21] is an authorization standard and a collection of established authorization processes that are
regarded to be delegated, giving a user the power to authorize access to private resources that are
combined and tied to their identity. A specification on issuing access tokens is found in OAuth 2.0 [21].
Without sharing passwords or private identification information, this is accomplished. Table 1 provides
a description of OAuth 2.0 (Fig. 3).

Authorization Requestmp| Resource
4m Authorization Grant Owner

Authorization Grant=| Authorization

Client 4 Access Token S

Access Token = Racource
4m  Protected Resource Server

Figure 3. OAuth2 high-level flow
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Table 1. OAuth 2 Pseudocode

OAuth 2.0 Algorithm

Step 1. The client requests authorization from the resource owner.

Step 2 The client receives an authorization grant, which is a credential
representing the resource owner’s authorization, expressed using one of
four grant types defined in this specification or an extension grant type.
Step 3: The chent requests an access token by authenticating with the
authorization server, presenting the authorization grant.

Step 4: The authorization server authenticates the client and validates the
authorization grant and issues an access token.

Step 5. The client requests the protected resource from the resource server
and authenticates by presenting the access token.

Step 6 The resource server validates access token, and serves the request

An access token which is long-lasting is provided by the protocol, being able to be utilized by entities
that demand continuous user resources’ access. Many social networks and software programs continue
to actively use OAuth and its newer version OAuth 2.0. In order to make someone allow access to
resources, it uses REST Application Programming Interfaces (APIs) and JavaScript Object Notation (JSON)
as the data format. By using grant types of a custom type and token types, OAuth 2.0 can be improved.
Below is a list of the profiles created using the fundamental framework:

(i) SAML 2.0 Bearer Assertion Profile, which allows for the exchange of SAML assertions when
using tokens of access,

(i) User Managed Access Profile, which provides the owners of the resource to establish a
variety of access policies for resources that are being safeguarded in one place;

(iii) Chain Grant Type Profile, which provides a service to utilize the token of access that has
been gathered; Token Revocation Profile to cancel an access token,

Token Introspection Profile to enable clients to ask for metadata about the access token, and Dynamic
Client Registration Profile to enable client registration with an authorization server and gather client
identity.

3.4. OpenlID and OpenlD Connect (OIDC)

The nonprofit OpenlID Foundation actively promotes the authentication standard known as OpenlID [22].
It allows users to open an account using an IdP that complies with the standard (i.e., OpenlD Provider).
A user must use an OpenlD IdP to create an account with OpenlID (e.g., Google). To avoid managing
several sets of credentials, the user will utilize that account to log in to any webpage that supports and
trusts OpenlID authentication. OpenlD authentication requires server A to perform authentication for
user U, yet U's details are sent to server B, which is trusted by server A. After confirming that U is who is
expected to be there, Server B informs Client A that "this is the expected U". By eliminating the need to
remember several websites' login information, OpenlD allows users to entrust their OpenID IdP with
sensitive information. OpenlID, however, lost favor because users were forced to rely on an impersonal
system for identification [23]. Table 2 and Fig. 4 show the OIDC flow.

Authentication Request

4m  Authorization Grant OpenlD

'4m Return Authorization Code Provider Token Userinfo

Endpoint| |Endpoint

Relying
Party

4= Retrieve Tokens Using Authorization Code m|

[ Retrieve UserInfo Using Access Token -p
Figure 4. OpenlID high-level authorization flow
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Table 2. OpenID Pseudocode

OpenlID Algorithm

Step 1 The RP requests to OpenlD Provider for end user authentication.
Step 2: The OpenlD Provider authenticates the end user using one of the
methods available to it and obtains authorization from the end user to
provide the requested scopes to the identified RP.

Step 3. Once the end user 15 authenticated and authorized the request the
OpenID Provider will return authorization to the RP's server component.
Step 4: The RP’s server contacts the token endpoint and exchanges the
authorization code for an id token identifying the end user and refreshes
tokens granting access to the userlnfo endpoint.

Step 5. The RP may request the additional user information from the
endpoint via the access token obtained in the previous step.

The most recent version of OpenlID is OIDC [22], which merges the characteristics of OAuth 2.0, OpenID
Attribute Exchange 1.0, and OpenlID 2.0 into one standard. It offers the ability to an application to utilize
authority to make sure about the identity of the final user, to retrieve the profile information of the final
user, and gather limited access to the information of the end user. OIDC implements a pillar of
authentication considering OAuth 2.0 protocol and uses REST/JSON for its messages. It is an OAuth 2.0
“profile” tailored for authentication and release of attributes. It provides to all the different types of users,
to approve the user’s identity according to the authentication which has been provided by a server built
for authorization, also being able to demand and gather knowledge regarding authenticated sessions.
The scope variables defined in OAuth 2.0 are used by OIDC Clients to establish the access characteristics
that are required in the form of Access Tokens. The scopes that are provided to Access Tokens specify
the resources that will be made available when they are utilized for accessing OAuth 2.0 endpoints (which
are protected). OIDC and SAML are very similar. An id token, a JSON Web Token in signed form with
very identical information, is the equivalent of the SAML assertion. Three roles are listed in the OIDC
specification: | the final user or entity needing identity verification; (ii) the RP, or entity seeking to confirm
the final user’s identity; and (iii) the OIDC provider, being in charge of registering the OpenlID URL and
is able to confirm and approve the identity of the final user.

3.5. Fast Identity Online (FIDO) Universal Authentication Framework (UAF)

The FIDO UAF [24] framework for authentication, offers websites and online services, the ability to
manage security characteristics which are of native type of computing devices of final users for
performing authentication of strong type, in a transparent way, reducing the problems associated with
remembering and creating multiple credentials. FIDO UAF supports a password-less behavior. In detail,
the entity possesses a device with an installed FIDO UAF stack. The entities are able to sing up their
device to the available service, which is online, through choosing an authentication way of local type
(e.g., fingerprint, face detection, PIN password). The FIDO UAF protocol provides the means to the service
to select the techniques being visualized to the user. By the time that the user is registered, he/she has
to repeat the action for local authentication whenever there is a need to authenticate to that specific
service. The FIDO UAF Architecture is constructed in that way to obey the targets of FIDO and yield the
benefits of the ecosystem which is preferred. Fig. 5 depicts this architectural flow.
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FIDO User Device Relying Party

| Browser/Application | = UAF mp | Web Server |
l Protocol l

| FIDO client | | FIDO Server |
7 2

| ASM |
¢ | FIDO Metadata Service|

| FIDO Authenticator |

3
Figure 5. FIDO UAF high-level architecture

In order to connect with the Server of the FIDO UAF, a client of FIDO UAF must | interact with certain
FIDO UAF authenticators via the Abstraction layer of the FIDO UAF Authenticator through the FIDO UAF
Authenticator's API, and (ii) interact with a device's agent by using specific interfaces. A FIDO UAF Server
constructs and builds the FIDO UAF protocol server side and has the responsibility to (i) interact with the
RP web server to exchange the protocol messages of the FIDO UAF to a FIDO UAF Client through an
agent of the device, (ii) validate attestations of FIDO UAF authentication on top of the metadata that
configure the authenticator to make sure that only authenticators of trusted type are signed up for use,
(iii) manipulate the FIDO UAF Authenticators that are registered to users’ accounts at the RP, and (iv)
evaluate the responses related with the transaction and authentication of users, to check their validity.
A FIDO UAF Authenticator can be considered as an entity of secure type, assigned to FIDO user devices,
able to generate keys related with a RP. This has the ability to be utilized for the FIDO UAF authentication.

3.6. FIDO Universal 2nd Factor (U2F) Authentication

U2F [25] is a standard for authentication that enhances and makes simpler the 2-factor authentication
(2FA) via specialized devices, following an equal security technology that can be discovered in smart
cards. The FIDO U2F protocol [25] gives the ability to RPs to provide a cryptographic 2nd factor option
of strong type for the security of the end user. Consequently, the dependence of the RPs on specific
credentials is minimized. Final users possess a U2F device that functions with any RP that is being
supported by the protocol. Hence, the user can utilize a single device of "keychain” type, being offered
security of more convenient type. FIDO U2F gives the ability to online services to increase the overall
password systems’ security by offering additionally a big 2nd factor to user sign-in, while the user can
log in with his/her credentials as in the previous cases. This can also give the ability to the user to provide
a 2nd factor device whenever the user wants to. During authentication, the final user must present the
2nd factor by just pushing a USB attached button or utilizing an NFC or Bluetooth device. The end users
can utilize their FIDO U2F device in all services of online type that are able to offer web browser support
of the protocol. The user can also utilize the same device among different sites, and as a result it can
serve as the keychain of the user with a plethora of virtual-type keys to multiple websites provisioned
from a single device. Utilizing the open U2F standard, any origin can use any browser supporting U2F to
communicate with any U2F compliant device for authentication. Fig. 6 depicts this U2F flow.
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Username & Password mp

[ Verify Password & |

| Generate Challenge)

4m Challenge
Device [** Challenge Browser Server
User Touches Button

Response wap Response we

‘ Verify Response |

Figure 6. U2F high-level flow

The User hits Register during the U2F Registration procedure, and the RP sends the request with the
appid + challenge. After receiving the request, the Device creates a pair of Kpriv/Kpub and a key handle
for each RP for each user upon successful checking of the existence of the user, (ii) the Client confirms
the appid before providing the request, (iii) the check of the user’s presence is performed by selecting
the U2F keys when they begin to blink, (v) The device's key handle and the response's digital signature
are produced by the attestation private key, (vi) the RP stores the Kpub and the key handle for the user
and, upon receiving the answer, verifies its signature using the attestation public key, which is located
on the FIDO Metadata server.

The user enters the first factor after clicking Login during the U2F authentication process. The second
factor enters the picture at that point. (i) The RP provides the Challenge/Key handle for the user
attempting to sign into the client. (iii) The application of the client verifies the id of the application and
provides it to the device. (iv) In order to prevent a replay attack after a successful user presence check,
the device determines the Kpriv by examining the key and performs a counter increase. (v) The device
gives back the reply signed by KPriv, and (vi) The RP checks the counter, origin, and challenge as well as
the response signature through KPub as the 2" factor.

3.7. FIDO Web Authentication APl (WebAuthN)

WebAuthN [26] specifies an API designed and implemented for systems and platforms enabling FIDO
Authentication support. It is a technique allowing users to log in into systems without requiring any
password or username credentials. The main goal is to enhance the experience of the user and create a
user authentication mechanism being robust. The WebAuthN standard also outlines a number of
elements that can be expanded, such as the inclusion of novel attestation forms and protocol extensions
that define their processing guidelines. For the purpose of confirming user identities, FIDO uses the pre-
existing specifications U2F, FIDO, and UAF. To log in, the user must provide password information and
as a 2nd mechanism of authentication the user must provide his/her biometrics or other similar
mechanisms. The FIDO WebAuthN flow is described in Fig. 7 and Table 3.

Device Relying Party

FIDO Browser or “ Web FIDO
Authenticator Native Application Server

. B Application n

Figure 7. FIDO high-level authentication flow
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Table 3. FIDO Pseudocode

FIDO Algorithm

Step 1: The authentication 1s inifiated with the RP.

Step 2: The FIDO Server sends authentication challenge and preferences
for the authenticators or credentials to be used.

Step 3: The authenticator performs user verification on device to signal the
user’s consent to authenticate with the service.

Step 4: The authenticator uses the service’s origin to look up the private
kev for authentication and uses the private key to sign the challenge from
the server. The server sends an authentication response.

Step 5- The server retrieves the user public key and validates the signature.

3.8. Mobile Connect

Mobile Connect [27] is a secure universal identity solution being mobile operator-facilitated. Mobile
Connect can be considered as a list of services being mobile-enabled that have the ability to be
integrated into a SP's application for supporting services’ access to the ones that are offered by the SP.
It offers trustworthy user identity and network context information permissioned access, authentication,
and authorization for consumers. Every deployment is surrounded by a wide range of technical standards
to guarantee that from the perspective of an SP, the Mobile Connect services consumption from each
of the Mobile Operators is of a stable type. It makes use of an architecture being distributed so that each
Mobile Operator can provide Mobile Connect services to its base. It enables users to securely
authenticate using their mobile device with security provided by the SIM card using their Mobile Station
Integrated Services Digital Network (MSISDN) for user identification. Mobile Connect has specified two
OIDC profiles to handle requests initiated by devices or servers for authentication, permissioned access,
or authorization to particular user attributes. For consumers to receive requests on their mobile devices
and receive responses, the providing Mobile Operator supports a reliable authenticator. The user's
permission to have certain properties validated by the Operator or shared with the SP may be obtained
via the Authenticator.

4. CONCLUSIONS

IDM is the security discipline that deals with providing the right entities to use the correct resources
when they must, without any interferences, utilizing the wanted devices. It consists of several systems,
processes and standards that provide the ability to ICT administrators to assign a single digital identity
to each entity, authenticate them, authorize them for specified resources, as well as monitor these
entities across their lifecycle. Since organizations should provide secure access for their remote and
mobile users, IDM must be among the top priorities. With digital transformation, identities are also
provided to Internet of Everything (IoE) devices, Cyber-physical systems, and hybrid ICT [28], thus the
IDM becomes more complex. A list of the most adopted IDM standards was provided, covering devices,
platforms, and systems built to wirelessly exchange and access data. Next steps include the continuous
analysis of IDM standards, to conclude to the most appropriate IDM solutions based on domain-agnostic
regulations and policies [29].
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