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Abstract: With the development of technology in today's world, many sectors are conducting their activities in digital
environments. This development strengthens the connection between users and the industry, and more efficient results
are obtained. However, along with many advantages of digitization, there are also problems such as security loss,
copyright infringement, and data corruption. The ease of replicating and distributing data on the internet is due to various
security vulnerabilities. This study proposes a solution for protecting certificates issued to individuals by
companies/institutions in the digital environment, following a certain degree of success. Certificates are used for job
applications, competency verification, and similar purposes. Currently, fake certificates and diplomas produced create
problems for institutions and organizations that verify competencies. In this respect, it is possible for people without the
required skills to take unwanted positions. This study aims to prevent fake certificates propose a system that enables
certificate holders and institutions to verify certificates. Additionally, it is aimed to make certificates traceable and
provable in digital environments. The proposed method aims to create certificates using blockchain technology through
smart contracts and to make them available to users on a website. Furthermore, it is suggested to use NFTs, another
technology offered by blockchain, to provide intellectual property rights to certificates, enabling them to be monitored
and owned on the internet.
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Arastirma Makalesi

NFT Tabanh Sertifikalarin Dijital Giivencesi ve izlenebilirligi

Oz: Giiniimiiz diinyasinda teknolojinin gelismesiyle birlikte bircok sektdr dijital ortamda faaliyetlerini yiiriitmektedir.
Bu gelisme kullanict ile sektor arasindaki bagi kuvvetlendirmekte ve daha verimli sonuglar alinmaktadir. Ancak
dijitallesmenin bir¢ok avantajinin yaninda giivenlik kaybi, telif hakki ihlali, veri bozulmalar1 gibi problemler de
bulunmaktadir. Internet ortaminda verilerin kolaylikla ¢ogaltilip dagitilmas1 gesitli giivenlik agiklarindan
kaynaklanmaktadir. Bu caligmada sirketler/kurumlar tarafindan belirli bir basar1 dogrultusunda kisilere verilen
sertifikalarin internet ortaminda korunmasina yonelik bir 6neri sunulmaktadir. Sertifikalar is bagvurusunda, yetkinlik
dogrulama gibi amaglar dogrultusunda kullanilmaktadir. Giiniimiizde iiretilen sahte sertifika ve diplomalar yetkinlik
dogrulayan kurum ve kuruluslarin isini zora sokmaktadir. Bu dogrultuda yetkinlik sahibi olmayan kisilerin istenmeyen
mevkilere gelebilmesi miimkiin olabilmektedir. Bu ¢aligma ile sahte sertifikalarin 6niine gecilmesi, sertifika sahiplerinin
ve kurumlarin sertifikalar1 dogrulamasini saglayan bir sistem Onerilmesi amaglanmaktadir. Ayrica sertifikalarin dijital
ortamlarda izlenebilir ve kanitlanabilir olabilmesi hedeflenmektedir. Onerilen yontemde blok zincir teknolojisi
kullanilarak akilli kontratlar vasitasiyla sertifikalarin olusturulmasi ve internet sitesi iizerinde kullanicilar tarafindan
alinabilmesi amaglanmaktadir. Ayrica blok zincirin sundugu bir diger teknoloji olan NFT’ler ile de sertifikalarin fikri
tapu miilkiyeti saglanarak internet ortaminda izlenmesi ve aitlik kazanmasi nerilmektedir.
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1. Introduction

With the rapid development of technology, many systems have been updated and renewed. Industrial
revolutions [1]-[3] have led to developments in areas such as mechanization, mass production, mass
customization, the internet of things, big data, and cloud computing. These developments have brought
innovations to human life such as fast production, personalized design, and communication between machines,
but they have also caused various problems in many areas such as data security, supply-demand
communication, and traceability. One of the most important of these problems is data security, which can pose
serious threats. The WannaCRY virus attacked 300,000 computers in 150 countries in 2017, causing serious
crises in many areas such as public administration, medicine, and finance [4]. The disclosure of user
information damages the reputation of institutions and companies and also harms their market share.
Cyberattacks require companies and governments to take serious measures in terms of information security.
Scientists are conducting intensive research on data security issues, while companies are investing in data
security.

With the development of the internet, copying and distributing data has become easier, leading to various
problems in protecting copyright. As remote learning becomes more widespread, online courses are becoming
increasingly popular. These courses, prepared by companies or public institutions, offer certificates to users
who successfully complete certain training. This study proposes to ensure the security of these digital
certificates and prevent their duplication, as well as establish a traceable structure. Blockchain technologies
offer various advantages in terms of security and traceability in this regard. Nowadays, blockchain technology
is used in many different fields such as healthcare, finance, and supply chain [5]. With its cryptographic
infrastructure and decentralization, it offers revolutionary innovations in data security [6]—[8].

Another service provided by blockchain is the Non-Fungible Token (NFT) system, which produces
immutable digital materials in the form of tokens [9]. Today, many use cases are being created for NFTs. One
of these methods is providing ownership proof to users [10]. In this proposed study, NFTs will be used to
prove and track certificate ownership on the blockchain. Fake certificates are currently a problem for
companies and universities, both economically and ethically [11]. The aim of this study is to prevent the use
of fake certificates and enable institutions to verify individuals' certificates and diplomas through a single
system. When reviewing related literature [12] (certificate Vietnam), it was found that the aim was to protect
patents, but the solution was different and the proposed application was a system that did not rely on non-
transferable, unqualified intellectual property and was not directly accessible to users. Another developed
project is the DSTAC project developed under the umbrella of Yeditepe University. The main goal of this
project is to verify the certificates created through blockchain. In this context, it is seen that the study to be
developed is completely different from other original ideas. In this study, we aim to find answers to the
question of what can be done to make blockchain technology more widespread, which is attracting great
interest from scientists and companies based on the following hypotheses.

e Blockchain technology is currently used in many areas, especially in the finance sector.

e NFTs are used to protect copyrights in areas such as music and art.

e The security of digitally produced certificates can be solved with blockchain technology

The aim of this study is to design a system that combines blockchain technology and the NFT system it
offers to ensure certificate security, as well as to track and prove ownership of certificates in the digital realm.
The system will address the need for transparency and security by utilizing the advantages of blockchain
technology. The study aims to solve the global problem of certificate security and verifiability using the
transferable qualified intellectual property technology of blockchain. The main contributions and motivation
of this study are outlined below.

e Storing certificates with non-transferable qualified intellectual property on the blockchain.

e Verifying the identity of users and institutions and linking the created certificates to users' blockchain

wallets.

e Allowing institutions to view a person's NFT certificates and diplomas on a single system, thereby

preventing the use of fake certificates and diplomas.

e Analyzing the storage and verification conditions of paper diplomas in the current system and

transferring them to the blockchain environment more effectively.
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e Analyzing the systems and tools used by fake certificate manufacturers, taking necessary
precautions, and addressing these vulnerabilities.
e Collecting users' certificates in a decentralized structure. Integrating institutions, organizations, and
users worldwide into this system.
The rest of this study is organized as follows: section 2 provides the technical components of the proposed
approach. Section 3 presents detailed information about the proposed method. Section 4 presents the results
of the proposed method.

2. Technical Component

Since its introduction by Satoshi Nakamoto in 2008, blockchain technology has received significant
attention from various industries [13]. Bitcoin blockchain was established to enable person-to-person money
transfers by adopting principles of decentralization, immutability, anonymity, and transparency [14]. Seven
years after the launch of Bitcoin blockchain, Ethereum blockchain was developed. In addition, to secure
money transfers, Ethereum blockchain has contributed to making the blockchain more functional through
smart contracts.

2.1. Blockchain

Blockchain technology is named as such because it keeps records of verified transactions on the blocks.
A blockchain consists of two sides: validators and users. As shown in Figure 1, a user sends a transaction they
wish to make to the blockchain. If the transaction is valid, it is added to the ledger by the record-keeping node.
Once the transaction is verified, it is sent to validators to be confirmed in a block. The first validator to confirm
the transaction adds the block to the blockchain. After the block is verified by other validators, the transaction
is considered confirmed on the blockchain.
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User initiates a transaction on
the blockchain by interacting
with a smart contract

The transaction created by
the user is checked by the
ledger. If the transaction is
valid, it is sent to the block in
the blockchain to be
confirmed by validators.

The transaction sent to the
block is processed for
confirmation by validators.
The first validator to
validate the block adds it to
the blockchain.

After the block added to the
blockchain is verified by other
validators, the transaction is
confirmed on the blockchain

Figure 1. Transaction confirmation steps in blockchain

Blockchain is widely used in many fields today, especially in systems where security is required. In the
literature, it is seen that the security advantages offered by blockchain are utilized in many applications such
as the Internet of Things, RFID, healthcare, machine learning, copyright, mass customization, and more [15]—
[19].

2.2. NFT (Non-Fungible Token)

Non-fungible tokens (NFTSs) are digital assets created on the blockchain through smart contracts. NFTs
can contain photos, sound, or video [20] and have many use cases today, including gaminsg, digital art, and
identity verification. The fundamental difference between NFTs and cryptocurrencies is that NFTs do not have
equal value. NFTs have two technological structures in their infrastructure. The first structure is on the
blockchain, where NFTs are created through smart contracts. The second structure stores the content data of
the NFT on the blockchain. When these two structures come together, an NFT supported visually and
functionally is created. Blockchain users who want to own NFTs interact with them through smart contracts
and carry out transactions such as purchasing and transferring. Another type of NFT is non-transferable
qualified intellectual property. Non-transferable qualified intellectual properties are generally used to
determine ownership of individuals [21]. As shown in Figure 2, the content creator first requests an NFT.
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Then, the transaction is either approved or rejected according to the smart contract conditions. If the
transaction is approved, the NFT is created, and the meta-data of the data is stored on the blockchain. The
entire data is stored on IPFS.
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Smart Contract if the transaction is -«
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st " Transaction
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NFT Hash
if the transaction is
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Figure 2. Working principle of NFTs
3. Proposed Method

A certificate is a document that shows a person's qualification in any subject that requires knowledge.
Certificates are issued to individuals by authorized institutions or organizations based on their eligibility. In
the proposed study, institutions or organizations that issue certificates and users who will acquire certificates
require a wallet for blockchain interaction. For this purpose, Ethereum blockchain, which is widely used, is
proposed. This study is a proposal and it is aimed to be tested on the test network and presented to user
experience in the future.

In this proposed method, smart contracts will be used in the creation of certificates and diplomas. The
certificates and diplomas will be created on a blockchain-based smart contract as non-transferable qualified
intellectual property. The data of the created NFTs will be stored on the Inter Planetary File System (IPFS).
The verification of the ownership of blockchain addresses of individuals and institutions will be carried out in
accordance with the Law No. 6698 on the Protection of Personal Data of the Republic of Turkey. Following
the use of the aforementioned criteria, institutions or organizations can share their certificates with users on
the project website after verifying them on the website.
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As shown in Figure 3, customers are expected to make payment for the course they have registered for.
Upon successfully completing the course, NFT-based certificates created by the companies are delivered to
the customers. As shown in Figure 4, the proposed system consists of four stages. The initial steps taken by
the company that produces NFT certificates are shown in the first stage. The company registers to the system,
undergoes identity verification, and gains the right to obtain NFT certificates from the NFT production
platform. This enables the company to provide certificates to users who are eligible to receive them. In the
second stage, the steps taken by the customer who registers to the system are displayed. The customer registers
to the system and undergoes identity verification. After completing the courses created by the companies, the
customer becomes eligible to receive an NFT certificate. The third stage involves the creation and distribution
of the smart contract. The fourth stage shows the area where external certificates that need to be stored are
stored, which is IPFS, and the blockchain that will provide traceability for the certificates. In the proposed
method, the stages are planned to be carried out interactively rather than discretely.

-

Figure 3. NFT-based certificate generation and sale
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Figure 4. Block diagram of the proposed method
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As shown in Figure 5, in the first stage, the company/institution obtains the necessary balance to operate
on the Ethereum network and acquires Ether cryptocurrency by creating a wallet on the Ethereum blockchain.
Then, it connects to the project-specific website with its Ethereum wallet. By connecting to the website, the
company/institution creates its profile and submits it to the project website for verification purposes. After the
verification of the company/institution’s profile, it becomes ready to produce certificates.

Company
. Connect perzgonal bank Company creates
Company logs into )
EE— ¥ account and crypto [——® Buys ether ¥ certificate NFT on NFT
crypto account
bank platform
Certificate data is . [Metadata is uploaded to .| NFT iz validated by the
stored in IPF5S " the blackchain | ethereum blockchain

Figure 5. The first stage of the proposed method

As shown in Figure 6, in the second stage, individuals are required to create their own blockchain wallet
and interact with the website to verify their identity within the legal framework. Users who have verified their
identity can link their wallet to the website and have the right to purchase the certificates they deserve.
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Connect personal
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— > bank account and * Buys ether
crypts account
crypto bank
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) Cryptocurrency is
the marketplace to User buys NFT with
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P NFT pany e ¥ company wallet
8

Figure 6. The second stage of the proposed method

As shown in Figure 7, the third stage refers to the smart contract created for the company according to
the rules. Here, the transactions made in the first and second stages are executed and consensus is reached. A
smart contract is created in accordance with the rules determined by the company, and the transfer of the NFTs
to be created is aimed.
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Figure 7. The third stage of the proposed method

As shown in Figure 8, the fourth stage refers to the area where all the meta and other data of the NFTs
created in the first stage will be stored. The meta data of the certificates is stored on the blockchain and all the
transactions performed on it are tracked, thus controlling the digital movement of the certificates. All versions
of the certificates are stored on IPFS, reducing the load on the blockchain and achieving a more efficient
system.
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Figure 8. The fourth stage of the proposed method
4. Discussions and Future Work

One of the risks that will be encountered in this proposed study is that diploma/certificate holders lose
access to their wallets. In the event of this situation, it is planned to destroy the certificates belonging to the
person in the blockchain environment and to issue the same certificates to a new wallet that will be created.
Another risky situation is the creation of title deeds similar to the Non-Transferable Intellectual Deed created
for certificate/diploma purposes. As a solution to this situation, the website to be created will be subject to
authentication of certificate/diploma creators. In addition, the certificate/diploma can only be obtained through
the web page. At the same time, people will be able to check the authenticity of their NFTs via the web page.

In future studies, research will be conducted on the optimization and generalization of the fees resulting
from the production of NFT-based certificates. It is planned that the system created at the end of the study will
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be ready to be used in institutions and organizations. In case the foreseen part is realized successfully, it is
planned to take the project to the next level and use the user certificates and diplomas as a validator in official
applications.

5. Conclusions

Blockchain technology has become quite popular in today's world with the opportunities it provides. One
of these opportunities, NFT, is gaining attention with its evolving structure. In this proposed study, the issue
of certificate security, which is one of the problems of the digital world, has been emphasized. The misuse
and fraudulent production of increasing certificates have led to the problem of certificate authenticity. The
aim of this study is to ensure the security and traceability of certificates in the digital environment using
blockchain and NFT technologies. The non-fungible and unique nature of NFTs is seen as a solution to
copyright and data security problems of certificates. In addition, NFTs provide tamper-resistant certificates
and easy verification. In our future study, we plan to make a real-time application of this proposed method.
Fees are charged for transactions performed on the Ethereum blockchain. These fees have not been considered
in this study.
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