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Abstract—While a single qubit information can be carried with a single photon in 2−dimensional quantum technology, it is possible

to carry more than one qubit information with a single photon in high-dimensional quantum technologies. The amount of qubit to be

transported depends on the size of the system obtained in the high dimension. In other words, the more high-dimensional quantum

structure it creates, the more qubit-carrying system is obtained. In this study, a high dimensional quantum digital signature(QDS)

scheme is proposed for multi-partied by using entanglement swapping and super-dense coding. QDS, which is proposed as high-

dimensional, allows more data and high-rate keys to be transferred. Security analysis of propesed QDS in high-dimensional show

that the propablity of anyone obtaining information is much lower than in qubit states. Since all data(quantum and classic) in this

protocol is instantly sent by using entanglement channels it is more resilient eavesdropping attacks. Today, developments in high-

dimensional experimental studies show that the high-dimensional QDS proposed in this study can be implemented practically.

Keywords—Quantum digital signature, high dimension, entanglement swapping, superdence coding

1. Introduction

Quantum digital signature is essential for both
quantum cryptography and secure quantum com-
munication. QDS was first defined by Gottesman
and Chuang [1]. There are many studies on QDS
in the literature. This is the quantum version of
the classical digital signatures[2] by using quantum
effects. In 2018, Zhao et al. [3] have proposed a
new multiparty quantum key agreement protocol
with the entanglement swapping. In 2019, Li et
al. [4] have created an efficient quantum custom

comparison protocol with entanglement change. Cai
et al. [5] have studied cryptanalysis of a multi-
part quantum digital signature scheme and then
a new attack strategy. In 2015, a blind signature
with quantum entanglement was put forward by
Zhang and Li [6]. In 2019, Qu et al. [7] have
researched a multiparty public QDS scheme that
could effectively deal with the problem of unnec-
essary quantum connections. Huawang et al. [8]
in 2020 have suggested a quantum (t, n) threshold
group signature. Weng et al. [9] have suggested
an effective multipart QDS framework to overcome
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these challenges based on a six-state non-orthogonal
coding protocol. The number of quantum channels
in their protocol depends only on the number of
users linearly.

In addition to these studies, quantum digital sig-
natures have been started experimentally due to
the development of quantum technologies. Clarke
et al. [10] have demonstrated an experiment that
quantum digital signatures allow sending messages
from one sender to two receivers, guaranteed against
forgery and rejection. For classical messages, Wang
et al. [11] show that the security of quantum digital
signatures. Yin et al. [12] have presented a quantum
digital signature protocol that removes the assump-
tion of authenticated quantum channels and is secure
against attacks. In 2017, Yin et al. [13] have exper-
imentally demonstrated a quantum digital signature
protocol without any secure channel assumptions.
Yin et al. [14] have demonstrated the quantum
digital signatures independent of the experimental
measuring device over a metropolitan network. Lu
et al. [15] have proposed an efficient quantum dig-
ital signature scheme without using a symmetrical
step. An experimental quantum secure network with
digital signatures and encryption is demonstrated by
Yin et al. [16]. An experimental demonstration of
an unconditionally secure digital signature protocol
implemented in a fully connected quantum network
without trusted nodes is presented by Pelet et al.
[17]. Mooney et al. [18] have demonstrated the
generation and verification of 27 qubit GHZ states
using a superconducting quantum computer.

Quantum digital signatures in the above studies
have been developed in 2 dimensions. There are
security, noise and low-level key generation prob-
lems in 2-state quantum networks. The biggest prob-
lem of today’s practical qubit-based 2-dimensional
technologies can be expressed as information loss,
noise and the need for more memory. Due to the

above problems, great difficulties are encountered
in practical applications. High dimensional quantum
processes find solutions to the problems of informa-
tion loss, noise problem and more memory needs
[19].

In this context, technologies are being developed
in the literature for practical high dimensional quan-
tum operations. There are many experimental high
dimensional studies in the literature and they can
be summarized as follows. Imany et al. [20] have
demonstrated the installation of integrated optical
micro-resonators as a source for high dimensional
frequency box-encoded quantum computing and
dense quantum key distribution. Paesani et al. [21]
have present the universal high dimensional quan-
tum computing algorithm for GHZ states with linear
optics. Shen et al. [22] have demonstrated how to
create and control multi-partite classically entangled
light in eight dimensions. Srivastav et al. [23] have
experimentally demonstrated quantum steering up to
53 dimensions, showing improvements over qubit-
based systems and high dimension overcoming loss
and noise. Hu and Kais [24] show that quantum
wave gates exist and the wave-particle duality of
qudit quantum space.

High dimensional QDS studies have not been
found in the literature. Also, existence of high di-
mensional experimental studies allows the practical
application of high dimensional QDS. Since high-
dimensional quantum computing allows to over-
come the noise problem, transfer more data and
generate a high rate of key, in this study, a secure
quantum digital signature protocol is developed
depending on high dimensional entanglement swap-
ping for multi participants.

Cozzolino et al. [25] showed that high-
dimensional quantum computing has advantages
such as increasing information and communication
capacity, higher noise resistance, improved
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robustness for quantum cloning, greater violations
of local theories, and communication complexity
problems.

In this respect, the paper can be outlined as
follows; in Section 2, necessary preliminaries and
notations used in this article are given. In Section
3, multi-partied quantum digital signature scheme
is proposed in high dimension using entanglement
swapping and super dense coding. In Section 4,
the four-participant case of the proposed high-
dimensional quantum digital signature scheme is
given as an example. In Section 5, the security
of the proposed quantum digital signature schema
is investigated. Finally, in the Conclusion section,
some results of the proposed multi-partied quantum
digital signature scheme for the high dimensional
are presented.

2. Preliminaries and Notations

All operations except measurement used in quan-
tum information processing are performed with
unitary transformations. Unitary transformation is
expressed mathematically as follows.

(U∗)t = U−1 ⇒ U is unitary. (1)

The n−particle cat state in quantum is defined as
follows [26].

|ψ(x1, . . . , xn)⟩ =
1√
N
×

N−1∑
j=0

wjx1|j, j + x2, . . . , j + xn⟩
(2)

here x1, . . . , xn run from 0 to N − 1. The cat states
given by Equation (2) are complete and orthonor-
mal. If the unitary transformation U in Equation (1)
is Hadamard(H), X , Y , Z, these transformations are
called H , X , Y , Z gates in quantum information,
respectively. Similarly, 2-qubit and 3-qubit quantum

gates can be obtained using the unitary transform
U . The superposition property, which is one of
the superior properties of the quantum, is obtained
by applying the Hadamard gate to the qubits. By
applying Hadamard gate and controlled NOT gate to
qubits, entanglement, one of the superior properties
of quantum, is obtained.

When two particles are strongly related, these
particles lose their individual quantum states and
share a single, unified state no matter how far apart
they are. This combined state was called quantum
entanglement.

The generalization of N−dimensional entangled
Bell states for qudits is as follows [26], [27].

|ψ(x, y)⟩ = 1√
N

N−1∑
j=0

wjx|j⟩ ⊗ |j + y mod N⟩

(3)
here, x and y run from 0 to N − 1, and w = e

2πi
N .

For x = y = 0, we get [26]

|ψ(0, 0)⟩ = 1√
N

N−1∑
j=0

|j⟩ ⊗ |j⟩ (4)

The
∣∣U(x,y)

〉
transformation is a uniatry transforma-

tion that converts our Bell-basis to computational
bases. Unitary gates, which are frequently used in
high dimensions, can be expressed as follows [26],
[28]. ∣∣U(x,y)

〉
=

∑
j

wxj|j + y mod N⟩⟨j| (5)

Any |ψ(x, y)⟩ Bell state is produced by the effect
of

∣∣U(x,y)

〉
given by Equation (5) on |ψ(0, 0)⟩ [26].(

I ⊗
∣∣U(x,y)

〉)
|ψ(0, 0)⟩ = |ψ(x, y)⟩ (6)

Entanglement transfer, another outstanding fea-
ture of quantum, is a protocol for mixing quantum
systems that have never interacted in the past. The
formula for the entanglement swapping between the
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|ψ(x, y)⟩s,s′ Bell state and the
∣∣ψ(x1, . . . , xn)

〉
1,...,n

cat state is expressed as follows [26]..

|ψ(x1, . . . , xn)⟩1,...,n ⊗ |ψ(x, y)⟩s,s′ =
1

N

N−1∑
k,l=0

wlk×

|ψ(x1 + k, x2, . . . , y + l, . . . , xn)⟩1,2,...,s′,...,n
⊗ |ψ(x− k xm − l)⟩s,m (7)

By using entanglement, super-dense coding (transfer
of classical binary information from one place to
another at the speed of light) and teleportation
(transfer of quantum information from one place to
another at the speed of light), which are superior
properties of quantum, can be obtained.

The abbreviations and notations used in the article
are given in the following Table (1).

Table 1.
Abbreviations Table

Abbreviations Definition
QDS Quantum Digital Signature
BSM Bell State Measurement
⊗ Tensor product
⊕ Binary sum
U , U† Unitary transform, hermitian of U
HN Generalized Hadamard gate∣∣U(x,y)

〉
High dimensional unitary gate

|ψ(x, y)⟩ High dimensional entanglement Bell state
|ψ(x1, . . . , xn)⟩ High dimensional n−particle cat state∣∣ψm

P1

〉
= m1

i n−length message that participant P1

wants to send∣∣m1
i

〉
Quantum state of m1

i

m̄1
i fake m1

i message
Pi i−th participant
pi private key of i−th participant
pgi global key of i−th participant
p̄gi fake global key of i−th participant
|δi⟩ New basis
SigGPi

Global QDS of i−th participant

Sig
G

Pi
Fake global QDS of i−th participant

Sig
Pj

Pi
QDS of the i−th participant calculated by
the j−th participant

3. Proposed Multi-Partied Quantum
Digital Signature Scheme In High
Dimension

Let P1, . . . , PM be participants. P1 participant
wants to send message

m1
i = m1

1m
1
2 . . .m

1
n (i = 1, . . . , n)

to PM participant. All participants sequentially share
the |ψ(0, 0)i,i+1⟩⊗n Bell pair to create the entangle-
ment channel between them. This operation takes
place by Equation (3). This situation is shown in
Figure (1).

Figure 1. Establishment of the entanglement
channel among the participants.

Generally, QDS protocols exist steps such that
key sharing step, messaging and validation step. The
proposed quantum digital signature protocol can be
defined as follows:

3.1. Key Sharing Steps

Let us define key sharing steps as follows,

1. The P1 participant converts the

m1
i = m1

1m
1
2 . . .m

1
n (i = 1, . . . , n)

message which wants to send to the PM partici-
pant into the quantum state in Equation (8).∣∣ψm

P1

〉
= ⊗n

i=1

∣∣m1
i

〉
(8)

To increase the security of the protocol, the
message to be sent is converted into new basis
({|δ0⟩, |δ1⟩, . . . , |δN−1⟩}).

U =
∣∣U(1,0)

〉
HN (9)
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By applying the unitary operator U given by
Equation (9) to Equation (8), participant P1 ex-
presses its message in new basis. Generalized
Hadamard gate s as follows [29].

HN =
1√
N

N−1∑
j,l=0

wjl|j⟩⟨l| (10)

The state of the message in new basis is given
as

|ψP1⟩ = ⊗n
i=1U

∣∣m1
i

〉
= ⊗n

i=1

∣∣∣δm1
i

〉
(11)

2. PM−1 participant swaps an entanglement chan-
nel with PM−2 participant to PM participant
via entanglement swapping [30]. He/She makes
Bell state measurement on his/her own qubits to
achieve that swapping and gets one of the

val1M−1val
2
M−1 = {00, 01, . . . , (N − 1)(N − 1)}

(12)
values. Then he/she calculates following values.

pM−1 = ⊗n
i=1

(
(val1M−1)i(val

2
M−1)i

)
(13)

pM−1 represents the 2n−length private key of
the PM−1 participant. Also, (val1M−1)i(val

2
M−1)i

shows the measurement result of the PM−1 par-
ticipant. These results are any element of the set
in Equation (12).

pgM−1 = ⊗
n
i=1

(
(val1M−1)i ⊕ (val2M−1)i

)
(14)

pgM−1 represents the n−length global key of the
PM−1 participant.
PM−1 sends securely pgM−1 key to all Pj

(j = 2, . . . ,M and j ̸= M − 1) participants
by using Equation (15) and super-dense coding
through entanglement channel [31]. Since pg has
classical bits here, it can do this sharing in the
classical way. But since this will not be a secure
channel, it performs key sharing with super-dense
encoding [31].

pggM−1 = ⊗
n
i=1

(
(pgM−1)i(p

g
M−1)i

)
(15)

Therefore, in Equation (15) pgg data is obtained
by copying each bit value in the pg data.
The entanglement channel formed between
PM−2and PM participants as a result of the
measurement of the PM−1 participant is given in
the Figure (2). The figure also shows the sharing
of the global key obtained by the measurement
made by the PM−1 participant with other partic-
ipants (except for the P1 participant).

Figure 2. First entanglement swapping and key
sharing step

3. All of the above operations must be performed
one after the other and in the same way for all Pj

(j = (M − 2), . . . , 2) participants. After all the
entanglement swapping processes, entanglement
channel occurs between sender P1 participant
and receiver PM participant. All val1i , val

2
i mea-

surement results of the other Pj participants are
effective in channel occurrence. This step can be
seen in Figure 3.
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Figure 3. Last entanglement swapping and key
sharing step

4. P1 participant obtains one of the

val11val
2
1 = {00, . . . , 0(N−1), . . . , (N−1)(N−1)}

values by measuring the Bell in its own qubits
in the entanglement channel formed between the
PM participant and the P1 participant. Then P1

participant uses val11val
2
1 to calculate the follow-

ing values and obtain the pair {p1, pg1}. The P1

participant saves the p1 key as its private key and
the pg1 key as the global key, which it will share
only with the PM participant.

p1 = ⊗n
i=1

(
(val11)i(val

2
1)i

)
(16)

pg1 = ⊗n
i=1

(
(val11)i ⊕ (val21)i

)
(17)

After these measurements, PM participant has the
following quantum state.

|ψPM
⟩ = ⊗n

i=1U
†
jiki
|ψP1⟩ (18)

here, U † is the hermitian of the U ,

ji = ⊕M−1
r=1 (p1r)i = (val11)i ⊕ · · · ⊕ (val1M−1)i

and

ki = ⊕M−1
r=1 (p2r)i = (val21)i ⊕ · · · ⊕ (val2M−1)i

This step can be seen in Figure 4.

Figure 4. Teleportation of quantum state

Participant P1 measures on the basis of
{|δ0⟩, |δ1⟩, . . . , |δN−1⟩} as given in Equation (19).
Then P1 participant calculates and publishes
SigGP1

global signature. It is given in Figure (5).∣∣ψG
P1

〉
= ⊗n

i=1U
†
(val11)i(val

2
1)i

∣∣∣δm1
i

〉
(19)

Figure 5. The formation and sharing step of
global signature of P1 participant

5. PM participant performs measurements on Equa-
tion (18) with {|δ0⟩, |δ1⟩, . . . , |δN−1⟩} basis and
calculates his/her own signature of P1 as SigP1

PM
.

Here, overscript and underscript demonstrate real
owner and receiver, respectively.

3.2. Messaging and Validation Step

1. P1 participant wants to send message m1
i to PM

participant. Then P1 participant sends {m1
i , p

g
1}

pair to PM participant.
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2. PM participant checks {m̄1
i , p̄

g
1} which has been

received from P1 participant to determine any
repudiation. Therefore, PM participant performs
the following validations. Here,{m̄1

i , p̄
g
1} denotes

the fake {m1
i , p

g
1} sent by the P1 participant dur-

ing the sending phase, respectively. P1 participant
sends {m1

i , p
g
1} if it is a trusted participant, and

{m̄1
i , p̄

g
1} if it is not. These steps can be seen in

Figure 6.

Figure 6. Messaging step for multi participant

a) Validation-1: PM participant calculates Sig
G

P1

by using Equation (19) and {m̄1
i , p̄

g
1} pair,

then PM participant checks the equality of the
calculated Sig

G

P1
and SigGP1

global signature of
P1 as follows.

(Sig
G

P1
)i = (SigGP1

)i, i = 1, . . . , n (20)

b) Validation-2: PM participant checks the
equality of SigGP1

and the calculated SigP1
PM

by using keys which have been sent by the
other participants.

i run from 1 to n,{
(SigGP1

)i = (SigP1
PM

)i, if⊕M−1
r=2 (pgr)i = 0

(SigGP1
)i ̸= (SigP1

PM
)i, if⊕M−1

r=2 (pgr)i ̸= 0

(21)

3. Firstly, PM participant accepts that the message
from P1 is correct and valid, and then sends
{m̄1

i , p̄
g
1, Sig

P1

PM
} triple to the other (1 < T < M)

PT participant. PT participant performs the fol-
lowing validations to determine the correctness
of the message and whether it is a forgery or
repudiation.

a) Validation-3: Signature calculation is carried
out by using the global signature of P1. So
any value which have been sent by PM is not
used.

i) He/She prepares the following state by
utilizing the global signature of P1.

⊗n
i=1U

†
jiki

(|ψP1⟩)i =
⊗n

i=1 U
†
(p1T )i(p2T )i

(∣∣ψG
P1

〉)
i

(22)

here
ji = ⊕M−1

r=2,r ̸=T (p
1
r)i

and
ki = ⊕M−1

r=2,r ̸=T (p
2
r)i

ii) PT participant makes measurement on that
state with {|δ0⟩, |δ1⟩, . . . , |δN−1⟩} basis and
gets SigPM

PT
signature. Then PT participant

checks the equality of the signature with
the one which has been sent by PM partic-
ipant as follows.

i run from 1 to n,

(SigPM
PT

)i = (Sig
P1

PM
)i,

if ⊕M−1
r=2,r ̸=T (pgr)i = 0

(SigPM
PT

)i ̸= (Sig
P1

PM
)i,

if ⊕M−1
r=2,r ̸=T (pgr)i ̸= 0

(23)

By this way, PT participant checks whether
there is a forgery by PM participant.

b) PT participant also takes Validation-1 and
Validation-2 steps like PM participant, so PT
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participant determines whether there is any
repudiation by P1 participant.

4. As a second case, if PM participant accepts
that the message is correct and valid, then PM

participant may send {m̄1
i , p̄

g
1, Sig

P1

PM
} to the par-

ticipant PM−1. PM−1 participant takes the same
validation steps like PT participant. Besides if
PM−1 participant accepts the message, then he
may send the calculated Sig

P1

PM−1
value to PM−2

with {m̄1
i , p̄

g
1, Sig

P1

PM
} triple. By this way,the

validation steps can be taken by PM−1 . . . P2

subsequently. So every participant can use fewer
validation keys to examine correctness and valid-
ity of the message, and to detect whether there
is any forgery by the previous participant.

4. Example

If we exemplify the proposed quantum digital
signature protocol for four participants, it is as-
sumed that Alice is the sender and Bob the receiver.
Also, Charlie and David are other participants in the
protocol. Alice wants to send message

ma
i = ma

1m
a
2 . . .m

a
n (i = 1, . . . , n)

to Bob. Here Alice is the first, Charlie is the second,
David is the third and Bob is the fourth participant.

For this,

• Alice and Charlie share n Bell pair
|ψ(0, 0)AC⟩⊗n.

Alice
Entanglement Channel←−−−−−−−−−→ Charlie

• Charlie and David share n Bell pair
|ψ(0, 0)CD⟩⊗n. ,

Charlie
Entanglement Channel←−−−−−−−−−→ David

• David and Bob share n Bell pair |ψ(0, 0)DB⟩⊗n.
,

David
Entanglement Channel←−−−−−−−−−→ Bob

Bell pair is obtained from Equation (3). The entan-
glement channel formed between the participants as
a result of the sharing of entangled couples is given
in Figure (7).

Figure 7. Establishment of the entanglement
channel among the participants.

Signature protocol can be shown as follows:.

4.1. Key Sharing Stage

1. Alice converts the ma
i message which wants

to send to the Bob into the quantum state in
Equation (24).

|ψm
Alice⟩ = ⊗n

i=1|ma
i ⟩ (24)

Then, she transforms these qubits into the new
basis {|δ0⟩, |δ1⟩, . . . , |δN−1⟩} by using Equation
(5).
The new state of Alice with new the basis can
be seen as follows:

|ψAlice⟩ = ⊗n
i=1U |ma

i ⟩ = ⊗n
i=1

∣∣δma
i

〉
(25)

2. David swaps entanglement channel with Charlie
to Bob by doing Bell measurement on his own
qubits of entanglement channel with Bob [30]. So
that a new entanglement channel occurs between
Charlie and Bob. The results of David’s Bell
measurement are one of the

d1d2 = {00, 01, . . . , 0(N−1), . . . , (N−1)(N−1)}

values. Then, David calculates the following val-
ues.

d = ⊗n
i=1

(
d1i d

2
i

)
(26)
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dg = ⊗n
i=1

(
d1i ⊕ d2i

)
(27)

David sends value dg to Bob and Charlie via au-
thenticated classical channel and saves the value
d as a private key. The super-dense coding [31]
can be used to send any classical data to the par-
ticipants to increase the security of the protocol.
Therefore all bit values of dg = ⊗n

i=1 (d
1
i ⊕ d2i )

are copying.

dgg = ⊗n
i=1 ((d

g)i(d
g)i) (28)

Then the bit values of dgg are sent to Bob and
Charlie by using super-dense coding.
As a result of David’s measurement, the entan-
glement channel formed between Charlie and
Bob is given in Figure (8). The figure also shows
the sharing of the global key David obtained as a
result of his measurement with Charlie and Bob.

Figure 8. Sharing dg key and establishment of
the entanglement channel between Charlie and
Bob.

3. As seen in the first step, Charlie makes Bell
measurement on qubits of entanglement channel
with Bob, so he swaps entanglement channel
with Alice to the Bob. Charlie gets one of the
results

c1c2 = {00, 01, . . . , 0(N−1), . . . , (N−1)(N−1)}

and then calculates the following values.

c = ⊗n
i=1

(
c1i c

2
i

)
(29)

cg = ⊗n
i=1

(
c1i ⊕ c2i

)
(30)

cgg = ⊗n
i=1 ((c

g)i(c
g)i) (31)

Charlie sends value cgg to the David and Bob
via super-dense coding. Then he saves value c as
private key.
As a result of Charlie’s measurement, the entan-
glement channel formed between Alice and Bob
is given in Figure (9). The figure also shows the
sharing of the global key Charlie obtained as a
result of his measurement with David and Bob.

Figure 9. Sharing cg key and establishment of
the entanglement channel between Alice and
Bob.
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The distribution of the keys formed as a result of
the Bell measurement is shown in Figure (10).

Figure 10. Key sharing step

4. Alice teleports |ψAlice⟩ to Bob by making Bell
state measurement on qubits of entanglement
channel with Bob. Alice gets one of the

a1a2 = {00, 01, . . . , 0(N−1), . . . , (N−1)(N−1)}

values and calculates the following values.

a = ⊗n
i=1

(
a1i a

2
i

)
(32)

ag = ⊗n
i=1

(
a1i ⊕ a2i

)
(33)

Alice saves stores the a key as her private key
and the ag key as the global key, which it will
share only with Bob.
As a result of Bell measurements performed by
Alice in her own qubits, the quantum state given
by Equation (34) occurs in Bob.

|ψBob⟩ = ⊗n
i=1U

†
jiki

(|ψAlice⟩)i (34)

here, ji = a1i ⊕ c1i ⊕ d1i and ki = a2i ⊕ c2i ⊕ d2i .
Teleportation step and key formation as a result
of Bell measurement performed by Alice in her
own qubit are given in Figure (11).

Figure 11. Teleportation of quantum state

5. Bob caries out measurements on |ψBob⟩ state with
{|δ0⟩, |δ1⟩, . . . , |δN−1⟩} basis. Then he saves the
result as SigAlice

Bob .
6. Alice calculates her global signature by using the

following equation.

∣∣ψG
Alice

〉
= ⊗n

i=1U
†
a1i a

2
i
(|ψAlice⟩)i (35)

Then she makes measurement on that state with
{|δ0⟩, |δ1⟩, . . . , |δN−1⟩} basis and saves and pub-
lishes the result SigGAlice as her global signature.
This step is given in Figure (12).

Figure 12. The formation and sharing step of
Alice’s global signature

23

https://doi.org/10.55859/ijiss.1294840


INTERNATIONAL JOURNAL OF INFORMATION SECURITY SCIENCE
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4.2. Messaging and Validation Step

In notation, ā symbolizes that real a is changed
by the sender or for any reason.

1. Alice sends {m̄a
i , ā

g} pair to Bob. Alice may
change values of ma

i and ag represented as
{m̄a

i , ā
g}.

The step of sharing the {m̄a
i , ā

g} pair of Alice is
given in Figure (13).

Figure 13. Messaging step for four participant

Bob takes the following validation steps.

a) Validation-1: Bob calculates Sig
G

Alice by
using Equation (35) and {m̄a

i , ā
g} pair, then

Bob checks the equality of the calculated
Sig

G

Alice and Alice’s global signature SigGAlice

as follows.

(Sig
G

Alice)i = (SigGAlice)i, i = 1, . . . , n

(36)

b) Validation-2: Then he checks the Equation
(37) by using values dg, cg, which have been
sent by David and Charlie.

i run from 1 to n,{
(SigGAlice)i = (SigAlice

Bob )i, if cgi ⊕ dgi = 0

(SigGAlice)i ̸= (SigAlice
Bob )i, if cgi ⊕ dgi ̸= 0

(37)

2. Notice that Bob caries out the first validation
based on the values which have been sent by
Alice. Then the second one is realized with
the global signature of Alice and dg, cg values,
which have been sent by the other participants.
The second validation does not depend on the
measurement results a1a2 of Alice. Though Alice
passes the first validation by sending the changed
{ma

i , a
g} values to Bob, she will fail in the

second validation step.
If Bob is sure about the correctness of the mes-
sage, then he sends {m̄a

i , ā
g, Sig

Alice

Bob } to David.
Thus the transferability of the message will be
tested.

3. Validation-3: David calculates signature
{SigAlice

Bob } by using the global signature of
Alice as follows.

⊗n
i=1

(
U †
c1i c

2
i
(|ψBob⟩)i = U †

d1i d
2
i
(
∣∣ψG

Alice

〉
)i

)
(38)

Then, as given in Equation (38), he makes the
measurements by using {|δ0⟩, |δ1⟩, . . . , |δN−1⟩}
basis and gets value SigBob

David. Then he checks
the following equalities.

i run from 1 to n,{
(Sig

Alice

Bob )i = (SigBob
David)i, if cgi = 0

(Sig
Alice

Bob )i ̸= (SigBob
David)i, if cgi ̸= 0

(39)

4. David takes the same validation steps of Bob
and checks whether Alice makes repudiation or
not. If all validations are correct then we can
decide that the message is transferable. Then
David sends {m̄a

i , ā
g, Sig

Alice

Bob } triple to Charlie.
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5. Charlie uses value dg to perform validations.

⊗n
i=1

(
U †
d1i d

2
i
(|ψBob⟩)i = U †

c1i c
2
i
(
∣∣ψG

Alice

〉
)i

)
(40)

Then, as given in Equation (40), he
makes measurement on that state with
{|δ0⟩, |δ1⟩, . . . , |δN−1⟩} basis and gets SigBob

Charlie

value and checks the following equality.

i run from 1 to n,{
(Sig

Alice

Bob )i = (SigBob
Charlie)i, if dgi = 0

(Sig
Alice

Bob )i ̸= (SigBob
Charlie)i, if dgi ̸= 0

(41)

6. If David sends {m̄a
i , ā

g, Sig
Bob

David} triple to Char-
lie, then Charlie can easily validate values as
follows.

⊗n
i=1

(
(|ψBob⟩)i = U †

c1i c
2
i
(
∣∣ψG

Alice

〉
)i

)
(42)

Then, as given in Equation (42), he makes
measurements on that state by using
{|δ0⟩, |δ1⟩, . . . , |δN−1⟩} basis and gets SigDavid

Charlie

value and checks the following.(
(SigDavid

Charlie)i = (Sig
Bob

David)i

)
, i = 1, . . . , n

(43)

5. Security Analysis

Since the proposed protocol is high-dimensional,
the probability of anyone obtaining information is
much lower than in qubit states. Security analysis of
proposed QDS based on super-dense coding and en-
tanglement for multi participants in N− dimension
is as follows.

1. Non-repudiation: If the sender P1 participant
does not know any of the pgi of P2, P3, . . . , PM−1

participants, then he/she cannot change m1

and pg1, so does not pass Validation-1 and
Validation-2. Validation-2 depends on the pgi

(i = 2, . . . ,M −1) private keys of P2, . . . , PM−1

participants.
2. Transferability: If PM participant accepts that

the message from P1 participant is authenticated,
then PM participant sends it to PT participant. If
PT participant does not accept that the message is
valid and authenticated, then the message is not
transferable. Moreover, PT participant calculates
the message from P1 participant by using the
global key of P1 participant, then PT participant
performs the Validation-1 and Validation-2 of PM

participant. If PM participant does not commit
forgery then PT participant will accept that the
message is valid and authenticated.

3. Forgery: If PM participant sends invalid
{m̄1

i , p̄
g
1, Sig

P1

Pm
} triple to PT , then PT accepts

that the message is authenticated and valid; PM

has successfully committed forgery. PM partici-
pant knows {m1

i , p
g
1} and SigGP1

, SigP1
Pm

values.
However, PT uses only the global key of P1 in
Validation-3 instead of the values which have
been sent by PM , thus PM cannot commit any
forgery.

4. Message creation by the receiver: This is
not feasible because the global signature of the
sender is publicly available, and every participant
uses this global signature in validation process.

5. Change of the message by the receiver: The
global signature and the sent message include
information from the other participants, so this
is not feasible.

6. Internal Attack: As it can be seen from the
validation steps(see sections 3.2 and 4.2) in the
proposed QDS, since each participant checks
each other, every participant can use fewer val-
idation keys to examine correctness and validity
of the message, and to detect whether there is
any forgery by the previous participant.

7. External Attack: Let’s imagine that the external
attacker, called Eve, was trying to get information
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from the PM participants. Since the message to
be sent is converted to different N−dimensional
bases and there is entanglement between the
participants, it is difficult for Eve to intervene
and retrieve the message and key. As seen above,
the proposed QDS is resistant to external attacks.

6. Conclusion

In this study, we attempted to develop a multi-
partied N -dimensional quantum digital signature
protocol based on entanglement, entanglement
swapping and super-dense coding. In some of the
quantum signature protocols, quantum data must be
saved in a quantum memory. This is not feasible
by modern quantum technology due to the short
quantum decoherence time. In this protocol, all
data(quantum and classic) is instantly sent by using
entanglement channels. Furthermore measurement
results are sent by super-dense coding to increase
the security of the protocol.

Also, information sharing in N -dimensional pro-
vides a more secure information sharing since high-
dimensional quantum computing allows to over-
come the noise problem, to transfer more data, and
to generate a high rate of keys [25].

We can briefly illustrate this situation below. In N
dimensions, log2N gives the number of qubits (or
classical bits) needed to encode the same amount of
information [25]. For example,

For N = 4, since log2 4 = 2, 2 bits of information
can be encoded.

|0⟩ = 00, |1⟩ = 01, |2⟩ = 10, |3⟩ = 11

For N = 8, since log2 8 = 3, 3 bits of information
can be encoded.

|0⟩ = 000, |1⟩ = 001, |2⟩ = 010, |3⟩ = 100,

|4⟩ = 011, |5⟩ = 101, |6⟩ = 011, |7⟩ = 111

Another advantage of high dimension for quan-
tum communication is that it is more resilient to
noise from environmental factors or eavesdropping
attacks.

Let Pm be any participant. Let one of the Pm

participant Bell measurement results be any of the
elements of the set below.

p1mp
2
m = {00, 01, . . . , 0(N−1), . . . , (N−1)(N−1)}

(44)

Therefore, the probability that participant Pm

obtains one of these measurement results is 1
2N

.
Therefore, the probability of an outside listener
receiving the measurement result of participant Pm

is also 1
2N

. Since in N dimensions, N →∞ will be
1
2N
→ 0, as the size increases, the probability of an

outside listener intercepting the measurement result
will approach zero, meaning it is impossible.

Let the private(p) and public(pgm) keys generated
by the Pm participant be as follows.

p = ⊗n
i=1

(
p1i p

2
i

)
= p11p

2
1p

2
2p

2
2 . . . p

2
np

2
n︸ ︷︷ ︸

2n length

pgm = ⊗n
i=1(p

1
i ⊕ p2i )

= (p11 ⊕ p21)(p22 ⊕ p22) . . . (p2n ⊕ p2n)︸ ︷︷ ︸
n length

= p121 p
12
2 . . . p12n︸ ︷︷ ︸

n length

Pm Participant does the following to transmit pgm
with the help of super-dense encoding.

pggm = ⊗n
i=1(p

g
i ∧ p

g
i ) = (pg1p

g
1)(p

g
2p

g
2) . . . (p

g
np

g
n)︸ ︷︷ ︸

2n length

Participant Pm shares the obtained pggm global key
with other participants with the help of super-
dense coding. The probability of an outside listener
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correctly obtaining the global key shared by the
Pm participant is 1

22n
= 1

4n
. In Ndimension, log2N

classical bits (or qubits) are needed to encode a data.
That is, as the size increases, the information capac-
ity also increases. When N →∞, the length of the
information string will also increase. Therefore, it
approaches n → ∞. For n → ∞, it approaches
1
4n
→ 0. Therefore, the probability of the listener

obtaining the global key shared by the participant
Pm approaches zero. So it is impossible.

Because entanglement swapping allows us to en-
tanglement two quantum systems without direct in-
teraction, information can be easily transmitted over
long distances without any change. Super-dense
coding was used in any classical data transmission
requirement to increase the security of the protocol.
This protocol is experimentally realized by using
experimental methods such as [32], [33], [34], [35],
[36], [37].
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