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Abstract

Identification, verification, and student authentication to prevent impersonation during examinations are essential. This is a
predominant issue in institutions in developing countries such as Nigeria. This paper designed and developed an enhanced student
identification and authentication system capable of verifying and admitting only duly registered students into an examination
hall in Nigerian higher educational institutions. The system uses radio frequency identification and biometrics for identification
and comprises an Arduino microcontroller, a fingerprint reader, radio frequency identification (RFID) reader with a user-friendly
desktop application. The registered students' data and fingerprints are captured and stored in the database. The verification and
authentication of the student's identity are observed when the stored information matches the identity of the student presenting
the RFID card or fingerprint. The enhanced identification system was rated as good with an average of 4.35 out of 5.0 based on
the functionality, ease of use, efficiency and user interface. The developed system is more reliable and efficient than the existing
systems in Nigerian institutions as it provides solutions for the identification and verification of students accurately.
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Ozet

Sinavlar sirasinda kimlige biirlinmeyi dnlemek i¢in kimlik dogrulama ve 6grenci kimlik dogrulamasi ¢ok 6nemlidir. Bu, Nijerya
gibi gelismekte olan iilkelerdeki kurumlarda baskin bir konudur. Bu makale, Nijerya yiiksek 6gretim kurumlarinda yalnizca
usuliine uygun olarak kayitli 6grencileri bir sinav salonuna kabul edebilen ve dogrulayabilen gelismis bir 6grenci tanimlama ve
kimlik dogrulama sistemi tasarladi ve gelistirdi. Sistem, tanimlama i¢in radyo frekansi tanimlama ve biyometri kullanir ve bir
Arduino mikrodenetleyici, bir parmak izi okuyucu, radyo frekansi tanimlama (RFID) okuyucusu ve kullanict dostu bir masaistii
uygulamasindan olusur. Kayith dgrencilerin verileri ve parmak izleri alinir ve veri tabanminda saklanir. Ogrencilerin kimliginin
dogrulanmasi ve dogrulanmasi, saklanan bilgiler RFID kartin1 veya parmak izini sunan 6grencinin kimligiyle eslestiginde
gozlemlenir. Gelistirilmis tanimlama sistemi, islevsellik, kullanim kolayligi, verimlilik ve kullanici arayiizii temelinde 5,0
tizerinden ortalama 4,35 puan alarak iyi olarak derecelendirildi. Gelistirilen sistem, 6grencilerin kimliklerinin dogru bir sekilde
tanimlanmasi ve dogrulanmasi i¢in ¢dziimler sundugu i¢in Nijerya kurumlarindaki mevcut sistemlerden daha giivenilir ve
verimlidir.

Anahtar kelimeler: Radyo frekansi, Biyometri, Ogrenci tanimlama, Parmak izi, Arduino mikrodenetleyici

1. Introduction

Nowadays, there exist so many universities around the country with a large student population. Handling a large number
of students, especially during examinations is a problem. The issue of impersonation, identity theft and other fraudulent
activities among students in the country has been of great concern among university administrators. University
administrators have introduced the use of ordinary identity cards which is prone to forgery and duplication by students to
gain unauthorized access to the examination venue. The process of identifying and verifying the identity of registered
students for individual course examinations has become a priority for university management across the country [1], 2].
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The traditional method of attendance-taking manually is a time-consuming task and is always prone to human errors or
cheating of the system [3]. This manual method may also lead to misconduct and also there is a waste of valuable time.

Biometric systems are used primarily for the identification and verification of individuals. Identification is matching a
query biometric sample with the stored biometric data. Verification is the process of authenticating if a query biometric
sample belongs to the claimed identity or not [4]. The frequently and commonly utilized biometric systems are fingerprint
and face images [4, 5]. An electronic identity card contains an embedded computer chip that stores and transacts data.
RFID technology used collation of information using radio frequency data communication between a mobile object and
an RFID reader to identify them and are often referred to as tag and reader respectively [6-8].

Several studies have been carried out on student identification and management systems using RFID and biometrics
systems individually. A study carried out an extensive literature review of diverse technologies to address issues related to
attendance system technologies, including the advantages, schemes and methods and obstacles. Out of the 204 identified
papers, 90 were reviewed [9]. The selected articles were comprehensively reviewed, criticised and assessed and future
research opportunities were highlighted [9].

A student attendance management system utilizing RFID technology was designed by [10]. The developed system in
which all students were given identity cards with electronic tags; was able to capture and record statistics of students
attending lectures. Furthermore, similar to the work done in [10] is the student attendance monitoring using NFC by [8],
which was implemented at the Budapest University of Technology and Economics (BME). A biometric attendance system
to record and monitor the attendance of students in class using fingerprint technology was presented [11]. The system's
application is implemented using Microsoft Visual Basic Studio and also integrated using the fingerprint reader. The result
is a reduction in fraudulent activities committed by the students. To enhance the reliability and efficiency of the systems
designed, a web-enabled secured system for attendance monitoring was designed and implemented [12]. The system was
enabled for real-time location tracking with RFID and biometric technologies.

Internet of things (1oT) based smart attendance system was designed using RFID and Raspberry Pi as the microcontroller
[13]. The system stores the student's attendance record in the microcontroller and sends it to the server database over the
internet anytime the student clocks into a registered class. A buzzer was incorporated to sound an alarm anytime an
unauthorized card was detected and this system ensures the accurate and safe record keeping of students' attendance [13].
In addition, research focused on replacing the manual attendance recording system with an automated one and also
maintaining the attendance records with higher accuracy [3]. The system was developed to incorporate an internet of
things-based RFID attendance system [3]. In [14], a smart classroom attendance management system developed with
RFID technology and face recognition technology was developed. 10T was also incorporated for the transmission and safe
storage of the data gathered. The results show that the smart classroom attendance management system based on RFID
technology was able to accurately identify students entering and leaving the classrooms promptly and at a low cost [14].

An automated attendance management system using facial biometrics automatically detects students when entering the
classroom, and identifies and authenticates the student. Upon authentication, the attendance is marked for the student.
Upon evaluation, the system saved time when compared to traditional methods of marking attendance [15]. In [16], an
RFID attendance system would detect assigned User IDs to check for students' data using Micro Controllers like Arduino
or Raspberry Pi. By entering the class with the 1D card, the individual's attendance will be noted automatically. Face ID is
used for verification to avoid impersonation [16].

This project aims to develop an enhanced student identification system using fingerprint technology and a radio frequency
identification system for use in examination venues. As an alternative to the existing system in the country, an enhanced
student identification system which utilizes a radio frequency identification (RFID) system in combination with a
fingerprint biometric identification system is developed. This enhanced identification system also includes a user-friendly
desktop application for all registered students' records which includes their biodata, pictures, RFID codes and their
fingerprints. These records and information are matched against the input which is the presented RFID tag and fingerprint.
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2. Materials and Method

2.1. Functional requirements

The working principle of the enhanced student identification system is the matching algorithm where specified templates
of fingerprints and RFID codes are initially stored before the input fingerprint and RFID codes of the user are compared
with the pre-stored templates of fingerprints. It afterwards verifies the authentication process and validity of the user. Once
there is a match of the input data with any one of the stored data in the database, the output presents the user as eligible
and grants the user access to the examination venue.

The enhanced student identification system supports the enrolment and storage of students' details including their biodata
and fingerprint biometrics data. During an examination, the system is used to gain access to the examination centre by
verifying the identity using both the identity card and fingerprint thereby guaranteeing dual authentication.

2.2. Hardware design
The system will use Arduino Uno as the microcontroller, and the RFID reader and fingerprint module will be connected

to the microcontroller. The RFID reader and fingerprint module will obtain students' information and send it to the
microcontroller. The different connections are shown below in a block diagram shown in Figure 1.

Power Supply

4

Input Keyboard
RFID Reader —> Arduino Mega < p :

Microcantroller : :

I

Display

Fingerprint Sensor | Desktop App

Figure 1. Block diagram of the system

The fingerprint sensor and RFID reader are all integrated with the Arduino via connection channels. The RFID module
and Fingerprint sensor are connected to the digital 1/0 pin of the microcontroller to send digital data to the microcontroller.
The power supply is connected to the 5v and ground pin of the microcontroller.

2.3. Software design

Arduino IDE is the environment where the microcontroller code will be written in C++ and then uploaded to the
microcontroller. The IDE comes with different libraries and drivers, so the uploading will be done via a USB cable
connected to the microcontroller.

The software applications consist of the database application and the application program. The database consists of
students' records such as matriculation number, name, department, fingerprint and ID information imported into the
Microsoft SQL Server database. The desktop application program was developed with Visual Basic using Microsoft Visual
Studio framework (IDE).
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3. Results and Discussion

3.1. System development result

The system combines hardware design, software design fingerprint authentication and Radio Frequency ldentification.
The system operating flowchart is presented in Figure 2. Fingerprint authentication comprises two processes namely;
enrolment and student identification and verification. The enrolment process covers capturing the biometrics of a person
and storing it in memory against the person's I.D. The fingerprint Module and RFID Module send data to the desktop
application for the enrollment and verification process. The desktop application has a login module where the administrator
can supply the login credentials to use the application.

The enrolment module aims to capture and record the user using his/her 1.D. and fingerprint into memory after feature
extraction. During identification, the biometric of the person is captured and compared with all records in the memory to
determine a match (verification). If a match is found, then the student information is displayed. The memory includes the
fingerprint template and other details of the person/users. The RFID part comprises storing students' information in the
RFID tag and identification using the RFID reader. The reader will be connected to a database, so once the tag is swiped
against the reader, they will read the information stored on the tag and compare it with the one in the database. If a match
is found, it allows access and the student information will be displayed; if a match is not found, access is denied.

Capture Fingerprint/ Capture
data trom the RFID tag Student
infarmation

\l' ¥

Feature Set

b

e Database

Watch

Deny Access
Display Student information

Figure 2: The System Flowchart

3.2. System testing

To test the developed system, an experiment was conducted with 10 registered students of the Department of Computer
Engineering, Olabisi Onabanjo University, Nigeria. The inclusion criteria for selecting the participants include male and
female participants that are students of the department who were provided with unique RFID cards. Each participant was
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asked to complete an assessment form to evaluate the system's performance and the summary and result of the analysis of
the respondents' responses are presented in table 1 and table 2 respectively.

The analysis of the respondents' responses shows that on functionality, 60% found the system excellent while only 30%
found it excellent on the ease of use with 30% rating the system as average. On efficiency and user interface, 70% and
40% of the respondents found the system to be excellent respectively with 10% rating it as average on the user interface.
With the overall mean of the system calculated to be 4.35 out of a possible 5.00, the respondents found the system to be
good enough for implementation in the university.

Table 1. Summary of respondents’ assessment

Excellent Good Average Bad Poor
Functionality 6 4 0 0 0
Ease of Use 3 4 3 0 0
Efficiency 7 3 0 0 0
User Interface 4 4 1 1 0

Table 2: Summary of qualitative analysis of respondents’ assessment

5 4 3 2 1 Average Description
Functionality 6 4 0 0 0 4.60 Excellent
Ease of Use 3 4 3 0 0 4.00 Good
Efficiency 7 3 0 0 0 4.70 Excellent
User Interface 4 4 1 1 0 4.10 Good
Average 4.35 Good

Figure 3 presents the desktop application login page for the administrator to sign in to the system where the administrator
gains access to add and modify students’ records through the desktop application. Figure 4 illustrates the enrolment process
both on the hardware device and the desktop application. In addition, Figures 5 and 6 show the identification and
verification of students' identities both on the hardware and desktop application.

Project detail | Login

User name admin

Password ~ seess Name Olufewokan Pelola A,
Level 500

Department Computer Engineering
Login Login sucessful, now you can upload or verify
Facaulty Engineering

Matric Number = EES/14/15/0289
) £

Upload Select Passport

Upload Verify | Delete

Figure 4. Desktop Application Enrolment Interface

Figure 3. Login Interface
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Department Computer Engineering
= | |
J Facaulty Engineering
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| Te——
Delete USB-SERIAL CH340 (COM15)
Figure 5. Hardware Verification Interface Figure 6. Desktop Application Verification Interface
4, Conclusion

An enhanced Student Identification system using Radio Frequency ldentification and Fingerprint was developed in this
project. The emergence of various issues in the existing system such as impersonation, arguments on the authenticity of
examination cards/passes and confirmation of student eligibility when checking in and accessing the examination hall is a
routine in institutions motivated this project. The system comprises an RFID card and reader, fingerprint Module, Arduino
Uno Microcontroller and System Application to enrol and display student information. Students' data are first captured
and stored in the system'’s database. Upon presentation of the students' means of identification either through the use of an
RFID card or fingerprint, the system checks the database to see if there is a record of such a student. The occurrence of a
match (that is the student is captured in the system) verifies and authenticates the student for examination. The systems
were rated excellent in terms of functionality and efficiency with average ratings of 4.60 and 4.70 out of 5.0 respectively.
Overall, from the results of the assessment gotten from 10 respondents, the identification system was said to be good with
an average rating of 4.30 out of 5.0. Student information retrieval and updating will be easy and fast as the application uses
a centralized database to store student information. It is recommended that the desktop application be connected to the
school's database.

In future studies, the student identification system can be improved by implementing other biometric technology such as
facial recognition. The student identification system will be further integrated with the electronic voting system within the
institution. This can be the basis for further development, deployment, studies and research in the application of biometrics
systems.
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