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Ozet: Bu galismada amag, ortaokul dgrencilerinin giivenli internet kullanimi farkindaliklarimi
olgecek bir olgek gelistirmektir. Caligma bir devlet okulunda farkli smif diizeylerinde toplam
561 ortaokul 6grencisiyle yapilmistir. Calisma, nicel arastirama desenlerinden betimsel tarama
modeliyle gerceklestirilmistir. Olcegin, Kaiser Meyer Olkin (KMO) degeri .901 ve Barlett’s
Testi 2 degeri 4774.944 (p<.001) olarak bulunmustur. Olgegin yap1 gecerliligi icin Agimlayic
Faktor Analizi (AFA) yapilmis olup, Varimax dik dondiirme teknigi ile faktor yiikleri

trithan71@hotmail.com incelenmistir. Ayrica madde faktdr korelasyonlarina ve madde ayirt ediciligine bakilmistir.
Olgek giivenirliligi icin i¢ tutarlilik ve kararlilk diizeyleri incelenmistir. Acimlayici faktor
analizi sonucunda 6l¢egin dort faktor ve 27 maddeden olustugu belirlenmistir. Yapilan literatiir
taramast ve faktorlerde toplanan maddeler incelenerek faktorlere Aileyle Paylasmak,
Giivenmek, Giivenli Kullanim, Bilgi Paylagimi isimleri verilmistir. Faktorlerin Cronbach Alfa
i¢ tutarlilik katsayilar1 .878 ile .627 arasinda olup 6lgegin geneli igin .804 tiir. Yapilan analizler
neticesinde giivenli internet kullanimi farkindaligi dlgeginin ortaokul 6grencilerinin giivenli
internet kullanimi farkindaliklarini 6l¢en gegerli ve giivenilir bir 6lgek oldugu belirlenmistir.
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GIRIiS

Gilinlimiizde hayatin her alanina yayilarak kullanimi ve kullanicisi hizla artan internet artik bir bilgi
kaynag1 olarak goriilmektedir. Hatta egitim ortaminda siklikla kullanilan internet dogru kullanildigi zaman
ogrencilere siif i¢inde ve smif diginda bilgiye ulagmak, paylagsmak ve depolamak gibi ¢ok biiyiik imkanlar
sunmaktadir (Dogang ve Korucu, 2020). Dijital araglarm kullanimin artmasiyla internetin hayatimizin her
alaninda kullanilmasinin avantajlari oldugu gibi baz riskleri de ortaya ¢ikmustir. Ozellikle cocuklar igin siber
zorbalik, dijital bagimlilik, siddet icerikli ortamalar, taciz, teshir, bahis oyunlari, bilisim suglari, yasa dis1
islemler gibi zararli durumlar da vardir (Paat ve Markham, 2021; Dogang ve Korucu, 2020; Giiler, Sahinkayas1
ve Sahinkayasi, 2017). Iste kullanicilarin bu olumsuz zarar verici durumlardan korunmasi, nlem almmasi i¢in
gelistirilen kavrama “Giivenli Internet” denmektedir.

Yapmis oldugu aragtirmada ortaokul 6grencilerinin giivenli internet kullaniminda biling diizeylerinin
yiiksek oldugunu tespit eden Ergiin (2015), bir 6grencinin dahi interneti dikkatsiz ve bilgisiz kullaniminin
olumsuz sonuglar ortaya ¢ikarabilecegini belirtmis ve tiim Ogrencilerde giivenli internet kullanimi biling
diizeylerinin en iist seviyeye ¢ikartilmasi gerektigini ortaya koymustur. Cocuklarin internet ortaminda maruz
kalabilecekleri en biiyiik risklerin siber zorbalik (%92), nefret sdylemi (%88) ve cinsel igerik (%75) oldugunu
belirten Dinh vd. (2016), ¢ocuklara yonelik egitimlerin ve alinmasi gereken 6nlemlerin artirilmasi gerektigi
sonucuna varmiglardir. Her ne kadar bilisim teknolojileri ve internet kullaniminda giivenligi arttirmak igin
yazilimlar olsa da asil 6nemli olan teknoloji ve internet kullanicilarinin, 6zellikle cocuklarin bilgilendirilmesi,
farkindalik olusturarak bilinglenmelerini saglamak asil yapilacak ¢aligmalardir (Kaban, 2021; Yilmaz, Yilmaz,
Oztiirkv ve Karademir, 2017; Ben-Asher ve Gonzalez, 2015; Arachchilage ve Love, 2014). Ayrica internet
giivenligini arttirmak i¢in filtreler, kurallar, engellemeler koymak yerine bilinglendirmek daha etkili sonuglar
verecektir (Murray, 2014; Valcke, Schellens, Van Keer ve Gerarts, 2007). Okullarda dgrencilerin giivenligini
saglamak i¢in filtrelenen internet ayni zamanda ders igeriklerine ulagsmayr da engelleyebileceginden,
ogrencilere interneti bilingli bir sekilde kullanma egitimleri vererek giivenli internet kullanimina tesvik etmek
gerekir (Vicks, 2013). Aym sekilde Murray (2014), yapmis oldugu arastirmada siber zorbalik ve pornografi
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gibi sorunlarla karsilasan ¢ocuklarin giivenli internet ve bilgisayar kullanimi1 konusunda bilinglendirilmesine
yonelik caligmalar yapilmasi gerektigi sonucuna ulasarak, bu ¢ocuklar igin, velilerin, okullarin ve paydaslarin
is birligi i¢inde ¢almasi gerektigini belirtmistir. Cocuklarin giivenli internet kullaniminda en biiyiik rol de
ailelere diismektedir (Kuzu, 2011; Demirel, Yériik ve Ozkan, 2013). Bilgi Teknolojileri ve Iletisim Kurumu
(BTK, 2022), glivenli internet raporu ebeveynlerin internetin risklerini bilmelerine ragmen, bilyiik bir kisminin
¢ocuklarinin internet ortaminda yasadiklar1 sorunlardan ve karsilastiklar1 risklerden haberdar olmadiklarini
gostermektedir. Bu konuda Ozel Egitim ve Rehberlik Hizmetleri Genel Miidiirliigii’niin (ORGM, 2022)
hazirlamis oldugu Aile Egitim Programinda, ailelerin internet kullanimu ile ilgili bilgi ve ilgi sahibi olunmasi
gerektigini, ¢ocuklari ile ortak kullanim alanlarinda giivenlik tedbirleri alinarak bilingli internet kullaniminin
saglanmasi1 gerektigini belirtmistir. Devlet kurumlar1 da bu konuda gerekli tedbirleri almalidir (Muslu ve
Boligik, 2009). Giivenli internet farkindahigi olusturmak i¢in 2004 yilindan beri Avrupa Giivenli Internet
Merkezleri (SIC'ler) tarafinda kutlanan Giivenli internet Giinii (GIG), BTK koordinesinde 2010 yilindan
itibaren Ulkemizde de diizenlenen gesitli etkinliklerle her yil subat ayinda kutlanmaktadir. 2022 yilinda “Hep
Birlikte Daha lyi Bir internete” temasiyla tiim internet paydaslarini, giivenli internet farkindalig: olusturmak,
Ozellikle cocuklar ve gencler icin interneti daha guvenilir ve daha iyi bir yer haline getirmek icin bir araya
gelmeye ¢agirmustir.

BTK Giivenli Internet Merkezi tarafindan 2021 yilinda baslatiip 2022 yilinda raporlastirilan,
“Tiirkiye'deki Cocuklarm ve Ebeveynlerin Bilingli ve Giivenli Internet Kullanim Deneyim ve Aliskanliklar"
konulu arastirmada Ogrenciler ve aileleri iizerinde operasyonel, bilgi tarama, sosyal gizlilik, yaraticilik ve
mobil beceriler ve internet kullanim aligkanliklart incelenmistir. Arastirma da 8-16 yas grubu 6grencilerin
internete en ¢ok kendilerine ait olan telefonlarla girdikleri, akilli telefon kullanim ve sahip olma yasmin sekiz
yasma indigi, internete asirt zaman gegirenlerin akademik basarilarinda diislis oldugu, ¢ocuklarin igerik
iiretmekten ¢ok tiikettikleri ama dijital becerilerinin genel olarak yiiksek seviyede oldugu gibi 6nemli sonuglar
ortaya ¢cikmistir (BTK, 2022). Ayrica 6dev ve akademik bilgi 6§renme amagli internete giren ¢ocuklarin %64,4
iiniin bir zaman sonra asil amaclarindan saparak interneti amaglarindan uzak kullandiklar1 tespiti ortaya
konulmustur. BTK tarafindan yiiriitiilen Giivenli internet Filtresi de tek basma c¢ocuklar1 internette
karsilasacaklar risklerden korumaya yetmemektedir, buna ek olarak ¢ocuklara, genglere ve ebeveynlerine
internette karsilasabilecekleri problem ve risklerle nasil basa ¢ikabilecekleri konusunda egitimler vermek ve
bilinglendirmek gerekmektedir (Demirel, Yorik ve Ozkan, 2013).

Tiirkiye Istatistik Kurumu’nun (TUIK, 2021), “Cocuklarda Bilisim Teknolojileri Kullanim Arastirmas1”
sonucunda internet kullaniminin 6-15 yas grubundaki ¢ocuklar da 2013’te %50,8 iken 2021 yilinda %82,7
olmustur. internet kullanan gocuklarin %90,1'i hemen her giin interneti kullandig1 gériilmiistiir. Arastirmada
6-15 yas grubundaki ¢ocuklar %83,6’s1 6dev veya 6grenme amactyla, %66,1° oyun i¢in, %61,0’ video izleme,
%55,5’ internet iizerinden gériisme yapmak igin, %31,3"i sosyal medya igin interneti kullanmaktadir (TUIK,
2021). 6-15 yas gurubuna yonelik yapilan aragtirma yaslara gore incelendiginden internet kullanim oranlarinin
en ¢ok ortaokul yas gurubunda olan 11-15 yas gurubunda yogunlastigi, 6zellikle erkek ¢ocuklarin kullanim
oranlarmin daha yiiksek oldugu goriilmektedir (TUIK, 2021). Ayrica 6-15 yas grubunda internet kullanan
cocuklarm %35,9'u ekran baginda daha fazla zaman gegirdigi i¢in daha az kitap okudugunu ve daha az ders
calistig belirtilmistir. Hatta internet kullanimi, giinliik yiyecek ihtiyag¢larinin dahi dniine gecgerek siber diinya
ile temas halinde olma gengler ve ¢ocuklar i¢in temel bir ihtiyag¢ haline gelmistir.

Ergiin (2015), ortaokul dgrencilerinin giivenli internet kullanim durumlarmin belirlenmesine yonelik
yapmis oldugu arastirmasinda dgrencilerin sanal ortamlarda karsilastiklar: problem durumlari karsisinda dogru
bir davranig gosterme egiliminde olup olmadiklari incelenmistir. Tarama modeliyle gerceklestirilen aragtirma
iki agamada gergeklestirilmistir. Birinci asamasinda 6grencilerden internet kullanim ozelliklerini igeren
sorular1 cevaplamalar1 istenmis, ikinci asamada yirmi bir adet videodan olusan giivenli internet ile ilgili
senaryolara karsi tepkileri Ol¢lilmiistiir. Arastirma sonucunda ortaokul Ogrencilerinin giivenli internet
kullanimina yonelik biling diizeylerinin yiiksek oldugu tespit edilmistir. Muslu ve Bolisik (2009), internet
kullaniminin ¢ocuk ve genclerde fiziksel, psikososyal ve biligsel sagliklarinin {izerinde nasil olumsuz etki
yaptigini arastirdiklar1 ¢alismalarinda, ¢ocuk ve genclerin bilgisayar ve internet kullaniminda giivenliklerinin
her zaman 6n planda olmas1 gerektigi sonucuna varmislardir. Canbek ve Sagiroglu (2007), calismalarinda
bilgisayar ve internet kullanan ¢ocuklarin ve genglerin karsilagabilecekleri giivenlik tehlikeleri yurtdisinda
yapilan ¢alismalarda ele alinarak incelenmistir. Ailelerin bilgisayar ve internet teknolojilerine uzak durmalar1
nedeniyle bu konularda iilkemizde duyarliligin az oldugunu tespit etmistir. Yurt diginda bu konuyla ilgili
bir¢ok aragtirma olmasina ragmen o yilarda iilkemizde yapilan arastirma sayisinin yetersiz oldugunu
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belirtmistir. Internet kullanimi {izerine yapilan arastirmalarda karsilasilan ortak bir sonucta; devlet
kurumlarmin bu konuda daha fazla ¢aligma yaparak gereken onlemlerin alinmasi gerektigidir (Ergiin, 2015;
Muslu ve Bolisik, 2009; Canberk ve Sagiroglu, 2007). Kaban (2021); Ayta¢ ve Erdem, (2019); Yilmaz vd.,
(2017); yapmus olduklar1 arastirmalarda benzer sonuglara ulasarak 6grencilerin giivenli bilgisayar ve internet
kullananimi farkindaliklarinin yeterli seviyede olmadigini ve aile, okul ve kurumlarin gerekli 6nlemleri
almalar1 gerektigini belirtmislerdir. Kuzu (2011), iletisim ve giivenlik-etik alt boyutlariyla aileler {izerinde
yapmis oldugu arastirmada ailelerin iletisim igin telefon, ¢ocuklarin ise iletisim igin en ¢ok internet
teknolojilerini kullandigi sonucuna ulagmstir. Bu yiizden ¢ocuklarin giivenli internet kullanmasi konusunda
farkindaliklarinin arastirilmasi 6n plana ¢ikmaktadir.

Akin vd. (2014), arastirmalarinda Internet Oz-yeterligi Olgegini (Kim ve Glassman, 2013) Tiirkceye
uyarlayarak iiniversite 6grencileri lizerinde gecerliligini ve giivenirligini incelemislerdir. Yapilan gegerlik ve
giivenirlik ¢aligmada 6lgegin kullanima hazir oldugu sonucuna ulagilmaktadir. Sad, Alkan ve Kog¢ (2016),
tarafinda Tiirkgeye uyarlanarak gegerli ve giivenilir bulunan Internet Oz-Yeterlilik Algis1 Olgegi, 6gretmenlere
ve dgretmen adaylarma uygulanmigtir. Torun (2008), lise dgrencilerine yonelik ‘Internet Etigi Tutum Olgegi’
de gelistirmistir. Aragtirmada 6grencilerinin internet etigi tutumlarinin demografik 6zelliklerine gore anlaml
farkliliklar gorildigi saptanmistir. Tavsancil ve Keser (2001), {iniversite 1-4. siniflarda okuyan 6grencilerle,
Karadeniz ve Akpmar (2017) ortaokul &grencileriyle internete Yonelik Tutum Olgegi gelistirmisler ve
ogrencilerin internet kullanimi, interneti faydali bulma, internetten hoslanmaya yonelik farkli alt boyutlara
yonelik tutumlarini incelemislerdir. Yasan Ak (2020), 6gretmen adaylarina yonelik Internet Okuryazarligi Oz-
yeterlik Olgegini gelistirmistir. Bu dlgegin gretmen adaylarmin interneti kullanabilme yeterlilikleriyle ilgili
calismalara kaynaklik etmesini hedeflemistir. Akar (2017), lise 6grencilerinin internet kullanimi 6zelliklerini
ve amaglarim1 demografik 6zelliklere gore incelemek igin kendi gelistirdigi Internet Kullanim Amaglart
Olgegini kullanmistir. Yaptig1 caligmada ergenlerin, aksamlari ve gece internet kullanim oranlarmin arttigin,
her on ergenden birinin internet bagimlist olma riskinin oldugunu ortaya koymustur. Tekin ve Polat (2016),
ortaokul 6grenci velilerinin giivenli internet kullanimi farkindalik diizeylerini ortaya koymak icin yapmis
olduklar1 anket ¢aligmasinda g¢ocuklarin internet ortaminda karsilasabilecekleri risklerin her gegen giin
artiginda velilerin bilisim ve internet okuryazarlik diizeylerinin arttirilmasi gerektigi sonucuna ulagmistirlar.
Elgharnah ve Ozdamli (2020), ebeveynlere yonelik giivenli internet kullanimi farkindalik élgegi ¢alismasinda
velilerin internetin giivenli kullanimina yonelik bilgi ve farkindaliklari arastirilmistir. Bu ¢alismada 6rneklem
olarak yer alan ebeveynlerin internet kullanimi1 konusunda bilingli olduklar1 goriilmektedir. Ayrica caligmada
cocuklar1 bilgisayar giivenligi ve internet giivenligi i¢in farkindalik ve bilgi diizeylerinin artirilmasi gerektigini
belirtmektedirler.

Yapilan literatiir taramasinda “Giivenli Internet Farkindaligi” baslikli ortaokul dgrencilerine yonelik bir
farkindalik Glgegine rastlanamamugtir. Dogang ve Korucu (2020), 6gretmen adaylarinin giivenli internet
kullanimina yénelik 6z-yeterliklerini ve algilarini belirlemek igin “Ogretmen Adaylar I¢in Giivenli Internet
Kullanimi Oz-Yeterlik ve Algi Olgegi”, Yasan Ak (2020), tarafindan da Ogretmen adaylarmin internet
kullanim yeterliliklerine déniik “Internet Okuryazarhg Oz Yeterlik Olgegi” gelistirilmistir. Universite
ogrencilerine yonelik olarak Tavsancil ve Keser (2001), tarafindan “Internet Kullanimma Y®6nelik Tutum
Olgegi”, Kim ve Glassman (2013), tarafindan da bireylerin internet kullanimindaki yeterliliklerini
degerlendirmek igin “Internet Oz-Yeterliligi Olgegi” gelistirilmistir. Torun (2008), tarafindan lise
ogrencilerinden kendilerinin ve arkadaslarinin internet ortaminda yaptiklarmi yénelik “Internet Etigi Tutum
Olgegi” gelistirilmistir. Karadeniz ve Akpmar (2017), ortaokul &grencilerinin internete doniik tutum ve
davranislarini incelemek igin “Internete Y&nelik Tutum Olgegini” gelistirmisleridir. Paul ve Glassman (2017),
internet 6z yeterliligi ile internet kaygis1 arasindaki iliskiye yonelik “Internet Kaygi Olgegini”, Arpaci ve
Seving (2022) bireylerin siber giivenlige iliskin uygulamalarin1 ve algilarini 6lgmek igin “Siber Giivenlik
Olgegini” gelistirmislerdir. ~ Elgharnah ve Ozdamli (2020), ebeveynlerin giivenli internet kullanimi
konusundaki farkindalik diizeylerinin belirlenmesine yonelik yapilan anket ¢aligmasi, Yilmaz vd. (2017);
Aytag ve Erdem (2019) lise dgrencilerine yonelik gilivenli bilgisayar ve internet kullanimi farkindaligi anket
caligmalar1 yapmuslardir. Ortaokul Ogrencilerinin interneti giivenli bir sekilde kullanmalarina ydnelik
farkindaliklarini incelemek isteyen arastirmalara kaynak teskil edebilmesi i¢in ortaokul dgrencilerine yonelik
Giivenli Internet Kullanimi Farkindalik Olgeginin (GIKFO) giincel internet teknolojisi ve kullanimima gére
gelistirilmesinin, alan yazinda 6nemli bir boslugu dolduracag diisiiniilmektedir. TUIK (2021), tarafindan 6-
15 yas gurubundaki ¢ocuklara yonelik yapilan "Cocuklarda Bilisim Teknolojileri Kullanim Arastirmas1”
incelendiginde internet kullanim oranlarinin en ¢ok ortaokul yas gurubunda olan 11-15 yas gurubunda
yogunlastigi, aym sekilde telefon, tablet, bilgisayar gibi en az bir bilisim aract kullanim ve sahip olma
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oranlarinin en ¢ok 11-15 yas grubundaki ¢ocuklarda yogunlastig1 goriilmektedir. Bu yilizden giivenli internet
kullanimi farkindalik dl¢eginin ortaokul dgrencilerine yonelik yapilmasi planlanmigtir. Bu 6lgekle ortaokul
Ogrencilerinin internetin giivenli kullanimina doniik biling diizeylerini 6l¢gmek amaglanmaktadir.

YONTEM
Arastirma Modeli

Bu c¢alisma, bir konuya iliskin mevcut durumu arastirip, 6rneklemden elde edilen verilerin
degerlendirilmesini saglayan nicel arastirama modellerinden betimsel tarama modeliyle gergeklestirilmistir.
Calismaniz gergeklestirilebilmesi icin Amasya Universitesi Sosyal Bilimler Etik Kurulu’ndan 27.04.2022 tarih
ve 68742 sayili etik kurulu onay1 alinmis ve aragtirmanin her asamasinda etik ilkelere 6zen gosterilmistir.

Cahisma Grubu

Arastirmanin verileri, 2021-2022 egitim 6gretim yilinda Kastamonu ilindeki bir ortaokulun besinci,
altinci, yedinci ve sekizinci siniflarnda 6grenim goren toplam 561 Sgrenciden elde edilmistir. Calisma
grubunun belirlenmesinde uygun drnekleme yontemi kullanilmigtir. Tablo 1 de ¢aligmaya katilan 6grencilerin
smiflarina ve cinsiyetlerine gére dagilimlar1 verilmistir.

Tablo 1

Osrencilerin Sumf Seviyelerine ve Cinsiyetlerine Gére Dagilimi

Simf Kiz Erkek Toplam
5 75 85 160
6 70 65 135
7 76 51 127
8 76 63 139
Toplam 297 264 561

Tablo 1 de goriildiigii gibi ¢alismaya dahil olan dgrencilerin %28,52°si (n=160) 5. siif; %24.06’s1
(n=135) 6. smif; %22.64°1 (n=127) 7. siif ve %24.78’1 (n=139) 8. sinifta 6grenim goérmektedir. Katilimcilarin
%52.94°1 (n=297) kiz, %47.06’s1 ise (n=264) erkek 6grencidir.

Kavramsal Cercgevenin Belirlenmesi

Bu calisma da ortaokul Ogrencilerinin interneti giivenli ve dogru bir bicimde kullanmalarindaki
farkindaliklar1 sorgulanmistir. Farkindalik kavrami kiginin deneyimlerinin farkinda olmasi, bilingli olmak ve
6z kontroliinii yapabilen anlamina gelmektedir (Serdar, Donuk ve Cengiz, 2016). TUIK (2021), tarafindan
yapilan arastirmada internet kullanimi orami ortaokul ¢agindaki ¢ocuklar da daha fazladir. Internet insan
hayatini kolaylastiran bir platform olsa da ¢ocuklar i¢in internet kullaniminda endise verici durumlar da vardir.
Bunlarin basinda giivenlik riskleri ve bilgi paylasimi gelmektedir (Johnson vd., 2012). interneti kendileri icin
yasam tarzi haline getiren, sosyal aglarda kendilerini daha iyi ifade ettigini syleyen bir nesil yetigmektedir.
Bu yiizden internet ortaminda yapiklarinin ve paylasimlarinin ne derece olmasi konusundan g¢ocuklarin
bilinglenmesi gerekmektedir. internet ortaminda yapilan bilgi paylasimlarinda cocuklari bilinglendirmedeki en
biiyiik yiik ailelere ve egitimcilere diismektedir (Demirel, Yériik ve Ozkan, 2013). Cocuklar icin yeni egitim
ve gelisim firsatlar1 sunan internet kullaniminda aile kontorlii 6nemli bir yer almaktadir. Cevrim i¢i sohbet
icerikli oyunlar oynamalari, anlik iletisim programlarmi kullanmalar1 ¢ocuklar igin giivenlik problemleri
dogurabilmektedir. Bu ylizden internette karsilagilan olumlu ve olumsuz durumlari aileyle paylagsmak giivenlik
acisindan dnemlidir (Yalgin, 2006).

Besinci sinif ders miifredatinda yer alan “Gizlilik agisindan 6nemli olan bilesenleri belirler.” ve “Gizli
kalmas1 gereken bilgi ile paylasilabilecek bilgiyi ayirt eder.” kazanimlar1 geregi 6zellikle internetsiz bir
ortamin sikici oldugunu diisiinen 6grencilere kisisel bilgilerin giivenligi, mahremiyet, paylastiklar1 bilgilerin
niteligi konularinda sorumlu davranmaya tesvik edici egitimler verilmektedir. Altinc1 simif ders miifredatinda
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yer alan “Etik ilkelerin ihlali sonucunda karsilasilabilecek durumlara drnekler verir.”, “Bilisim suglarina karsi
almabilecek onlemler ve stratejiler gelistirir.” kazanimlariyla 6grencilere sanal ortamda karsilasilabilecek
olumsuz davraniglara karsi bilingli olmasi, dogru ve diirlist davranmasi1 kazandirilmak istenmektedir. Bu
kazanimlarla 6grencilerde farkindalik olusturulmak istenmektedir. Ogrencilerin, “Dijital paylasimlarin kendisi
ve baskalari iizerindeki etkilerini fark eder.”, “Ogrenci, bilissel ve ahlaki gelisimine uygun olan dijital oyun ve
icerikleri aymrt eder.” kazanimlariyla internet ortaminda yaptiklarinin kendisi ve g¢evresiyle alakali izler
biraktig1 kavratilir ve bilingli, yaptiklarinin farkinda olan bir kullanici olarak 6z kontroliinii yapan bir birey
olmas1 hedeflenmektedir.

Yapilan literatiir taramas1 ve Bilisim Teknolojileri ve Yazilim Dersi, 5. siniflar ders miifredatinda yer
alan “Gizli ve Giivenli mi?” konusu ve 6. siniflar ders miifredatinda yer alan “Artik Daha Bilingliyim”, “Dijital
Diinyanin Suglar1”, “Dijital Diinya” konular1 incelenerek yapilan ¢aligmada faktor isimleri sirasiyla “Giivenli
Internet Kullanimi, Giivenmek, Dogrulama, Bilgi Paylasimi, Aileyle Paylagmak” olarak belirlenmistir.
Belirlenen faktorlere gore madde havuzu olusturma islemine gegilmistir.

Madde Havuzu Olusturma Siireci

Madde havuzu olusturma siirecinde ilk olarak kapsamli literatiir taramas1 yapilarak giivenli internet
kullanimi konusunun kapsami ve olasi faktdrler belirlenmistir. Ikinci asamada belirlenen faktorlere yonelik
sorular yazilmaya baslanmigtir. Ayn1 zamanda konu ile ilgili benzer dlgekler taranarak, uygun bulunan bazi
maddeler uyarlanmig ve madde havuzuna eklenmistir. Bu ¢ergevede Kim ve Glassman (2013), tarafindan
gelistirilen “Internet Oz-Yeterliligi Olgeginden”, “Baskalariyla baglanti kurmanin etkili bir yolu olarak sosyal
ag sitelerini kullanabilirim.” maddesi arastirmadaki Bilgi Paylasimi faktoriine ve “Facebook gibi sosyal ag
sitelerini kullanarak insanlarla ¢ok etkili iletisim kurabilirim.” maddesi “Sosyal ag sitelerini kullanarak
(Facebook, Instagram, TikTok, vb.) insanlarla ¢ok etkili iletisim kurabilirim.” seklinde uyarlanarak,
Giivenmek faktoriine eklenmistir. Paul ve Glassman’in (2017), Internet 6z yeterliligi ile internet kaygisi
arasindaki iliskiye yonelik yaptiklar1 arastirmaya gore uyarladiklart “Internet Kaygi Olgeginden”,
“Diisiincelerimi bagkalariyla paylagmak konusunda kendimi giivende hissediyorum.” maddesi “Diisiincelerimi
baskalariyla paylasmak konusunda kendime giiveniyorum.” seklinde uyarlanarak Bilgi Paylagim faktoriine
eklenmistir. Dogang ve Korucu (2020), tarafinda “Ogretmen Adaylar1 I¢in Giivenli Internet Kullanimi Oz-
Yeterlik ve Alg1 Olgegi” maddelerinden “Viriis bulastiginda bilgisayarimi temizleyebilirim.” maddesi
uyarlanarak “Internet {izerinden bilgisayarima viriis bulasmamasi igin gerekli énlemleri alirim.” ve “Zararh
yazilimlarmn bilgisayarima bulagmasini 6nleyebilirim.” maddesi Internet Kullanimi faktoriine eklenmistir.
Yasan Ak (2020), tarafindan &gretmen adaylarmin internet kullanim yeterliliklerine doniik hazirlamam
“Internet Okuryazarhgi Oz yeterlik Olgegi” maddelerinden “Giivenilir web sitelerini ayirt edebilirim.”
maddesi Internet Kullanimi faktériine eklenmistir. Torun (2008), tarafindan ortadgretim 6grencilerinin internet
etigi tutumlarini belirlemeye yonelik gelistirilen “Internet Etigi Tutum Olgeginden”, “Internette kisinin oldugu
gibi davranmasi gerekir.”, “Sanal ortamda kisisel 6zelliklerin abartilmasi dogru degildir.”, “Karsimdaki kisi
beni gdrmedigi i¢in kiigiik yalanlar sdylerim.”, “Internetteki sohbette yalan sdylenmemelidir.” maddeleri
Gilivenmek faktdriine eklenmistir. Ayn1 dlgekten “Ev bilgisayarinda pornografik sitelere girisi dnleyecek
program bulunmalidir.” maddesi “Bilgisayarimda sakincali sitelere girisi onleyecek program bulunmaktadir.”
seklinde uyarlanarak, “Siddet dolu online oyunlar1 oynamak sakincalidir.” maddesi “Oynayacagim oyunlari
ebeveynlerimle birlikte belirlerim.” seklinde uyarlanarak, “Karsima pornografik bir sayfa ¢iktiginda hemen
kapatirim.” maddesi “Karsima sakincali bir sayfa ¢iktiginda aileme bilgi veririm.” seklinde uyarlanarak
Aileyle Paylagsmak faktoriine eklenmistir. Karadeniz ve Akpmar’in (2017), ortaokul 6grencilerine yonelik
hazirladign “Internete Yonelik Tutum Olgeginden”, “Internetten her alanda yararlanilmasi gerektigini
diisiiniiriim.” maddesi Internet Kullanimi faktdriine eklenmistir. Tavsancil ve Keser (2001), tarafindan
{iniversite dgrencilerine yonelik hazirlanan “Internet Kullammma Yénelik Tutum Olgegi” maddelerinden
“Internet siiper bir kiitiiphanedir.” maddesi uyarlanarak “Internet harika bir kiitiiphanedir” seklinde Dogrulama
faktoriine, “Internet bilginin en kolay paylasildig1 yerdir.” maddesi ve “Internette kendimi 6zgiirce ifade
edebiliyorum.” maddesi Bilgi Paylasin faktoriine, “Internet sayesinde yeni insanlarla tanistyorum.” maddesi
“Internet ile yabancilarla iletisim kurarim.” seklinde uyarlanarak Internet Kullanini faktoriine eklenmistir.
Arpac1 ve Seving (2022) tarafindan uluslararasi bir calisma olarak hazirlanan “Siber Giivenlik Olgeginde” yer
alan “Siber ortamda paylastigim kisisel bilgiler konusunda dikkatli davranirim.” maddesi Giivenmek faktoriine
eklenmistir. Elgharnah ve Ozdamli (2020), tarafindan ebeveynlerin giivenli internet kullanimi konusundaki
farkindalik diizeylerinin belirlenmesine yonelik yapilan anket ¢aligmasin da yer alan “Cevrimigi internet
giivenlik yazilimlarinin éneminin bilincindeyim.” maddesi ve “Internetten gelecek giivenlik tehditlerine kars
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casus yazilim énleme yazilimi kullanirim (Viriis Programi vb.)” maddesi Internet Kullanimi faktériine, “Sosyal
aglarda profil hesabimin hassas verilerini doldurmamam gerektigini biliyorum.” maddesi uyarlanarak “Sosyal
aglarda profil hesabimin hassas verilerini ailemle birlikte karar vererek doldurmam gerektigini bilirim.”
seklinde Dogrulama faktoriine eklenmistir. Ayni ¢galigmada yer alan “Bir web sitesindeki siipheli bir reklama
yanhslikla tikladigimda endiseleniyorum.” maddesi “Internet sitelerinde siipheli gordiigiim hususlar hakkinda
aileme bilgi veririm” seklinde uyarlanarak Aileyle Paylagmak faktoriine eklenmistir. Bu maddelere ek olarak
kapsam gecerliligini saglamak amaciyla arastirmacilar tarafindan maddeler gelistirilerek madde havuzuna
eklenmistir. Elde edilen madde havuzu egitim teknolojisi alaninda uzman ii¢ 6gretim {iyesine sunularak uzman
goriisli alimmistir. Uzman goriisiine gore “Zararli yazilimlarin bilgisayarima bulagmasim 6nleyebilirim.” ve
“Internet bilginin en kolay paylasildig1 yerdir.” maddeleri 6lgekten gikartilmigtir. Ayrica bazi maddelere iligkin
alman diizeltme Onerileri gergeklestirilmistir. Son asamada bir dil uzmanimi goriisleri alinarak taslak 6l¢ek
olusturulmustur. Taslak 6lgek 46 maddeden olusmaktadir.

Veri Analizi

Olgek uygulamas: siirecinden sonra toplanan veriler SPSS 26,0 programiyla veri analizi yapilmak iizere
hazirlanmistir. Oncelikle faktdr analizine uygunlugunun diizeyini gérmek igin Kaiser Meyer Olkin (KMO) ve
Barlett testleri yapilmustir.

Tablo 2

KMO ve Bartlett's Test

KMO .897
Bartlett's Test X2 8022.44
Df 1035
= .000

Tablo 2 de goriildiigii gibi KMO .897 ve Barlett’s Testi y2 degeri 8022.44 (p<.001) olarak bulunmustur.
KMO degerinin ,700’den yiiksek olas1 ve Barlett’s Testinin de anlamli ¢ikmasi veriler {izerinde faktor analizi
yapmak i¢in uygun oldugunu gostermektedir (Field, 2000). Arastirmada yap1 gecerliligini incelemek icin
yaygin olarak kullanilan Temel Eksen Faktor Analizi (Principal Axis Factoring) tercih edilmisidir
(Biiytikoztiirk, Kilig Cakmak, Akgiin, Karadeniz ve Demirel, 2011). Temel Eksen Faktor Analizi, degiskenleri
en az faktorlerle gruplamaktadir ve giivenilir sonuglar elde edilmektedir (Esmekaya, 2019). Veriler iizerinde
Acimlayici Faktor Analizi (AFA) yapilmig ve Varimax dik dondiirme teknigiyle faktor yiikleri incelenmistir.
Faktor analizi, 6lgege nihai uygulanabilir seklini verebilmek amaciyla yapilmistir (Ozdamar, 2014). Her bir
maddenin amaca hizmet etme diizeyini belirlemek i¢in 6l¢ekte yer alan faktorlere ve 6lgegin biitliniine madde
faktor korelasyonu yapilmistir. Olgek maddelerinin ayirt edicilik ozelligini incelemek i¢in toplam puanlarda
alt grup iist grup belirlenerek bagimsiz gruplar t-testi yapllrmstlr Olgek giivenirliligini incelemek igin ig
tutarlilik ve kararhlik diizeyleri analizleri yapilmistir. Olgegin ig tutarlihigi faktdrlerin ve dlgegin genelinin
Cronbach Alpha degerlerine bakilarak saptanmistir. Ayni zamanda 6lgegim i¢ tutarlilik diizeyine Sperman
Brown, Guttmann Split-Half analizleri yapilarak bakilmigtir. Test tekrar test yontemi kullanilarak 6lgegin
kararlilik diizeyine bakilmusgtir.

Arastirmanin Etik izinleri

Yapilan bu ¢aligmada arastirma etigi ilkeleri gozetilmis olup gerekli etik kurul izinleri alinmigtir. Etik
kurul izni kapsaminda; Amasya Universitesi Sosyal Bilimler Etik Kurulu, 27.04.2022 tarihli, E-30640013-
108.01-68742 sayili belge almmustir.
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BULGULAR

Olgegin Gecerliligine iliskin Bulgular
Yapi Gegerliligi

Yapilan veri analizlerinde dlgek verilerinin degerlendirmeye uygun oldugu goriildiikten sonra ilk olarak
Olgege tek boyutlu faktor analizi yapilmistir. 46 maddeden olusan 6lgek maddelerinden faktor yiikii ,400°den
cok diisiik olan degerlerin olmadig1 goriilmiistiir. Toplam varyanslar incelendiginden, toplam agiklanan
varyans orani %40’1 asmayan bes faktor oldugu goriildiigiinden ve en basta Olcek bes faktor olarak
diizenlendiginden ikinci seferde veri analizi bes faktor iizerinden yapilmistir. Bes faktor iizerinden yapilan
analizde 14 maddenin faktor yiikiinii ,400’den diisiik oldugu tespit edilmistir. Bu 14 madde 6lgekten ¢ikarilarak
tekrar faktor analizi yapilmis ve ,897 olan KMO degerinin ,899’a ¢iktig1 goriilmiistiir. Tekrar incelenen 6lgek
maddelerinden faktor yiikii ,400°ten kiigiik olan bir madde daha dlgekten ¢ikarilmistir. Tekrar yapilan faktor
analizinde ,400’{in altinda ,370’in istiinde olan li¢c madde kapsam gecerliliginin bozulmamas: i¢in dlgekten
¢ikarilmamasinin uygun olacagi goriilmiistiir. Bu asamaya kadar toplamda 15 madde asamali olarak 6l¢ekten
cikarilmistir. Varimax dik dondiirme teknigiyle faktor yiikleri incelenmis ve birinci faktoriin 10, ikinci
faktoriin 5, {liglincli faktoriin 5, dordiincii faktoriin 4, besinci faktoriin 3 maddeden olusabilecegi tespit
edilmistir. Faktor yiikii birden fazla faktére dagilan bes maddenin 6l¢ekten ¢ikarilmasi gerektigi saptanmugtir.
Bes faktore gore madde ¢ikarma islemleri bittikten sonra faktorlerin Cronbach Alpha degerlerine bakilmustir.
Birinci faktoriin Cronbach Alpha giivenirlik katsayisi ,870 — ikinci faktoriin ,732 — ¢unci faktérin ,708 —
dordincu faktoriin ,233 — besinci faktoriin ,496 oldugu goriilmiistiir. Dordiincii ve besinci faktorlerin Cronbach
Alpha giivenirlik katsayilarinin diisiitk olmasi nedeniyle (Biiyiikoztiirk, 2007) 6lgegin dort faktorlii olarak
tekrar analiz yapilmasi gerektigi diisiiniilmiistiir.

Dort faktorle yapinin test edilmesi i¢cin madde havuzunun tamami (46 madde) tekrar siirece dahil
edilmistir. Dort faktor olarak yapilan ilk analizde faktor yiikii ,400’den ¢ok uzak olan 16 madde 6lgekten
¢ikarilmistir. Bu 16 madde dlgekten ¢ikarilarak tekrar faktor analizi yapilmig ve KMO degerinin ,906’ya ¢iktigi
goriilmiigtiir. Kapsam gegerliligin bozulmamasi igin faktor yiikii ,400 ve ,300 arasinda olan sekiz maddenin
Olgekte kalmasinin uygun olacagi diisiintilmiistiir. Dort faktor iizerinden yapilan analizlerde Varimax dik
dondiirme teknigine gore birinci faktoriin 10 maddeden olustugu, ikinci faktoriin sekiz maddeden olustugu,
iclincii faktoriin dort, dordiincii faktoriin ise bes maddeden, ic maddenin ise faktor yiiklerinin birden fazla
maddeye dagildig: i¢in Slgekten cikarilmasi gerektigi goriilmiistiir. Son asamada yapilan analizde birinci
faktoriin Cronbach Alpha giivenirlik katsayisi ,878 — ikinci faktorin ,748 — tiglincu faktdrin ,708 — dordiinci
faktoriin ,627 oldugu dlgegin geneli i¢in ,804 oldugu goriilmiistiir.

Sonug olarak dlgegin 27 madde ve dort faktdrden olusabilecegi goriilmistiir. Son haliyle 27 maddelik
6lgegin KMO degerinin ,901; Bartlett degerlerinin y2= 4774,944; df=351; p<0,001 oldugu belirlenmistir.
Olcekte kalan 27 maddenin faktor yiiklerinin ,305 ile ,616 arasinda oldugu Varimax dik dondiirme analizinde
faktor yiiklerinin ,462 ile ,763 arasinda oldugu gériilmiistiir. Olgegin son halinde yer alan 27 maddenin toplam
varyansin %47.75’ini agikladig1 belirlenmistir. ilk etapta bes faktor olarak planlanan dlgekte madde havuzu
olusturma siireci, uzman goriisii ve yapilan gecgerlilik giivenirlilik testleri sonucunda dort faktorlii bir yapi
ortaya cikmistir. Olgegin ilk uygulanma halinde bes faktér ve 46 madde bulunmaktaydi. Yapilan analizler
neticesinde madde sayasinin azalmasi, madde siralamasmin degismesi ve faktor sayisinin dorde ¢ekilmesi
nedeniyle faktor isimlerinde diizenleme yapilmasi gerektigi goriilmiistiir. Faktor analizinden sonra kalan
maddeler i¢n kapsam gegerliliginin yeniden gdzden gecirilmesi amaciyla Bilgisayar ve Ogretim teknolojileri
alaninda doktorali ii¢ alan uzmaninin goriilerine sunulmustur. Her ii¢ alan uzmani da kapsam gegerliliginin
saglandigina doniik goriis bildirmislerdir. Olgegin son halindeki faktdrler isimlerinde yapilan alan taramasi
sonucunda Ol¢egin ilk halindeki faktor isimleri kullanilmistir. Faktorlerin 6zdegerlerine gore olusturulan
yamag egim grafiginde de (Grafik 1) faktor yapisinin dort faktor olmas: gerektigi de goriilmektedir.
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Sekil 1

Scree Plot Grafigi (Faktorlere gore 6zdegerler)
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Yapilan tiim analizler neticesinde, 6lgekte geriye kalan toplam 27 maddenin yer aldigi faktore gore
madde yiikleri, faktorlerin 6zdegerleri ve varyansi acgiklama miktarlarina iligkin bulgular Tablo 3 de
gosterilmektedir.

Tablo 3

Faktorlere gore olgegin faktor analizi sonuglart

Com

Olcek Maddeleri " F1 F2 F3 F4
Var.

L Karsima sakincal bir sayfa ¢iktiginda aileme bilgi veririm. .618  .763

2. Internet sitelerinde siipheli gordiigiim hususlar hakkinda 606 245

aileme bilgi veririm.
3. Internet ortaminda karsilastigim olumsuz durumlar hakkinda
: o 624 729
aileme bilgi veririm.
4. Uye olacagim web sitelerinde giivenli sifre olusturmak icin
. oo 599 709
ailemden yardim isterim.
5. Sosyal aglarda profil hesabimin hassas verilerini ailemle 537 652
birlikte karar vererek doldurmam gerektigini bilirim. ' '
6. Odevlerim igin internetten buldugum bilgileri ebeveynlerime
N . . . 456 .630
sorarak ddevlerimde kullanmay1 tercih ederim.
7. Kimden geldigini bilmedigim e-postalara bakmak / cevap

Faktor 1 — Aileyle Paylasmak

S S 486  .589
vermek i¢in ailemden yardim isterim.
8. Tammmadigim kisilerden gelen mesajlar ve e-postalar 502 585
hakkinda ebeveynlerime bilgi veririm. ' '
9. Oynayacag@im oyunlar1 ebeveynlerimle birlikte belirlerim. 485 572
10. Evimizde internet kullamimiyla ilgili ailemle birlikte
< 420 557
aldigimiz kararlarimiz vardir.
11 internetten iletisime gegtigim yabanci insanlara giivenmem.  .455 .639
$  12. Siber ortamda paylastigim kisisel bilgiler konusunda dikkatli 538 557
qg) davranirim. ' '
= 13. Kendimle ve ailemle ilgili kisisel/6zel bilgileri internette 417 534
o paylagsmam. ' '
(\“ 14. Tamdigim kisilerle 6zel bilgilerimi internet ortaminda 333 553
5 paylagmakta bir sorun gérmiiyorum. ' '
X 15, Ailemin kredi kart bilgilerini internet ortaminda ailemin izni
© —— 429 516
L ve bilgisi olmadan kullanmam.
16. Sanal ortamda kisisel 6zelliklerin abartilmasi dogru degildir. ~ .346 512
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Tablo 3 (devam)

17. Internette tanimadigim kisilerle iletisim kurmakta bir sorun
oldugunu diistinmiiyorum.
18. internet ile yabancilarla iletisim kurarim. 430 499

423 489

£ 19. Cevrimigi internet giivenlik yazilimlarinin (giivenlik duvari 550 692
| § ve anti viriis korumasi) 6neminin bilincindeyim. ' '

» E 20. Internetten gelecek giivenlik tehditlerine kars1 casus yazilim 483 690
g 6nleme yazilimi kullanirim (Viriis Programi vb.). ' '
& § 21. internet iizerinden bilgisayarima viriis bulasmamast igin

> - . 519 .670

= gerekli 6nlemleri alirm.

© 22. Giivenilir web sitelerini ayirt edebilirim. 378 .584
'S 23. Internet benim i¢in bir yasam tarzidir. .601 .738
@ = 24, internet olmadan hayat ¢ok sikici geliyor. 579 717
<|r z 25. Internette kendimi dzgiirce ifade edebiliyorum. 372 520
5 E, 26. Sosyal ag sitelerini kullanarak (Facebook, Instagram, 396 494
_:4: A TikTok, vb.) insanlarla ¢ok etkili iletigim kurabilirim. ' '
L 27 internetten her alanda yararlanilmasi gerektigini diigiintirim.  .312 462

Eigenvalues (Ozdegerler) 4.78 3.14 266 2.32
Explained Variance (A¢iklanan Varyans) 17.72 1161 9.83 8.56

Tablo 3 de goriildiigii gibi birinci faktér 10 maddeden olusmaktadir ve faktdr yiikleri .763 ve .557
arasinda degismektedir, birinci faktoriin 6lgek icerisinde temsil ettigi 6z degeri 4.78; genel varyansa sagladigi
katki oram1 %17,72’dir. Sekiz maddeden olusan ikinci faktoriin faktdr yiikleri .639 ve .489 arasinda
degismektedir ve ikinci faktoriin 6lcek icerisinde temsil ettigi 6z degeri 3.14; genel varyansa sagladigi katk:
orani %11,61°dir. Dort maddeden olusan iigiincii faktoriin faktor yiikleri .692 ve .584 arasinda degismektedir
ve Ucuncu faktorin 6lcek icerisinde temsil ettigi 6z degeri 2.66; genel varyansa sagladigi katki oran1 %9,83 tiir.
Bes maddeden olusan dordiincii faktoriin faktor yiikleri .738 ve .462 arasinda degismektedir ve dordiincii
faktoriin dlgek icerisinde temsil ettigi 6z degeri 2.32; genel varyansa sagladigi katki oran1 %8,56 dir. Olgekte
“Glivenmek” isimli ikinci faktorde yer alan 14., 17. ve 18. maddeler ters kodlanmas1 gereken maddelerdir.

Maddelerin Amaca Hizmet Etme Diizeyleri

Bu boéliimde maddelerin ayr1 ayr1 genel amaca hizmet etme diizeylerine bakilmigtir. Maddelerden elde
edilen kat sayilar ile faktorlerden elde edilen kat sayilar madde — faktdr toplam korelasyon yontemi kullanilarak
degerlendirilmistir. Ilgili degerler Tablo 4 de verilmistir.

Tablo 4

Maddelerin amaca hizmet etme duizeyleri analizi

F1 F2 F3 F4

Aileyle Paylasmak Glvenmek Giivenli Kullanim Bilgi Paylasimi
I r I r | r I r
1 759" 11 668" 19 786" 23 702
2 746" 12 663" 20 756" 24 683"
3 746™ 13 567 21 749™ 25 .603™
4 764™ 14 .558™ 22 627 26 .609™
5 730™ 15 .624™ 27 573"
6 .629™ 16 613™
7 661" 17 598"
8 .608™ 18 561"
9 662"

10 615™ N=561; **=p<.001

Tablo 4 de maddelerin korelasyon katsayilar1 verilmistir. Buna gore katsayilar birinci faktor i¢in .608
ile ,759 puan arasinda, ikinci faktor i¢in .561 ile .668 puan arasinda, ligiincii faktdr igin .627 ile .786 puan
arasinda, dordiincii faktor icin .573 ile .702 puan arasinda degisim gostermektedir. Maddeler, bulunduklari

492



Turgay Ilhan, Ozgen Korkmaz

faktor ile anlamli ve pozitif iliski i¢erisindedir (p<.001). Madde faktor korelasyonuna her bir maddenin amaca
hizmet etme diizeyinin belirlenmesi i¢in bakilmaktadir ve alinan sonuglar incelendiginde her bir maddenin
bulundugu faktor icinde amaca hizmet ettigi soylenebilir.

Olgegin yap1 gecerligini ortaya koyma amaciyla faktorler arasi korelasyon sonuglari incelenmistir.
Cikan sonuglara gore, faktorler arasindaki iliski durumunu gosteren korelasyon degerleri sonuglar: Tablo 5 de
verilmistir.

Tablo 5

Faktérler Arasindaki Korelasyon Sonuglar

Faktor F2 F3 F4

F1 - Aileyle Paylagsmak 520™ .238™ -.419™
F2 — Guvenmek 1 406™ -212™
F3 — Giivenli Kullanim 1 .034™

N=561; **p<.001

Tablo 5 de d6lgegin faktdrler arasi korelasyon degerlerinin .034 ile .520 arasinda degistigi goriilmektedir.
Faktorler arasinda anlamh bir iliski oldugu tespit edilmistir. Ugiincii faktor ile dordiincii faktdr arasindaki
korelasyon degerinin .034’tiir. Biiyiikoztirk vd. (2011), korelasyon katsayilarina gore yapmis oldugu
degerlendirmede .300 altindaki degerleri diisiik olarak ifadelendirmistir. Dordiincii faktorler ile birinci ve
ikinci faktor arasinda anlaml diizeyde negatif iliskin bulunmaktadir. Olgekteki dérdiincii faktortin birinci ve
ikinci faktor arasinda negatif bir iligki tespit edildiginden Olgekte toplam puan hesap edilemeyecektir.
Analizlerde faktor puanlariin kullanilmasi gerekmektedir.

Madde Ayirt Ediciligi

Bu boéliimde maddelerin, faktorlerin ayirt edicilik giiciine bakilmistir. Ayirt edicilige toplam puanlar
tizerinden alt grup ve st grup olusturularak bakilmistir. Bunun i¢in dncelikle 6lgekte elde edilen puanlar
biiylikten kiiclige dogru siralanarak 151 katilimeinin yer aldigi %27’lik alt grup ve %27’lik iist grup
olusturulmustur. Olusturulan gruplardaki toplam puanlara gore bagimsiz gruplar t-testi degerleri
hesaplanmistir. Her bir maddenin, faktriin ve Slgegin genelinin ayirt edicilik t degerleri ve anlamlilik
diizeylerine iliskin bulgular Tablo 6 de gosterilmektedir.

Tablo 6

Madde Ay Edicilik Giigliikleri

F1 F2 F3 F4
Aileyle Paylasmak Glvenmek Giivenli Kullanim Bilgi Paylasimi

| t [ t | t I t

1 16.93** 11 12.37** 19 9.02** 23 2.75*
2 15.85** 12 10.24** 20 8.08** 24 1.69*
3 15.74** 13 7.82** 21 6.04** 25 35

4 17.22** 14 6.37** 22 5.59** 26 3.59**
5 15.85** 15 8.62** 27 1.77*
6 12.21%* 16 9.38**

7 12.65** 17 14.11** F1 26.94**
8 12.40** 18 8.54** F2 18.16**
9 15.45%* F3 9.63**
10 11.47%* F4 2.10*

df: 300 *p< 05;  **p<.001

Tablo 6°da, 6lgekte yer alan faktorlerin bagimsiz 6rneklem t testi degerlerinin ,352 ile 26,944 arasinda

degistigi, faktorler arasinda anlamli bir farklilasmanin mevcut oldugu goriilmektedir. Dérdiincii faktdrdeki 25.
madde disindaki tiim maddelerde ve faktor toplam puanlarinda anlamli bir farklilasma mevcuttur. Buna gore
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25. madde disinda 6lgegin genelinin ayirt ediciliginin yiiksek oldugu sdylenebilir. Kapsam gegerliligi g6z
oniinde bulundurularak 25. madden ayrit ediciligi diisiikk olmasina karsin, 6l¢ekten ¢ikarilmamustir.

Olgegin Giivenirligine iliskin Bulgular

Bu boliimde 6lgegin giivenirligi i¢ tutarlilik ve kararlilik diizeyi analizleri yapilarak belirlenmeye
calisilmistir. Giivenirlige yonelik yapilan analizlerden elde edilen bulgular asagida verilmistir.

I¢ Tutarhhk Diizeyi
Dort faktor ve 27 maddeden olusan dlgegin faktorleri dikkate alinarak yapilan giivenirlik analizi igin
oncelikle Cronbach Alpha giivenirlik katsayisina bakilmistir. Daha sonra Sperman-Brown ve Guttmann Split-

Half formiilii kullanilarak giivenirlilik diizeyi hesaplanmistir. Her faktor icin elde edilen giivenirlik analizi
degerleri Tablo 7 de verilmistir.

Tablo 7

Olgegin Tamami ve Faktorlerine Iliskin Giivenirlik Analizi Sonuglart

Faktor Madde Cronbach’s Sperman Brown Guttmann Split-
Sayisi Alpha Half

F1 - Aileyle Paylagmak 10 .88 .87 .87

F2 — Guvenmek 8 75 72 72

F3 — Giivenli Kullanim 4 72 .70 .69

F4 — Bilgi Paylagimi 5 .63 .58 .56

Tablo 7 de goriildiigii lizere Olgcek faktorleri igin Cronbach’s Alpha degerleri .63 ile .88 arasinda
degismektedir. Sperman Brown giivenirlik katsayisinin faktorlerde ,584 ile ,874 arasinda oldugu, Guttmann
Split-Half giivenlik degerinin ise faktorlerde .56 ile .87 arasinda oldugu goriilmektedir. Analizlerden kabul
edilebilir sonuglar elde edilmis ve 6lgegin biitiiniinde Cronbach’s Alpha degeri .80 olarak tespit edilmistir ve
.70 degerinden liste ¢iktig1 i¢in Ol¢egin giivenilir oldugu sonucuna varilmaktadir (Biiyiikoztiirk vd., 2011:112).
Buna gore hem her bir faktoriin hem de 6lgegin genelinin tutarli 6lgiimler yapabildigi belirlenmistir.

Kararhhlik Diizeyi

Bu boliimde test tekrar test yontemi kullanilarak 6l¢egin kararlilik diizeyi incelenmistir. Son halinde 27
madde bulunan dl¢ek, uygulama okulundaki altinci ve yedinci sinif diizeyindeki 55 6grenciye dort hafta sonra
tekrar uygulanmistir. Ogrencilerden alina cevaplar neticesinde elde edilen puanlar arasindaki iliskiye hem her
bir madde agisindan hem de 6l¢egin geneli agisindan bakilarak 6lgegin kararli Ol¢limler yapabilme diizeyi
incelenmistir. Elde edilen bulgular ve anlamlilik degerleri Tablo 8 de verilmistir.

Tablo 8

Olcek Maddelerinin Test-Tekrar Test Sonuglart

F1 F2 F3 F4
Aileyle Paylasmak Glvenmek Giivenli Kullanim Bilgi Paylasimi

| r | r [ r | r

1 739™ 11 764™ 19 794 23 778"
2 763™ 12 .666™ 20 811" 24 ,830™
3 84T 13 .640™ 21 .789™ 25 736"
4 746™ 14 542" 22 .638™ 26 765"
5 676 15 .696™ 27 ,759™
6 542" 16 624"
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Tablo 8 (Devam)
F1 F2 F3 F4
Aileyle Paylasmak Guvenmek Guvenli Kullanim Bilgi Paylasimi
J r I r J r I r
7 .806™ 17 558" F1 854"
8 570" 18 744" F2 866"
9 .653™ F3 555"
10 613" F4 - 711"

N=55; **=p<.001

Tablo 8 de dlgekte yer alan her bir madde test tekrar test yontemi ile faktorler kendi i¢inde incelenmis
ve maddelerin korelasyon katsayilarinin birinci faktorde ,542 ile ,806 arasinda, ikinci faktorde .542 ile .764
arasinda, {iglincii faktorde .638 ile .811 arasinda, dordiincii faktorde .736 ile .830 arasinda degistigi ve
faktorlerin kendi i¢inde anlamli pozitif iliski i¢inde oldugu goriilmektedir. Faktor toplam puanlarina gore
korelasyon analizinde sonuglarin .555 ve .866 arasinda degistigi goriilmektedir. Sadece doérdiinci faktérde
anlamli diizeyde negatif iliski tespit edilmistir. Bu sonuglar neticesinde 6l¢egin kararli 6l¢iimler yaptigi

gorulmektedir.

SONUC VE TARTISMA

Bu calismada, ortaokul 6grencilerinin giivenli internet kullanimi farkindaliklarini ortaya koymak igin
“Giivenli Internet Kullanimi Farkindalik Olgegi (GIKFO)” gelistirilmistir. Olgek besli likert tipli bir 6lgek
olup, ilk uygulamada bes faktor ve 46 madde olarak uygulanmistir ve yapilan analizler sonucunda dort faktor
ve 27 maddeden olusmas1 kararlastirilistir. Olgegin ilk halinde yer alan ve ortaokul Bilisim Teknolojileri ve
Yazilim dersi 6gretmen kilavuz kitaplarindan ve alan taramasindan faydalanilarak belirlenen 6lgek isimlerinin
6l¢egin son halinde de kullanilmas1 uygun goriilmiistiir. Buna gore, birinci faktore “Aileyle Paylagsmak”™, ikinci
faktore “Giivenmek”, ticlincii faktore “Giivenli Kullanim”, dordiincii faktore “Bilgi Paylasimi” isimleri
verilmistir. Olcekte yer alan maddelerin her biri “Kesinlikle Katilmiyorum (1)” ile “Kesinlikle Katiliyorum
(5)” arasinda derecelendirilmektedir. Olgekte “Giivenmek” isimli ikinci faktdrde yer alan 14., 17. ve 18.
maddeler test kodlama yapilmasi gereken maddelerdir. Olgek gelistirme siirecinde, madde havuzu
olusturulduktan sonra ilk uygulama icin 6l¢ek maddelerinin incelenmesi ve yap1 gecerliligini saglamak i¢in
uzman goriisline bagvurulmustur (Yildirim ve Simsek, 2021: Alpar, 2020). Veri analizi asamasinda faktor
analizleri yapilarak dlgege uygulanabilir nihai sonug sekli verilmek amaglanmistir (Ozdamar, 2014). Verilerin
faktor analizine uygunluguna KMO sayisina and Bartlett’s Test sonuglarina bakilarak karar verilmistir (Cakar,
2014; Field, 2000). Olcekte yer alan dort faktore ve dlcegin biitiiniine madde faktdr korelasyonu yapilarak
maddelerin her birinin, ait oldugu faktor ile 6lgiilmeye ¢alisilan 6zellikleri ne diizeyde 6lgebildigi saptanmugtir.
Madde faktor korelasyonuna her bir maddenin amaca hizmet etme diizeyinin belirlenmesi i¢in bakilir (Balci,
2009). Buna gore dlgekteki maddelerin korelasyon degerlerinin ,561 ile ,786 arasinda degistigi goriildiigiinden
her bir maddenin bulundugu faktdriin amacina hizmet ettigi sdylenebilir. Madde toplam korelasyonun ,300 ve
iizeri olmasi maddelerin ayirt ediciligin iyi derecede oldugunu gostermektedir (Biiyiikoztiirk, 2007:171).
Olgegin madde ayrt ediciligi 6zelliginin incelenmesi igin elde edilen toplan puanlar biiyiikten kiigiige dogru
stralanmig %27 alt gruba ve %27 {ist gruba bagimsiz gruplar t-testi yapilmistir. Olgegin geneline bakildiginda
anlami sonuglar elde edilmis, sadece dordiincii faktordeki 25. madde disindaki tiim maddelerde ve toplam
puanlarinda anlamli bir farklilagsma mevcuttur. Kapsam gegerliligi acisindan 25. maddenin uzman goriisii
dogrultusunda 6l¢ekte kalmasi kararlagtirilmistir. Buradan 6l¢egin biitiiniin anlamli sonuglar ortaya koydugu
sOylenebilir. %27’lik alt-iist gruplar arasinda yapilan t-testi sonucunda farklarin anlamli ¢ikmasi dlgegin ic
tutarliliginin  yiikksek oldugunun bir gostergesidir (Blyukozturk, 2007:171). Cronbach Alpha formili
kullanilarak, dlgegin i¢ tutarlilik katsayilari hesaplanmistir. Olgegin genelinin Cronbach Alpha giivenirlik
katsayist ,804 oldugu, faktorlerin ise ,878 ile ,627 araliginda oldugu belirlenmistir. Buna gére hem her bir
faktoriin hem de Slgegin genelinin tutarh Olgiimler yapabildigi belirlenmistir (Biiyiikoztiirk vd., 2011:112).
Korelasyon degerlerinin yorumlanmasinda Cohen (1992), ,300 iizeri degerlerin orta, ,500 ilizerin degerlerin
biiyiik etki yaptigini ortaya koymusken, Gignac ve Szodorai (2016), 708 calisma {izerinde yapmis olduklari
korelasyon degeri analiz sonucunda ,200 iizeri orta ,300 ve iistii degerlerin biiyiik etki yaptigini dnermistir.
Buradan 6lgegin i¢ tutarlilik diizeyine Sperman Brown, Guttmann Split-Half analizleri yapilarak bakilmis ve
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dlgegin tutarli dlgiimler yaptig1 sdylenebilmektedir. Olgegin kararlihk diizeyi test tekrar test yontemi ile
incelenmis faktorlerin kendi iginde korelasyon katsayilarinin ,542 ile ,830 arasinda degistigi, faktorlerin kendi
icinde iligkinin anlamli ve pozitif oldugu goriilmiistiir. Bu bulgulara gére de 6lgegin kararli dlgiimler yaptigi
sOylenebilir. Elde edilen tiim bulgular sonucunda 6l¢egin biitiinii diisiiniildiigiinde, giivenli, gecerli, tutarli,
kararli ve anlaml1 sonuglar elde edildigi goriilmiistiir.

Giivenli internet kullanimi konusunda farkindalik olusturmak ve literatiirde ortaokul &grencilerine
yonelik bir farkindalik dlgegi ¢alismasina rastlanmadigimdan 6lgegin ortaokul 6grencilerine yonelik giivenli
internet farkindalik 6lgegi olmasmin literatiirde bir boslugu kapatacagi goriilmiistiir. Tiirkiye Istatistik
Kurumu’nun 6-15 yas arasindaki cocuklara yonelik yapmis oldugu arastirmada en ¢ok ortaokul yas grubundaki
ogrencilerin internet kullanim oranlarinin yiiksek oldugu tespit edilmistir (TUIK. 2021). Bu yiizden bu
arastirmada ortaokul 6grencileri ele alinmistir. Bayzan ve Aytekin (2017), hazirlamis olduklar1 ¢alismalarinda
cocuklarin ve ailelerinin giivenli internet i¢in bilingli kullanimin {izerinde durmuslardir. Aileler gergek hayatta
cocuklarmi nasil koruyorlarsa istismara yonelik tehlikelerin her gecen giin arttig1 internet ortaminda da
cocuklarmi korumalar1 gerekmektedir. Ayni zaman da ¢ocuklar i¢in internet sosyal etkilesiminin ana mekani
haline gelmis ve bu nedenle ebeveynlerin ¢ocuklarinin siber ortamlarda yaptiklar1 hakkinda daha ¢ok bilgi
sahibi olmas1 ¢cok 6nemli duruma gelmistir (Altarturi, Saadoon ve Anuar, 2020). Iste bu yiizden giivenli
internet farkindaligi igin aile ile birlikte hareket etmek kag¢inilmaz bir durumdur. Yetiskinlere gore kiigiik
yastaki cocuklarin internet ortamindaki risklerle karsilasma oranlari daha yiiksektir. Eger ki karsilastigi sorunu
¢ozmede bir yetigkinle paylasarak yardim alamazsa bu ¢ocukta ileriki siire¢lerde olumsuz sonuglar dogurabilir
(Koynoglu, 2022). Buradan yola ¢ikarak yapilan alan taramasi sonucunda ilk faktoriin ismi “Aileyle
Paylasmak™ olarak belirlenmistir. Diinya genelinde kullanilan bilgisayarlarin birbirlerine bir ag gibi
baglanmasi olarak tanimlanan internet, ayn1 zamanda o bilgisayarlar1 kullanan veya yoneten insanlarin ve
gruplarin da birbirlerine baglanmasim saglayan bir kitle iletisim araci olarak da tanimlanmaktadir (Bayzan,
2013; Ohiagu, 2011). Buradan yola ¢ikarak internette karsilastigimiz insanlara ve durumlara karsi giivenin
onemli oldugu ve giiven kavramiyla ilgili maddeler yer aldigindan ikinci faktore “Gilivenmek” ismi verilmistir.
Kii¢iik ¢ocuklara yonelik yapmis olduklar1 ¢alismalarinda Valcke, Wever, Van Keer ve Schellens (2011),
siirekli gelisen ve degisen interneti giivenli kullanmaya tesvik etmektedir. Ayrica ergenlere ve ailelerine
internetin uygun ve giivenli kullanim1 konusunda egitim verilmesi hayati 6nem tasimaktadir (Pridgen, 2010).
Bu yaklasimlara gore kiigiigiinden yaslisina her birey internetten gelecek giivenlik tehditlerine kars1 yeterli
guvenlik 6nlemleri almasi ve yapilan iglemlerin giivenli bir sanal ortamda yapilamasinin bilincinde olunmasi
gerektigine vurgu yapmak i¢in faktérde yer alan maddelere de uygun oldugundan iiciincii faktore “Giivenli
Kullamim” ismi verilmistir. Aragtirmalar, internetten sonra dogan kusagin bilgi paylagimina deger verdigini
ortaya koyuyor (Bahriyah, Heryati, Laki, Sudi ve Hariyanto, 2023). Internet ortaminda yapmis oldugumuz
faaliyetler, gecirdigimiz vakit, kullandigimiz web siteleri kadar paylastigimiz kisisel bilgiler de 6nemlidir
(Rafique, 2017). Bu ylizden giivenli internet kullanimi farkindaligi ¢calismasinda sanal ortamda yapilan bilgi
paylasimi konusuna da dikkat ¢ekmek i¢in dordiincii faktore “Bilgi Paylasim1™ ismi verilmistir. Sonug olarak
bu calisma kapsaminda gelistirilen 6l¢cegin ortaokul 6grencilerinin giivenli internet kullanimi farkindaliklarini
Olcebilecek gegerli ve giivenilir bir 6l¢cek oldugu sdylenebilir.
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Abstract: The aim of this study is to develop a scale to measure secondary school students'
awareness of safe internet use. The study was conducted with a total of 561 secondary school
students at different grade levels in a public school. The Kaiser Meyer Olkin (KMO) value of
the scale was found to be .901 and the Bartlett's Test ¥2 value was 4774.944 (p<.001).
Exploratory Factor Analysis (EFA) was performed for the construct validity of the scale, and
factor loadings were examined with the Varimax rotation technique. Additionally, item factor
correlations and item discrimination were examined. Internal consistency and stability levels
were examined for scale reliability. As a result of the exploratory factor analysis, it was
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INTRODUCTION

Nowadays, the internet, whose uses are rapidly increasing by spreading to all areas of life as well as the
boost in the number and in the diversity pertaining to the profiles of users, has turned out to be “the” source of
information. In fact, the internet, which is frequently used in the educational environment too, offers learners
great opportunities such as accessing, sharing, and storing information inside and outside the classroom when
used correctly (Dogang & Korucu, 2020). With the increasing use of the relevant digital tools, some risks have
emerged alongside the advantages of using the internet in all areas of our lives. Especially for children, there
exist harmful situations such as cyberbullying, digital addiction, violent environments, harassment, exposure,
betting games, information crimes, and illegal transactions (Paat & Markham, 2021; Dogang¢ & Korucu, 2020;
Giiler, Sahinkayasi, & Sahinkayasi, 2017). The concept developed to protect users from these negative and
harmful situations and to take precautions is then herein called “Safe Internet.”

Erglin (2015), who found that middle school students have high levels of awareness of safe internet use
in their research, stated that even a student's careless and uninformed use of the internet can have negative
consequences and revealed that the level of awareness of safe internet use should be maximized in all students.
Dinh et al. (2016), who pinpointed that the biggest risks that children can be exposed to in the internet
environment are cyberbullying (92%), hate speech (88%), and sexual content (75%), concluded that the
trainings for children and the measures to be taken should be increased. Although there is software to increase
security in the use of information technologies and the internet, the most important thing is to inform
technology and internet users, particularly younger children, and to raise awareness by creating awareness
(Kaban, 2021; Yilmaz, Yilmaz, Oztiirk, & Karademir, 2017; Ben-Asher & Gonzalez, 2015; Arachchilage &
Love, 2014). In addition, raising conciousness instead of imposing filters, rules, and restrictions to increase
internet security will yield more effective results (Murray, 2014; Valcke, Schellens, Van Keer, & Gerarts,
2007). Since the Internet, which is filtered to ensure the safety of students in schools, may also prevent access
to course content, it is deemed necessary to encourage safe Internet use by training students to use the Internet
consciously (Vicks, 2013). Similarly, Murray (2014) underlined in his research that studies should be carried
out to raise awareness of children who face serious problems such as cyberbullying and pornography on safe
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internet and computer use and stated that parents, schools and stakeholders should work in cooperation for
these children. Without doubt, parents play the biggest role in children's safe internet use (Kuzu, 2011;
Demirel, Yoriik, & Ozkan, 2013). The safe internet report prepared by the Information and Communication
Technologies and Communication Authority (BTK, 2022) shows that although parents are aware of the risks
of the internet, most of them are not that aware of the problems and risks their children face in the internet
environment. In the Family Education Program prepared by the General Directorate of Special Education and
Guidance Services (ORGM, 2022), it is italicized that families should have knowledge and interest in the use
of the internet and that conscious internet use should be ensured by taking security measures in common use
areas with their children. State institutions should also take the necessary measures in this regard (Muslu &
Boligik, 2009). Safe Internet Day (SIG), which has been celebrated by European Safe Internet Centers (SICs)
since 2004 to raise awareness about the safe internet, has been celebrated in February every year with various
activities organized in Turkiye since 2010 under the coordination of ICTA. In 2022, with the theme of
“Together for a Better Internet”, it called on all internet stakeholders to come together to raise awareness on
safe internet and make the internet a safer and better place, especially for children and young people.

In the research on “Conscious and Safe Internet Use Experiences and Habits of Children and Parents in
Turkey”, which was initiated by the BTK Safe Internet Center in 2021 and reported in 2022, operational,
information browsing, social privacy, creativity and mobile skills, and internet usage habits of students and
their families were dwelled upon. The research unearthed a fair number of prominent results like the fact that
students aged 8-16 access the internet mostly using their own mobile phones, the age of smartphone use and
ownership has decreased to eight years old, those who spend excessive time on the internet have a decrease in
academic achievement, children consume more than produce content, howbeit, their digital skills are generally
at a relatively high level (BTK, 2022). It was also found out that 64.4% of children who use the Internet for
homework and learning academic information deviate from their original purpose after a while and use the
Internet for purposes other than their original purpose. The Safe Internet Filter conducted by the ICTA alone
is not enough to protect children from the risks they may encounter on the Internet; in addition, it is necessary
to educate and raise awareness of children, young people, and their parents on how to deal with the problems
and risks they may encounter whilst using the Internet (Demirel, Yoérik, & Ozkan, 2013).

As a result of the “Survey on the Use of Information Technologies by Children” conducted by the
Turkish Statistical Institute (TUIK, 2021), internet use among children in the 6-15 age group increased from
50.8% in 2013 to 82.7% in 2021. It was observed that 90.1% of children who use the internet use the internet
almost every day. In the research, 83.6% of children in the 6-15 age group use the internet for homework or
learning, 66.1% for games, 61.0% for watching videos, 55.5% for making calls over the internet, and 31.3%
for social media (TUIK, 2021). When the research conducted for the 6-15 age group is analyzed by age, it is
apparent that the rates of internet use are most concentrated in the 11-15 age group, which is in the middle
school age group, and especially the usage rates of boys are higher (TUIK, 2021). In addition, 35.9% of
children who use the internet in the 6-15 age group stated that they read fewer books and study less since they
are inclined to spending more time in front of the screen. In fact, internet use has even surpassed daily food
needs, and being in contact with the cyber world has become a basic need for young people and children.

Erglin (2015) investigated whether students tend to show correct behavior in the face of problematic
situations they encounter in virtual environments, in their research with a vie view to determining the status of
safe internet use amongst secondary school students. The research, which was on using the scanning model,
was conducted in two stages. In the first stage, students were asked to answer questions about their Internet
use characteristics, and in the second stage, their reactions to scenarios related to safe Internet consisting of
twenty-one videos were measured. As a result of the research, it was announced that middle school students
had a high level of awareness about safe Internet use. Muslu and Bolisik (2009), in their study on how Internet
use negatively affects the physical, psychosocial, and cognitive health of children and adolescents, declared
that the safety of children and adolescents should always be at the forefront when using computers and the
Internet. In their study, Canbek and Sagiroglu (2007) examined the safety risks that children and adolescents
using computers, and the Internet may face in studies conducted abroad. They shared that there is little
awareness of these issues in our country because families stay away from computer and Internet technologies.
It was also highlighted that even though there were plentiful studies of international nature, the number of
studies conducted in our country at that time was rather insufficient. A common finding out of these studies
on internet use is that government institutions should take necessary measures by conducting more studies on
this issue (Ergiin, 2015; Muslu & Bolisik, 2009; Canberk & Sagiroglu, 2007). Kaban (2021); Aytac and Erdem,
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(2019); Yilmaz et al. (2017); arrived at similar results in their studies and underlined that students' awareness
of safe computer and Internet use is not at a sufficient level and that families, schools, and institutions should
thereupon take necessary measures. Kuzu (2011), in a study conducted on families with the sub-dimensions of
communication and safety ethics, concluded that families use the telephone for communication, while children
mostly use internet technologies for communication. To this end, it is crucial to investigate children's
awareness of safe Internet use in a thorough fashion.

Akin et al. (2014) adapted the Internet Self-Efficacy Scale (Kim & Glassman, 2013) into Turkish and
investigated its validity and reliability on university students. In the validity and reliability study, it is accepted
that the scale is ready for use. The Internet Self-Efficacy Perception Scale, which was adapted into Turkish by
Sad, Alkan, and Kog (2016) and found to be valid and reliable, was applied to teachers and pre-service teachers.
Torun (2008) also developed the "Internet Ethics Attitude Scale™ for high school students. The study found
that there were significant differences in students' Internet ethics attitudes according to their demographic
characteristics. Tavsancil and Keser (2001) developed the 'Attitudes Towards the Internet Scale' for university
students in grades 1 to 4. Karadeniz and Akpmar (2017) developed the 'Attitudes Towards the Internet Scale'
for secondary school students and examined students' attitudes towards a variety of subdimensions of Internet
use, finding the Internet useful, and liking the Internet. Yasan Ak (2020) developed the Internet Literacy Self-
Efficacy Scale for pre-service teachers. His goal was to use this scale as a source for studies on pre-service
teachers' internet use competencies. Akar (2017) used the Internet Usage Purposes Scale, which he developed,
to delve into the characteristics and purposes of Internet use of high school students according to their
demographic characteristics. In his study, he observed that the rate of Internet use among adolescents had the
tendency to enhance in the evening and at night, and that one in ten adolescents was at risk of becoming
addicted to the Internet. Tekin and Polat (2016) conducted a questionnaire study to determine the level of
awareness of safe internet use among parents of secondary school students and concluded that the risks that
children may encounter in the internet environment are increasing every day, and that the level of information
and internet literacy of parents should be increased. Elgharnah and Ozdamli (2020) inquired into the
knowledge and awareness levels of parents regarding the safe use of the Internet in the study of the Parents'
Awareness Scale of Safe Internet Use. In this study, it is witnessed that the parents in the sample are aware of
internet use. In addition, they report that their awareness and knowledge levels should be increased for their
children's computer and Internet safety.

In the literature review, no awareness scale entitled "Safe Internet Awareness™ had come across for
secondary school students. Dogang and Korucu (2020) developed the "Safe Internet Use Self-Efficacy and
Perception Scale for Prospective Teachers™" to determine prospective teachers' self-efficacy and perceptions
toward safe Internet use, and Yasan Ak (2020) developed the "Internet Literacy Self-Efficacy Scale" for
prospective teachers' Internet literacy. For university students, Tavsancil and Keser (2001) developed the
"Attitude Scale Towards Internet Use", and Kim and Glassman (2013) developed the "Internet Self-Efficacy
Scale" to assess individuals' internet use competencies. Torun (2008) developed the "Internet Ethics Attitude
Scale” for high school students about what they and their friends do on the Internet. Karadeniz and Akpinar
(2017) developed the "Internet Attitude Scale" to investigate the attitudes and behaviors of secondary school
students toward the internet. Paul and Glassman (2017) developed the "Internet Anxiety Scale" to examine the
relationship between Internet self-efficacy and Internet anxiety, and Arpacit and Seving (2022) developed the
"Cyber Security Scale" to measure individuals' cybersecurity practices and perceptions. Elgharnah and
Ozdamli (2020) conducted a survey to determine the level of awareness of parents regarding safe internet use,
Yilmaz et al. (2017); Aytag and Erdem (2019) conducted a survey on awareness of safe computer and internet
use for high school students. It is believed that the development of the Safe Internet Use Awareness Scale
(SIIAS) for middle school students, according to current internet technology and usage, will fill an important
gap in the literature to serve as a source for studies that want to investigate middle school students' awareness
of safe internet use. When examining the "Information Technologies Usage Research on Children™ conducted
by TUIK (2021) for children aged 6-15 years, it is seen that the rates of internet usage are mostly concentrated
on the 11-15 age group, which is in the middle school age group, and also the rates of using and owning at
least one information tool such as a smart phone, tablet, computer are mostly concentrated in the 11-15 age
group. Therefore, it was planned to conduct the Safe Internet Use Awareness Scale for middle school students.
The purpose of this scale is, within this frame of reference, to be able to accurately measure the level of
awareness of safe internet use among middle school students adopting a scientific and academic stance.
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METHODS

Research Method

This study was conducted using the descriptive survey model, which is one of the quantitative research
models that examines the current situation regarding a subject and evaluates the data obtained from the sample.
To conduct the study, the approval of the Ethics Committee of Amasya University of Tlrkiye, Social Sciences
Ethics Committee dated 27.04.2022 and numbered 68742 was obtained, and ethical principles were taken into
consideration at every stage of the research.

Study Group

The data of the study were obtained from a total of 561 students studying in the fifth, sixth, seventh and
eighth grades of a secondary school in Kastamonu in the 2021-2022 academic year. Convenient sampling
method was used to determine the study group. Table 1 shows the distribution of the students participating in
the study according to their grades and gender.

Table 1

Distribution of Students by Grade Level and Gender

Grade Female Male Total
5 75 85 160
6 70 65 135
7 76 51 127
8 76 63 139
Total 297 264 561

As seen in Table 1, 28.52% (n=160) of the students included in the study were in 5th grade; 24.06%
(n=135) were in 6th grade; 22.64% (n=127) were in 7th grade and 24.78% (n=139) were in 8th grade. Of the
participants, 52.94% (n=297) were female students and 47.06% (n=264) were male students.

Determining the Conceptual Framework

In this study, the awareness of middle school students in using the Internet safely and correctly was
questioned. The concept of awareness means being aware of one's experiences, being conscious and being able
to self-control (Serdar, Donuk, & Cengiz, 2016). According to the research conducted by TUIK (2021), the
rate of internet use is higher among middle school children. Although the internet is a platform that facilitates
human life, there are also worrying situations in internet use for children. The most important of these are
security risks and information sharing (Johnson et al., 2012). A generation is growing up that makes the internet
a lifestyle for themselves and says that they express themselves better on social networks. Therefore, children
need to be aware of what they do and to what extent they share on the internet. The biggest burden in raising
awareness of children in information sharing on the Internet falls on families and educators (Demirel, Yoruk,
& Ozkan, 2013). Family control has an important place in the use of the Internet, which offers new educational
and developmental opportunities for children. Playing games with online chat content and using instant
communication programs may cause security problems for children. Therefore, it is important to share the
positive and negative situations encountered on the internet with the family in terms of safety (Yalgin, 2006).

In accordance with the objectives "ldentify the components that are important in terms of
confidentiality”" and "Distinguish between information that should remain confidential and information that
can be shared" in the fifth grade curriculum, students who think that an environment without the Internet is
boring will be trained to act responsibly in terms of the security of personal information, privacy, and the
quality of the information they share. With the learning outcomes "Gives examples of situations that can arise
as a result of violations of ethical principles” and "Develops measures and strategies that can be taken against
cybercrime" in the sixth-grade curriculum, it addresses making students aware of the negative behaviors that
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can be encountered in the virtual environment and to act correctly and honestly. With these acquisitions, it
strives for creating awareness in students. With the achievements of "Students recognize the effects of digital
sharing on themselves and others", "Students distinguish digital games and content that are appropriate for
their cognitive and moral development", it is understood that what they do on the Internet leaves traces about
themselves and their environment, and being an individual who is conscious, is aware of what they do and who

owns self-control as a user is the ultimate goal.

In the study conducted by reviewing the literature and examining the subject of “Is it Hidden and Safe?”
in the 5th grade curriculum of the Information Technologies and Software Course and the subjects of “I am
More Conscious Now”, “Crimes of the Digital World”, “Digital World” in the 6th grade curriculum, the factor
names were determined as “Safe Internet Use, Trusting, Verification, Information Sharing, Sharing with
Family” respectively. According to the determined factors, the process of creating an item pool was started.

Item Pool Creation Process

In the process of creating an item pool, first, the scope of safe internet use and possible factors were
determined by conducting a comprehensive literature review. In the second stage, questions were developed
for the identified factors. At the same time, similar scales related to the subject were scanned and some
appropriate items were adapted and added to the item pool. In this framework, from the “Internet Self-Efficacy
Scale” developed by Kim and Glassman (2013), the item “I can use social networking sites as an effective way
to connect with others.” was adapted as “I can communicate with people very effectively using social
networking sites such as Facebook.” and the item “I can communicate with people very effectively using social
networking sites (Facebook, Instagram, TikTok, and so on).” was added to the Trust factor. From the “Internet
Anxiety Scale” adapted by Paul and Glassman (2017) according to their research on the relationship between
Internet self-efficacy and Internet anxiety, the item “I feel confident about sharing my thoughts with others.”
was adapted as “I feel confident about sharing my thoughts with others.” and added to the Information Sharing
factor. Dogang and Korucu (2020) adapted the item “I can clean my computer when infected with a virus”
from the items of the “Safe Internet Use Self-Efficacy and Perception Scale for Prospective Teachers” and
added the items “I can take necessary precautions to prevent viruses from infecting my computer over the
Internet.” and “I can prevent malware from infecting my computer.” to the Internet Use factor. Yasan Ak
(2020) added the item “I can distinguish reliable websites” from the items of the “Internet Literacy Self-
Efficacy Scale” prepared by Yasan Ak (2020) for the internet use competencies of prospective teachers to the
Internet Use factor. From the “Internet Ethics Attitude Scale” developed by Torun (2008) to determine the
Internet ethics attitudes of secondary school students, the items “On the Internet, one should behave as one
is.”, “It is not right to exaggerate personal characteristics in the virtual environment.”, “I tell small lies because
the other person does not see me.”, “Lies should not be told in online chat.” were added to the Trust factor.
From the same scale, the item “There should be a program to prevent access to pornographic sites on the home
computer.” was adapted as “There is a program to prevent access to objectionable sites on my computer.”, the
item “It is objectionable to play violent online games.” was adapted as “I determine the games I will play
together with my parents.”, and the item “I close immediately when I come across a pornographic page.” was
adapted as “I inform my family when I come across an objectionable page.” and added to the Sharing with
Family factor. The item “I think that the Internet should be utilized in every field” from the “Attitude Towards
the Internet Scale” prepared by Karadeniz and Akpinar (2017) for secondary school students was added to the
Internet Use factor. The item “Internet is a super library” from the items of the “Attitude Scale Towards Internet
Use” prepared by Tavsancil and Keser (2001) for university students was adapted and added to the Verification
factor as “Internet is a great library”, the item “Internet is the easiest place to share information.” and the item
“I can express myself freely on the Internet.” were added to the Information Sharing factor, and the item “I
meet new people thanks to the Internet.” was adapted as “I communicate with strangers with the Internet.” and
added to the Internet Use factor. In the “Cyber Security Scale” prepared by Arpaci and Seving (2022) as an
international study, the item “I am careful about the personal information I share in the cyber environment.”
was added to the Trust factor. The item “I am aware of the importance of online internet security software”
and the item “I use anti-spyware software against security threats from the internet (Virus Program, etc.)” in
the survey study conducted by Elgharnah and Ozdamli1 (2020) to determine the awareness levels of parents on
safe internet use were added to the Internet Use factor, and the item “I know that I should not fill in the sensitive
data of my profile account in social networks.” was adapted and added to the Verification factor as “I know
that I should fill in the sensitive data of my profile account in social networks by deciding with my family.”.
The item "I get worried when | accidentally click on a suspicious advertisement on a Web site” in the same
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study was adapted as "I inform my family about what I think is suspicious on web sites” and added to the
Sharing with Family factor. In addition to these items, some other items were developed by the researchers to
ensure content validity and added to the item pool. The resulting item pool was presented to three faculty
members who are experts in the field of educational technology and expert opinions were obtained. According
to the expert opinion, the items "I can prevent malware from infecting my computer™ and "Internet is the easiest
place to share information" were removed from the scale. In addition, the suggested corrections for some items
were implemented. In the last stage, the draft scale was created by taking the opinions of a language expert.
The draft scale consists of 46 items.

Data Analysis

The data collected after the scale application process were prepared for data analysis with the SPSS
26.0 program. First, Kaiser Meyer Olkin (KMO) and Barlett tests were conducted to see the level of suitability
for factor analysis.

Table 2

KMO ve Bartlett's Test

KMO .897
Bartlett's Test X2 8022.44
Df 1035
P .000

As seen in Table 2, the KMO value was .897 and the Barlett's Test 42 value was 8022.44 (p<.001). The
fact that the KMO value is likely to be higher than .700 and Barlett's Test is significant indicates that the data
are suitable for factor analysis (Field, 2000). Principal Axis Factoring, which is widely used to examine
construct validity in the study, was preferred (Biiyiikoztiirk, Kilig Cakmak, Akgiin, Karadeniz, & Demirel,
2011). Principal Axis Factor Analysis groups variables with minimum factors and reliable results are obtained
(Esmekaya, 2019). Exploratory Factor Analysis (EFA) was conducted on the data and factor loadings were
analyzed using Varimax orthogonal rotation technique. Factor analysis was conducted to give the final
applicable form to the scale (Ozdamar, 2014). To determine the level of each item serving the purpose, item
factor correlation was performed for the factors in the scale and the whole scale. To examine the discrimination
of the scale items, an independent samples t-test was conducted by determining the lower group and upper
group in total scores. Internal consistency and stability levels were analyzed to examine scale reliability. The
internal consistency of the scale was determined by looking at the Cronbach Alpha values of the factors and
the overall scale. At the same time, the internal consistency level of the scale was investigated using Sperman
Brown and Guttmann Split-Half analyses. The stability level of the scale was explored using the test-retest
method.

Ethical Permissions for the Research

In this study, the principles of research ethics were observed, and the necessary ethics committee
permissions were obtained. Within the scope of ethics committee permission, Amasya University Social
Sciences Ethics Committee, dated 27.04.2022, E-30640013-108.01-68742 numbered document was obtained.

FINDINGS
Findings Regarding the Validity of the Scale
Structure Validity
Once the data analysis showed that the scale data were suitable for evaluation, the scale was first
subjected to one-dimensional factor analysis. Among the 46 items, it was figured out that there were no items

with factor loadings lower than .400. When the total variances were studied, it was seen that there were five
factors with a total explained variance ratio not exceeding 40%, and since the scale was initially organized into
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five factors, the data analysis was conducted a second time using five factors. In the five-factor analysis, 14
items were spotted to have factor loadings less than .400. These 14 items were removed from the scale and the
factor analysis was performed again and it was understood that the KMO value increased from .897 to .899.
Another item with a factor loading less than .400 was removed from the scale. In the re-run factor analysis, it
was determined that it would be appropriate to keep the three items below .400 and above .370 from the scale
to maintain content validity. Up to this point, a total of 15 items were gradually removed from the scale. Factor
loadings were enquired into using the varimax vertical rotation technique and it was determined that the first
factor could consist of 10 items, the second factor 5, the third factor 5, the fourth factor 4, and the fifth factor
3. It was determined that five items with factor loadings distributed across more than one factor should be
removed from the scale. After the item removal procedures were completed according to the five factors, the
Cronbach alpha values of the factors were examined. It was found that the Cronbach alpha reliability
coefficient of the first factor was .870 - the second factor was .732 - the third factor was .708 - the fourth factor
was .233 - the fifth factor was .496. Since the Cronbach alpha reliability coefficients of the fourth and fifth
factors were low (Buyukoéztiirk, 2007), it was thought that the scale should be reanalyzed with four factors.

To test the four-factor structure, the entire item pool (46 items) was included in the process again. In the
first analysis conducted as four factors, 16 items with factor loads far from .400 were removed from the scale.
These 16 items were removed from the scale and factor analysis was performed again and it was seen that the
KMO value increased to ,906. It was thought that it would be appropriate to keep eight items with factor
loadings between .400 and .300 in order not to disrupt the content validity. In light of Varimax vertical rotation
technique, it was seen that the first factor consisted of 10 items, the second factor consisted of eight items, the
third factor consisted of four items, the fourth factor consisted of five items, and three items had to be removed
from the scale because their factor loadings were distributed over more than one item. The Cronbach Alpha
reliability coefficient for the first factor was found to be .878, for the second factor .748, for the third factor
.708, for the fourth factor .627 and for the overall scale .804.

As aresult, it became clear that the scale could consist of 27 items and four factors. In its final form, it
was determined that the KMO value of the 27-item scale was .901; Bartlett values were y2=4774,944; df=351;
p<0.001. The factor loadings of the remaining 27 items in the scale were between .305 and .616, and the factor
loadings were between .462 and .763 in the Varimax vertical rotation analysis. It was determined that the 27
items in the final version of the scale explained 47.75% of the total variance. In the scale, which had initially
been planned to possess five factors, a four-factor structure emerged as a result of the item pooling process,
expert opinion and validity and reliability tests. In the first application of the scale, there were five factors and
46 items. As a result of the analyses, the number of items decreased, the order of the items was altered, and
the number of factors was reduced to four, which necessitated an adjustment in the factor names. After the
factor analysis, the remaining items were submitted to the opinions of three field experts with a doctorate in
the field of Computer and Instructional Technologies in order to review the content validity. All three field
experts expressed the opinion that content validity was achieved. The names of the factors in the final version
of the scale were based on the factor names in the first version of the scale as a result of the literature review.
The slope graph (Graph 1), which was created according to the eigenvalues of the factors, also shows that the
factor structure should be four factors.

Figure 1
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As a result of all the analyses, the findings regarding the item loadings, eigenvalues of the factors and
variance explanation amounts of the remaining 27 items in the scale are shown in Table 3.

Table 3

Factor Analysis Results

Items T T = S = S
Var.
L If 1 come across an objectionable page, | inform my family. .618  .763
2. | inform my family about anything I find suspicious on 606 745
websites. ' '
> 3. I inform my family about negative situations | encounter
z online. .624 729
£ 4. 1ask my family to help me create secure passwords for
. . 599 709
= websites | will be a member of.
= 5. 1 know that I have to fill in the sensitive data of my profile
2 account on social networks by making decisions together 537 .652
8 with my family.
w 6. | prefer to use the information I find on the internet for my
[ . 456 .630
— homework by asking my parents.
S 7. lask my family for help to look at/answer emails that | don't
k7 486  .589
= know who they are from.
- 8. | inform my parents about messages and emails from people 502 585
I do not know. ' '
9. | choose the games | play with my parents. 485 572
10. My family and I have decisions about internet use in our 120 557
home.
11 | don't trust strangers | contact online. .455 .639
12. I am careful about the personal information | share in 538 557
cyberspace. ' '
- 13. ldo not'share pergonal/prlvate information about myself and 417 534
2 my family on the internet. '
|_| 14. 1 have no problem sharing my personal information with 333 553
o~ people I know on the Internet.
ie] 15. 1do not use my family's credit card information on the 429 516
E’ internet without their permission and knowledge. ' '
16. Itis not right to exaggerate personal characteristics in a 346 512
virtual environment. ' '
17. 1don't think there is a problem in communicating with
. - 423 489
people I don't know online.
18. | communicate with strangers through the Internet. 430 499
@ 19. I am aware of the importance of online internet security 550 692
& software (firewall and antivirus protection). ' '
I & 20. | use anti-spyware software against security threats from the 483 690
3 Internet (Virus Program, etc.). : :
<= . .
£ 21. | take the necessary precautions to prevent viruses from 519 670
< . . . .
w infecting my computer over the Internet.
22. | can recognize trustworthy websites. .378 .584
£ 23. Internetis a lifestyle for me. .601 .738
| 5__*5 24. Life without the internet is so boring. 579 717
< o 25. | can freely express myself online. 372 520
S _% 26. | can communicate very effectively with people using social 396 494
E; 1;» networking sites (Facebook, Instagram, TikTok, etc.). ‘ '
3 27.
v | think the Internet should be utilized in every field. 312 462

Eigenvalues 4.78 314 266 232
Explained Variance 17.72 11.61 9.83 8.56
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As seen in Table 3, the first factor consists of 10 items and the factor loadings vary between .763 and
.557, the eigenvalue represented by the first factor in the scale is 4.78 and its contribution to the overall variance
is 17.72%. The factor loadings of the second factor, which has eight items, vary between .639 and .489, and
the eigenvalue represented by the second factor in the scale is 3.14; its contribution to the overall variance is
11.61%. The factor loadings of the third factor involving four items ranged between .692 and .584, and the
eigenvalue represented by the third factor in the scale was 2.66; its contribution to the overall variance was
9.83%. The factor loadings of the fourth factor, which contains five items, vary between .738 and .462, and
the eigenvalue represented by the fourth factor in the scale is 2.32; its contribution to the overall variance is
8.56%. The 14th, 17th and 18th items in the second factor named “Trusting” in the scale are items that should
be reverse coded.

Levels of Items Serving Purpose

In this section, the level of the items serving the general purpose was inspected separately. The
coefficients obtained from the items and the coefficients obtained from the factors were evaluated using the
item-factor total correlation method. Related values are given in Table 4.

Table 4

Analysis of Items' Level of Serving the Purpose

F1 F2 F3 F4

Sharing with Family Trust Safe Usage Knowledge Sharing

| r | r | r | r

1 759" 11 668" 19 786 23 702

2 746" 12 663" 20 756 24 683"

3 746™ 13 567 21 749™ 25 .603™

4 764™ 14 .558™ 22 627 26 .609™

5 730™ 15 .624™ 27 573"

6 .629™ 16 613™

7 661" 17 .598™

8 .608™ 18 561™

9 662"

10 615™ N=561; **=p<.001

Table 4 displays the correlation coefficients of the items. Accordingly, the coefficients vary between
.608 and .759 points for the first factor, between .561 and .668 points for the second factor, between .627 and
.786 points for the third factor, and between .573 and .702 points for the fourth factor. The items hold a
significant and positive relationship with the factor they are in (p<.001). The item-factor correlation is
examined to determine the level of serving the purpose of each item, and when the results are analyzed, it can
be said that each item serves the purpose within the factor in which it is located. In order to disclose the
construct validity of the scale, the correlation results between factors were analyzed. According to the
fimdings, the results of the correlation values showing the relationship between the factors are given in Table
5.

Table 5

Correlation between Factors

Faktors F2 F3 F4

F1 - Sharing with Family 520™ .238™ -.419™
F2 — Trust 1 406" -212™
F3 — Safe Usage 1 .034™

N=561; **p<.001
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Table 5 shows that the correlation values between the factors of the scale vary between .034 and .520.
It was determined that there was a significant relationship between the factors. The correlation value between
the third factor and the fourth factor is .034. According to Blytikozturk et al. (2011), values below .300 are
considered low in the evaluation made according to correlation coefficients. There is a significant negative
correlation between the fourth factors and the first and second factors. Since the fourth factor in the scale has
a negative relationship with the first and second factors, the total score in the scale cannot be calculated. Factor
scores should be used in the analyses.

Item Distinctiveness

In this section, the discrimination power of the items and factors was scrutinized. Discrimination was
reviewed via forming subgroups and supergroups based on total scores. For this purpose, firstly, the scores
obtained in the scale were sorted from highest to lowest and a 27% lower group and a 27% upper group were
formed with 151 participants. Independent groups t-test values were calculated according to the total scores of
the groups. The findings regarding the discrimination t-values and significance levels of each item, factor and
the overall scale are shown in Table 6.

Table 6

Item Distinctiveness

F1 F2 F3 Fa

Sharing with Family Trust Safe Usage Knowledge Sharing
| t | t I t I t
1 16.93** 11 12.37** 19 9.02** 23 2.75*
2 15.85** 12 10.24** 20 8.08** 24 1.69*
3 15.74** 13 7.82** 21 6.04** 25 35
4 17.22** 14 6.37** 22 5.59** 26 3.59**
5 15.85** 15 8.62** 27 1.77*
6 12.21** 16 9.38**
7 12.65** 17 14.11** F1 26.94**
8 12.40** 18 8.54** F2 18.16**
9 15.45** F3 9.63**
10 11.47** F4 2.10*

df: 300 *p< .05; **p<.001

Table 6 portrays that the independent sample t-test values of the factors in the scale vary between .352
and 26.944 and that there is a significant differentiation between the factors. Except for the 25th item in the
fourth factor, there is a significant differentiation in all items and factor total scores. Accordingly, it can be
said that the overall discrimination of the scale is high except for the 25th item. Considering the content
validity, the 25th item was not removed from the scale despite its low discrimination.

Findings Regarding the Reliability of the Scale

In this section, the reliability of the scale was tried to be determined by analyzing the internal consistency
and stability level. The findings obtained from the reliability analysis are given below.

Internal Consistency Level
For the reliability analysis of the scale consisting of four factors and 27 items, Cronbach Alpha

reliability coefficient was first examined. Then, the reliability level was calculated using Sperman-Brown and
Guttmann Split-Half formula. Reliability analysis values obtained for each factor are given in Table 7.
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Table 7

Reliability Analysis Results

Faktor Item Cronbach’s Sperman Brown Guttmann Split-
Number Alpha Half

F1 - Sharing with Family 10 .88 .87 .87

F2 — Trust 8 75 12 12

F3 — Safe Usage 4 12 .70 .69

F4 — Knowledge Sharing 5 .63 .58 .56

As seen in Table 7, Cronbach's Alpha values for the scale factors vary between .63 and .88. It is seen
that the Sperman Brown reliability coefficient is between .584 and .874 for the factors and the Guttmann Split-
Half reliability value is between .56 and .87 for the factors. Acceptable results were obtained from the analyses
and Cronbach's Alpha value was determined as .80 in the whole scale and it is concluded that the scale is
reliable since it is above .70 (Blyukoztirk et al., 2011:112). Accordingly, it was determined that both each
factor and the overall scale could make consistent measurements.

Stability Level

In this section, the stability level of the scale was examined using the test-retest method. The scale,
which had 27 items in its final version, was reapplied to 55 sixth and seventh grade students at the
implementation school four weeks later. The relationship between the scores obtained as a result of the
responses of the students was examined both in terms of each item and in terms of the overall scale, and the
level of the scale's ability to make stable measurements was examined. The findings and significance values
are given in Table 8.

Table 8

Stability Level of Items

F1 F2 F3 F4
Sharing with Family Trust Safe Usage Knowledge Sharing
I r I r I r | r
1 7397 11 764 19 794 23 778"
2 763" 12 666" 20 811" 24 830"
3 647 13 .640™ 21 789" 25 736"
4 746" 14 542" 22 638" 26 ,765™
5 676™ 15 .696™ 27 ,759™
6 542" 16 624
7 .806™ 17 .558™ F1 ,854™
8 570" 18 744 F2 ,866™
9 .653™ F3 ,555™
10 613" F4 - 711"

N=55; **=p<.001

In Table 8, each item in the scale was analyzed within the factors by test-retest method and it was seen
that the correlation coefficients of the items ranged between .542 and .806 in the first factor, between .542 and
.764 in the second factor, between .638 and .811 in the third factor, between .736 and .830 in the fourth factor
and that the factors had significant positive relationships within themselves. In the correlation analysis
according to the factor total scores, the results vary between .555 and .866. A significant negative relationship
was found only in the fourth factor. As a result of these results, it is seen that the scale makes stable
measurements.
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CONCLUSION AND DISCUSSION

In this study, the “Safe Internet Use Awareness Scale (SIUAS)” was developed to reveal middle school
students' awareness of safe internet use. The scale is a five-point Likert-type scale and was applied as five
factors and 46 items in the first application, and as a result of the analyses, it was decided to consist of four
factors and 27 items. It was deemed appropriate to use the scale names in the first version of the scale, which
were determined by making use of the middle school Information Technologies and Software course teacher's
guidebooks and the literature review, in the final version of the scale. Accordingly, the first factor was named
“Sharing with Family”, the second factor was named “Trusting”, the third factor was named “Safe Use”, and
the fourth factor was named “Sharing Information”. Each of the items in the scale is graded between “Strongly
Disagree (1)” and “Strongly Agree (5)”. The 14th, 17th and 18th items in the second factor named “Trust” are
the items that require test coding. In the scale development process, after the item pool was created, expert
opinion was consulted to examine the scale items for the first application and to ensure construct validity
(Yildirnm & Simsek, 2021: Alpar, 2020). In the data analysis phase, factor analyses were conducted to give
the scale an applicable result (Ozdamar, 2014). The suitability of the data for factor analysis was decided by
looking at the KMO number and Bartlett's Test results (Cakir, 2014; Field, 2000). Item factor correlation was
performed for the four factors in the scale and for the whole scale, and it was determined to what extent each
of the items could measure the characteristics that were tried to be measured by the factor to which it belonged.
Item factor correlation is examined to determine the level at which each item serves the purpose (Balci, 2009).
Accordingly, since the correlation values of the items in the scale ranged between .561 and .786, it can be said
that each item serves the purpose of the factor in which it is located. An item-total correlation of .300 and
above indicates that the items have good discrimination (Buylkoztlrk, 2007:171). To examine the item
discrimination feature of the scale, independent groups t-test was performed for the 27% lower group and 27%
upper group, with the total scores obtained ranked from higher to lower. When the overall scale was examined,
meaningful results were obtained, and there was a significant differentiation in all items and total scores except
for the 25th item in the fourth factor. In terms of content validity, it was decided to keep the 25th item in the
scale in line with expert opinion. The fact that the differences between the upper and lower 27% groups were
significant as a result of the t-test is an indication that the internal consistency of the scale is high (Blyukdéztirk,
2007:171). Internal consistency coefficients of the scale were calculated using Cronbach Alpha formula. The
Cronbach Alpha reliability coefficient of the overall scale was found to be .804, while the factors were in the
range of .878 to .627. Accordingly, it was determined that both each factor and the overall scale could make
consistent measurements (Buyukoztirk et al., 2011:112). In the interpretation of correlation values, Cohen
(1992) suggested that values above .300 have a medium effect and values above .500 have a large effect, while
Gignac and Szodorai (2016) suggested that values above .200 have a medium effect and values above .300
have a large effect because of their correlation value analysis on 708 studies. Therefore, the internal
consistency level of the scale was examined by Sperman Brown and Guttmann Split-Half analyses and it can
be said that the scale makes consistent measurements. The stability level of the scale was examined with the
test-retest method, and it was seen that the correlation coefficients within the factors ranged between .542 and
.830 and the relationship within the factors was significant and positive. According to these findings, it can be
said that the scale makes stable measurements. As a result of all the findings obtained, when the scale was
considered, it was seen that reliable, valid, consistent, stable and meaningful results were obtained.

As there is no awareness scale study for middle school students in the literature to raise awareness about
safe internet use and since there is no awareness scale study for middle school students in the literature, it was
seen that the scale being a safe internet awareness scale for middle school students would close a gap in the
literature. In the research conducted by the Turkish Statistical Institute for children between the ages of 6-15,
it was determined that the internet usage rates of students in the middle school age group were the highest
(TUIK. 2021). Therefore, this study focuses on middle school students. Bayzan and Aytekin (2017), in their
study, emphasized the conscious use of children and their families for safe internet. Just as families protect
their children in real life, they need to protect their children in the internet environment where the dangers of
abuse are increasing day by day. At the same time, for children, the internet has become the main venue for
social interaction and therefore it has become very important for parents to know more about what their
children are doing in cyberspace (Altarturi, Saadoon, & Anuar, 2020). This is why it is inevitable to work
together with the family for safe internet awareness. Compared to adults, young children are more likely to
encounter risks on the internet. If they cannot get help in solving the problem they face by sharing it with an
adult, this may have negative consequences for the child in the future (Koynoglu, 2022). Based on this, through
the literature review, the first factor was entitled “Sharing with Family”. The internet, which is defined as the

511



Trakya Journal of Education, 15(2) 2025, 484-515

connection of computers used worldwide to each other like a network, is also defined as a mass communication
tool that enables people and groups using or managing those computers to connect to each other (Bayzan,
2013; Ohiagu, 2011). Based on this, the second factor was named “Trusting” because trust in people and
situations we encounter on the Internet is important and there are items related to the concept of trust. In their
study for young children, Valcke, Wever, Van Keer, and Schellens (2011) encourage safe use of the constantly
developing and changing Internet. In addition, it is vital to educate adolescents and their families about
appropriate and safe use of the Internet (Pridgen, 2010). According to these approaches, the third factor was
named “Safe Use” because it is also appropriate for the items in the factor to emphasize that every individual,
from young to old, should take adequate security measures against security threats from the Internet and be
aware of the need to carry out transactions in a secure virtual environment. Research shows that the generation
born after the Internet values information sharing (Bahriyah, Heryati, Laki, Sudi, & Hariyanto, 2023). The
personal information we share is as important as the activities we do online, the time we spend, and the websites
we use (Rafique, 2017). Therefore, the fourth factor was named “Information Sharing” to draw attention to the
issue of information sharing in the virtual environment in the safe internet use awareness study. In this
direction, it can be noted that the scale developed within the scope of this study is a valid and reliable scale
that can measure middle school students' awareness of safe internet use.
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