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Bu makalenin amaci, hukuki bir bakis agisiyla insansiz gemilerde deniz

haydutlugu ve siber glvenlik konularini ele almaktir. Esas itibariyla in-

sansiz gemilerin hem deniz haydutlugu hem de siber giivenlik boyutu

oldukga genis kapsamlidir. Bu nedenle ¢alismada, insansiz gemilerin bu
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hususlarda yaratabilecegi hukuki problemlere iliskin farkindaligin arti-
rilmasi i¢in konu hakkinda genel bir cerceve ¢izilmesi amaglanmaktadir.
Calismada, insansiz gemiler hakkinda genel bir bilgi verildikten sonra,
uluslararasi deniz hukuku agisindan ilk olarak deniz haydutlugu, ardin-

dan siber giivenlik konusu incelenecektir.

Anahtar Kelimeler: Uluslararasi Deniz Hukuku, Insansiz Gemiler, De-

niz Haydutlugu, Siber Guvenlik, Endustri 4.0.

ABSTRACT

The purpose of this article is to address issues of piracy and cybersecuri-
ty on unmanned ships from a legal perspective. In essence, both piracy
and cybersecurity dimensions of unmanned ships are quite extensive.
Therefore, the aim of this study is to draw up a general framework on
the subject in order to raise awareness about the legal problems that un-
manned ships can create in these areas. The study examines the issue of
piracy, followed by cybersecurity, in terms of the law of the sea, after
giving general information about unmanned ships.

Keywords: The Law of the Sea, Unmanned Ships, Piracy, Cybersecuri-
ty, Industry 4.0.

*kx
GIRIS

Neredeyse her giin yeni bir icatla kars1 karsiya kalinmaktadir. Ozellikle
son yillarda, sanayi devriminin doérdiincu jenerasyonu olarak nitelendiri-
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len Endstri 4.0 ile, akilli teknolojiler hemen hemen her sektorde yerini
almakta ve giderek yayginlasmaktadir. Elektronik tasima belgeleri, oto-
matik konteyner terminalleri, elektronik iletisim, veri analizi, e-
navigasyon, sensor teknolojisindeki ilerlemeler gibi teknolojik gelisme-
lerin ardindan, denizcilik sektorliniin son zamanlardaki giincel konusu
insansiz gemilerdir.

“Gemi adamlarimin gemi Uzerindeki varligina ihtiya¢ olmaksizin suda
bir noktadan diger bir noktaya kontrolli bir sekilde hareket edebilen
araclar” olarak tanimlanan? insansiz gemiler igin terminoloji bakimin-
dan, “miirettebatsiz gemiler”, “otonom gemiler” gibi terimlerin de kulla-
mldig: gorulmektedir. Uluslararas: Denizcilik Orgiiti (International Ma-
ritime Organization - IMO) ise “Deniz Ustii Otonom Gemiler (Maritime
Autonomous Surface Ships - MASS)” terimini kullanmaktadir®. Calis-
mada, yaygin kullanim olmasi nedeniyle “insansiz gemi” terimi tercih

edilmistir.

Insansiz gemilerin avantajlarindan oldugu kadar dezavantajlarindan da
bahsetmek mumkindir. Avantajlar1 arasinda diistik isletme maliyetleri,
enerji verimliligi, yakit tlketiminin ve emisyonlarin azaltilmasi, insan
hatalarindan kaynaklanan deniz kazalarinin 6niine gecilmesi, tasiacak

1 Endiistri 4.0, birgok cagdas otomasyon sistemini, veri aligverislerini ve iiretim tek-

nolojilerini iceren kollektif bir terim olup; nesnelerin interneti, internetin hizmetleri
ve siber-fiziksel sistemlerden olusan bir degerler biitiiniidiir. Bkz. <https://www.
endustri40.com/endustri-tarihine-kisa-bir-yolculuk/>, [erigim tarihi (et.) 26.09.2019].

2 Comité Maritime International (CMI), International Working Group Position Paper
on Unmanned Ships and the International Regulatory Framework, s. 1
<https://comitemaritime.org/wp-content/uploads/2018/05/CMI-Position-Paper-on-
Unmanned-Ships.pdf >, (et. 28.03.2018).

3 <http://www.imo.org/en/MediaCentre/HotTopics/Pages/Autonomous-
shipping.aspx>, (et. 28.03.2018).
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esya icin daha fazla alan agilmas: sayilabilir*. Dezavantajlar1 arasinda
ise, gemi adamlarinin istihdaminda azalma, karsilasilabilecek risklerin
halihazirda belirsiz olmasi, bilgi teknolojileri kaynakli yeni risklerin
meydana gelmesi, seyrisefer esnasinda bakim-onarim ihtiyaci oldugun-
da insan unsuru olmadan nasil yapilacagi gibi hususlar yer almaktadir®.

Insans1z gemiler, halihazirda askeri ve bilimsel amaclarla kullanilmakta-
dir. Esya tasima gibi ticari amagli bir kullanim ise henliz s6z konusu
degildir. Ticari amagh insansiz gemiye yonelik fizibilite ve Gretim amag-
I1 yiritilen birgok proje mevcuttur. Bunlardan “AAWA”®, “MUNIN"”,
“RAVEN"®, “Yara Birkeland” ve “The ReVolt” diinyada énde gelen
projelerdendir.

Insansiz gemilerle ilgili olarak yuritiilmekte olan projeler diinya ¢apinda
blyuk bir heyecan yaratsa da, bircok soruyu ve tartismayi1 beraberinde

getirmektedir. Bunlarin basinda mevcut hukuki diizenlemelerin insansiz

Baughen, S.: “Who is the Master Now? Regulatory and Contractual Challenges of
Unmanned Vessels”, Soyer, B. / Tettenborn, A.: New Technologies, Artificial Intel-
ligence and Shipping Law in the 21st Century, Oxon 2020, s. 129; MUNIN, “Re-
search in Maritime Autonomous Systems Project Results and Technology Poten-
tials”, s. 5 <http://www.unmanned-ship.org/munin/wp-content/uploads/2016/02/
MUNIN-final-brochure.pdf>, (et. 30.11.2018); “Remote and Autonomous Ship —
The Next Steps”, AAWA Position Paper, 2016, s. 4 vd. <https://www.rolls-
royce.com/~/media/Files/R/Rolls-Royce/documents/customers/marine/ship-
intel/aawa-whitepaper-210616.pdf>, (et. 27.06.2018); Daum, O./Stellpflug, T.:
“The Implications of International Law on Unmanned Merchant Vessels”, Journal
of International Maritime Law, Vol. 23, Iss. 5, s. 364; Deketelaere, P.: The Legal
Challenges of Unmanned Vessels, Master Dissertation, Universiteit Gent, Master of
Science in Maritime Science, 2016-2017, s. 20-22; Delgado, J. P. R.: “The Legal
Challenges of Unmanned Ships in the Private Maritime Law: What Laws would
You Change?”, 1l Diritto Marittimo — Quaderni 5, Musi, M. (ed.): Port, Maritime
and Transport Law between Legacies of the Past and Modernization, Bologna 2018, s. 520.

> Deketelaere, 22-24; Delgado, 519, 520.

& Advanced Autonomous Waterborne Applications.

7 Maritime Unmanned Navigation through Intelligence in Networks.

8  Remote-controlled and Autonomous Vessels for European and National Waters.
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gemilere uygulanip uygulanamayacagi; hukuki altyapinin insansiz gemi-
ler icin yeterli olup olmadig1 gelmektedir. Bu ¢alismada, insansiz gemi-
lerin deniz haydutluguna ve siber saldirilara maruz kalmasimin hukuki

boyutu uluslararas1 deniz hukuku ekseninde ele alinmaktadir.
|. DENiZ HAYDUTLUGU

[k bakista gemi adamlarinin bulunmayisinin, deniz haydutluguna karsi
insansiz bir gemiyi mutat bir gemiden daha savunmasiz hale getirebile-
cegi digtiniilebilir. Ancak diger taraftan, fidye igin rehin alma amagl bir
deniz haydutlugunda gemi adamlarinin eksikliginin insansiz gemiyi ca-
zibesiz hale getirecegi diisiiniilmektedir®. Ote yandan, insansiz gemiye
kars1 siddet, alikoyma veya yagma fiillerinin gergeklestirilmesi mim-
kindir. Bu nedenle uluslararas: deniz hukuku bakimindan insansiz ge-
miye yonelik bu fiillerin deniz haydutlugu kapsamina girip girmeyecegi-

nin degerlendirilmesi gerekir.

Jus cogens niteligindeki suclardan® biri sayilan deniz haydutlugu 1982
tarihli Birlesmis Milletler Deniz Hukuku Sézlesmesi’nin'! (BMDHS)

101. maddesinde su sekilde tanimlanmaktadir:

Dubay, D.: “Why We Will Never See Fully Autonomous Commercial Ships”,
<https://maritime-executive.com/author/commander-david-dubay-uscg>, (et.
03.07.2019); University of Oslo Faculty of Law, Candidate Number: 557161, “The
Production of Unmanned Vessels and Its Legal Implications in the Maritime Indus-
try”, Oslo 2014, s. 11.

Garmon, T.: “International Law of The Sea: Reconciling the Law of Piracy and
Terrorism in the wake of September 11th”, Tulane Maritime Law Journal, Vol.
27(1), s. 260.

Tiirkiye bu sozlesmeye taraf degildir. Sozlesmenin orijinal metinleri i¢in bkz.
<https://www.un.org/Depts/los/convention_agreements/convention_overview_conv
ention.htm> (et. 09.11.2019). Sézlesmenin Tiirkge terciimesi icin bkz. Ozman, A.:
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“Asagida sayilan fiillerden herhangi biri deniz haydutlugunu teskil eder;

(a) Bir 6zel geminin veya bir 6zel ugagin mirettebat: veya yolcu-

lar1 tarafindan:

(i) Acik denizde, bir gemiye veya ugaga veya bunlardaki kisi ve-
ya mallara karst;

(if) Hicbir devletin yetkisine tabi olmayan bir yerde, bir gemiye

veya ucaga, kisilere veya mallara karsi,

kisisel amaclarla islenen her tlrlli yasa disi siddet veya ali-

koyma veya yagma fiili;

(b) Gemiye veya ugaga deniz haydudu gemi veya ucak niteligini
veren olaylara ait bilgisi olmak kaydiyla bir geminin veya bir

ucagin kullanilmasina isteyerek katilma fiili;

(c) (a) ve (b) fikralarinda tanimlanan fiillerin islenmesini tesvik

eden veya bunlar kolaylagtirmak (izere islenen her fiil.”

Tanimda gecen “Agik denizde bir gemiye ... veya bunlardaki ... mallara
kars1” ifadesine bakildiginda, “gemi” ile kastedilenin ne oldugunu belir-
lemek gerekir. Acaba “insansiz gemi”, tanimda gegen “gemi” terimi
kapsaminda degerlendirilebilir mi? Eger bu soruya olumlu cevap verile-
bilirse, insansiz gemiler de tipki mutat gemiler gibi deniz haydutlugu
sucuna maruz kalabilecek ve insansiz gemiye karsi deniz haydutlugu
sucunu isleyenler, devletlerin evrensel yarg: yetkisine tabi olabileceklerdir.

Birlesmis Milletler Deniz Hukuku Sozlesmesi, istanbul Deniz Ticaret Odas1 Yayin
No. 5., Istanbul 1984.
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BMDHS’de “gemi”nin tanimi yapilmamistir. Dolayisiyla, bu terimin
yorumlanmasi gerekmektedir. Kural olarak, s6zlesme hiikiimlerine s6z-
lesmenin kabul edildigi zamanda sahip olduklar1 anlam verilmelidir®?.
Ancak bunun istisnas1 genel (jenerik) terimlerdir'®. Gemi de bir genel
terimdir'*. Yorumlama sirasinda, genel terimlere hakim kosullar 1s13imda
anlam verilmesinin amaglandigi varsayimindan hareket edilmesi ve ev-
rimsel bir sekilde yorumlanmasi gerektigi’® ve BMDHS’ nin evrimsel
terimler igerdigi'® ifade edilmektedir. Bu genis yorumlayict tutum igin,
asagida deginilecegi gibi, BMDHS nin, kendine 6zgl birtakim nitelikle-
rine atifta bulunulmaktadir!’. iste bu anlayis, genel terimlerden biri olan
“gemi”yi degisime uygun hale getirmektedir. Dolayisiyla, BMDHS deki
“gemi” terimi, yelkenden buharli gemilere, motorlu gemilere ve insansiz
gemilere kadar giden teknolojik gelismeleri barindirmaya elverislidir.

12 Dérr, O.: “Article 31: General Rules of Interpretation”, Dérr, O./Schmalenbach, K.
(eds): Vienna Convention on the Law of Treaties: A Commentary, 2nd ed., Berlin
2018, s. 573.

3 Ddorr, 573.

14 Walker, G. K. (ed.): Definitions for the Law of the Sea: Terms not Defined by the
1982 Convention, Leiden, Boston 2012, s. 56.

Petrig, A.: “The Commission of Maritime Crimes with Unmanned Systems: An
Interpretive Challenge for UNCLOS”, Evans, M. — Galani, S (eds.), Maritime Secu-
rity and the Law of the Sea: Help or Hindrance? (Basim Asamasinda), Edward El-
gar Publishing Ltd.,, s. 20. Bkz. <https://ssrn.com/abstract=3360254> (et.
12.06.2019); Veal, R./Tsimplis, M./Serdy, A.: “The Legal Status and Operation of
Unmanned Maritime Vehicles”, Ocean Development & International Law, Vol. 50,
Iss. 1, s. 27.

Bu terimlere 6rnek olarak “kirlilik”, “deniz gevresinin korunmasi”, “canli kaynakla-
rin muhafazas1”, “dogal kaynaklar”, “genel kabul gormiis uluslararasi kurallar” sa-
yilmistir. Bkz. Buga, I.: “Between Stability and Change in the Law of the Sea Con-
vention: Subsequent Practice, Treaty Modification, and Regime Interaction”,
Rothwell, D./Elferink, A. O./Scott, K. N./Stephens, T. (eds.): The Oxford Hand-

book of the Law of the Sea, Oxford 2015, s. 66.
17 Petrig, 10.

15

16
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Esas itibariyla, bir uluslararasi sézlesmenin nasil yorumlanacagina ilis-

kin esaslar, 1969 tarihli Viyana Andlasmalar Hukuku Sozlesmesi'® ile

duzenlenmektedir. Sozlesmenin 31. maddesinde “genel yorum kurali”

yer almaktadir:

661.

@)

(b)

(a)

Bir andlagsma, hikiimlerine andlasmanin bltind icinde ve ko-
nu ve amacmin 1giginda verilecek alelade manaya uygun se-

kilde iyi niyetle yorumlanir.

Bir andlasmanin yorumu bakimindan, andlasmanin butund, gi-

rigini ve eklerini igine alan metne ilaveten, asagidakileri kapsar:

andlagsmanin akdedilmesi ile baglantili olarak btln taraflar

arasinda yapilmis olan andlagmayla ilgili herhangi bir anlagma;

andlagsmanin akdedilmesi ile baglantili olarak bir veya daha
fazla tarafca yapilan ve diger taraflarca andlagsmayla ilgili bir
belge olarak kabul edilen herhangi bir belge.

Andlagsmanin butlna ile birlikte asagidakiler de dikkate alinir:

Taraflar arasinda andlagsmanin yorumu veya hukimlerinin uy-
gulanmasi ile ilgili olarak yapilan daha sonraki tarihli her-

hangi bir anlagma;

18 Tiirkiye bu sdzlesmeye taraf degildir. Sozlesmenin orijinal metinleri igin bkz.
<https://treaties.un.org/doc/Treaties/1980/01/19800127%2000-
52%20AM/Ch_XXII1_01.pdf> (last accessed 09.11.2019).
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(b) Taraflarin andlasmanin yorumu konusundaki mutabakatini te-
spit eden andlagsmanin uygulanmasi ile ilgili daha sonraki her-

hangi bir uygulamasi;

(c) Taraflar arasindaki iliskilerde milletlerarasi hukukun tatbiki

kabil herhangi bir kurali.

4. Taraflarin bir terime 6zel bir mana vermek istedikleri tespit

edilirse, o terime o mana verilir.”

Viyana Andlasmalar Hukuku So6zlesmesi’nin 31(1). maddesi dogrultu-
sunda, gemi terimi yorumlanirken BMDHS nin btlnd iginde, konusu
ve amaci 1g18inda bir yorum yapilmalidir. Bu noktada BMDHS’nin su

niteliklerine deginilmesi gerekmektedir®®:

(1) BMDHS’nin temel normlar iceren niteligi: BMDHS nin bu niteli-
gi, yorum yaparken genis kapsamli bir yaklasimin benimsenmesini des-
tekleyicidir. Temel normlar, toplum yasami i¢in hukuki bir gergeve ve
yol gosterici genel ilkeler saglayan kurallar1 icerir. BMDHS de, temel
normlar icermektedir. iste bu doku, BMDHS’ ni esnek bir arac haline

getirir ve 6zellikle evrimsel yorumlamaya uygun hale getirir?,

(2) BMDHS’nin “yasayan bir sozlesme” olarak nitelendirilmesi:

Sozlesme’nin degisime uyum saglama Kkapasitesini vurgulamak igin

19 Petrig, 11.
20 Petrig, 11.
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BMDHS “yasayan sdzlesme” olarak nitelendirilmektedir?’. Bu niteligi

sayesinde BMDHS gelisebilir ve degisen kosullara uyum saglayabilir??.

BMDHS’nin sayilan nitelikleri, sézlesmenin bitunu icinde, konusu ve
amaci 1s1¢inda degerlendirildiginde evrimsel yorumu destekleyici nite-
liktedir?®, BMDHS gibi “belirli bir zamandaki mevcut bilimsel ve tekno-
lojik bilgilere dayanarak belirli bir anda belirli faaliyetleri diizenleyen”
uluslararas1 kurallarm “sik stk uyum saglamasi gerektigi” iddiasi?* da
sozlesmenin evrimsel yorumu igin gegerli bir argiimandir. Bu nedenle,

statik degil, dinamik ve esnek bir yorum anlayis1 gecerli olmalidir.

“Gemi”nin genel bir terim olusu, BMDHS nin nitelikleri ve Viyana
Andlagmalar Hukuku S6zlesmesi’nin genel yorum kurali ile ilgili hikmdi
degerlendirildiginde, “gemi”ye verilecek anlamin evrimsel olarak yo-
rumlanmasi gerektigi sOylenebilir. Bu nedenle agik denizde, bir insansiz
gemiye veya bunlardaki mallara karsi kisisel amaglarla islenen her tlrlQ,
yasa dis1 siddet veya alikoyma veya yagma fiili de deniz haydutlugu
teskil edecek ve insansiz gemiler tipki mutat gemiler gibi deniz haydut-

lugu sucuna maruz kalabilecektir.

2L Daum, O.: “The Implications of International Law on Unmanned Naval Craft”,

Journal of Maritime Law and Commerce, Vol. 49, Iss. 1, s. 90; Boyle, A.: “Further
Development of the Law of the Sea Convention: Mechanisms for Change”, Interna-
tional and Comparative Law Quarterly, Vol. 54, Iss. 3, s. 584; BMDHS nin yasayan
sozlesme niteligi hakkinda ayrintili bilgi i¢cin bkz. Barrett, J./Barnes, R. (eds.): Law
of the Sea: UNCLOS as a Living Treaty, Cambridge 2016.

22 |TLOS, Reports of Judgments, Advisory Opinions and Orders - Volume 15, Re-
quest for an Advisory Opinion Submitted by the Sub-Regional Fisheries Commis-
sion (SRFC), (Request for Advisory Opinion Submitted to the Tribunal), List of
Cases: No. 21, Advisory Opinion of 2 April 2015, Separate Opinion of Judge
Lucky, Leiden, Boston 2015, s. 96.

2 Buga, 52.

24 Petrig, 13.
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Il. SIBER GUVENLIK

Yeni teknolojilerin sagladig1 faydalar bir yana, bu teknolojiler berabe-
rinde birgok kaygiy1 da getirmektedir. Bunlarin basinda guivenlik endise-
si yer almaktadir. Endistri 4.0 teknolojilerinin yayginlagsmasiyla birlikte
guvenlikle ilgili bircok sorun ortaya ¢ikmaktadir. Siber givenlik, bu
sorunlar icinde 6nemli bir paya sahiptir. Geminin ticari degeri, taginan
mallarin degeri, tasima rejiminin karmasikligi hepsi birlikte denizcilik

sektoérunu siber suglar igin ideal bir hedef haline getirmektedir.

Geminin kritik sistemlerine sizildig: takdirde, gemi seyrusefer yetenegini
kaybedebilir, rotasindan saptirilabilir ve bu da bir deniz kazasma yol
acabilir, cevresel felakete neden olabilir, gemi kagirilarak yasadisi amag-
lar icin kullanilabilir. Gemi ve kontrol merkezi arasindaki veri iletisimi
veya GPS? sinyali gemiyi ele gecirmek amaciyla kasitli olarak degistiri-
lebilir®®. Bu senaryolar1 ¢ogaltmak mimkindir?’. Diger taraftan fikri
mulkiyete yetkisiz erisimle, verilerin maniptlasyonu ve kimlik hirsizligi,
denizcilik sirketleri icin dnemli sonuglar dogurabilir. Nitekim 2017 yili
Haziran ayinda, denizcilik sektoriinin 6nde gelen sirketlerinden biri,
batun bilgisayar sistemlerini kapatan ve limanlarda kaos yaratan bir si-

ber saldirmin kurban1 olmus?® ve sirketin bildirdigine gore, bu siber sal-

%5 Global Positioning System: Kiiresel Konumlama Sistemi.
% Bureau Veritas, Guidelines for Autonomous Shipping, Guidance Note NI 641 DT
RO1 E, October 2019, Section 1, 2.11 Cybersecurity, s. 15.

27 Denizcilik sektdriinii tehdit eden siber saldir1 ydntemleri hakkinda bkz. Kelestemur,
A./Koldemir, B./Yapici, M.: “Deniz Tagimaciliginda Siber Giivenligi Tehdit Eden
Unsurlar ve Koruma Onlemleri Uzerine Bir Calisma”, <http://www.ulk2017.
deu.edu.tr/017>, (et. 09.09.2019).

28 <https://worldmaritimenews.com/archives/223747/maersk-hit-by-cyber-attack/>,
(et. 21.08.2019).
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dir1 300 milyon dolara mal olmustur?®. Aslinda tiim bunlar sadece insan-

s1z gemiler icin degil, ayn1 zamanda mutat gemiler icin de gecerlidir.

Insansiz gemilerle siber riskin daha da ciddi bir sorun haline gelecegi
ongorilmektedir®®. Soyle ki, insansiz gemiler yiiksek hizli internet ge-
rektirecegi icin internete erisimin daha hizli olacagi ve dolayisiyla bilgi-
sayar korsanlarmin sistemlere eskisinden daha hizli baglanabilecegi ifa-
de edilmektedir®’. Ote yandan, insansiz gemiler, gemiye entegre olan
bilgisayarlar (on-board computers) tarafindan yonlendirileceginden,
geminin sistemlerine sizilmas: halinde geminin kolaylikla kontrol altina

alinabilecegi varsayimi da siber riski artiran durumlardandir®2.

Bir insansiz gemiye yonelik siber saldir1 yapildig: takdirde, bu saldirinin
uluslararasi deniz hukuku agisindan deniz haydutlugu olarak siniflandiri-
lip siniflandirilamayacagi sorusu akla gelmektedir. Bunun igin, tanimina
yukarida deginilen, BMDHS nin 101. maddesindeki deniz haydutlugu-
nun unsurlarina bakmak gerekir.

Deniz haydutlugunun tanimima gore, bir fiilin deniz haydutlugu olarak
degerlendirilebilmesi i¢in, "yasadis1 siddet, alikoyma veya yagma ey-
lemleri” icermesi gerekir. "Siddet" iceren eylemlerin mutlaka bir insana

29 <https://www.cnbc.com/2017/08/16/maersk-says-notpetya-cyberattack-could-cost-
300-million.html>, (et. 21.08.2019).

30 <https://lloydslist.maritimeintelligence.informa.com/LL018127/Unmanned-ships-
will-increase-cyber-risk-Stephenson-Harwood-tells-Lloyds>,  (et.  21.08.2019);
Daum, O.: “Cyber Security in the Maritime Sector”, Journal of Maritime Law and
Commerce, Vol. 50, Iss. 1, s. 9; Reilly, G./Jorgensen, J.: “Classification Considera-
tions for Cyber Safety and Security in the Smart Ship Era”, Smart Ships Technolo-
gy, 26-27 January 2016, London, UK <https://wwz2.eagle.org/content/dam/
eagle/articles/ABS-RINA-Cyber-Safety-Security-Ship-Tech.pdf>, (et. 29.06.2019).

31 Noma, T.: Existing Conventions and Unmanned Ships — Need for Changes?, World
Maritime University Dissertations, 2016, s. 31.

%2 Noma, 31.
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yonlendirilmesi gerekmez; cansiz nesnelere yonelik kot niyetli davra-
niglar da olabilir. Halen uygulanmakta olan deniz haydutlugu bigimleri-
nin hepsinde ortak olan husus, saldirinin fiziksel olarak bir gemiye karsi
baslatilmasidir. Bir insansiz gemiye kars1 siddet mimkin olsa da, elekt-
ronik bilgi sistemindeki zayif yonlerden yararlanarak bir geminin kont-
roltintin ele alinmasinin “siddet” olacag siipheli bulunmaktadir®,
Yasadis1 siddet ve yagma fiilleri fiziksel gu¢ kullanmay1 gerektirir. Bu
nedenle, elektronik sistemlere yetkisiz erisim ve elektronik sistemlerin
kotuye kullanilmasinin siddet ve yagma kapsamina girmedigi ifade
edilmektedir®*. Bilgisayarlarin yetkisiz kisilerin erisimini reddetmek icin
kullandig sifreler ve givenlik duvarlari gibi yapilar sanaldir ve yetkisiz
sekilde erisim elde etmek icin fiziksel eylem gerekli degildir. Bu neden-
le, bu sanal engellerden birini yetkisiz bir sekilde bertaraf etmeye ¢alis-
mak “siddet ve yagma” olarak kabul edilmemektedir®.

Bir insansiz gemiye siber saldir1 gerceklestirmek “siddet veya yagma”
fiili kabul edilmese de, hukuka aykir1 bir “alikoyma” fiili sayllmasinin
mimkiin oldugu ifade edilmektedir®®. Alikoyma, birini, yapmakta oldu-
gu veya yapmak istedigi isten geri tutma, bir siire icin bir yerde tutma,
yoksun birakma, mani olma, engel olma anlamlarina gelmektedir®’. Bu
tanimlar siber saldir1 igin uygundur. Ornegin, bir bilgisayar korsani bir

insansiz geminin rotasindan sapmasina neden olursa, yolculugun amag-

3 Pritchett, P. W.: “Ghost Ships: Why the Law Should Embrace Unmanned Vessel
Technology”, Tulane Maritime Law Journal, Vol. 40(1), s. 212.

3 Pritchett, 213.
35 Pritchett, 213.
% Pritchett, 213.
37 Turk Dil Kurumu Giincel Tirkge Sozluk.
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lanan hedefe ulasmasi siiphesiz engellenecek, yapilmak istenen isten geri
tutulacaktir. Sisteme yetkisiz erisim ile sistemin bir stire icin kontroliinde
tutulmasi, elinde bulundurulmasi oldugunu séylemek mimkunddir. Siber

saldirilar bakimindan “yasadist alikoyma fiili” unsuru karsilanmaktadir8,

Deniz haydutlugu icin bir diger unsur, alikoyma fiilinin ac¢ik denizde
cereyan etmesidir. Kara tabanli bir bilgisayardan kaynaklanan ve acik
denizlerde bulunan bir gemiyi hedef alan bir siber saldiridan bahsedildi-
gi zaman, fiilin nerede gerceklestigini tespit etmenin gu¢ oldugu belir-
tilmektedir®®. Béyle bir durumda saldirmin acik denizde gergeklestigi
diistiniildiigiinde unsurun saglandigi; ancak, saldirinin meydana geldigi
yerde, yani karada gerceklestigi kabul edilirse, unsurun saglanmadig: ve
alikoyma fiilinin deniz haydutlugu olarak degerlendirilemeyecegi sonu-

cu ¢tkmaktadir.

Alikoyma fiilinin mirettebat veya 6zel bir geminin (veya ugagin) yolcu-
lar1 tarafindan islenmesi, fiilin deniz haydutlugu sayilmasi igin gereken
unsurlardan bir digeridir. Bu unsur, deniz haydutlugu sucunun fiziken
bir gemide (veya ucakta) bulunan kisiler tarafindan yapilabilecegini ifa-
de etmektedir. Siber saldir1 s6z konusu oldugunda, bir kisinin insansiz
gemiye siber saldir1 baslatirken fiziken gemide (veya ucakta) bulunma-
sina ihtiya¢ yoktur. Ne var ki, BMDHS’nin 101. maddesi bir geminin
(veya ugagm) "miirettebatinin veya yolcularinin”" saldiriyr baglatmasi

gerektigi konusunda agik oldugu icin, insansiz gemiye kara tabanli bir

% Pritchett, 213.
3 Pritchett, 214.
40 Pritchett, 214.
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bilgisayardan yapilan siber saldirinin deniz haydutlugu olarak degerlen-

dirilemeyecegi ifade edilmektedir.

Anlagilacagi Uzere, bir fiilin deniz haydutlugu teskil edebilmesi igin ge-
reken unsurlarin son derece kisitlayicit olmasi nedeniyle, deniz haydutlu-
gu olarak nitelenemeyen fiiller bakimindan evrensel yetki s6z konusu
olmayacagi i¢in, islenecek suglarin cezasiz kalmasi durumu ortaya cika-
bilir. Denizde islenebilecek bir¢ok sucun, unsurlari saglayamamasindan
6tird deniz haydutlugu olarak nitelendirilemeyecegi ve diger yasadisi
suglarla mucadele giicliigii nedeniyle, BMDHSden kisa bir slire sonra
1988 tarihli Denizde Seyir Giivenligine Kars1 Yasadis1 Eylemlerin On-
lenmesine Dair Sozlesme*? (SUA Konvansiyonu) kabul edilmistir. S6z-
lesme daha sonra 2005 Protokolii*® ile tadil edilmistir.

41 Baughen, 145; Pritchett, 215.

42 Sozlesme 01.03.1992 tarihinde yiiriirliige girmistir. Tiirkiye Sozlesme’ye taraftir.

Tarkiye, 10.03.1988 tarihinde Sozlesme’yi imzalamisg, 27.09.1990 tarihli ve 3662
sayili Kanunla S6zlesme’yi onaylamay1 uygun bulmustur. Bkz. 09.10.1990 tarihli
ve 20660 sayili Resmi Gazete. Sozlesme’nin Tiirkge ve Ingilizce metinleri
06.01.1998 tarihli ve 98/10501 sayili Bakanlar Kurulu Karar1 ekinde yayimlanmis-
tir. Bkz. 26.01.1998 tarihli ve 23242 sayili Resmi Gazete. Tevdi belgesi IMO’ya
06.03.1998 tarihinde sunulmus olup, Sozlesme, Tiirkiye hakkinda 04.06.1998 tarihi
itibartyla yiriirlige girmistir. Bkz. <http://www.imo.org/en/About/Conventions/
StatusOfConventions/Documents/Status%20-%202019.pdf>, (et. 09.11.2019).
Protokol 28.07.2010 tarihinde yiiriirlige girmistir. Tiirkiye Protokol’e taraftir. Tiir-
kiye, 15.08.2006 tarihinde Protokol’ii imzalamis, 01.04.2009 tarihli ve 5854 sayili
Kanunla Protokol’ii onaylamay1 uygun bulmustur. Bkz. 10.04.20009 tarihli ve 27196
saylll Resmi Gazete. Protokol’iin Tiirkge ve Ingilizce metinleri 11.12.2009 tarihli
ve 2009/15674 sayili Bakanlar Kurulu Karar1 ekinde yayimlanmistir. Bkz.
31.12.2009 tarihli ve 27449 (7. Mikerrer) sayili Resmi Gazete. Tevdi belgesi
IMO’ya 19.07.2010 tarihinde sunulmus olup, Protokol, Tiirkiye hakkinda
17.10.2010 tarihi itibariyla yiriirlige girmistir. Bkz. <http://www.imo.org/en/
About/Conventions/StatusOfConventions/Documents/Status%20-%202019.pdf>,
(et. 09.11.2019).

43
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SUA Konvansiyonu’nun 3. maddesinde su¢ olusturan fiiller diizenlenmis
ve herhangi bir kisinin, hukuka aykir1 ve kasitli olarak bu fiilleri islemesi
halinde S6zlesme cercevesinde su¢ islemis olacagi hiikme baglanmuistir.
Bu fiillerden, siber saldirilar cercevesinde degerlendirilmesi mumkun

goriinenlere 6rnek olarak asagidakiler sayilabilir:

e Kuvvet kullanarak veya tehditle veya herhangi bir korkutma
sekli ile bir gemiyi veya bunun kontroliinl ele gecirmek. Bil-
gisayar korsani, bir insansiz geminin tim seyir mekanizmala-

rint tahrip etmekle tehdit ederek kontrolii ele gegirebilir.

e Geminin seyir giivenligini tehlikeye sokabilecek tarzda gemiyi
tahrip etmek veya gemiye veya yiike zarar vermek. Bilgisayar
korsani, geminin sogutucu sistemlerini devre dis1 birakarak

yuke zarar verebilir.

e Geminin seyir giivenligini tehlikeye sokacak veya sokmasi
muhtemel bir sekilde, gemiye ve yiike zarar verecek veya ge-
miyi tahrip edebilecek bir cihaz veya maddeyi herhangi bir su-
rette gemiye koymak veya koydurtmak. insansiz gemiyi sabo-
te etmek icin kot amagl virUs iceren tasiyici bellek veya ben-

zeri bir cihaz kullanilabilir.

e Geminin seyir giivenligini tehlikeye sokabilecek sekilde, sey-
riseferi kolaylagtiran yapilar1 tahrip etmek veya bunlara
6nemli bir zarar vermek veya bu yapilarin islemesini ciddi bir

sekilde aksatmak. Bilgisayar korsani siber saldir1 ile navigas-
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yon sistemine mudahale edebilir, geminin rotasini1 degistirebi-

lir, nesne tanimlama sistemine midahale edebilir.

e Yanlis oldugunu bildigi bilgiyi ileterek, bir geminin seyir em-
niyetini tehlikeye atmak. Bilgisayar korsani fidye yazilimlarla
bir geminin konumu hakkinda yanlig bilgi gonderilebilir.

Tum bu 6rneklere bakildiginda, insansiz gemiye yonelik bir siber saldi-
rinin, BMDHS kapsaminda deniz haydutlugu teskil etmese de, SUA
Konvansiyonu kapsaminda su¢ sayilmasinm®** miimkiin oldugu sonucuna

varilabilir.

SONUGC

Insans1z gemiler deniz hukukunda son yillarin en tartismali konularindan
biridir. Teknoloji buylk bir hizla ilerlerken, hukuki altyapinin bu hiza
ayak uyduramamasi, mevcut hukuki duzenlemelerin insansiz gemilere
uygulanip uygulanamayacagi sorununu gindeme getirmekte, hukuki
altyapinin insansiz gemiler igin yeterli olup olmadigini sorgulatmaktadir.
Calisma kapsaminda deniz haydutlugu ve siber saldirilara maruz kalan
insansiz gemilerin hukuki boyutu uluslararasi deniz hukuku ekseninde

incelenmistir.

Deniz haydutlugu BMDHS’nin 101. maddesinde tanimlanmakta olup,
tanimda gecen “Acik denizde bir gemiye ... veya bunlardaki ... mallara

kars1” ifadesi karsisinda, insansiz geminin “gemi” kapsamina girip gir-

4 Kraska, J.: “Effective Implementation of the 2005 Convention for the Suppression
of Unlawful Acts against the Safety of Maritime Navigation”, Naval War College
Review, 2017, Vol. 70, Iss. 1, s. 16.
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mediginin degerlendirilmesi gerekmektedir. 1969 tarihli Viyana And-
lasmalar Hukuku Sozlesmesi’nin 31. maddesi “Genel Yorum Kurali”m
duzenlemekte ve “bir andlagma, hiikiimlerine andlagsmanin bitind iginde
ve konu ve amacinin 1s181nda verilecek alelade manaya uygun sekilde iyi

niyetle yorumlanir” hikmunu getirmektedir.

BMDHS’nin bitlinine, konusuna ve amacina bakildiginda, BMDHS nin
deniz hukukuna iligkin temel normlar igermesi ve yasayan bir arag ola-
rak nitelendirilmesi nedeniyle teknolojik gelismeleri ve yenilikleri ba-
rindirmaya elverisli oldugu sdylenebilir. Bu nedenle agik denizde, bir
insansiz gemiye veya bunlardaki mallara kars: kisisel amaclarla islenen
her tirll, yasa dis1 siddet veya alikoyma veya yagma fiilinin de deniz
haydutlugu teskil edecegi, insansiz gemilerin tipki mutat gemiler gibi

deniz haydutlugu suguna maruz kalabilecegi soylenebilir.

Yeni teknolojinin benimsenmesi yeni riskler getirmektedir. Buna baglh
olarak insansiz gemilerle ilgili diger bir sorun ise siber glvenliktir. Siber
saldir1 yoluyla, fidye 6denene kadar geminin kritik sistemleri islemez
hale getirilebilir, gemi seyrlsefer yetenegini kaybedebilir, rotasindan
saptirilabilir, bu da bir carpigmaya neden olabilir, kirlilik ve cevresel
hasara neden olabilir. Bu durum bir siber saldirinin deniz haydutlugu
olarak nitelendirilip nitelendirilemeyecegi sorusuna goturmektedir.
BMDHS’de tanimlanan deniz haydutlugunun unsurlari, siber saldirilar
s0z konusu oldugunda tartismali bir hal almakta ve ¢ogu unsurun siber

saldirilarla ortiismedigi gortlmektedir.
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Siber saldirilar, uluslararas1 deniz hukuku agisindan SUA Konvansiyo-
nu’nun uygulama alanina girebilir. Denizde islenebilecek birgok sucun
deniz haydutlugu olarak nitelendirilememesi nedeniyle BMDHS’den
kisa bir siire sonra kabul edilen SUA Konvansiyonu kapsaminda, insan-
s1iz gemiye yoOnelik siber saldirilarin su¢ sayilmast mumkundur. Konvan-
siyonun 3. maddesinde su¢ olusturan fiiller sayilmis olup, aralarinda

siber saldirilarin dahil edilebilecegi fiiller mevcuttur.
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ABSTRACT

The purpose of this article is to address issues of piracy and cybersecuri-
ty on unmanned ships from a legal perspective. In essence, both piracy
and cybersecurity dimensions of unmanned ships are quite extensive.
Therefore, the aim of this study is to draw up a general framework on
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INTRODUCTION

A new invention emerges almost every day. Especially recently, with the
development of Industry 4.0%, the fourth generation of the industrial rev-
olution, smart technologies take their place almost in all sectors and be-
come more widespread. Following the advancements in electronic ship-
ping documents, automatic container terminals, electronic communica-
tion, data analysis, e-navigation, and sensor technologies, the current

issue in the maritime sector is the unmanned ships.

It is seen in the literature that terms such as “crewless ships” and “au-
tonomous ships” are used for unmanned ships, which are defined as
“unmanned ships are those which are capable of controlled movement
on the water in the absence of any onboard crew.”? International Mari-
time Organization (IMO) uses the term “Maritime Autonomous Surface
Ships (MASS)”2. In this paper, the term “unmanned ship” is preferred

due to its frequent use.

It is possible to mention the disadvantages of unmanned ships as well as

their advantages. Among their advantages low operational costs, energy

1 Industry 4.0, a collective term that includes many contemporary automation system,
data exchange and production technologies, is a set of values consisting of the in-
ternet of things, the services of the internet, and cyber-physical systems.
<https://www.endustri40.com/endustri-tarihine-kisa-bir-yolculuk/>, (last accessed
26.09.2019).

Comité Maritime International (CMI), International Working Group Position Paper
on Unmanned Ships and the International Regulatory Framework, pp. 1
<https://comitemaritime.org/wp-content/uploads/2018/05/CMI-Position-Paper-on-
Unmanned-Ships.pdf >, (last accessed 28.03.2018).
<http://www.imo.org/en/MediaCentre/HotTopics/Pages/Autonomous-
shipping.aspx>, (last accessed 28.03.2018).
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efficiency, decreased fuel consumption and emissions, prevention of
human related marine accidents and allowing more space for the cargo to
be transported could be listed®. Their disadvantages include concerns
such as decrease in the employment of seafarers, the present uncertainty
of the risks to be encountered, the rise of new risks related to infor-
mation technologies, and the issue of maintenance and reparation during

navigation without human factor®.

Unmanned ships are presently being used for military and scientific pur-
poses. Their commercial use for cargo transportation is not a reality yet.
There are numerous projects the feasibility and manufacturing of com-
mercial unmanned ships. Among these, “AAWA™, “MUNIN"®, “RA-

3 Baughen, S.: “Who is the Master Now? Regulatory and Contractual Challenges of

Unmanned Vessels”, Soyer, B. / Tettenborn, A.: New Technologies, Artificial Intel-
ligence and Shipping Law in the 21st Century, Oxon 2020, pp. 129; MUNIN, “Re-
search in Maritime Autonomous Systems Project Results and Technology Potenti-
als”, pp. 5 <http://www.unmanned-ship.org/munin/wp-content/uploads/2016/02/
MUNIN-final-brochure.pdf>, (last accessed 30.11.2018); “Remote and
Autonomous Ship — The Next Steps”, AAWA Position Paper, 2016, pp. 4 vd.
<https://www.rolls-royce.com/~/media/Files/R/Rolls-
Royce/documents/customers/marine/ship-intel/aawa-whitepaper-210616.pdf>, (last
accessed 27.06.2018); Daum, O./Stellpflug, T.: “The Implications of International
Law on Unmanned Merchant Vessels”, Journal of International Maritime Law, Vol.
23, Iss. 5, pp. 364; Deketelaere, P.: The Legal Challenges of Unmanned Vessels,
Master Dissertation, Universiteit Gent, Master of Science in Maritime Science,
2016-2017, pp. 20-22; Delgado, J. P. R.: “The Legal Challenges of Unmanned
Ships in the Private Maritime Law: What Laws would You Change?”, Il Diritto
Marittimo — Quaderni 5, Musi, M. (ed.): Port, Maritime and Transport Law between
Legacies of the Past and Modernization, Bologna 2018, pp. 520.

4 Deketelaere, 22-24; Delgado, 519, 520.
5 Advanced Autonomous Waterborne Applications.
& Maritime Unmanned Navigation through Intelligence in Networks.
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VEN', “Yara Birkeland” and “The ReVolt” are the most prominent

projects in the world.

Although the projects on unmanned ships create a great enthusiasm all
over the world, they bring about many questions and controversies. Fo-
remost among these is whether present legal regulations could be applied
to unmanned vehicles, and whether the legal infrastructure is sufficient
for unmanned ships. In this study, the legal dimension of unmanned
ships’ exposure to piracy and cyber attack is addressed with regard to

international law of the sea.
I. PIRACY

At first glance, it could be thought that the absence of ship’s crew would
render an unmanned ship more vulnerable to piracy than conventional
ship. However, it is considered that the absence of the crew would make
an unmanned ship less attractive for a piracy act aiming at taking hos-
tage for ransom®. However, it is still possible to carry out acts of vio-
lence, detention and depredation against the unmanned ship. Therefore,
it should be assessed whether these acts against the unmanned ship be

included in piracy with regard to international law of the sea.

Remote-controlled and Autonomous Vessels for European and National Waters.

8 Dubay, D.: “Why We Will Never See Fully Autonomous Commercial Ships”,
<https://maritime-executive.com/author/commander-david-dubay-uscg>, (last ac-
cessed 03.07.2019); University of Oslo Faculty of Law, Candidate Number:
557161, “The Production of Unmanned Vessels and Its Legal Implications in the
Maritime Industry”, Oslo 2014, pp. 11.
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Piracy, which is considered one of the crimes that have the characteris-
tics of jus cogens® is defined in Article 101 of the 1982 United Nations
Convention on the Law of the Sea® (UNCLOS) as follows:

“Piracy consists of any of the following acts:

(@) any illegal acts of violence or detention, or any act of depredation,
committed for private ends by the crew or the passengers of a private

ship or a private aircraft, and directed:

(1) on the high seas, against another ship or aircraft, or against persons or

property on board such ship or aircraft;

(i) against a ship, aircraft, persons or property in a place outside the

jurisdiction of any State;

(b) any act of voluntary participation in the operation of a ship or of an

aircraft with knowledge of facts making it a pirate ship or aircraft;

(c) any act of inciting or of intentionally facilitating an act described in

subparagraph (a) or (b).

When the expression “on the high seas ... against another ship ... or

against property on board such ship” in the definition is considered, it

® Garmon, T.: “International Law of The Sea: Reconciling the Law of Piracy and

Terrorism in the wake of September 11th”, Tulane Maritime Law Journal, Vol.
27(1), pp. 260.

10 Turkey is not a party to this Convention. For the original texts of the Convention
see
<https://www.un.org/Depts/los/convention_agreements/convention_overview_conv
ention.htm> (last accessed 09.11.2019). For the Turkish translation of the Conven-
tion see. Ozman, A.: Birlesmis Milletler Deniz Hukuku Sozlesmesi, Istanbul Deniz
Ticaret Odas1 Yayin No. 5., Istanbul 1984.
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should be determined what it is meant by “ship”. Is it possible to consid-
er “unmanned ship” under the term “ship” mentioned in the above defi-
nition? If this question could be answered positively then the unmanned
ships, just like the conventional ships, could be subject to piracy and the
ones committing the piracy act against the unmanned ship could be lia-

ble to the universal jurisdiction of the states.

The definition of the “ship” is not given in UNCLOS. Therefore, it is
necessary to interpret this definition. As a rule, the provisions of the
convention should be given their meanings that they had upon the adop-
tion of the convention!!. An exception to this rule is the generic terms*?.
Ship is a generic term®3. It is argued that one should act with reference to
the assumption that general terms be understood under dominant condi-
tions and therefore they should be interpreted in an evolutionary man-

nert4, and UNCLOS included evolutionary terms®®. For this broad inter-

11 Dérr, O.: “Article 31: General Rules of Interpretation”, Dérr, O./Schmalenbach, K.
(eds): Vienna Convention on the Law of Treaties: A Commentary, 2nd ed., Berlin
2018, pp. 573.

2 Dorr, 573.

13 Walker, G. K. (ed.): Definitions for the Law of the Sea: Terms not Defined by the
1982 Convention, Leiden, Boston 2012, pp. 56.

Petrig, A.: “The Commission of Maritime Crimes with Unmanned Systems: An
Interpretive Challenge for UNCLOS”, Evans, M. — Galani, S (eds.), Maritime Secu-
rity and the Law of the Sea: Help or Hindrance? (to be published), Edward Elgar
Publishing Ltd., pp. 20. Bkz. <https://ssrn.com/abstract=3360254> (last accessed
12.06.2019); Veal, R./Tsimplis, M./Serdy, A.: “The Legal Status and Operation of
Unmanned Maritime Vehicles”, Ocean Development & International Law, Vol. 50,
Iss. 1, pp. 27.

LLINT3

14

15

LE N3

“pollution,” “protection of the marine environment”, “conservation of living re-
sources”, “natural resources”, “generally accepted rules and standards” are given
examples to these terms. See. Buga, I.: “Between Stability and Change in the Law

of the Sea Convention: Subsequent Practice, Treaty Modification, and Regime In-
DEHUKAMDER - Cilt: 2/Say1: 2/Yil: 2019, s. 495-542



Res. Asst. Kiibra VAR TURK 525

pretative attitude, some particular characteristics of UNCLOS are being
referred to, as it will be mentioned below?®. This understanding renders
“ship”, one of the generic terms”, suitable for change. Therefore, the
term “ship” in UNCLOS is convenient for including all technological
advancements from sails to steam ships, motor ships and unmanned

ships.

In essence, the principles of how an international convention should be
interpreted are regulated by the 1969 Vienna Convention on the Law of
Treaties'’. Article 31 of the Convention includes the “general rule of

interpretation”:

“1. A treaty shall be interpreted in good faith in accordance with the or-
dinary meaning to be given to the terms of the treaty in their context and

in the light of its object and purpose.

2. The context for the purpose of the interpretation of a treaty shall com-

prise, in addition to the text, including its preamble and annexes:

(a) any agreement relating to the treaty which was made between all the

parties in connection with the conclusion of the treaty;

teraction”, Rothwell, D./Elferink, A. O./Scott, K. N./Stephens, T. (eds.): The Ox-
ford Handbook of the Law of the Sea, Oxford 2015, pp. 66.

16 Petrig, 10.

17 Turkey is not a party to this Convention. For the original texts of the Convention
see <https://treaties.un.org/doc/Treaties/1980/01/19800127%2000-52%20AM/Ch_
XXI1_01.pdf> (last accessed 09.11.2019).
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(b) any instrument which was made by one or more parties in connection
with the conclusion of the treaty and accepted by the other parties as an

instrument related to the treaty.
3. There shall be taken into account, together with the context:

(a) any subsequent agreement between the parties regarding the interpre-

tation of the treaty or the application of its provisions;

(b) any subsequent practice in the application of the treaty which estab-
lishes the agreement of the parties regarding its interpretation;

(c) any relevant rules of international law applicable in the relations be-
tween the parties.

4. A special meaning shall be given to a term if it is established that the

parties so intended.”

In accordance with Article 31(1) of the Vienna Convention on the Law
of Treaties, an interpretation should be made within the context of UN-
CLOS in the light of its subject and purpose while interpreting the term
“ship”. At this point, the following characteristics of UNCLOS should

be mentioned?!®:

(1) Constitutional characteristic of UNCLOS: This characteristic of
UNCLOS supports adopting a broad approach in interpretation. Consti-
tutions provide a legal framework for social life and include the basic

norms providing the guiding principles. UNCLOS, too, has a constitu-

18 Petrig, 11.
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tional characteristic due to the norms it includes. This pattern renders
UNCLOS as a flexible instrument, and suitable for evolutionary inter-

pretation®®.

(2) Considering UNCLOS as a “living convention”: To emphasize the
convention’s capacity to adapt change, UNCLOS is described as a “liv-
ing convention”?, With this characteristic, UNCLOS could develop and
adapt to changing conditions.?.

When the aforementioned characteristics of the convention are consid-
ered with reference to the context of the convention, in the light of its
subject and purpose, it is seen that they support an evolutionary interpre-
tation??. The claim that international regulations that “regulate certain
activities at a certain moment based on the scientific and technological
knowledge at a certain time” like UNCLOS, “should be accommodated
frequently”?® is a valid argument for the evolutionary interpretation of
the convention. Therefore, a dynamic and flexible interpretation under-

standing should be adopted, not a static one.

19 Petrig, 11.

2 Daum, O.: “The Implications of International Law on Unmanned Naval Craft”,

Journal of Maritime Law and Commerce, Vol. 49, Iss. 1, pp. 90; Boyle, A.: “Fur-
ther Development of the Law of the Sea Convention: Mechanisms for Change”, In-
ternational and Comparative Law Quarterly, Vol. 54, Iss. 3, pp. 584; for further in-
formation about the “living convention” characteristic of UNCLOS see Barrett,
J./Barnes, R. (eds.): Law of the Sea: UNCLOS as a Living Treaty, Cambridge 2016.

2L |TLOS, Reports of Judgments, Advisory Opinions and Orders - Volume 15, Re-
quest for an Advisory Opinion Submitted by the Sub-Regional Fisheries Commis-
sion (SRFC), (Request for Advisory Opinion Submitted to the Tribunal), List of
Cases: No. 21, Advisory Opinion of 2 April 2015, Separate Opinion of Judge
Lucky, Leiden, Boston 2015, pp. 96.

22 Buga, 52.

23 Petrig, 13.
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When the genericity of the term “ship”, the characteristics of UNCLOS
and the general rules of interpretation of the Vienna Convention on the
Law of Treaties are considered together, it could be argued that the mea-
ning to be given to “ship” should be interpreted in an evolutionary man-
ner. Therefore, any illegal act of violence, detention or depredation car-
ried out against an unmanned ship on high seas or the properties on bo-
ard this ship with private ends would constitute piracy, and unmanned

ships, just as the conventional ships, could be subject to piracy crime.
Il. CYBERSECURITY

Apart from the advantages of new technologies, these technologies bring
about many concerns. Cybersecurity concerns are the foremost among
these. Many issues about security emerge with Industry 4.0 applications
becoming widespread. Cybersecurity has an important share among the-
se issues. The commercial value of the ship, the value of the cargo car-
ried and the complexity of the transportation regime, all together, render

maritime sector as an ideal target for cybercrimes.

If the critical systems of the ship are breached, the ship might lose its
navigation capability, it could be thrown off from its original route, and
this might cause a maritime accident, an environmental disease or the
ship might be seized and used for illegal ends. The data communication
between the ship and the control center or the GPS?* signal could be

altered deliberately to seize the ship?®. It is possible to increase the num-

24 Global Positioning System: Kiiresel Konumlama Sistemi.

25 Bureau Veritas, Guidelines for Autonomous Shipping, Guidance Note NI 641 DT
RO1 E, October 2019, Section 1, 2.11 Cybersecurity, pp. 15.
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ber of such scenarios?®. On the other hand, the manipulation of data and
identity theft through unauthorized access to intellectual property could
bear important consequences for maritime companies. In June 2017, for
instance, one of the leading companies in maritime sector had been a
victim of a cyber attack that shut down all of its computer systems and
created chaos in the ports?’, and this cyber attack costed 300 million
dollars as the company declared?. In fact, all these apply to not only the

unmanned ships but also the conventional ships.

It is envisaged that cyber risk will become a more serious issue in un-
manned ships?®. Namely, it is argued that the access to internet would be
faster since unmanned ships require high-speed internet and thus hackers
would have faster access to the systems than before.>® On the other hand,

it is a cyber-risk increasing situation that the ship could easily be taken

% For cyber attack methods threatening maritime sector see Kelestemur, A./Koldemir,

B./Yapici, M.: “Deniz Tasimaciliginda Siber Giivenligi Tehdit Eden Unsurlar ve
Koruma Onlemleri Uzerine Bir Calisma”, <http://www.ulk2017.deu.edu.tr/017>,
(last accessed 09.09.2019).

27 <https://worldmaritimenews.com/archives/223747/maersk-hit-by-cyber-attack/>,
(last accessed 21.08.2019).

28 <https://www.cnbc.com/2017/08/16/maersk-says-notpetya-cyberattack-could-cost-
300-million.html>, (last accessed 21.08.2019).

2 <https://lloydslist.maritimeintelligence.informa.com/LL018127/Unmanned-ships-
will-increase-cyber-risk-Stephenson-Harwood-tells-Lloyds>, (last accessed
21.08.2019); Daum, O.: “Cyber Security in the Maritime Sector”, Journal of Mari-
time Law and Commerce, Vol. 50, Iss. 1, pp. 9; Reilly, G./Jorgensen, J.: “Classifi-
cation Considerations for Cyber Safety and Security in the Smart Ship Era”, Smart
Ships  Technology, 26-27 January 2016, London, UK <https:/iw2.
eagle.org/content/dam/eagle/articles/ ABS-RINA-Cyber-Safety-Security-Ship-Tech.pdf>,
(last accessed 29.06.2019).

30 Noma, T.: Existing Conventions and Unmanned Ships — Need for Changes?, World
Maritime University Dissertations, 2016, pp. 31.
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under control upon a breach, as unmanned ships would be operated by

on-board computers®.

The question could be asked whether an attack, in case of a cyber attack
against an unmanned ship, would be considered piracy with regard to
international maritime law. To answer this question, the elements of pi-
racy in the aforementioned Article 101 of UNCLOS should be exam-

ined.

According to the definition of piracy, for an act to be considered piracy,
it should include “illegal violence, detention and depredation acts”. “Vi-
olence” including acts do not have to be directed to a human being nec-
essarily; they could be malevolent attitude towards inanimate objects.
The point common to all forms of piracy at present, is commencing the
attack against a ship. Although violence against an unmanned ship is
possible, it is suspected that seizing an unmanned ship taking advantage
of weak points in the electronic information system would be considered

“yiolence”%2,

Illegal violence and depredation acts require use of physical force. The-
refore, it is argued that unauthorized access to electronic system and
abusing electronic systems are not considered under violence and depre-
dation 3. Structures such as passwords and firewalls the computers use

to deny access of unauthorized persons are virtual structures and a phys-

81 Noma, 31.

32 Pritchett, P. W.: “Ghost Ships: Why the Law Should Embrace Unmanned Vessel
Technology”, Tulane Maritime Law Journal, Vol. 40(1), pp. 212.

33 Pritchett, 213.
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ical action is not required to obtain unauthorized access. Therefore, at-
tempting an unauthorized elimination of one of these virtual obstacles is

not considered “violence and depredation”*,

It is stated that it is possible to consider the act of cyber attack against an
unmanned ship an illegal act of “detention”, although it is not acknowl-
edged as an act of “violence or depredation”®. Detention means the act
of keeping back, restraining or withholding, either accidentally or by
design, a person or thing®. These definitions are suitable for a cyber
attack. For instance, if a hacker causes an unmanned ship to divert from
its route, undoubtedly, its arrival to the intended target would be pre-
vented, and the ship would be held back from the work to be done. It is
possible to assert that it is seizing the control of a system for some time
and maintaining it via unauthorized access to the system. The condition

of “illegal detention” is met with regard to cyber attacks®’.

Another condition of piracy is the realization of the act of detention on
high seas. It is stated that it is difficult to determine where the action is
performed, when a cyber attack originating from a land-based computer
and targeting a ship on high seas®. In such a case, it is concluded that

the condition is met considering that the attack occurred on high seas;

34 Pritchett, 213.
35 Pritchett, 213.
% Black’s Law Dictionary, 6™ edition, 1990.
87 Pritchett, 213.
3 Pritchett, 214.
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but it is not met considering the attack occurred in situ, i.e. on land, the-

refore the act of detention could not be acknowledged as piracy®.

Practice of detention act, by the crew or the passengers of a private ship
(or plane), is another condition for the act to be considered piracy. This
condition implies that piracy could be practiced by persons, who are
physically on board a ship (or a plane). In case of a cyber attack, a per-
son is not required to be on board the ship (or the plane) physically to
commence the attack. However, it is argued that a cyber attack against
an unmanned ship from a land-based computer could not be considered
piracy since Article 101 of UNCLOS clearly states that “the crew or the

passengers” of a ship (or a plane) should commence the attack™.

As understood, the conditions for an act to be considered piracy are quite
limiting, and therefore it might occur that the crimes committed would
go unpunished since universal jurisdiction would not emerge due to acts
that do not qualify as piracy. Shortly after the UNCLOS, the 1988 Con-
vention for the Suppression of Unlawful Acts against the Safety of Mari-
time Navigation®! (SUA Convention) was adopted. The Convention was
later amended with the 2005 Protocol*.

39 Pritchett, 214.

40 Baughen, 145; Pritchett, 215.

41 The Convention entered into force on 01.03.1992. Turkey is a party to the Conven-
tion. Turkey signed the convention on 10.03.1988 and deemed it suitable for adop-
tion with Law no 3662, dated 27.09.1990. See Official Gazette dated 09.10.1990
and numbered 20660. The Turkish and English texts of the Convention were pub-
lished in the annex to Decree of the Council of Ministers dated 06.01.1998 and
numbered 98/10501. See Official Gazette dated 26.01.1998 and numbered 23242.
The certificate of deposit was submitted to IMO on 06.03.1998, and the Convention
entered into force, regarding Turkey, as of 04.06.1998. See <http://www.imo.org/
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In Article 3 of the SUA Convention the criminal acts are regulated and it

is resolved that any person committing these acts unlawfully and inten-

tionally would commit a crime under the Convention. The following

could be considered examples to the acts that could be evaluated within

cyber attacks:

e Seizing or exercising control over a ship by force or threat the-
re of or any other form of intimidation. A hacker could ex-
ercise control over an unmanned ship by threating to destroy

all navigation mechanisms.

e Destroying a ship or causing damage to a ship or to its cargo,
which is likely to endanger the safe navigation of that ship. A
hacker could damage the cargo by deactivating the cooling
systems of the ship.

e Placing or causing to be placed on a ship, by any means what-
soever, a device or substance, which is likely to destroy that
ship, or cause damage to that ship or its cargo, which endan-
gers or is likely to endanger the safe navigation of that ship. A

42

en/About/Conventions/StatusOfConventions/Documents/Status%20-%202019.
pdf>, (last accessed 09.11.2019).

The Protocol entered into force on 28.07.2010. Turkey is a party to the Protocol.
Turkey signed the Protocol on 15.08.2006, and deemed it suitable for adoption with
the Law no 5854 dated 01.04.2009. See Official Gazette dated 10.04.2009 and
numbered 27196. The Turkish and English texts of the Protocol were published in
the annex to the Decree of Council of Ministers dated 11.12.2009 and numbered
2009/15674. See Official Gazette dated 31.12.2009 and numbered 27449 (7™ re-
peating). The certificate of deposit was submitted IMO on 19.07.2010, and the Pro-
tocol entered into force, regarding Turkey, as of 17.10.2010. See.
<http://www.imo.org/en/About/Conventions/StatusOfConventions/Documents/Stat
us%20-%202019.pdf>, (last accessed 09.11.2019).
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memory stick containing a malicious virus or a similar device

could be used to sabotage the unmanned ship.

e Destroys or seriously damaging maritime navigational facili-
ties or seriously interferes with their operation, if any such act
is likely to endanger the safe navigation of a ship. A hacker
could interfere in the navigation system with a cyber attack,
could change the route of the ship, and interfere in the object

recognition system.

e Communicating information, which that person knows to be
false, thereby endangering the safe navigation of a ship. A
hacker could send false information about the position of the

ship using ransomware.

When all these examples are considered, it could be concluded that a
cyber attack against an unmanned ship is possible to be considered a
crime under SUA convention®3, although it might not constitute piracy
under UNCLOS.

CONCLUSION

Unmanned ships are the most controversial topic in the international law
of the sea recently. The advances in technology at an unfathomable
speed while the legal infrastructure lags way behind, brings up the ques-

tion whether current legislation could apply to unmanned ship, and chal-

4 Kraska, J.: “Effective Implementation of the 2005 Convention for the Suppression
of Unlawful Acts against the Safety of Maritime Navigation”, Naval War College
Review, 2017, Vol. 70, Iss. 1, pp. 16.
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lenges the sufficiency of this legal infrastructure for unmanned ships. In
this study, the legal dimension of unmanned ships subject to piracy and

cyber attacks was examined with regard to the international law of the sea.

Piracy is defined in Article 101 of UNCLOS and it should be considered
whether an unmanned ship is a ship with regard to the clause “on the
high seas ... against another ship ... or against property on board such
ship” in the definition. Article 31 of 1969 Vienna Convention on the
Law of Treaties regulates the “General Rule of Interpretation” and de-
crees, “a treaty shall be interpreted in good faith in accordance with the
ordinary meaning to be given to the terms of the treaty in their context

and in the light of its object and purpose.”

When the context, object and purpose of UNCLOS is considered, it co-
uld be argued that it is convenient to accommodate technological ad-
vancements and innovation, since it has a constitutional characteristic
and it is described as a living convention. Therefore, it could be argued
that all kinds of illegal violence, detention or depredation acts against an
unmanned ship on high seas or the cargo on this ship with private ends
would constitute piracy, and unmanned ships, just as conventional ships,

could be subject to piracy crime.

Adopting new technologies brings new risks. Accordingly, another issue
about unmanned ships is cybersecurity. With a cyber attack the critical
systems of the ship could be put out of commission until the ransom is
paid, the ship could lose its navigation capabilities, it could be diverted

out of its route and this could cause a collision, environmental pollution
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and damage. This leads to the question whether a cyber attack could be
considered piracy. The conditions of piracy defined in UNCLOS become
controversial in case of a cyber attack and it is seen that most conditions

do not overlap with cyber attacks.

Cyber attacks could come under the SUA convention with regard to the
international law of the sea. It is possible to count cyber attacks against
an unmanned ship as crimes under SUA convention, which is adopted
shortly after UNCLOS since many crimes on high seas could not be con-
sidered piracy under UNCLOS. Article 3 of the Convention lists the acts
that constitute crime, and these cover acts, in which cyber attacks could

be included.
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