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Abstract — In this study, we define a cipher method that is called fragmented Caesar cipher
method that based on the basic logic of Caesar cipher. This new method has more possibility then
the classical Caesar cipher because of the fragmented alphabet is used to cipher. We then construct
a mathematical modeling and make a computer programs of the method.
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1 Introduction

One of the earliest known cryptographic systems was used by Julius Caesar. In the
Caesar cipher, each letter in a plaintext is shifted by a letter a certain number of
positions down the alphabet. The Caesar cipher can be decrypted an easy way with
the brute-force attack. Since then a lots of technics of cipher have been developed
to obtain an unbroken cipher technic. For examples, Omolara et al. [5], Patni [7, §],
Dey et al. [2] and Mishra [4]. More detailed explanations related to the Caesar
cipher can be found in [9] and [6].

In this study, we define a cipher method that is called fragmented Caesar cipher
method that is based on the Caesar cipher. In the fragmented Caesar cipher, the
alphabet broken into small fragments and each letter in each fragment is replaced by
a letter some arbitrary number of positions down. We then construct a mathematical
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modeling and make a computer programs of the method. We finally give an example
to show the cipher method is working successfully.
The present paper is a condensation of part of the dissertation [1].

2 Fragmented Caesar Cipher Method

In this section, we define a new cipher method which depends on the Caesar cipher
method. In this method, we firstly divide the alphabet arbitrary fragments. And
then each letter in each fragment is replaced by a letter some fixed number of posi-
tions down. Therefor, we call this method as fragmented Caesar cipher method or
in sort FCC-method.

2.1 Mathematical Model of FCC-method

In this subsection, we first give a mathematical model of the FCC-method. We then
write an algorithm of the FCC-method to make a computer program.

Throughout this paper, ASCII (American Standard Code for Information Interchange)
isused, I, = {1,2,...,n} for all n € Nis an index set and U is a set of using characters
which is ordered according to the ASCII.

Definition 1. Let |[U| = n and X = {x; : i € I,,} be an ordered set according to the
index set I,,. Then,

a:U — X, «af(i-th element) = z;,i € I,,,

is called indexing function of U. Here, z; is called indexed element of ith element
of U and the set X is called indexed character set of U.

Example 2. Let 1, 9, b, M, < and + be using characters. Then, the character set
U is written as U = {+, 1,9, <, M, b} since

|+ [ 19 [<|M[D
ASCII | 43|49 | 57|60 | 77 | 98

Therefore the indexed character set of U is obtained as X = {x1, 9, x3, x4, Ts5, 6}
since

+|1]9
.1'2‘1’3‘]74‘1’5‘.1'6

|
a(z) [ 2 |

Definition 3. Let X be an indexed character set and |X| = n. Then, for a, € N,
p € I,, a fragmentation algorithm is set up as follows:

Algorithm of Fragmentation:

Step 1: Choose a; such that 2 <a; <n;=n—2
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Step 2: Let no = ny — ay. If ng > 4, choose ay such that 2 < ay < ny — 2, if not
as = no which means the process is terminated.

Step p: Let np, = n,—1 — ap—1. If n, >4, choose a, such that 2 <a, <n, — 2, if
not a, = n, which means the process is terminated.

Here, p is called a fragment number, a, is number of characters in a fragment
and P = (aq, as, ..., a,) is called fragment key of X.

We can briefly choose values a, as follow, for p € I,, and ¢ € I,,

2 <a; <ny, ifp=1,n=n-—2
2<a,<n;—2, ifp>1,4<ny n,=np_1 —ap1
Ny = p, ifp>1,mn, <4, ny=np_1 —ap

Example 4. Let X be an indexed character set and |X| = 13. If the fragmentation
algorithm is working as follows,

Step 1: Choose a; = 5 such that 2 <a; <n; =13 -2 =11,

Step 2: Choose as = 6 such that 2 < ay < 8 — 2, because of ny =13 —5 = 8 and
8 >4,

Step 3: Choose az = 2 because of ng =8 —6 =2 and 2 < 4.

Then, we obtain that p = 3 and P = (5,6, 2).

Definition 5. Let X = {x,29,...,x,} be an indexed character set. For all i € I,
and k € I,,_;, the set W = {x;, 241, ..., ;41 } is called as a block subset of X and
denoted by W C X.

Definition 6. Let X be an indexed character set, p be a number of fragment of X.
If X; C X has the following conditions, then family of set {X; : ¢ € I,} is called an
ordered fragmentation of X.

1. |X1’ = Qq,
2. XiﬂXj:Q)fOI'Z.,jelp,i#j,
3. X:UiEIpXi’

4. Trmaw(X)+1 = Tmin(Xiy,) f0r @ € Iy, where Zpin(x,) and Zpaz(x,) be the first and
the last element of X;, respectively.

Here, the X is called a fragment of X for ¢ € I,,.

Example 7. Let us consider Example 4 where X = {x1,x9, ..., 213} and P = (5,6, 2).
Then, for a; = 5, a; = 6 and a3 = 2 the ordered fragmentation of X are respectively
as follow,

X1 = {21, 20, 23,74, 75}

Xy = {1‘673377178,x97$10,1'11}

X3 = {9312, 9613}

Therefor, the ordered fragmentation of X is obtained as {Xj, X», X3}.
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Definition 8. Let X; be a fragment of X and a; be the number of X; for all 7 € I,.
If 0 <r; <ay, then R = (ry,rq,...,7,) is called rotation key of X.

Here, the 7; is called a number of rotation of X; for all ¢ € I),.
Note that the key of this method has two part, one of them is a fragment key P
and the other is a rotation key R.

Example 9. Let us consider Example 4, if we choose number of rotations r; = 3,
ro = 4 and r3 = 1 for X, Xy, X3, respectively. Then, the rotation key of X would
be R = (3,4,1).

Definition 10. Let X be an indexed character set, {X;, Xo,..., X, } be an ordered
fragmentation of X and P = (ay,as, ...,a,) be a fragment key of X. Then, m; is

defined by
_— 0, 1=0
v m;—1 + a;, iE]p
and called a module of X; for all 7 € I,,.
It is clear to see that x,,, = Tymae(x;) for ¢ € I,

Definition 11. Let X be an indexed character set and { X7, X», ..., X,,} be an ordered
fragmentation of X. If m; is a module of X; for all ¢ € I, and R = (ry, 79, ...,7p) is a
rotation key of X, then X;-rotation function, denoted by f;, is defined by

Bi: Xi = Xi, Bi(wy) = { Litris L4r <my
T (t+r;)(modms)+mi_1> t+1r, >m;
where t € 1,,.

Definition 12. Let X be an indexed character set and { X7, X», ..., X,,} be an ordered
fragmentation of X. If 3; is an X;-rotation function for all ¢ € I, then the following
function

fi(x), =€ Xy
B:X = X, Blz) = 62(:95)’ re
Bp(z), xe€X,

is called a rotation function of X.

Definition 13. Let o : U — X be an indexing function. Then for all ¢ € [,,, inverse
of a is called a characterization function and defined by

a ' X - U, o '(z,)="t-th element of U”

Definition 14. If ¢ : U — X, ! : X — U and 3 : X — X be indexing,
characterization and rotation functions, respectively, then an encryption function
on U is defined by

v:U—=U, ~(x) = a_l(ﬁ(oz(x)))
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Definition 15. Let X be an indexed character set and {X;, Xs,..., X,,} be an or-
dered fragmentation of X. If R = (11,79, ...,7,) is a rotation key of X, 5, : X; — X;
is an X;-rotation function and m, is a module of X; for all ¢ € I,, then inverse of
rotation function of X;, denoted by 3; ', is defined by

ﬁi_l : X’L - Xi7
ﬁ‘fl(xt) _ Tttm;—(ri+mi_1)> t+m; — (ri + mz‘—l) <m;

where t €
x(terif(ermi,l))(modmi)+m¢,1a t+ mg; — (ri + mi—l) > my

I...

Definition 16. Let X be an indexed character set and { X, X», ..., X,,} be an ordered
fragmentation of X. If 3; ! is an inverse of rotation function of X; for all i € I, then
the following function

B x), € X,
By Hx), =€ X,

X=X, () =
B, (x), reX,
is called a inverse of rotation function of X.

Definition 17. If o : U — X, a0 ' X - U, 3': X - X andy:U — U be
indexing, characterization, inverse of rotation and encryption functions, respectively,
then a decryption function on U is defined by

YU =U (@) =am (B (al@))
It is clear to see that v~ 1(z) = a (87 (™) Hx))) = a (B Ha(x))).

Definition 18. Let U be a character set, P be a fragment key, R be a rotation
key and v be an encryption function. The four tuple (U, P, R, ) is called an FCC-
encryption on U. The four tuple (U, P, R,y !) is called an FCC- decryption on
U.

2.2 FCC-Encryption Algorithm

Assume that U is a character set and X is an indexed character set. Then, an
algorithm of the FCC-encryption is set up as follows:

Algorithm of FCC-Encryption:

Step 1: Find the fragment number p and the P = (ay, ag, ..., ap),
Step 2: Choose the R = (rq,79,...,7,) according to the P,

Step 3: Find the {X; : ¢ € I,} and the module m; for each X,
Step 4: Find the (;(z;) for ; € X; t € I,, and i € I,,

Step 5: Find the a=!(z;) for 7, € X;, t € I, and i € I,

Step 6: Find the v(z) for z € U.
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Example 19. Let
U = {(;7 d7 e7 f’ g’ g) h? 17 a’? b) C’ m7 n7 i7 j7 k’ 17 u? 1.’.17 07 67 p’r’ S’ §’ t? Z7 V7 y}
and

X = {wla X2, T3,T4,T5,Te, L7, T8, L9, X10, L11, L12, 13, L14, L15, L16, L17; +-+, x29}

Then,

Step 1: By using the algorithm of fragmentation, we can obtain the fragment
number p =4 and the P = (11,6,9,3) where a; = 11, a3 = 6, a3 = 9 and ay = 3.

Step 2: For ay = 11, ay = 6, ag = 9 and a4 = 3 the rotation key is obtained as
R=(3,4,7,2)since 0 < =3<a; =11, 0<rp=4<a; =6, 0<r3=7<
a3 =9, 0<r=2<a4=3.

Step 3: For a; (i =1,2,3,4) the fragments of X, X, are obtained as,

fOI' ap = 1]_, X1 = {Il, T9,T3,Ly,x5,Te, L7, T8, L9, L10, .%'11}
for ay = 6, Xo = {$12,$137$147$15,$16,$17}

for a3 =9, X3 = {$18,$19,ZEQO,$21,$22,$23,$24,$25,$26}
for a4 = 3, Xy = {wo7, w98, T29}

and value of m; (i =0,1,2,3,4) can also choose as,

fori=0, myg=0

fori=1, m3=(my=0)4+(a; =11)=11
fori=2, mo=(my=11)4 (ag =6) =17
fori=3, m3=(me=17)+ (a3 =9) =26
fori=4, my=(mg=26)+ (ag =3) = 29.

Step 4: For ¢ = 1,2,3,4 values of the X;-rotation function (3; are obtained as
follows. Here, we first obtain the values of 3; as,

Bi(z1) = x4, since 1 4+r; =1+ 3 =4 because of 1 +3 < 11
B1(xa) = x5, since 24 r; =1+ 3 =5 because of 2+ 3 < 11
Bi(zs) = xg, since 3+ r; =1+ 3 =6 because of 3+ 3 < 11
fi1(xy) = w7, since 4+ r; =1+ 3 =7 because of 4+ 3 < 11
Bi1(zs) = xg, since 5+ r; =1+ 3 = 8 because of 5+ 3 < 11
Pi(xg) = x9, since 6+r; =143 =9 because of 6 +3 < 11

B1(x7) = w19, since 7+ r; =1+ 3 =10 because of 74 3 < 11
B1(xg) = w11, since 8 +r; =1+ 3 = 11 because of 8 +3 = 11
B1(xg) = w1,  since (9 + 3)(mod 11) + 0 =1 because of 9 +3 > 11
B1(z10) = z2, since (10 4+ 3)(mod 11) 4+ 0 = 2 because of 10 + 3 > 11
f1(z11) = x3, since (11 4+ 3)(mod 11) + 0 = 3 because of 11 + 3 > 11

and for ¢ = 2, 3,4 the values of 3; are obtained similarly. Hence
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Xi|z 2 23 x4 x5 36 W7 xrg Tg Ti0 T11

T S A A A A

Xi|®s o5 T Ty Xz Tg Tig Ti1 L1 T X3

Xo | 12 13 T4 Tis Tig iy

G S T A A

Xo | 16 T17 Ti2 T3 T4 Tis

X3 | 18 X9 Too To1 Taa Tz Toa Ty T

S A A A A

X | a5 X6 T1s Tig T T Tz Loy Tog

Xy | a7 w28 a9

Be | L L ]

Xy | o9 Tor Tog

and therefore,

X |21 @ 11 | L1220 T13 ZTi7 | 18 T19 ... Toe | T27 T2
g1l | U A U A U A
X | x4 x5 X3 16 L1t T15 | Ta25 T26 Tog | T29 To7

52

Z29
!

T8

Step 5: Values of the characterization function o~ are obtained as following list:

X | &y s T3 | Tie T17 L5 | L25 L2 ... T24 | L29 T2v
a’t L] I Lol Loyl
U |¢ d ¢c |m n 1 u i e t z v
Step 6: Values of the encryption function v are obtained as following list:
Ula b ¢ ¢ d e g ¢ h 1 1 j k 1 m n vy
o I A A A A A e L
Ul¢c d e f g g h 1 abc mmno i j k z Vv

T28

!
y

< — N

In this example we showed that the plaintext "ankara” is encrypted as ”cli¢oc”
according to the method which can be seen in Figure 1.

la]bfefcafe]fofa]n]:

iJifk]1[m]n]o

slefrfsfsftfulu

vlv]z]

ik ]mfn]o

el rlsfsftfulu

viv]z

[a]blec]efafefr]afa]n]

—

Figure 1: Encryption of "ankara” by FCEA
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2.3 FCC-Decryption Algorithm

Assume that U is a character set and X is an indexed character set.

algorithm of the FCC-Decryption is set up as follows:
Algorithm of FCC-Decryption:

Step 1: Use the {X; : i € I,} and the module m; for each X;,
Step 2: Find the 3; *(z;) for 7, € X;, t € I, and i € I,

Step 3: Find the a~!(z) for x € U,

Step 4: Find the y~!(z) for z € U.

Example 20. Let us consider the result of Example 19 where

U = {(;7 d7 e? f? g? §7h7

93

Then, an

17 a7 b7 C7 m? n? 17 .]7 k7 17 u7 u7 07 07 p? r? S7 §7 t? Z? V7 Y}

and

X = {1’1,x2,$3,l'4,ZE5,.7J6,5L'7,1’8,.1'9,3310,2711,1'12,1'13,$14,x15,x16,l‘17, "'73:29}
Then,

Step 1 : In Example 19, for a; (i = 1,2,3,4) the fragments of X, X;, and was

obtained as

for a; = 11, Xy = {561,$2,$3>$4,1’5,1367357,%8,5759,%10757011}
for a; =6, Xy = {$12,l’13,41714,17157%1673317}

for az =9, X3 = {I187$197$20,$21,ZE22,$23,$24,$257$26}
fOI‘ ay = 3, X4 = {1327,.1728731729}

and value of m; (1 = 0,1,2,3,4) was also choosen as,

for ¢ = 0, mo =10

fori=1, my=(my=0)+(a; =11)=11
fori=2, mo=(mi=11)+ (ag =6) =17
fori =3, mg=(my=17)+ (a3 =9) =26
fori=4, myg=(m3=26)+ (ay =3) =29

Step 2 : For i = 1,2, 3,4 values of the X;-rotation function ﬂ;l
follows. Here, we first obtain the values of ;' as

are obtained as

B (wy) =x9, since 1+my —r; =1+11—3 =9 because of 1+ 11 —3 < 11
By (z9) = 119, since 2+my —ry =2+ 11 — 3 = 10 because of 2 + 11 — 3 < 11
By (z3) = 11, since 3+my —ry =3+ 11 —3 =11 because of 3 + 11 — 3 = 11
BN (wy) =21, since (4+ 11 — 3)(mod11) + 0 = 1 because of 4 + 11 — 3 > 11
By (ws) = 9, since (5+ 11 — 3)(mod 11) + 0 = 2 because of 5+ 11 — 3 > 11
By (w6) = 3,  since (6 + 11 — 3)(mod 11) + 0 = 3 because of 6 + 11 — 3 > 11
By (w7) = x4, since (7+ 11 — 3)(mod 11) + 0 = 4 because of 7+ 11 — 3 > 11
By Y (wg) = x5, since (8 + 11 — 3)(mod 11) + 0 = 5 because of 8 + 11 — 3 > 11
By (wg) = g,  since (9+ 11 — 3)(mod 11) + 0 = 6 because of 9 + 11 — 3 > 11
By Y (w19) = w7, since (10 4+ 11 — 3)(mod 11) + 0 = 7 because of 10 4+ 11 — 3 > 11
By (w11) = xg, since (114 11 — 3)(mod 11) + 0 = 8 because of 11+ 11 — 3 > 11
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and for ¢ = 2, 3,4 the values of 3, I are obtained similarly. Hence,

Xy

gt
X,

X1

!

X9

x12
l

T4

x18

!

X20

ot
!

Z29

X2
|

210

x13

!

T15

Z19
l

x21

X28
!

Tov

and therefore,

X
ﬂ_l
X

Step 3: Values of the characterization function a~

list:

x

!

Ty

X9

!

a

4: Values of the decryption function v~

X2
|

Z10

210

!
b

¢ d e
Ll
a b ¢

€3

!

x11

L14
l

T16

Z20
l

X22

Z29
!

T2g

Ty Ty g
A
Ty T2 T3
15 Tie L1t
ool
17 T12 T13
To1 T2 T23
L
T3 Tog4 T2j

T11 | T12 T13

U R

Ts T14 T15

X7

Xyq

xTg | T14 T15
U
1 i j

f g g
U
¢ d e

h 1
U
f g

0”¢ «—

xg

!

X5

To4

26

Ti7
l

Z13

x13

!

n

= T
= — O

Tg Tio 11

Ll

Te T7 Ts

X5 T26

Lol

r1g T19
rig Ti9 ... T2e
Lol ]
Too T21 Z19

X20

!

(6]
1

m
!
1

1

T21 .. T19
! |
0 u

n o i j k
L
j kI m n

Tov
l

T29

Z29

l

v

Tag
l

To7

ot

!
y

< — N

54

T29
!

T2g

are obtained as following

X28

!

Z

are obtained as following list:

<= <
N «— <

In this example we showed that the ciphertext "¢lico¢” is decrypted as ”ankara”.

3 FC Encryption Program Codes

In this section, the FCC-method is programmed by using C# as follows:

private static string[] alf_tex()

{

string[] alphabet = { "a", "b",..,"Y", "Z"}; //caharacter set
return alpabet;

}

private static int _rnd(int bas, int bit)
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}

Random rnd = new Random();
int deger = rnd.Next(bas, bit);
return deger;

private static string _key(int alphabet_number)

{

}

string key = "";
int n = alphabet_number;
int a,r;
do
{
if (n >= 6)
{
a = _rnd(3, n - 3); //Fragment key
}
else
{
a = n;
}
r = _rnd(2, a);//Rotation key
key += a.ToString() + "," + r.ToString() + ’-’;

n=mn- a;
+
while (n > 0);
return key;

private void btn_creat_alphabet_Click(object sender, EventArgs e)

{

//key function
if (rdsifre.Checked)
{
string key = _key(alp_tex().Length);
txtanahtar.Text = key;
}
int alfabe_sayac = 1;
string[] fragment = key.Substring(0,key.Length-1).Split(’-’);
string[][] U = new string[fragment.Length] [1;//(Ag1k U)
string[][] SU = new string[fragment.Length] [];//(encrypted U)
//be divided into sets of the alphabet
for (int j = 0; j < parca.lLength; j++)
{
string[] parca_a = fragment[j].ToString().Split(’,’);
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b

int P = int.Parse(fragment_a[0]); //fragment key

U[j] = new string[alp_tex().Length + 1];

SU[j] = new stringlalp_tex().Length + 1];

for (int x = 0; x < P; x++)

{
U[j] [alfabe_sayac] = alp_tex() [alphabet_sayac - 1];
alphabet_sayac++;

}

//encrypting alphabet

int m = 0;

int index = 1;

for (int j = 0; j < U.Length; j++)

{

string[] parca_a = fragment[j].ToString().Split(’,’);
int P = int.Parse(fragment_a[0]); //fragment key

int R = int.Parse(fragment_a[1]); //rotation key

m += P;

for (int x = 0; x < P; x++)

{
int k = 0;
if ((index + R) <= m) //rotation function
{
k = index + R;
}
else if ((index + R) > m)
{
k = ((index + R) % m) + (m - P);
}
SU[j] [index] = U[j][k];
index++;
}

4 Conclusions

In this work, a cipher method so called fragmented Caesar cipher method is defined.
A mathematical modeling and then a computer programs of the method have done.
The method is based on the basic logic of Caesar cipher. The classical Caesar cipher
is a type of substitution cipher in which each letter is replaced by a letter some
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fixed number of positions in the alphabet. The Fragmented Caesar cipher has more
possibility then the classical Caesar cipher because of the fragmented alphabet is
used to cipher. We finally give an example to show the cipher method is working
successfully.
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