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Abstract: Cloud computing offers scalable computing and storage capabilities to handle
massive healthcare data. When processing large-scale data, keeping the resource cost
reasonable is crucial. Nonetheless, resource utilisation is frequently inefficient because of the
inherent complexity and heterogeneity of distributed computing frameworks. In addition, it is
challenging to model resource utilisation from real fault-occurring cloud systems. This study
proposes an automated online resource utilisation prediction model that combines machine
learning (ML) methods with automated log data preprocessing to predict future resource
consumption. It allows smart and adaptable allocation of resources in large cloud-based data
infrastructures suffering from typical failures like CPU, memory, network, and data locality
problems. Using the Hadoop framework on a cloud cluster of 30 worker nodes, our model
predicts resource utilisation with up to 97.3% accuracy - outperforming the other baseline
models evaluated. In addition, our system accurately recognises resource bottlenecks. It reduces
execution time by up to 30%, even in fault-injected environments, implying that it is robust
enough for real-time big data analytics.

HealthCraft: Dinamik Biiyiik Veri Saghk Hizmetleri Ortamlarinda Akilh Kaynak

Optimizasyonu icin Hassas Bir Model

Anahtar
Kelimeler

Biiyiik veri,

Bulut biligim,
Makine 6grenimi,
Kaynak kullanima,
Tahmin

Oz: Bulut bilisim, biiyiik 6lgekli saglik verilerini islemek igin 6lgeklenebilir hesaplama ve
depolama yetenekleri sunar. Biiyiik 6l¢ekli verilerin iglenmesi sirasinda, kaynak maliyetini
makul seviyede tutmak kritik 6neme sahiptir. Bununla birlikte, dagitik bilisim ¢ergevelerinin
dogasinda bulunan karmasiklik ve heterojenlik nedeniyle kaynak kullanimi siklikla verimsiz
olmaktadir. Ayrica, gercek hata olusan bulut sistemlerinden kaynak kullanimini modellemek
zorlu bir siiregtir. Bu ¢alisma, otomatik bir ¢gevrimigi kaynak kullanim tahmin modeli 6nererek,
makine 6grenimi (ML) yontemlerini otomatik giinliik veri 6n isleme ile birlestirerek gelecekteki
kaynak tiiketimini tahmin etmektedir. Onerilen model, CPU, bellek, ag ve veri yerelligi sorunlari
gibi tipik arizalardan etkilenen biiylik Olgekli bulut tabanli veri altyapilarinda akilli ve
uyarlanabilir kaynak tahsisini miimkiin kilmaktadir. Hadoop ¢ergevesini kullanarak 30 ¢alisan
diigiimden olusan bir bulut kiimesinde, modelimiz kaynak kullanimini1 %97,3'e varan dogruluk
oraniyla tahmin etmektedir ve karsilagtirilan diger temel modellerden daha iistiin performans
gostermektedir. Ayrica, sistemimiz kaynak darbogazlarini dogru bir sekilde tespit etmekte ve
hata enjekte edilmis ortamlar dahil olmak {izere ¢alisma siiresini %30’a kadar azaltmaktadir, bu
da onu gergek zamanl bilyiik veri analitigi igin yeterince saglam bir ¢dziim haline getirmektedir.

52

1. INTRODUCTION sciences like genomics, proteomics, and metabolomics
has led to the collection of enormous volumes of data [1].
Data expansion is facilitated by the transition from paper
medical records to electronic health records (EHR) [2].

Using such detailed and extensive data, doctors,

With the increasing data and high internet speed,
industries are using cloud computing more widely to meet
their data analysis demands. The development of omics
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epidemiologists, and health policy experts seek to
enhance population health and patient care. To properly
exploit the created big data within a reasonable time, it is
necessary to utilise the system resources efficiently.
However, the dependent structure of cloud-based big data
frameworks and the complex infrastructure of cloud
computing consisting of servers, storage devices,
networks, cloud management software and virtualisation
result in inefficient use of system resources and loss of
time and energy.

Resource utilisation prediction in big data systems
estimates the resource requirement required for the
successful completion of the application under current
conditions, which improves resource utilisation, reduces
costs and enhances performance. Statistical techniques
and ML methods are the most common to estimate
resource utilisation. In statistical methods (e.g. Automatic
Regression Modelling), the relationship between
variables is determined, and probability distributions are
used for assumptions. However, these methods are very
general because they make predictions for -certain
intervals and cannot be estimated accurately [3]. ML
models, such as Support Vector Machine (SVM) [4],
Genetic Algorithm (GA) [5], and Neural Network (NN)
[6], are more widely adopted by researchers to perform a
more accurate prediction. Researchers perform resource
utilisation predictions of big data systems in simulators
and online systems. The simulation models [7-9] create a
virtual model by modelling the computer system
mathematically and revealing the system controls. Online
performance analysis systems [10-12] enable the
collection of performance metrics through system logs,
providing much more accurate and precise information.
However, these technologies cannot offer predictive
support for resource usage in environments with different
failures. Moreover, most of these studies employ ML
techniques to forecast future resource consumption using
the historical traces of a data centre as their input. Despite
the impressive outcomes of ML-based models, there are
still certain limitations. Most models lack a precise
method for handling workload non-stationarity. The
interactions between characteristics of various sizes
should be taken into account. For example, Feedforward
Neural Networks (FNN), a part of a multi-layer
perceptron, can be used as an efficient approach for
dealing with complicated nonlinear systems since they
inherit the learning capabilities of neural network models
and the inference capabilities of fuzzy systems [13]. As a
result, several researchers have built sophisticated
controllers and represented complex plants using FNN
techniques [14-15].

Considering the above analysis, we propose a novel,
robust resource utilisation prediction model for cloud-
based big data systems that simultaneously handles
multiple resource sources under different fault conditions.
Unlike existing models focusing primarily on CPU or
memory usage, our approach integrates a multi-resource
machine learning framework that simultaneously
considers CPU, memory, network, and data locality
constraints, enabling more accurate and adaptable
resource provisioning. Our approach combines an

automated log data preprocessing module, a feature
extraction pipeline, and multi-resource machine learning
models to predict future resource consumption accurately.
We introduce a fault injection-based training mechanism
to enhance its adaptability to real-world conditions,
allowing the model to learn and generalise from system
anomalies.

As a first step, an automated data-driven pipeline is
proposed to move the raw data of multiple runs into a
form suitable for predicting the resource utilisation of the
big data cluster. Finally, the fine-tuned ML Models are
used to predict upcoming resource utilisation based on
historical system logs and injected fault conditions. We
evaluate our model under realistic conditions by injecting
four representative faults (CPU, memory, network and
data locality) that frequently happen in big data systems.
That way, we can test its performance when the
environment changes dynamically.

The contributions of this paper can be summarised as
follows:

e We introduce a fully automated pipeline to preprocess
log data that improves data quality and minimises
manual feature engineering.

e We design a multi-resource prediction model, jointly
considering CPU, memory, network and data locality
factors for more adaptive provisioning of cloud
resources.

e We also introduce a fault injection mechanism, which
allows the model to be trained and evaluated during
real-world faults, greatly improving robustness and
accuracy.

e We achieve a 97.3% prediction accuracy,
considerably outperforming traditional ML-based
resource utilisation models.

2. BACKGROUND
2.1. Navigating EHR Datasets

Significant developments have fuelled the ongoing
evolution of data in the dynamic landscape of omics
domains, such as proteomics, metabolomics, and
genomics [16]. The transition from traditional paper
medical records to Electronic Health Records (EHR)
highlights this change even more [17]. Due to the ensuing
explosion of large-scale healthcare data, healthcare
professionals—from doctors and epidemiologists to
specialists in health policy—have a critical chance to
make well-informed decisions that will eventually
improve population health and enhance patient care [18].
Therefore, building strong tools, infrastructure, and
methodologies is imperative to fully utilise big data’s
promise. To this end, the National Early Warning Score
(NEWS) was developed in the United Kingdom to
identify and treat patients with acute diseases when their
clinical condition worsens [19] [20].
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2.1.1. Overview of the NEWS dataset

Patients with acute illnesses have seven physiological
parameters measured during clinical evaluation:
respiration rate, oxygen saturation, temperature, systolic
blood pressure, heart rate, consciousness, and oxygen.
The NEWS, ranging from 1 to 8 and representing the
severity of the illness, is calculated through the following
steps: Step 1: Acquiring the patient’s score on each of the
seven physiological parameters. Step 2: Adding together
all of the physiological parameter scores to calculate the
NEWS. Step 3: Checking if a single parameter has
reached the trigger threshold. We use the NEWS
data”generated based on the structure and values taken
from South Tees Hospitals NHS Foundation Trust’ . This
allows us to confirm the effectiveness and dependability
of the proposed system. In addition to the seven distinct
physiological indicators, the dataset includes 52 other
factors about the health state of the patients, such as
weight, dates of admission, duration of hospital stay, pain
score, nausea, vomiting, and pulse. An urgent clinical
review should be triggered by an aggregate NEWS of 5 or
6, and a NEWS of 7 or above should trigger a high-level
clinical alert or emergency clinical review. An “Urgent or
emergency reaction” response is appropriate for NEWS
values more than 7, indicating “High clinical risk”.

2.2. MapReduce Paradigm for Big Healthcare Data

Big data in the healthcare industry refers to
heterogeneous, multi-spectral, incomplete, and uncertain

observations from primary sources that are presented in
structured, semi-structured, and unstructured formats and
include observations related to diagnosis, illness, injury,
treatment, physical and mental disorders, demography,
and disease prevention [21]. Unstructured data comprises
medical imaging, notes, environmental, clinical, lifestyle,
medication, and health economics data. Structured data
contains ICD codes, phenotype, genotype, and genomic
information [22]. In addition, the Internet of Things (IoT)
has spurred the development of data-driven applications
in industries, including transportation, networking, smart
cities, and healthcare. Various sensors and devices to
track a patient’s health have been widely used in the
health sector. MapReduce, a distributed programming
model, is implemented in Apache Hadoop! and Apache
Spark® frameworks to analyse petabyte-scale datasets in
a parallel manner on computer clusters [23]. The data is
divided into smaller chunks using MapReduce, which
then turns each piece into a set of tuples known as key-
value pairs before eventually reducing these tuples.
MapReduce consists of two main phases, namely Map
and Reduce, which are carried out by the workers and
generate key-value pairs. During the shuffle phase, these
pairs are grouped by key and sent to the appropriate
Reducer. Subsequently, Reducer groups the key-value
pairs and constructs a smaller collection of data tuples
from these tuples. The final outputs are ultimately
produced and stored in the Hadoop Distributed File
System (HDFS). Fig. 1 depicts the working principle of
the MapReduce paradigm.

Mapper

Block 0

Block 1 /

Block2 (3) Read Mapper @) Local store

Block 3 \
Block n

Input Mapper phase

Files on local disk

Figure 1. Overview of the MapReduce paradigm: Data processing workflow

2.3. Resource Utilisation Prediction

A resource utilisation prediction model estimates how
much resource the system will require in the future to
evaluate the system’s performance and assess whether the
system has adequate resources for users’ demands.

" https://github.com/umitdemirbaga/NEWS
T https://www.southtees.nhs.uk/

File 0
5
File 1
Reducer phase Output

Resource utilisation prediction is adopted in diverse
applications [24-26]. Demand and resource consumption
estimates for large-scale data analysis are used to
customise workload predictive resource management
systems. The workloads, especially streaming data, are
dynamic and constantly changing for big data systems
[27]. Consequently, a robust and scalable resource

¥ https://hadoop.apache.org/
$ https://spark.apache.org/
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utilisation prediction model is required to provide
reasonable prediction accuracy. Conversely, resource
utilisation prediction enables access to free resources and
analyses the effects of allocating them to specific
workloads [28]. Resource utilisation for predicting the
system performance was first used in [29]. A few research
studies then created a framework for measuring system
performance based on usage patterns and evolution trends
in large-scale datasets. Mean Field Theory (MFT), which
studies the behaviour of high-dimensional complex
systems, has been used to successfully predict and
evaluate the performance of highly complex structures
such as Hadoop applications [30].

3. PROPOSED SYSTEM

This section introduces our novel resource utilisation
prediction model for big data systems. Fig. 2 presents the
high-level architecture of the proposed approach for big
healthcare data processing, which fundamentally consists
of three main components: a big data monitoring system,
a fault injection module, and a resource utilisation
prediction system.
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Figure 2. The overview of the proposed system’s architecture
3.1. Monitoring Big Data Cluster for Log Collection

In this work, the Apache Hadoop framework is deployed
on AWS (Amazon Web Services) EC2 instances, and
MapReduce is used as a programming model for
processing big healthcare data. We deployed SmartMonit
[31], a real-time big data monitoring system, to collect
tasks and infrastructure information from the Hadoop
cluster in real-time. As shown in Fig. 3, SmartMonit has
two sub-agents, TaskAgent and SystemAgent, managed

" https://hadoop.apache.org/docs/r3.2.4/hadoop-yarn
f https://github.com/hyperic/sigar

by SmartAgent. TaskAgent employs the
ResourceManager REST API™" to collect the execution
status of each task, and SystemAgent employs the Sigar
API™ to gather computing resource metrics, such as
CPU/memory utilisation, network throughput, and disk
I/0 speeds. SmartAgent is responsible for receiving raw
data from these two agents and storing it in a time-series
database, InfluxDB* | via RabbitMQ?% , a message broker
system, for further processing.

¥ https://www.influxdata.com
$ https://www.rabbitmq.com/
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(a) SmartAgent k

+ register ()
+ sendData ()

TaskAgent + setConfiguration () SystemAgent
+ jobStatus () + cpuUsage ()
+ taskStatus () +memoryUsage ()
+ clusterinfo () + diskiInfo ()
+ datalnfo () + networklinfo ()

SmartMonit
configuration API

Figure 3. Model of monitoring agents (a); SmartMonit deployment in the proposed system (b)

3.2. Automated Data Pre-Processing

This data analysis pipeline module retrieves time-stamped
raw logs stored in a time series database and prepares
them for the next phase, implementing ML algorithms.
The automated data pre-processing module conceptually
consists of three main sections: data wrangling, feature
extraction, and feature selection.

3.2.1. Data wrangling

This module includes a comprehensive set of data
processing procedures to convert raw data collected from
the cloud-based big data cluster into more readily used
formats, including cleaning, organising, structuring, and
enriching.

e Regression imputation method for automatic
missing value imputation: The log collector
forwards the collected data simultaneously from
different APIs to the database or the next step for
processing. Due to network congestion, a temporary
outage of the Application Programming Interface
(API), or an issue with the API itself, API response
timeouts occur, in which the log collection process is
interrupted. In addition, missing values occur in data
sets for other reasons, such as storage limitations,
security filters, data loss during data collection or the
impossibility of measuring. Missing values in the
dataset affect the analysis results, making it difficult to
draw meaningful conclusions. To handle this, we
propose an automatic missing value imputation to
estimate and complete the missing values using the
regression imputation method due to collecting large
amounts of logs and the strong relationships between
the wvariables. We implemented the regression
imputation method by deploying the scikit-learn
library in Python.

e Automatic data encoding: In this module, we
combine one-hot encoding and label encoding
techniques to convert categorical or serial data into
numerical data that ML algorithms can easily process.
Extensive logs are collected from the cloud-based
Hadoop cluster deployed on AWS, including numeric
and label data (e.g. configuration parameters).
Therefore, using the label encoding technique, these
parameters are converted into digital forms and made
understandable by the machine.

3.2.2. Feature selection

Most of the relevant features are selected in this module
to help improve the performance of our ML models. To
this end, we implement the correlation analysis method,
which measures the linear relationship between each pair
of features. The implementation details are discussed in
§4.4. Evaluation of Resource Utilisation Prediction.

3.2.3. Feature extraction

This module generates new features based on input data
to identify the most significant linear combinations of
features. The main objective is to reduce the
dimensionality of feature vectors and categorise raw data
into distinct groups by facilitating the interpretability and
management of the data by ML models. To achieve this,
we employ Principal Component Analysis (PCA) in
Python, which helps create a new feature to specify the
resource utilisation levels, ranging from 0 to 2. These
steps are performed by following the steps below:

e PCA implementation: PCA is a dimensionality
reduction technique that transforms the original set of
features into a new set of orthogonal components,
known as principal components. In  our
implementation, PCA efficiently captures the variance
within the log data, which enables us to pinpoint the
essential features that contribute significantly to the
overall resource utilisation patterns. By retaining the
principal components that capture the maximum
variance, we effectively reduce the dimensionality of
the data while preserving the crucial information
necessary for accurate resource utilisation prediction.

e Creation of new feature: Based on the outcomes of
PCA, a new feature is constructed to encapsulate the
resource utilisation levels. The determination of these
levels is as follows:

= 0: Low Resource Utilisation
= 1: Average Resource Utilisation
= 2: Highest Resource Utilisation

These explicit explanations aim to comprehensively
understand the methodology employed in setting and
labelling the resource utilisation levels for subsequent
predictions.
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3.3. Fault Injection Modules

We have developed four fault injection models to
experience real design problems in big data systems,
which helps to test and improve the reliability and
resilience of our proposed system in highly possible fault
conditions, such as insufficient CPU and memory
resources, network congestion or low bandwidth, and data
locality issue in distributed systems, as indicated in our
previous work [12].

The fault injection process involves generating realistic
workloads and injecting faults into the VMs within a
cluster. The algorithm takes into account various
parameters, including VM ID (Vn), cluster (C), fault type
(F), list of faults (F)), injection duration (Tr), time interval
(T), and workload (W)).

3.3.1. CPU fault injection module

This module dynamically generates workload for the
CPU. A set of computations is executed in parallel to
increase the number of MIPS (million instructions per
second) in the selected VMs. This model creates a high-
dimensional Pascal’s triangle, where each number is the
sum of the two numbers just above it.

3.3.2. Memory fault injection module

It is designed to intentionally induce memory occupancy
in the nodes of a computer cluster by creating vector
objects in the memory, which enables monitoring the
execution times of applications and making accurate and
robust resource usage predictions when out-of-memory
conditions occur.

3.3.3. Network fault injection module

Intermediate key-value pairs generated during the Map
phase are distributed to the relevant nodes to be combined
in the Reduce phase. At this stage, the network is
overloaded, and delays occur. To improve data flow in
MapReduce, Hadoop employs several strategies,
including data compression, speculative execution, and
pipelining. However, none of these can prevent the
transfer of large data sets over the network. Since
speculative applications cause data blocks to be
transferred entirely to other nodes, delays are
experienced. To experience this, the network fault
injection module reduces bandwidth by transferring data
between nodes, which creates delays similar to those seen
in the Hadoop system.

3.3.4. Data locality fault injection module

The ability of a MapReduce job to process data on the
same node where the data is stored is known as data
locality. Moving data over the network imposes some
overheads that lead to delays if a task is assigned to the
node where the task’s input data is not stored. To create a
data locality issue, this module deletes the data blocks of
the selected nodes, which causes data transfer from the
other nodes that have a copy of the deleted blocks.

Algorithm 1: Fault injection into big data clusters
Input: -V VM id,
- C: cluster,
- G- fault type,
- Fy: list of faults,
- T injection duration,
- Ti: time interval,
- Wi workload.
// Initiate the process of fault injection
for selected V,, in C do
// Generate W,
GenerateWorkload(W))
// Execute injection method
inj < Assign(g, T,,)
// Inject into the C
C «— Inject(inj)
// Interrupt the fault injection
(1} sleep(T)
1 end for

—— O 01U A WNN

Algorithm 1 demonstrates the pseudocode of the fault
injection modules for big data clusters deployed on cloud
environments. First, the user identifies Vi, and F; then,
based on the fault type, the workload is generated (see
Algorithm 1, Line 4). Afterwards, the fault is injected for
a predetermined time (Tm) (see Algorithm 1, Line 6). The
generated workload is finally loaded into the selected VM
(see Algorithm 1, Line 8). This process is suspended once
the resource utilisation reaches 90%.

3.4. Resource Utilisation Prediction for Big Data
Systems

To forecast the resource utilisation of big data systems,
we implement six well-known ML algorithms, namely
Support Vector Classifier (SVC), Gaussian Naive Bayes,
Logistic Regression, K-Nearest Neighbors (KNN),
Decision Tree, and Random Forest. All these algorithms
are evaluated and compared, considering accuracy rates,
both online and offline analysis.

We propose an ML-based model with a pipeline that
includes automated log data preprocessing, feature
extraction, and multi-resource predictive modelling. This
model is trained on labelled resource utilisation logs with
supervised learning methods such as Decision Trees, k-
nearest Neighbors (k-NN), and Random Forest classifiers.
This is done so that the fault injection module can help
the model learn from real-world failure scenarios and try
to make the model robust to rare, unpredictable system
anomalies. In contrast to traditional models that consider
resource consumption in isolation, we model inter-
relations between CPU, memory, network, and data
locality constraints to allow for more adaptive and
accurate resource provisioning.

3.5. Fault Injection and Testing

The four fault scenarios (CPU, memory, network, and
data locality) were chosen because they are commonly
encountered in real-world cloud computing and big data
systems [12]. CPU overload failures are common in
distributed computing workloads, where tasks surpass
processing capacity due to high demand and end up
degrading system performance or forcing tasks to fail.
Memory leaks or too much memory usage can be a
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common problem across long-running big data
applications, leading to system slowdowns or crashes.
Network congestion or packet loss impacts data-
intensive applications, and the momentum is even higher
in distributed computing frameworks like Apache Spark
and Hadoop. Data locality in cloud computing refers to
when a task is scheduled on a compute node that is remote
from the data it needs to consume, which can greatly
increase the cost of I/O and result in a waste of compute
resources. These types of failures are well-known in
other real-world failures of cloud and big data systems,
which are incorporated into our model to ensure our
approach is not formulated against a trivial model but
rather in facing real-world challenges in large-scale
computing environments.

4. RESULTS AND DISCUSSION

This section presents a comprehensive evaluation of the
proposed system, including experimental setup and
evaluation of resource utilisation prediction.

4.1. Experimental Setup
4.1.1. Environments

To evaluate our system, we set up a Hadoop cluster on
AWS, consisting of 1 master and 30 worker nodes, each
with 4 cores, 16 GB of memory, and 1TB of SSD storage.
We chose Ubuntu Server™ 20.04 LTS and SSD Volume
Type as an operating system, and deployed Apache
Hadoop 3.2.4™" and Apache Hive*** 3.1.3 versions.

4.1.2. Benchmarks and workload

We use the NEWS data detailed in §2.1. Navigating EHR
datasets to evaluate the proposed system, taken from
South Tees Hospitals NHS Foundation Trust®%" . The data
includes 1M patients’ healthcare data, including 552
different features, such as pulse, age, sex, nausea, given
drugs, weight, length of stay, discharged deceased, etc.
The data size for bencmarking the proposed system is 35
GB of healthcare data.

4.1.3. Methodology

Our experiments aim to evaluate the performance and
accuracy of the proposed system. To this end, we inject
four common faults separately, enabling data analysis
under possible scenarios. We perform Hive queries in
parallel over the dataset with five repetitions, comprising
25 experiments, including data processing without any
faults.

*xx

https://ubuntu.com/
™ https://hadoop.apache.org/release/3.2.4.html
4 https://hive.apache.org/

4.2. Hyperparameter Tuning

We train the ML models using default or initial
hyperparameters to establish a baseline performance.
Following this, we employ a systematic Grid Search
approach to optimise hyperparameters for each model,
such as maximum depth (max depth) and minimum
samples split (min_samples _split) in Decision Trees, and
the regularisation parameter (C) and kernel in SVC while
the number of trees (n_trees), maximum depth
(max_depth), and minimum samples split
(min_samples_split) parameters are tuned for Random
Forest model. Once the optimal hyperparameters are
identified, the models are re-trained to enhance their
capabilities in predicting resource utilisation within
cloud-based big data systems.

After conducting hyperparameter tuning, the optimal
values for each model were selected based on validation
performance. The final hyperparameter values used in our
experiments are summarised in Table 1.

Following this, we used Grid Search tuning**** related to
hyperparameters using the various data partitions from
the cloud-based big data system logs to assess the tuned
hyperparameters' generalisability. Subsets of varying
workload patterns were used to train and validate the
models to determine their adaptability. We found that
optimal hyperparameter values were more or less stable
across datasets. Still, some small variations were found in
tuning parameters because models like Random Forest
and KNN are sensitive to dataset distribution. The
models remained highly predictive despite the changes,
confirming our hyperparameter selection's stability and
performance.

Although the Grid Search optimisation process makes
improving our model performance in our study possible,
it also applies to many other cloud computing scenarios.
Hyperparameter tuning can be performed in real-time big
data analytics using online learning approaches that
continuously update model parameters as new data is
received. Hyperparameter search strategies such as
Bayesian Optimisation or Reinforcement Learning-based
tuning could be adopted in edge-computing environments
to reduce the overhead of exhaustive search methods, as
edge devices do not possess unlimited computational
resources. On the other hand, in heterogeneous workload
scenarios, transfer learning methods can help provision
previously optimised hyperparameters across workloads
without starting the model training process from scratch.
Such emphasises the wider relevance of hyperparameter
optimisation beyond the narrative of this paper and leaves
space for further research on adaptive tuning techniques.

555 https://www.southtees.nhs.uk/
"** https://scikit-learn.org/stable/modules/grid_search.html
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Table 1. Final hyperparameter values after tuning

Model Hyperparameter Value
. Kernel RBF
Support Vector Classifier (SVC) Regularization (C) 10
Gaussian Naive Bayes Smoothing factor le-9
.. . Regularization (C) 0.01
Logistic Regression Solver Lbfgs
Number of neighbors (K) 5
KNN Distance metric Euclidean
Max depth 10
Decision Tree Minimum samples split 2
Criterion Gini
Number of trees 100
Max depth 15
Random Forest Minimum samples split 4
Criterion Entropy

4.3. Cross-Validation

We conduct a 10-fold cross-validation process to ensure
robust and unbiased performance assessment for the
developed models. This process divides the dataset into
ten equal-sized folds, where nine are used for training and
one for validation in each iteration. The process is
repeated for all ten folds, and the final reported results
represent the average performance metrics (accuracy,
precision, recall, Fl-score) across all folds to ensure
robustness and mitigate bias. In this way, we guarantee to
provide more reliable and generalised ML models in
predicting resource utilisation within cloud-based big data
systems.

4.4. Evaluation of Resource Utilisation Prediction

This section provides a detailed explanation of the
experimental evaluation conducted to assess the
performance and reliability of the proposed system within
real-world cloud computing environments. To this end,
we processed the big healthcare dataset over a Hadoop
cluster in AWS. We gather different log datasets with and
without injection faults. With the help of the automated
preprocessing system, logs are labelled, ranging from 0 to
2, based on resource utilisation levels. Fig. 4 demonstrates
the data distribution of each stage for resource utilisation.
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Figure 4. Training data distribution over the features based on resource utilisation levels

In the Hadoop ecosystem, tasks are distributed equally to
all compute nodes by default, resulting in less powerful
nodes (in terms of resources) needing more time to
complete their tasks. To simulate the results of these
issues in a heterogeneous big data system, we perform
data processing under different scenarios, namely with
and without faults. Fig. 5 shows the resource utilisation
results for CPU, memory, and network over total
execution time (makespan). As seen in Fig. 5(a), CPU
utilisation is between 70% and 82%, and makespan varies
from 60 to 66 seconds when there are no faults in the
system. However, insufficient computation power of the
node reaches 100%, increasing the makespan by around
30% (see Fig. 5(b)). Moreover, the data locality issue
suspends data processing until the data transfer is
complete, reducing CPU usage by 20% and increasing the
makespan by 10% as seen in Fig. 6(c). The nodes with less
memory resources than others in a heterogeneous big data
cluster perform similarly. On nodes with insufficient
memory, memory usage and makespan are inversely
proportional (Fig. 5(d) and Fig. 5(e)). Moreover, Fig. 5(f)
data locality issue decreases memory usage but increases

makespan. Compared to Fig. 5(g) (under healthy
conditions), Fig. 5(h) and Fig. 5(i) show that the
makespan increases when the network usage increases
and the number of executions increases dramatically
when there is a data locality problem and network fault is
injected to simulate the nodes with low bandwidth
connections.

For a detailed analysis of our predictive system, we also
apply accuracy, precision, recall, and Fl-score as
performance metrics (as shown in Fig. 6), which bring
individual aspects to model assessment. Accuracy is the
percentage of correctly classified instances concerning
the total number of cases, giving us a descriptor of overall
performance. In resource utilisation datasets, imbalanced
classes are commonplace, so accuracy is not necessarily
a good indicator. Precision is defined as the number of
true positives divided by the sum of true positives and
false positives, which helps to minimise false alarms.
Recall (sensitivity), on the other hand, quantifies the
precision of positive classification by determining the
fraction of correctly identified adverse cases, which is
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important for high-utilisation or failure-prone cases. That
is where the Fl-score, the harmonic mean of precision
and recall, come into play, where a distinct balance is

necessary between false positives and false negatives,
which serve as a powerful metric in dynamic cloud-based
big data environments.
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Figure 5. Makespan vs resource utilisation under different scenarios

The proposed algorithms show a high performance in the
energy prediction per resource under several online and
offline failure situations. Now, we get the most accurate
model, k-NN at 97.30%, followed by the random forest at
95.10%. K-NN is relatively successful as it can detect
complex patterns and associations in the dataset by
evaluating the closeness of examples in the feature space.
The degree of sample closeness in this approach is an
effective way of presenting how the k-NN structure
succeeds in defining nuanced relations. In contrast, it
operates using an ensemble of decision trees, merging
predictions of the multiple trees to form a comprehensive
insight into feature-target connections. Although the
accuracy is the same, both these models manage to learn
muscle patterns relevant enough to be captured in the
prediction, making them appropriate candidates for
dependency to ensure the success of our predictive
framework. Generally, accuracy is not always the
appropriate metric to assess a model’s performance,
especially when the classes are unbalanced. Metrics like
accuracy, recall, or F1 score, which offer a more complex
understanding of a model’s performance, are better suited
to these circumstances. Hence, the reviewed dataset is
probably properly balanced if the F1 score, recall, and
accuracy are equal.

(h) Network traffic with network fault
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Our ML-based model provides a 97.3% accuracy rate and
does much better than baseline approaches. Incorporating
fault injection modules renders the model more resilient,
automatically adapting to maintain a high prediction
performance level in dynamic workload fluctuations. Our
results show the effectiveness of our approach in a real
cloud-based big data environment, efficiently handling
resource fluctuations, and maintaining high prediction
performance across different execution scenarios.
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Figure 6 Comparison of performance evaluation metrics for ML algorithms.

5. RELATED WORK

In recent years, researchers have extensively studied
resource utilisation prediction for cloud-based big data
systems with different aspects, aims, and applications.

in Cloud

5.1. Resource Utilisation Prediction

Computing

Several recent works have engaged ML models to predict
resource utilisation in cloud computing systems.
Mehmood et al. developed a hybrid resource utilisation
prediction model based on KNN and Decision Trees,
resulting in better accuracy for workload prediction [32].
However, this model does not cater to fast-evolving
cloud scenarios. Al-Asaly et al. developed a deep
learning-based model for autonomic cloud computing
environments, intentionally aiming to predict workload.
Although their model outperformed traditional
approaches, it is not based on real-time system monitoring
and, therefore, was not as effective in dynamic cloud-
based big data systems [33]. RL algorithms have recently
been proposed to better provision cloud resources. For
instance, Nguyen et al. developed an RL-based model for
decentralised IoMT (Internet of Medical Things)
networks that outperforms alternative solutions regarding
resource allocation efficiency and reduced latency [38].
Gao et al. introduced a dynamic simulation budget
allocation method, and an optimal computing budget
allocation (OCBA) strategy was proposed to maximise
resource utilisation efficiency [35]; however, this method
is designed for passing in cloud environments.

5.2. Fault-Tolerant Resource Management in Big Data
Systems

In recent years, fault-tolerant cloud computing strategies
have gained much attention in the literature. Rahmanian
et al. proposed an ensemble-based resource utilisation
prediction model using Learning Automata, which uses
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the Single and Multiple Window concepts to train a
resource utilisation prediction model. Nonetheless, this
technique does not provide a real-time adjustment, as it is
not accompanied by any live system observant [34].
Khan et al. surveyed blockchain-based edge computing
frameworks, which can be applied in IoT applications,
pointing out the benefits of using blockchain, including
security ~ protection and decentralised resource
management [36]. Akbari Zarkesh et al. proposed
EdgeLinker, a blockchain-based security mechanism
designed for healthcare fog applications to ensure secure
data transmission in distributed edge computing networks
[39]. Byzantine Fault Tolerance (BFT) techniques have
also been employed to maintain reliability in cloud
environments. This also addresses the problem of having
faulty nodes in a system using these methods, which is
common for consensus in blockchain networks [40].

5.3. How Our Model Differs from Prior Work

Our enhanced model, however, is based on an automated
structured analysis log data preprocessing pipeline that
processes logs in real-time, automating feature extraction
and transformation activities before ML model input,
allowing for strong input into these models. The second
branch is inspired by the characteristics of real-world
errors, which are often omitted in prior studies, and we
present four fault injection modules (CPU, memory,
network, and data locality faults) to assess the system's
performance under real-world errors. While most
previous work tends to consider only CPU or memory
prediction separately, we build a model that can predict
multiple usages under changing workloads. Our model
outperforms existing methods, achieving up to 97.3%
prediction accuracy using hyperparameter-optimised
fine-tuned ML algorithms. To clarify these comparisons,
we summarise our model and related works in Table 2
below:
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Table 2. Comparison of Related Studies

Fault Real-Time o

Study Resource Type Tolerance Adaptability Method Used Accuracy (%)
[32] CPU & Memory No Moderate KNN & Decision Tree 91.5

Deep Learning-Based
[33] CPU, Memory No No Workload Forecasting 95.4
[34] CPU & Memory No No Learning Automata 93.0
[36] Edge/IoT Yes Moderate Blockchain-Based Secure N/A

Resource Management
[39] Edge Computing & Yes Yes Blockcha}n—Based Secure N/A

Healthcare Communication
Our Proposed CPU, Memory, Network, Data ML-Based Prediction & Fault
. Yes Yes L 97.3
Model Locality Injection
6. CONCLUSION the prediction of stock price index. Expert Syst Appl.

Effective resource utilisation is the most critical aspect of
processing large amounts of data in an acceptable amount
of time. Inefficient resource utilisation is a common
problem in cloud-based big data systems due to system
heterogeneity, complexity, and unexpected errors, making
it challenging to predict resource utilisation for provision
resources. This article proposes an automated log data
preprocessing-based online resource usage forecasting
model using ML algorithms for big data systems. The
experiments conducted under different fault scenarios
show that our system predicts resource utilisation with a
high accuracy rate and can identify the bottlenecks that
lead to ineffective resource utilisation in big data systems.

The prediction of resource utilisation plays a crucial role
in big data systems regarding time and cost management
and provides the necessary provision of resources in case
of need. Our system can help predict resource utilisation
to embrace this matter for big data systems.
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