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Research Article 

 

Abstract— Recently, the increase in network-connected devices 

and the ability to run every application over the web has made web 

application security an issue that needs to be seriously considered. 

Although firewall solutions are used to protect networked systems 

and users, it seems that they are insufficient to ensure application 

security, especially in today's conditions. In this context, WAF 

(Web Application Firewall) systems have been developed and 

continue to be developed, especially to ensure the security of web 

applications. While the firewall filters traffic at the network layer, 

which is a lower layer, WAF protects at the application layer 

closest to the user. Network administrators intensively use WAF 

applications and the systems they create with new technologies 

integrated into these applications in order to maximize security. 

In this study, the WAF application, which is used together with 

Laravel, File2ban and Postgresql, is discussed, which we compiled 

and ran to protect the corporate network we manage from attacks 

and application vulnerabilities. In addition, it is thought that this 

study will guide other researchers working in this field and aims 

to open doors to produce more effective solutions.  

 

Index Terms— WAF, File2ban, Laravel, Postgresql.  

I. INTRODUCTION 

HE INCREASING use of the web and the proliferation of 

web applications in every field makes it necessary to ensure 

application security and it is becoming increasingly difficult to 

ensure security. In addition, developers use risky tools and 

techniques to detect such attacks, threats and vulnerabilities 

present in the application [1]. In order to ensure security in 

corporate networks, problems arising from weak points should 

be solved as much as possible.  

 

 This is possible with security systems that complement each 

other and work interactively together. Such a structure is called 

multi-layered security and defense in depth [2]. 

In addition, even people who are authorized to use the 

systems may unknowingly damage the system as a result of 

unconscious use. For this reason, information systems must be 

protected against both internal threats and possible malicious 

threats from outside [3].  

Firewalls have been used for general protection, port and 

protocol-based filtering, network layer security, etc. to ensure 

web security in the use of applications, but providing only 

network security is insufficient to prevent recent attacks.  Web 

applications have recently become the primary target of attacks 

due to apathy, lack of awareness, lack of secure software 

development techniques and disregard for web application 

security. Although traditional firewalls successfully prevent 

network layer attacks, they are not effective in web-based 

attacks on web applications. Therefore, web applications need 

security in order to prevent information loss and vulnerability 

on the Internet, which is not a secure environment [4]. 

In this context, in addition to firewalls, which alone are 

insufficient to ensure the security of web applications, 

application layer protection, http-based filtering, web 

application security and detailed content review, applications 

called web application firewall (WAF) have started to be used 

extensively.  WAF is likened to a security shield for 

applications accessed using HTTP [5]. In summary, a firewall 

is designed for general network security, while a WAF is 

designed to secure web applications. A firewall filters traffic at 

the network layer level, while a WAF filters traffic at the 

application layer level. When both security mechanisms are 

used together, it creates a holistic security strategy and protects 

your network and web applications more effectively. In 

addition to these features, they can bring additional protection 

in areas that were not taken into account when the software was 

developed [6]. The complexity of web applications, the increase 

in cyber-attacks, the difficulty of detecting unknown threats, the 

ability to perform security controls at the application level, the 

protection of sensitive data, and the adaptation of standards that 

must be followed for data security to web applications reveal 

the need for WAF applications. WAF can have two types of 

security models, positive or negative, depending on the type of 

policy. A positive security model only allows traffic that 
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matches the policies to pass through. All other traffic is 

blocked. A negative security model allows all traffic through 

and only tries to block traffic represented by malicious rules. If 

the negative model alone is used in a WAF, hackers can bypass 

the inspection. Therefore, it is recommended to use a 

combination of both negative and positive model with better 

protection [7]. In teheir work, the authors emphasize the 

importance of enhancing web application security against SQL 

injection attacks and present their findings as a promising 

solution for improving the effectiveness of existing WAFs. The 

solution proposed in the article demonstrates robust detection 

capabilities, enhanced performance with higher generalization 

rates, and competitive advantages over existing solutions, 

indicating its potential to serve as a valuable tool in web 

application security [8]. In conclusion, WAF is a critical 

component to enhance the security of modern web applications 

and protect against cyber-attacks. 

With the increasing security risks associated with web 

applications, the need for a WAF is also increasing. As shown 

in figure (Fig.1a), all SSL traffic passes directly through 

without content checking in networks with traditional firewalls, 

but in networks with WAF architecture (Fig.1b), all requests for 

user-to-server traffic are answered at the reverse proxy server, 

security checked, and if an attack is detected, it can be rejected 

before the request reaches the original servers. 

 

 
Fig.1a. Client-Server traffic in traditional architecture Fig.1b. Client-Server traffic in WAF-enabled architecture 

Web applications, which enable many transactions to be 

performed, become the target of attacks because they contain 

various information such as personal, banking and corporate 

information. Ensuring the security of these environments is 

directly related to the security of web applications. Web 

application security refers to all measures taken to ensure the 

confidentiality, integrity and accessibility of the data it contains 

[9]. In their article the authors aim to develop an affordable and 

user-friendly WAF framework. They employ proxy techniques 

to block and sanitize malicious user requests and implement 

two machine learning models for detecting malicious requests 

and classifying attack types. As a result, they propose a more 

accessible, effective, and user-friendly WAF solution that could 

significantly benefit organizations with limited resources. The 

proposed framework addresses common security 

vulnerabilities and provides real-time monitoring, assisting 

organizations in enhancing their security measures. 

Additionally, focusing on interface development through user 

feedback, as expressed for future work, is among the outcomes 

of our study [10]. The security of web applications is of 

increasing importance today. Therefore, developers and system 

administrators try to protect web applications by implementing 

various security measures. This paper will focus on a web 

application security system integrated with Nginx reverse 

proxy, its structure, components and benefits. 

II. MATERIALS AND METHODS 

In our application, a complex and effective structure has been 

created to increase web application security. In this system, an 

efficient and effective network performance is achieved by 

combining different technologies such as Nginx reverse proxy, 

WAF, PostgreSQL, Laravel and Fail2ban. Nginx and WAF are 

used for traffic routing and filtering, PostgreSQL for logging 

and data storage, File2ban for automatic IP blocking 

mechanism, and Laravel for security rules management and 

application environment.  

A.  Nginx Reverse Proxy and WAF Integration 

Nginx is an open source web server software that can be used 

as an HTTP and reverse proxy server. Nginx is stable, secure 

and very easy to configure, and has performance and efficiency 

advantages over Apache [11].  A reverse proxy takes requests 

and redirects them to another server. That is, clients make 

requests to the Nginx server and Nginx receives the request, 

forwards it to the destination server and forwards the answers 

to the clients. This is useful in situations where the target servers 

are not directly accessible and provides several advantages. The 

client (for example a browser) sends a request to the Nginx 

server, like an HTTP request to a URL. Nginx examines the 

incoming request and routes it according to certain rules. These 

rules ensure that certain URLs or domains are directed to certain 

destination servers. In the next step, Nginx forwards the request 

to the destination server for processing. The response from the 

destination server is received by Nginx and forwarded to the 

client. This is in response to the client's original request.  
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In this way, we can list the benefits of using Nginx as a reverse 

proxy as follows: 

 

1. Load Balancing 

 Nginx balances the load by distributing traffic between 

multiple destination servers. This improves the 

performance and availability of the target servers. 

2. Provide Cache Support 

Nginx reduces the load on target servers and speeds up 

response times by caching static content. 

3. Security 

Nginx provides security by filtering incoming requests, 

validating them, and applying firewall rules if necessary.  

4. URL Routing 

Provides a flexible structure by routing specific URLs or 

domains to different destinations. This is especially 

useful when multiple web applications or microservices 

are used.  

5. SSL Termination 

Nginx manages SSL/TLS certificates by managing 

HTTPS traffic and can forward HTTPS traffic as HTTP 

to destination servers. This does not require destination 

servers to deal with SSL/TLS and simplifies the 

structure. 

Using Nginx as a reverse proxy makes web servers and 

applications more secure, efficient and scalable in many cases. 

For this reason, many large-scale websites and applications 

prefer Nginx. 

 

B. PostgreSQL Integration with Laravel and Criteria Based 

Transaction Execution 

Laravel is a PHP-based open source web application 

framework that aims to create fast and efficient web 

applications, is based on MVC (Model-View-Controller) 

architecture and offers developers a set of useful tools and 

libraries. In the development of the project, Laravel's features 

and components such as Eloquent ORM, Blade Template 

Engine, Migrations and Seeding,  Routing and Controls, and 

Artisan Command Line Tool were used extensively for 

efficiency.  

It is important to record the operation of the system in 

question and the movements during the operation process, both 

in order to identify problems that may arise in the system and 

for legal obligations. In order to keep the event records of the 

system developed for this purpose, integration with a powerful 

database such as PostgreSQL was provided. PostgreSQL is an 

open source and relational database management system. 

PostgreSQL is known for its strong ACID compatibility, wide 

data type support and advanced features. In the application, 

PostgreSQL's ACID Compatibility, Wide Data Types, 

Advanced Extension Support, JSON Support and high 

performance features were utilized to maximize the recording 

capability. 

C. Mod Security Integration 

Web application firewalls identify, monitor and block HTTP 

traffic to and from a web server. By controlling HTTP traffic, 

application vulnerabilities such as SQL injection, cross-site 

scripting (XSS), file injection and protection failures can be 

prevented [12]. ModSecurity is an open source WAF method. 

Version 3 (ModSecurity3) is the latest and most actively 

available version of this application. ModSecurity3 includes a 

number of improvements, new features and updates compared 

to previous versions. ModSecurity3 has abandoned the single-

threaded architecture in favor of a Multi-Threaded 

Architecture. This provides better performance and scalability, 

allowing the WAF to work more effectively, especially in high-

traffic environments. Another feature, the New Low-Level 

Engine, uses a more flexible and efficient engine compared to 

previous versions. This allows to process requests faster and 

apply more complex security rules. ModSecurity3 offers better 

performance and efficiency compared to previous versions. The 

multi-threaded architecture and new low-level engine enable 

ModSecurity to consume fewer resources and run faster. 

ModSecurity3 includes new security rules, predefined rules, 

cyber threat signatures and updates. This enables the WAF to 

more effectively protect against current threats. It improves 

compatibility with popular web servers such as Apache HTTP 

Server and Nginx. It also provides better integration with 

various security products and services. ModSecurity3 improves 

debugging and diagnostics. This enables faster detection and 

resolution of errors and problems, which makes the WAF work 

more reliably. In addition, ModSecurity3 provides enhanced 

features, performance and updates to protect web applications 

against security threats. In today's world of growing security 

awareness and increasing complexity of web applications, 

security tools like ModSecurity play an important role.  

D. Fail2ban Integration and Automatic Blocking 

PostgreSQL and Fail2ban integration is an effective method 

to increase the security of a database system. This integration 

ensures database security by automatically responding to 

malicious activity and allows system administrators to quickly 

respond to security threats. In our application, File2Ban and 

PostgreSQL integration works as follows: PostgreSQL offers 

various logging levels. One of the logging levels, which is 

important for security, enables logging of certain types of 

queries, failed login attempts or other critical events. Fail2ban 

monitors specific log files and detects certain patterns in those 

files (for example, failed login attempts) and temporarily or 

permanently blocks IP addresses that match those patterns. 

Fail2ban manages blocked IP addresses dynamically. IP 

addresses blocked for a certain period of time can be 

automatically released or permanently blocked according to a 

specific set of rules. 

Thanks to PostgreSQL and Fail2ban Integration, automatic 

security is provided by monitoring and blocking events 

recorded for web security in the running system. In addition, 

thanks to Fail2ban, malicious activities are quickly detected and 

intervention is provided. Automatic blocking helps prevent 

threats without requiring manual intervention and with less 

hassle for system administrators. By recording and archiving 
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events, system administrators can analyze the security status 

and take faster precautions against new vulnerabilities that may 

arise.  

When these effects are analyzed, the PostgreSQL-Fail2ban 

integration is an effective method to increase the security of a 

system. This integration ensures database security by 

automatically responding to malicious activity and provides 

system administrators with a rapid response to security threats. 

III. RESULTS AND DISCUSSION 

When the studies and the operation of the implemented 

system were analyzed, it was observed that the integrated Nginx 

reverse proxy, WAF, PostgreSQL, Laravel and Fail2ban system 

increased the security of web applications. Thanks to the 

enhanced security provided by the system, a more efficient 

structure has been achieved by ensuring that each job is done 

by a different module instead of uploading all jobs to a system.  

In our study, as a security measure, the Nginx reverse proxy 

filters incoming requests and blocks malicious traffic, while the 

WAF detects vulnerabilities by performing more in-depth 

examinations. Thus, it provided a more effective protection for 

the web application against cyber-attacks. 

Thanks to the Laravel application, security policies can be 

defined and customized more flexibly. Security checks are 

performed according to the criteria determined by the event logs 

stored in PostgreSQL, so that each application can determine 

and implement specific security requirements. This is an ideal 

solution that facilitates the implementation of security policies 

and determines the security level specific to each application. 

Event logs obtained as a result of the application provide an 

important data source for monitoring, analyzing the security 

situation and responding when necessary. Thus, it has been 

observed that security measures can be taken more easily and 

earlier. It is also clear that analyzing this data will enable 

continuous improvement and strengthening of security policies. 

 Another benefit emphasized in the system is the caching 

mechanism. This mechanism and the accompanying Nginx 

reverse proxy improve the performance of the web application 

running on the system. Thanks to this system, the necessary 

protection measures are taken for the security of the web 

application, while performance loss is minimized and the user 

experience is prevented from being exposed to negative effects.  

As a result of our study, the system established with our 

application works in the active corporate network and responds 

to many requests as seen in the graph and faces a large number 

of attacks. 

As can be seen from the graph (Fig.2), 2% of the requests 

directed to the servers are attack requests. Although this rate 

may seem low, it means a serious attack attempt in a network 

with very heavy traffic and can pose significant security risks. 

 
Fig.2. Total / Harmful Requests for corporate network traffic 

 

For this reason, detecting and blocking these attack requests 

is of great importance in terms of ensuring system continuity.  

The graph below shows the number of attacks on our 

organization's network for 12 days and the increases in these 

numbers on some days. 

 

 
Fig.3. Number of traffic records containing attacks between  

29.03.2024 - 09.04.2024 
 

When the graph in Figure 3 is analyzed, it is seen that servers 

are attacked on some days and in this context, the number of 

attacks increases significantly. That is, the daily distribution of 

requests clearly shows that there are more attacks on certain 

days than others. This is an important consideration for the 

security of the servers and requires measures to be taken to 

detect and prevent attacks more effectively. The increases in the 

event logs generated by the application and analyzed with the 

help of PostgreSQL and Laravel show that attacks are being 

made at certain intervals and that there is a search for open 

doors to infiltrate the system. An example of attack record table 

that have been stored in PostgreSQL is showed in Figure 4. 

 

Requests 

Containing Attacks

2%

Total 

Requests

98%

Number of Requests Containing Attacks

Total Number of Requests
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Fig.4. Attack records that stored in database 

 

Some useful information can be obtained as a result of 

examining these attempts, which are perceived as attacks on 

systems, with reverse engineering methods and identifying the 

sources of attack.  

When the data and IP addresses in the figure are checked, it 

is seen that the attempts that appear to be attacks are the 

penetration tests performed by the Information and 

Communication Technologies Authority on our organization's 

network (Fig.5). Since penetration tests are controlled attack 

and vulnerability scanning procedures performed to assess the 

security of an institution's or an organization's information 

systems, such tests help to take preventive steps to detect and 

correct vulnerabilities of information systems. Therefore, the 

identification that the IP addresses examined were used during 

the penetration tests shows that we have taken an important step 

to increase the effectiveness of security measures and 

strengthen the network's defenses. 

 
Fig.5. Location analysis of an attack 

 

When we examine the communication requests and attacks 

in network traffic on the same graph(Fig.6); Requests directed 

to servers and attacks are independent of each other.  

 
Fig.6. All requests and attacks 
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That is, there is no direct correlation between the number of 

requests directed to servers and the number of requests 

containing attacks. For example, on any day, the number of 

requests may increase, but this increase does not affect the 

number of requests containing attacks. This may indicate that 

attacks are carried out independently of the request traffic and 

that attackers are not focused on density at certain times. This 

detail is an important consideration in the design of security 

measures and intrusion detection mechanisms. 

IV. CONCLUSION 

Our web application security system, integrated with Nginx 

reverse proxy, offers an effective solution to increase the 

security of web applications. Considering the benefits, it 

provides, the security of web applications is increased while 

performance and efficiency are also ensured. This is a gain that 

increases both the security of users and the operational 

efficiency of the business. It is thought that our system will 

strengthen the hands of system developers and administrators 

in areas such as providing web security, cyber security 

measures, etc. and offers both fast and effective solutions. Since 

the system has an open source structure, it can be said that it is 

a system open to development. In addition, it is thought that the 

system is a work that can be a source of inspiration for system 

developers working in this field and experiencing security 

problems. 
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